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Abstract

This dissertation was written as a part of the MSc in ICT Systems at the Internation-
al Hellenic University.

The digital triage in forensics investigation can really make the digital investigation
a success or a disaster depending on numerous factors. There are numerous triage tools
freely available online but there is no mature framework for practically testing and
evaluating them. In the following pages we will analyze four open source triage tools
and identify the advantages and drawbacks of each of them. We will also test their
compliance to published forensic principles (ACPO).

The results prove that due to high complexity and variety of system configurations,
triage tools should become more adaptable, in dynamic and manual manner, depending

on the case and context, instead of sustaining a monolithic functionality.

After identifying the problem, an effort was made to create a program, that has the
ability to search a whole computer, or any partition or file chosen, for files with any
possible extension, that are installed or created by the user. This was possible by com-
paring the MD5 hashes of the files. In this way the investigator can search, in a very
short time, the computer under examination, for installed and created files or programs,

altered programs, possible malware and harmful programs.

This program can have even greater usability if it is incorporated into other digital

triage programs or if it is enhanced with more advanced functionality.

Special thanks is given to my supervisor Prof. Vasilios Katos that showed me the
way to where address my research and solved any issues raised giving insightful feed-
back.

Nikolaos Bakirtzis

05-11-2013
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1 Introduction

Computers and computing devices are more and more a part of our lives. Not only
most of us have a computer, such as desktops and laptops but we also have smart
phones, tablets and GPSs in our cars. If we don’t have a phone available, we can use our
laptop or tablet and communicate with others using instant messaging, email, Twitter, or
Skype applications. Furthermore computers become more and more a part of our lives,
so does crime involving those devices. Whether it’s “cyberbullying” or “cyberstalking,”
identity theft, or intrusions and data breaches, all result in some form of data theft. A
wide number of real-world physical crimes are now being committed through the use of
computers, and as such, get renamed by prepending “cyber” to the description. As we
transfer lot of the things that we did in the real world to the online world, we became
targets of cybercrime. [19]

What makes this activity even more insidious and sophisticated is that we don’t rec-
ognize it for what it is, because conceptually, the online world is simply so foreign to
us. If someone breaks a storefront window to steal a television, there’s noise, alarm,
broken glass, and someone running away with the stolen goods. Cybercrime isn’t like
this; something isn’t stolen and then absent, but is also copied. Additionally, the crime
does result in something that is stolen and removed from us, but we may not understand
that immediately, because we’re talking about 1s and Os in cyberspace, not for example
a car in our garage. These malicious activities also increase in complexity. In many cas-
es, the fact that a crime has happened is not obvious until someone notices a significant
decrease in a bank account, which shows that the perpetrator has already gained access
to systems, gathered the data needed, accessed that bank account, and left with the mon-
ey. The incidents are not detected until well after they’ve occurred. In other cases, the
malicious activity continues and even escalates after we become aware of it, because
we’re unable to defend from the attack. [19]

Computers, as mentioned above, can be used for committing a crime, contain evi-

dence of a crime or be targets of the crime. Specifying the role and nature of the elec-



tronic evidence, how to analyze a crime scene that contains electronic evidence and how

the responder should act to these circumstances is important. [1]

Triage is a term deriving from medicine. It is defined as “the sorting and allocation
of treatment to patients and victims in battle and disaster according to priorities that tar-
get to maximize the number of survivors”. [52] In incident response the term triage is
specified as the step where an analyst when receiving a report about an incident, assess-
es the danger, prioritizes the incident, relates it to other incidents and decides whether
this report is true. [9] Triage is a way of prioritizing tasks and allocating the resources
which are limited. [23]

Digital triage give to us: The knowledge what items to be taken from the scene. This
helps us manage the flow of items that will be examined. This speeds the whole process.
[23] This is done by executing triage software in the suspect system.

From the above definition it is obvious that the success of the investigation depends
on the first actions and triage of the first responder. Correct priorities and handling of
the live system may reveal an encrypted partition or a remote IP. [77]

Historically, the computer related crime concerned only a small number of victims
and investigators. Nowadays this situation is changing and the impact of digital evi-
dence within conventional investigations is very common. In addition, any investigation
in the public or private sector usually involves the seizure, preservation and examination

of electronic evidence. [1]

The former pull-the-plug approach is obsolete and overlooks the volatile data that
will be lost. Today, investigators face the fact of sophisticated data encryption, hacking

tools and malicious software that exist only in memory. [1]

The most widespread strategies to collect potential evidence are two: a) use person-
nel with limited forensic training and seize everything or b) use skilled experts with se-
lective acquisition. In the first approach, there will be potential damage of digital evi-
dence during the process. The second approach has advantages in serious crime or ma-
jor incidents, but removes valuable skills from the forensic staff which reduces the
throughput and capacity respond in the laboratory. [37]

Examiners need to constantly upgrade their skills, tools, and knowledge to keep up
with the new technologies. The solution is not just to unplug the computer and evaluate
it later. Examiners must know how to capture an image of the running memory and per-

form volatile memory analysis using various tools. [93] In figure 1 there is a compari-



son between live response with Sys-Internal tools vs. memory analysis on a static

memory dump. [93]
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Figure 1: Live response with Sys-Internal tools vs. memory analysis on a static

memory dump. [93]

Electronic evidence is very fragile. It can be altered, damaged, or destroyed by

wrong handling and improper examination. This is why special actions should be taken

to document, collect, preserve and examine the digital evidence. Failure to do so can

make

it useless or drive to a faulty conclusion. [1]

A usual forensic lifecycle for a hard drive can be the following:

Remove the disk from the computer.

Connect this disk to the examiners computer with a writeblocker that prevents
any alterations.

Make an image of the disk that represents all the contents of the disk.

Make cryptographic hash values for each and every digital object and for the
disk.

Search for malware.

View files.



e Search metadata.

e Extract metadata.

e ldentify and bookmark privacy concerns.

e Create replicates and examine them in an emulator.

e Convert digital replicates to interoperable files known as digital facsimiles.
e Analyze metadata.

e Create log files during the examination process.

e Make a forensic report as documentation. [48]

All the above were given me the incentive for this dissertation which contains the
following: In the Literature Review there is an explanation and analysis of what digital
triage in forensics investigation is about and what is the current picture. Digital triage
categories, characteristics, scopes, goals, objectives and achievements till nowadays.
References to four existing tools that are free and things to consider when choosing the
right tool. There is research for these four open source triage tools to help us understand
and study the most important issues concerning these digital triage processes. There is
description of the effort needed and the practical challenges an analyst may encounter
when employing them. Also these tools are evaluated depending on the requirements of
the ACPO principles, a practice guide developed for digital forensics. [77] In bibliog-

raphy they analyzed and they also proposed ways of improving these tools.

In the Problem Definition there is an analysis of what existing tools provide, what
they don’t offer and why this is important. Why the lack of a proper and advanced tool
is so important. There is gap analysis and drawbacks of the presented tools. Also possi-

ble contributions of a new tool.

In the Contribution is presented the thought to make a program that could search the
computer targeted and find added files, altered files, infected files or even malware con-
structed by the suspect. As a start the target was to make a program that would search
the computer under investigation for the files we want to find. To have the ability to
choose the type of files we want, the domain of the computer to search in, the file the
results would be saved in. The results would show the name and the path of the files
found. The next target was to find all the MD5 hashes of the files we want. This could
help to find which files were modified in comparison to the original ones. This could be
achieved by producing the MD5 hashes [50] of the files found and comparing them with

the MD5 hashes of the original files. In the next stage all the above was necessary not to



be hard coded but to offer the examiner the ability to insert the desired values as param-
eters during the execution.  During the development many features were added and
the program was upgraded and became more complicated until it reached its final form.
My target was to easy the forensics analyst and provide him an overview of the hard
disc with a glimpse. Demonstrate and present the contents of the hard disc in a way that
helps the investigator have a more concrete image of the contents of the disc. Help him
take the right decisions fast.

In the Personal Reflection there is the personal opinion about the subjects ana-
lyzed, the problems, the solutions and the contribution offered. What went wrong, what
to avoid the next time, where to improve and upgrade in the future.

In the Conclusions there is the summary of the work of the dissertation. Evalua-
tion of achievements and final thoughts.

This dissertation is structured as follows:

Chapter 2 contains the literature review. An extensive research of what has been
published by accredited scholars and researchers on the topic has been made. In chapter
2.1 digital forensic process is analyzed including techniques, volatile data, analysis tools
and certifications that can be obtained. In chapter 2.2 digital triage in forensics investi-
gation is explained. In chapter 2.3 we talk about testing triage tools. In chapter 2.4 the
tool Bulk Extractor is tested retrieving its advantages and drawbacks. In chapter 2.5 the
tool TriagelR is tested highlighting its advantages and drawbacks. In chapter 2.6 the
tool TR3Secure is tested mentioning its advantages and drawbacks. In chapter 2.7 the
tool Kludge is tested acknowledging its advantages and drawbacks. In chapter 2.8 there
is a synopsis of the testing process and in chapter 2.9 there are suggestions for each tool.

In chapter 2.10 there are some proposals on future work on the four tools.

Chapter 3 contains the definition of the problem in digital forensics. In chapters 3.1,

3.2, 3.3, 3.4 problems are specified for each and every one of the four tools.

Chapter 4 contains the contribution that this dissertation has made to the topic. In
chapter 4.1 there are the first thoughts about what program to develop. In chapter 4.2
the new target chosen is analyzed. In chapter 4.3 the developing process of the program
is explained. In chapter 4.4 the functionality of the scanner program is described. In
chapter 4.5 the functionality of the scanner_version_2 program is described. In chapter
4.6 the functionality of the scanner_version_3 program is described. In chapter 4.7 there

are the advantages of the program. In chapter 4.8 there are the drawbacks of the pro-



gram. In chapter 4.9 there is the evaluation of the program. In chapter 4.10 some sug-
gestions are made for better use of the program. In chapter 4.11 future work and en-
hancements for the program are included. In chapter 4.12 there is the conclusion about
the program.

Chapter 5 contains the personal reflection and the personal thoughts about the topic

of the dissertation.

Chapter 6 contains the conclusions after ending this dissertation and creating the
scanner program. In chapter 6.1 is explained why digital forensics is different from any
other topic. In chapter 6.2 are mentioned the lessons learned from developing digital

forensics tools. In chapter 6.3 there are the overall conclusions and the final thoughts.

In the appendix there is the source code of the scanner.php, scanner_version_2.php

and scanner_version_3.php programs.



2 Literature Review

A technical definition for digital forensics is the following: the tools and techniques
that are used to preserve, recover and analyze digital evidence and data on digital devic-
es or being transmitted by them. [3]

Digital forensics is a part of forensic science including the recovery and examina-
tion of evidence found in digital devices that are related to computer crime. [71] [18]
Digital forensics investigations apply in many cases. The most usual is to check a hy-
pothesis before the criminal or civil courts. Forensics are also used in the private sector;
for example during internal investigations or intrusion cases. [24] There are many types
of forensics: computer forensics, network forensics, forensic data analysis and mobile
device forensics. [24]

Digital forensics are also used to verify evidence of the suspects, check alibis or
statements, determine intent, identify sources, or authenticate documents. [85] Investi-
gations have a wider scope of the other forensic analysis also including complex time-
lines or hypotheses. [17]

Digital forensic process begins with the collection, duplication, and authentication
of all the data before the examination begins. These first three phases have the biggest
costs. Duplication is a standard practice for all laboratories but it takes great time which
has become a big problem. One solution is the pre-examination techniques known as
digital triage. These techniques help the prioritization and lead the examination. [16]

Digital triage in forensics investigation is a rapid growing sector with serious pur-
pose, numerous implementations, multiple objectives and many achievements. There
are many tools free and licensed and in the following paragraphs we are going to ana-
lyze four well known free tools Bulk Extractor [12], TriagelR [90], TR3Secure [89] and
Kludge [46].

Computer forensics, also known as computer forensic science [60] is a branch of
digital forensic science that refers to legal evidence stored in computers and other digi-

tal media. The aim of computer forensics is to analyze digital data forensically with the



target to identify, preserve, recover, analyze and present important information about
these data. [21]

Since 1980 the computer crime has developed and grown radically. [49] Nowadays
computer forensics investigates a great range of crimes, such as child pornography,
fraud, cyber stalking, murder and rape. Computer forensics is also used in civil proceed-
ings for information gathering. [21]

These techniques and knowledge are used to extract useful conclusions from a digi-
tal artifact; like a computer system, storage medium and electronic document. [99] The
target of forensic examination can be from simple information extraction to rebuilding a
timeline of events. [39]

In court the computer forensic evidence are required to have information that are au-
thentic, reliably obtained, and admissible. [2] Many countries have developed guide-
lines and practices for evidence recovery. In United Kingdom, analysts use the Associa-
tion of Chief Police Officers (ACPO) guidelines which help ensure the authenticity and
integrity of evidence. [21]

Computer forensics process usually include four stages:

e Acquisition.

e Analysis.

e Evaluation.

e Presentation. [22]

Mobile device forensics is a branch of digital forensics, used in the recovery of dig-
ital evidence or data from a mobile device, PDA devices, GPS devices and tablet com-
puters. [54]

The forensic examination of mobile devices is a relatively new field, starting from
the early 2000s. The big spread of phones caused a bottleneck in the forensic examina-

tion of the mobile devices. [80]

2.1 Digital forensic process

Computer forensic examination most times uses the process of standard digital ex-

amination. [27] Examinations are executed basically on static data and not so much on



"live" systems. This has changed from the way early forensic practices used to do. In
that time the lack of special programs drove the examiners to work mainly on live data.
In figure 2 we see the traditional process models. In figure 3 we see the computer foren-
sics field triage process model (CFFTPM). [74]

o]

Collection At Scene

—
]

In Lab

—

Figure 2 — Traditional Process Models [74]
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2.1.1 Techniques

The techniques that are used in a computer forensics examination are the following:
1) Cross-drive analysis: Correlation of data being on different hard drives. [35] [98]

2) Live analysis: Examination of computers by using the installed operating system.
This is achieved with custom forensics or sysadmin tools to gather all the information

needed. This is crucial when we face encrypting file systems. [21]

3) Deleted files: The recovery of deleted archives. [64] Operating systems don’t
erase the physical data written on the hard drives. So analysts can reconstruct the infor-
mation thought to be deleted. [21]

4) Stochastic forensics: This technique exploits stochastic properties of the comput-
er to search for activities that don’t have digital artifacts. The main use is to distinguish
data theft.

5) Steganography: A method to hide information is by using steganography. This is
the technique of hiding information inside a digital image or picture. This is mainly be-
ing used by criminals to hide pornographic content. Examiners by comparing hash val-

ues can understand if the image is the original. [26]

2.1.2 Volatile data

During the forensic process, when we shut down a computer, the data that are stored
in RAM are disappeared. This is why we have to save them first. [20] Between other
practices "live analysis" includes recovering RAM information before seizing a com-
puter. [21]

After the seizure of the computer, RAM retains some electric current and this can
help the examiner by using cold boot attack to regain some information. RAM retains
this electric current for more time in very low temperatures. For example storing the
RAM below —60 °C helps to achieve a successful recovery. But this is quite difficult to
achieve while being at the scene. [41]

In order to extract volatile data correct, we must be at the lab, so as to take notice of

the chain of evidence and to make our work easier. Some additional techniques to trans-

-11-



fer a live computer is the mouse jiggler and the uninterruptible power supply (UPS) that
provides the power. [21]
An easy way to save the data stored in RAM is to copy these data to a disc. [36]

2.1.3 Analysistools

There is a wide number of open source and commercial tools for computer forensics
examination. The forensic investigation gathers information from the media and the
Windows registry. In addition tries to crack passwords and searches for keywords that
have a relation to the crime under investigation. Finally retrieves e-mail addresses and

texts and also pictures and video. [27]

2.1.4 Certifications

To achieve a forensics certification there is the ISFCE Certified Computer Examiner

and the IACRB Certified Computer Forensics Examiner.

IACIS, the International Association of Computer Investigative Specialists, provides

the Certified Computer Forensic Examiner, CFCE, course.

Nowadays most forensic software companies provide certifications on the programs
they offer. An example is the Guardiancesoftware offering “EnCE” certification and
AcCessdata offering “ACE” certification. [21]

2.2 Digital triage in forensics investigation

When an incident occurs, digital forensics processes are used to examine the inci-
dent, to collect and examine the digital evidence so as to evaluate the incident, identify a
perpetrator and prove if a cyber-crime has been committed. [77] An incident can be

caused by a human penetrator or by something irrelevant. Traces could be left any-
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where. Here come the digital forensics investigation to search the digital crime scene
and retrieve the aforementioned traces and evidence. [77]

Organizations nowadays have a specific IT security strategy to cover all the IT secu-
rity and the other activities taking place in the organization. Until recently only law en-
forcement agencies were using computer forensics. But now many organizations use
computer forensics to be protect by or examine cases for fraud, money laundering, por-
nography and harassment. [40]

A model depicting the forensic lifecycle could be the following:
e ldentification.

e Authorization.

e Preparation.

e Securing and Evaluating the Scene.

e Documenting the Scene.

e Evidence Collection.

e Packaging, Transportation and Storage.
e Initial Inspection.

e Forensic Imaging and Copying.

e Forensic Examination and Analysis.

e Presentation and Report. [48]

In figure 4 we depict the IT Security fundamentals and in figure 5 we depict the

Digital Forensics Investigation Fundamentals.

-13-



Integrity

IT Security

Confidentiality Availability

Fig. 4 — IT Security fundamentals. [73]

Reconnaissance

Digital
Forensics

Relevancy Reliability

Fig. 5 — Digital Forensics Investigation Fundamentals. [73]

Digital Triage Forensics includes processes for examination of traditional crime
scenes, digital crime scenes and battlefield crime scenes. [63] Digital triage collects dig-
ital evidence and processes in the first steps of investigation in order to identify what is
useful and what not while being at the crime scene so as to lead the research to other
possible and hidden evidence. All those evidence are meant to be used in a court of law

so it is necessary to find them before they are lost or altered. So the triage tools, pro-
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cesses and scripts used must obey to all forensic principles to ensure the admissibility of
the collected information and evidence. [77] The Association of Chief Police Officers,
ACPO, has published a guide with the basic forensic principles under the name of Good
Practice Guide for Computer Based Electronic Evidence. [1]

Since criminals use information and technologies from all around the world the ex-
aminers cannot work in the opposite way. The examination team must have collabora-
tion of numerous and different members. [6] But this makes investigation even more
complex and challenging. [8] These different nationalities, cosmopolitan backgrounds,
socio cultural backgrounds, legal frameworks multiply the difficulties and makes the
decision-making processes highly demanding. [80]

Many organizations don’t take seriously the digital forensics [81]. But they have to
understand that linking an attacker to a crime isn’t something easy to achieve. Organiza-
tions must be prepared for digital forensic investigations and be sure that they have tak-
en all the measures to be ready for such examinations. [38]

Internet has developed a great need for digital investigations. Computers are now
used to commit company policy violations, e-mail harassment, murder, leaks of proprie-

tary information, embezzlement, and even terrorism. [57]

In computer forensics most professionals have been self-taught. Computer forensics
investigators examine mainly hard drives, CDs, DVDs, Flash memory devices, floppies,

and tapes but they must also have deep knowledge of all the computer systems. [14]

ACPO Good Practice Guide has four principles. The number is small so as to be
able every investigator to understand and remember them. The Principle 1 is: no change
of data must take place. [1] The Principle 2 is: the examiner to be really competent and
explain his actions. [1] The Principle 3 is: that an archive of all the actions made must
be recorded. [1] The Principle 4 is; that the person in charge has all the responsibility.
[1] The important aspect is to show to the court that the evidence collected from the dig-
ital crime scene is exactly the same as found from the first person reaching the crime
scene. If there are alterations, augmentation or decrement to the digital evidence collect-
ed it must be proven to the court what caused the variation of the analyzed data. [1] The
problem with the programs used nowadays is that they often alter the data and it is cru-
cial for the investigator to find and monitor all the alterations. Objectivity, continuity
and integrity when possessing the evidence is a high priority. The tools applied must

collect evidence starting from the volatile to the less volatile. [7]
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In the ForensicArtifacts.com database the investigator can find potential forensic ar-
tifacts so he knows what to look for. [28] There is also the SANS resources such as the
Sans Digital Forensics and Incident Response Poster-2012 or Sans forensic cheat sheets
that include such information. [47] For example if we have a child pornography crime
the browsing history, favorites and browsing information is the place to look for. It is
important for the investigator to put some priorities before he starts collecting the data.
Proper prioritization can save time, help him find evidence before they are lost, avoid
mistakes and make a concrete and well monitored investigation. Data with small life
time like processes, routing tables and temporary files should be a priority. [74]

In incident response there is a choice to be made. Whether to perform a complete
memory acquisition or a live response. Complete memory acquisition is the analysis of
the computer’s physical memory with a number of tools. Some memory imaging tools
are Crash Dumps, LiveKd Dumps, Hibernation Files, Firewire and Virtual Machine Im-
aging. [96]

Live incident response collects evidence from a computer so as to prove if an inci-
dent took place. Live incident response includes the gathering of volatile and nonvola-
tile data. Volatile data is data that would be lost if we cut the power off from the com-
puter. Nonvolatile data is don’t get easily lost and include useful information for digital
forensic collection such as system event logs, user logons, and patch levels, among
many others. Live incident response further includes the collection of information such
as current network connections, running processes, and information about open files. To
collect live incident response data we run commands that produce data that are send to a

different storage device than the console. [72]

Memory acquisition is slow. [1] The modern hardware has big memory that includes
data of past and completed processes. These data cannot be collected by the live re-

sponse tools. [4]

The first responder will find live response useful if he is well prepared for the case

under examination. [93] For best results both practices need to be applied.

From all the above we understand that a triage tool must comply with a number of

requirements, have performance, low complexity but great adaptability.

In the following chapters we analyze, evaluate and compare four open-source triage

tools used in digital forensics and incident response, assess their behavior and conclude
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telling if they fulfill the purpose of the forensics analyst and remark any needed en-

hancements.

2.3 Testing triage tools

In the next paragraphs we test four open-source triage tools, to evaluate their behav-
ior, their validity and conclude how useful they are for the first responder.

The four triage/incident response tools that we are going to analyze are Bulk Extrac-
tor [12], TriagelR [90], TR3Secure [89] and Kludge [46]. We tested their abilities in
Microsoft Windows operating systems because based on statistics they are the most

widespread operating systems for both examiners, users and criminals. [58].

To help us test TriagelR, TR3Secure and Kludge we used Windows 7 with VMware
Player 8 installed including 8 different Windows OS systems. [77] Also Sandboxie
3.74, was installed. [15] [76]

We copied TriagelR v.79, Kludge-3.20110223 and TR3Secure on “E: disk” so as to
use and simulate this partition as an external USB drive, as a forensic examiner would
do. [77]

The tools were executed with all their options enabled in a sandboxed environment
and normal environment. [77] The sandboxed environment was necessary to help us see

which files are created or altered in the users system. [77]

2.4 Bulk Extractor

Bulk Extractor [12] is written in C++. It scans a file, a disk image, or a directory
without parsing the file system. In addition Bulk Extractor makes histograms of features
because features that are more common are more important. [10] This tool is useful for

law enforcement, defense, intelligence, and cyber-investigation applications. [11]
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Bulk Extractor is also usefull for digital archivists. [13] Bulk Extractor has a GUI
interface, the Bulk Extractor Viewer utility. Process of the results can be achieved by
using the digital forensics tools in the Bit Curator environment. [13]

2.4.1 Advantages

Bulk Extractor advantages are the high speed and thoroughness. This happens be-
cause it ignores file system structure. Bulk Extractor has the ability to examine different
parts of the hard disk in parallel. Bulk Extractor is thorough because automatically de-
tects, decompresses, and processes compressed data that have been compressed by nu-
merous algorithms. [11] Another advantage is that Bulk Extractor can process any digi-
tal media. It can process hard drives, SSDs, optical media, camera cards, cell phones,
network packet dumps, and other kinds of digital information. [11] Also it can recover
more high-value forensic information than other tools. [31] Bulk Extractor is easy to use
and this is why it has been used by numerous law enforcement organizations, and its

acceptance spreads. [30]

2.4.2 Drawbacks

When using Bulk Extractor every media that will be examined is connected to a
write-blocker of an investigator workstation and then it is processed with the Bulk Ex-
tractor tool. To start all this examination there is some time needed. Around 5 min per
media. The Bulk Extractor is executed recursively without needing the attendance of the
investigator, but the time needed to complete all its operations is big. [30] So Bulk Ex-
tractor works additionally to the traditional forensic procedures and its target is not to

replace them. [30]
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2.5 TriagelR v.0.79

When we read the manual of the TriagelR tool we see that it needs some tools added
in a folder named tools which is located in the program’s folder. The tools needed are:
a) Dumpltmemory utility [25], b) Sysinternals Suite [87], c¢) RegRipper [70], d)
MD5deep and shaldeep [51], e) 7Zip Command Line [100]. TriagelR has 6 tabs — pag-
es that contain all the options, see Fig. 6. In most cases the tool worked fine. [77]

The modifications that the tool makes to the computer under examination are justifi-
able and thus can be explained which helps to be defended in court. [77]

[y . — p— ¥
g Triage: Inciden Response
File Help

System Information | Network Information | Registry | Disk Information | Evidence Collection | Options]

System Information

Capture Processes

Capture Services
Associated Senices
Scheduled Tasks Information
Hostname Information
AutoRun Information
Account Settings

Reading from Triage.ini configuration.

L503

Fig. 6. TriagelR v.79 GUI.

2.5.1 Advantages

TriagelR can collect information about the startup process of the computer that is
useful for malware examination. [78] Also TriagelR creates MD5 and SHA-1 hashes of
evidence files. [77] This is crucial because it can prove the integrity of the evidence in-

formation.
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2.5.2 Drawbacks

TriagelR during execution produced some errors that are due to programming faults
or incompatibility of the utilities with the operating systems. TriagelR does not gather
any Netbios evidence and has a problem in collecting all the event log information. [77]
TriagelR has also problem collecting the security registry hive, the hard disk’s directory

structure and other information from the examined computer.

2.6 TR3Secure

TR3Secure data collection script uses Windows tools and tools that must be down-
loaded from the internet. Furthermore a .txt file with commands must be inserted in the

tools folder of the program.

We chose option 4 from the tool’s menu, see Fig. 7, so as to exploit all its abilities.
[77] The tool did what expected in all operating systems. [77]

Like TriagelR the changes made are justifiable, they can be explained and so to be
defended in the court. [77]

et C:\WINDOWS\system32\cmd.exe
tr3—-collect Main Menu Options

1 to Acqguire Memory Forensic Image Only
2 to Acquire Uolatile Data Information Only
3 to Acquire Memory Forensic Image and Uolatile Data Information
4 to Acquire Memory Forensic Image, Uolatile Data Information., and Non—Uol
Data Information
Press 5 to exit

Enter your selection: 4

Fig. 7. TR3Secure Main Menu.
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2.6.1 Advantages

TR3Secure from a forensics view has all the functions needed including the choice
to insert the case name, the examiners information, the path for storage and the execu-
tion date and time. Furthermore it records all the triage process so as to help the investi-
gator find any errors produced.

2.6.2 Drawbacks

When we run the tool many errors occurred. The most important is that it fails on
64-bit operating systems. [77] In Windows 7 64-bit was not able to find the tools folder.
[77] Also when it was executed in operating systems that used different codepage the
results created needed a specific viewer to be read. [77]

2.7 Kludge 3.20110223

Kludge in the startup screen provide us 3 options (figure 8). The first is to perform
simple analysis. The second is to perform a detailed analysis including timeline and reg-
istry analysis. The third is to perform the above and memory and process captures and

file hashes.

Kludge was originally developed to be executed remotely by a network. This would
be achieved by exploiting the administrative shares of the computer under examination.
So Kludge copies all the information needed in the target computer and then it executes
them. This is not a very good forensics practice because the changes to the target com-
puter are massive. Also the administrative shares must be enabled. [77] Another option

is to execute Kludge from a USB drive and save all the reports in the USB drive. [77]

When we run the Kludge by using the network the alterations to the target computer
are explainable but not justifiable and so they cannot be accepted in a court. [77] But the
new altered version of Kludge that was executed from a USB drive don’t have this ma-

jor disadvantage.
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N (#] C:\Windows\system32\cm'd.exe i#] - I = 1 &l 28

Running Kludge Analysis version 3.1

Please enter the following information ——

—— An Option Level <{(1-Simple Analysis. 2-Detailed including Timeline and Registw

vy Analysis, 3—Includes Memory and Process captures and file Hashes)

—— An associated Ticket Number. If there is no ticket number associated,. please
enter B or» none

—— The Analyst’s name <(e.g. john>

—— The Targeted Remote Machine Name <(files will be copied to c:\Windows\Temp:ana
lysis

—— Your Admin Account Username <(You will be prompted for your password twice

—— A Local folder name on this machine where you want the final report to be cop
ied to. Quote directories with spaces (e.g. "c:\Documents and Settings"' or» simp
ly put a period for current directoryd

—— Enter ’yes’ . 7 * for GPG encryption. If ‘yes’, you will need your GPG Pub
lic key in a file called “"pubkey.txt'. The script can decrypt the Report if the
Private Key is already installed on the current machine or exported to an ascii
text file called “"privkey.txt'.

— Enter ‘yes’ to have the script guery a remote text file for previous incident
—— If Querying a share enter the share’s path (e.g. \\122_.168.1 _.2\Reports\incide
nts.csv

Enter an Option Level {e.g. 2>: 3
Enter the Remote Machine Name:

Fig. 8. Kludge script execution.

2.7.1 Advantages

Kludge is able to collect useful information that TR3Secure and TriagelR cannot.
Something important for the investigator is that it collects internet history from Mozilla
Firefox and Internet Explorer browsers. This is helpful in cases like grooming, bullying,
spam, and other. [77] In addition it collects antivirus logs, firewall state, process dumps
and memory information of running processes. [77] By creating timelines of running
processes as being executed adheres to ACPO principles. [79] Furthermore the report is
concentrated in a well organized html file from where the examiner can have an over-
view of the collected evidence. And in his way simplifying and speeding up the triage

work.

2.7.2 Drawbacks

Kludge when executed produced out-of-the-box errors, programming faults and in-
compatibility of the utilities. It also collects only specific antivirus logs. [77] Symantec
and McAffee antivirus programs share only 15% of the market. [61] It also does not

collect event logs in Windows Vista, 7 and 8 operating systems. [77] Since Kludge
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doesn’t record an analytic log of all the processes executed it is hard to make checks
and comparisons. [77] Like TriagelR does not remove added registry keys.

2.8 Synopsis

After running and testing the four tools and having found their advantages and
drawbacks we come up to a synopsis about their performance.

2.8.1 Bulk Extractor

Bulk Extractor collects credit card numbers, email addresses, URLS, and other kind
of information from any digital media. The tool can be executed on different data for-
mats and collects much evidence concerning internet. Also it can detect and decompress
data that have been compressed by using many different algorithms. [86] Bulk Extractor
also uses GNU flex. [88] When all the evidence have been collected Bulk Extractor cre-
ates a histogram of useful features. Stop lists can also be applied. [30] In figure 9 there
is an overview of the tools architecture. A graphical user interface helps the investigator

to view the reports created. [30]
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Fig. 9 Diagram showing overview of the Bulk Extractor architecture. [30]

Bulk Extractor constructs a report that have: [11]

Credit card information.

e IP addresses found.

o Ethernet MAC addresses found.

e EXIFs from JPEGs and video segments.

e Credit card numbers.

e US and international phone numbers.

e URLs from browsers and emails.

e Email addresses.

e A histogram of terms used for internet searches.
e A list with words for password cracking.

e The wordlist in a form to be used by password-cracking programs.
e Internet domains found.

o Information about ZIP files.
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o Results of specific search requests.
For all the above, two files are also created: [11]

e Astop list or a list of information not to be shown to the user.
o Histograms of features with appearance frequency.

Bulk Extractor additionally creates a report. An XML report with information con-
cerning the source data, the compilation and execution of the tool, time used for pro-
cessing and additionally includes all the evidence found. [11] Bulk Extractor is very
helpful for triage. It aids to put priorities before the thorough examination begins. [30]

2.8.2 TriagelR, TR3Secure and Kludge

None of the triage tools TriagelR, TR3Secure and Kludge inform the user that has to
run the tools as administrator in Windows Vista, 7 and 8 operating systems in order to
work properly. [77]

In Table 1, Table 2 and Table 3 we see a picture of the incident data that the above
three tools were able to collect when they were executed during the triage process. [77]
The column headers of the table indicate the order of volatility scale, and the row head-

ers show the tools tested.
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Table 1 Collected forensic artifacts [77]

Tested tools - collected forensic artifacts vs. order of volatility scale.

Order of volatility (from more volatile to less volatile) | TriagelR 0.79 TR3Secure Kludge 3.2

Registers and Cache No data collected X X
Routing table, arp cache, Network-related data — ARP cache X X
process table, kernel Network-related data — Routing table X
statistics, memory Network-related data — DNS cache and resolution
Network-related data — DNS Information X
Network-related data — A records
Network-related data — Host file
Network-related data — Netbios routing table X
Network-related data — Netbios information (sessions, X X
connections, file transfer over netbios)
Network-related data — Port to process mapping X
Network-related data — TCP/UDP active connections X X
Network-related data — TTL
Network-related data — Firewall (info, status)
Process data — Process File Handles X
Process data — Running Processes-DLLs X
Process data — Services
Process data — Process to exe mapping

Lol
B

B

-
B

Process data Process to user mapping
Process data — Child processes

Process data — Process dependencies
Process data — Process dumps X
Process data — Process memory X
User's activity — Active logon sessions
User's activity — Logged on users

User's activity — Recent files

User's activity — Internet browsers history
User's activity — Jump lists Files

User's activity — Clipboard-contents X
Registry hives — Sam

Registry hives — Security

Registry hives — System

Registry hives — Software

Registry hives — HKCUJ

Registry hives — NTUSER.dat

Registry hives — USRCLASS.dat

Various timelines — IE Timeline

Various timelines — FF Timeline

Various timelines — Hard disk timeline

Various timelines — Prefetch info

Various timelines — Recycle Bin timeline and contents
Memory image

System configuration — VSS service status

Prefetch files X
NTFS data streams

UnSigned-executables — Uptime

E

B -
E
B

]

HHE AR H A XK R

E
B

Table 2 Collected forensic artifacts [77]

B

Temporary file systems System event logs — evt files
System event logs — evtx files
Processed event logs — System
Processed event logs — Security
Processed event logs — Application event logs
Antivirus logs
No data collected X
Disk Remote logging and Not applicable
monitoring data that Network-related data — Open shared files
is relevant to the User's activity — Remotely logged on users X
system in question User's activity — Remote users IP-addresses X
No data collected X
Physical configuration, Network-related data — Network configuration X X
network topology Network-related data — Network Adapter info
Network-related data — Routing table X

E R
B

-

E

Network-related data — Host File X
Network-related data — Enabled network protocols X
Network-related data — Promiscuous adapters X
User's activity — Logged on users X
System configuration — User accounts policy X
System configuration — User groups X
System configuration — Startup information X X
System configuration — Directory structure X



Table 3 Collected forensic artifacts [77]

Order of volatility (from more volatile to less volatile) | TriagelR 0.79 TR3Secure Kludge 3.2
System configuration — Mounted disks information X
System configuration — Hostname X
System configuration — Local shares X X
System configuration — Schedule tasks X X
System configuration — Kernel build X
System configuration — Register organization X
and owner
System configuration — 0S-version X
System configuration — Group policy listing and RSOP X
System configuration — Installed software X
System configuration — Security settings X
System configuration — Hardware devices X
System configuration — Number of processors X
and their type
System configuration — Amount of physical memory X
System configuration — System's install date X
System configuration — System variables X
System configuration — System configuration X
System configuration — Firewall configuration X
System configuration — Services X
System configuration — Type of installation X
System configuration — NTFS partition info X
Certain applications — Version and Signing X
info for Acrobat
Certain applications — Acrobat Reader X
Certain applications — Flash X
Certain applications — Java X
Certain applications — Firefox X
Certain folders structure — Program Files X
Certain folders structure — Documents and Settings X
Certain folders structure — Windows X
UnSigned-Executables — Computer name X
UnSigned-Executables — Autoruns X
UnSigned-Executables — Startup apps X
UnSigned-Executables — BHO's X
UnSigned-Executables — Hotfixes and service packs X
UnSigned-Executables — Environment Variables X
UnSigned-Executables — Uptime X
UnSigned-Executables — Operating X
System Information
UnSigned-Executables — Drive Information X
UnSigned-Executables — Partition info X
UnSigned-Executables — Users X
UnSigned-Executables — USB device history X
Registry files X

Archival media Not applicable X X X

The contents of a hard disc usually are examined in the lab so there is no use to ana-
lyze them in the triage process. [77] In Table 4 we see how effective each tool is in dif-

ferent operating systems. [77]

Table 4 Tool effectiveness [77]

Tool effectiveness.

Tool Win XP 5P3 Win XP 5P2 Win 7 32 bit Win 7 5P1 Win 7 64 bit Win 7 5P1 ‘Win 8 32 bit ‘Win 8 64 bit
32 bit 64 bit 32 bit 64 bit

TriagelR 0.79 Medium Medium Medium Medium Medium Medium Medium Medium
effective effective effective effective effective effective effective effective

TR3Secure Medium Ineffective Medium Medium Ineffective Ineffective Medium Ineffective
effective effective effective effective

Kludge 3.20110223 Medium Less Less Less Less Less Less Less
effective effective effective effective effective effective effective effective
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In Table 5 we see the alterations caused by TriagelR, TR3Secure and Kludge on the
registry and file system of every operating system. These alterations were captured with
the help of Buster Sandbox Analyzer 1.87 and Sandboxie. [77] The version of the
Kludge tool, that was changed to be used by a USB drive, was the most forensically
correct of all the above triage tools. [77]

Table 5 Modifications produced [77]

Summary of file system and registry modifications.

0s Tool
TriagelR TR3Secure Kludge (modified version)

Win XP SP3 FM*: 39 (mainly prefetch and |system32/CatRoot) FM: 13 (one in [system32/) FM: 0
RC: 33 RC: 21 RC: 4

Win 764 b FM: 84 (mainly prefetch and logfiles) FM: 4 (mainly logfiles) FM: 1 (temp appdata)
RC: 379 RC: 71 RC: 6

Win 7 FM: 39 (prefetch and user appdata) FM: 26 (mostly in prefetch, one in [system32/) FM: 1 (temp appdata)
RC: 134 RC: 131 RC: 14

Win 8 64 b FM: 138 (prefetch and user appdata) FM: 45 (mosty in /INF folder) FM: 0
RC: 354 RC: 73 RC: 6

Win 8 FM: 29 (prefetch and user appdata) FM: 19 (2 in [system32/) FM: 1 (temp appdata)
RC: 131 RC: 127 RC: 8

2 FM: File creations/modifications — RC: Registry changes.

Summing up all the above we see that it is obvious that a triage tool have to be bal-
anced in numerous requirements, including performance, complexity and adaptability so

as to be effective and successful during the triage evaluation.

2.9 Suggestions

The four triage tools analyzed before could be adjustable in two ways: First before
the execution to avoid as many errors as possible and second during the acquisition to

achieve the maximum effectiveness. [77]

If we disable Prefetch on Windows the modifications created will be even less. [77]
Furthermore the tools should record all the actions executed including errors and prob-
lems. [77] In addition it is advisable the tools to log and restore all registry modifica-
tions. Finally it is important that the tools enhance the collection of all history and inter-

net activity information of all widely used browsers.
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29.1 Bulk Extractor

Bulk Extractor is a command line tool. [31] An advanced GUI could be used for
easier and faster use, even from people with little experience and a GUI for the results
found. With the current version it is possible to run multiple copies of Bulk Extractor
on different machines but there is no way to easily recombine the results. [31] A good
direction would be to solve this problem and improve the combined functionality. Also

we can extend Bulk Extractor with numerous plug-ins.

2.9.2 TriagelR 0.79

This tool must overcome problems that are encountered when it is used in different
operating systems. It seems to work properly only in Windows XP and faces problems
in the other releases. [97]

2.9.3 TR3Secure

This tool has compatibility problems with Windows 64bit operating systems so
modifications must be made to overcome this problem. In addition it must be enhanced
with capabilities such as collection of scheduled tasks, registry files, installed printers,

peripherals, user logons and internet activity information. [77]

2.9.4 Kludge 3.20110223

This tool was created having in mind specific antivirus and security products. But it
must broaden its use and target machines. Some other enhancements are to run from a
USB stick or an external drive and save the reports there. Additionally some functions
have to be altered in order to be able to execute in Windows 7 and 8 operating systems.
[77]
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2.10 Future work on the four tools

As it is understood from the above analysis there is no tool to cover all the purposes,
be very effective and be the best for triage process. This result was obvious because
there is high variety and complexity on modern media and systems. The complexity and
the variety in the needs, the software and processes are increased radically so the exam-
iner must have a wide portfolio of different tools to manage and handle every different
case. [77]

In order to help the examiner choose the portfolio of tools we can put some qualita-
tive and quantitative metrics. [77] After the examination of the four triage tools, we
could apply these three metrics:

1) Effectiveness.

2) (Un)reliability.

3) Invariability. [77]

The use and the connection between these metrics could be a good field for future
research.

Also in the future we could try to assess the tools in terms of usability, usefulness,
exploitable results, validity and evaluation of reports and case-by-case analysis. [77] A
future target would be to create an advanced triage tool based on the four tools men-
tioned above that would combine all their advantages , functions and options and none
of the drawbacks.

An enhancement for Bulk Extractor would be to develop an algorithm, for distin-
guishing compressed data from encrypted data [33], and additionally present the per-
centage of encrypted data on the digital media that is under examination. [30]

The reports of Bulk Extractor can be useful when they are compared and contrasted

to other data of forensic practices, for example, cross-drive analysis information. [59]
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3 Problem Definition

Computer abilities and capabilities have grown radically since 1960, and they are
going to develop exponentially in the future. Storage capacity has grown beyond any
expectation and there is no limit for the future. [62] FBI’s statistics state that the data for
analysis per case have multiplied 6.65 times, from 84 GB to 559 GB, in eight years,
from 2003 to 2011. [69] The expanded computing capabilities makes processing and
storage cheaper. This makes the forensic examination even harder with more compute
resources needed. Although this problem is known, little has been done to confront it.
The blame is on both users and developers. [75]

In the triage process first we have to put priorities before starting the collection of
data. Great importance must be given to the data that live for a short time like routing
tables, temporary files and processes. Forensic analysts have to have a wide number of
tools because no tool can apply to all the different cases. [74] So the triage tool must be
flexible be able to change its functionality depending on the evidence. [77] The triage
tool must collect data in very short time but this is many times overlooked. This disad-
vantage derives from the fact that triage tools come from traditional forensic tools

which were designed to conduct the analysis at a future time. [44]

The processing speed of current digital forensic tools is not a match for the average
cases because users don’t have specific performance requirements and developers ha-
ven’t put performance and latency to a top-level objective. [75]

SPEKTOR triage tool includes some automation, but this is done in order to be used
by people who have no specific technical skills. [82] This is in violation to ACPO’s se-

cond principle and this is why it is considered to be a poor practice. [77]

In the next chapters we are going to analyze the most important problems of the four

tools tested before.
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3.1 Bulk Extractor

Bulk data analysis has the limitation that compressed data that are fragmented into
many locations are difficult to recover. However, most interesting files in forensic man-

ner are not fragmented. The only exception is log files. [34].

Unicode and non-Latin characters create problems for bulk data analysis. One other
complication is that there are many types of localized strings that are possible to be
found. [30]

3.2 TriagelR v.0.79

The tool failed only in Windows 8 OS 64 bit. [77] When the tool runs its utilities
create and change many files. These alterations are undesirable. [77]

By analyzing the execution and results we see that the tool violates a number of fo-
rensic principles. First of all some utilities of the tool need a hard disk partition letter as
a parameter to execute properly. [77] Also when executed the tool adds registry keys
but does not undo these registry alterations. Furthermore it does not record all executed
commands in the created incident log file. In this way the analyst doesn’t know which
commands executed correctly, which failed and why. [77] Traceability is hard to
achieve because the tool uses a separate command shell for each utility called. This ends
after the execution and this makes the examiner not to acknowledge the errors that have
been created. [77] The tool should create hashes of the reports, so as to have a complete
and correct chain of custody for the data that have been either gathered or produced by
the tool. Finally, when the compression ability of the tool is used, some data are not
gathered. [77]

3.3 TR3Secure

Like TriagelR, the utilities used by TR3Secure alter some Windows OS files. This

happens also with some temp and recent activity files. [77] In all operating systems
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TR3Secure loads drivers in certain folders, alters or adds registry keys, creates or modi-
fies folders. Finally when some utilities fail to execute the crash reports are created in
specific folders. [59] [77]

3.4 Kludge 3.20110223

Kludge in all operating systems applied adds and alters registry keys, creates or
modifies files, try to install drivers and changes Prefetch and the users’ temp files and
recent activity. [77]

Kludge uses the Hobocopy utility [43] to copy files. This utility crashed in Windows
7 and 8 OS, causing the registry files and event logs not been collected. Moreover many
utilities used by Kludge in Windows 7 and 8 OS, crashed. Finally some utilities didn’t
execute at all in the above operating systems. [77]
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4 Contribution

This paper contributes in both the theory and practice of digital forensics. The pur-
pose is to study and analyze, the way four free triage tools work and respond during the
process of installation and execution. Also highlight the advantages and drawbacks and
make suggestions for improvements and better performance. Finally develop a program
to help the first responder make the digital triage fast and in an easy, concrete and

meaningful way.

4.1 First thoughts

The first thought was to use one or more existing tools and change the presentation
of the results that they provide, when they are used for digital triage. The purpose would
be to improve the results by making them more helpful and beneficial for the investiga-
tor. The target would be to ease the forensics analyst and provide him an overview with
a glimpse. Help him take the right decisions fast. Demonstrate and present the contents
of the hard disc in a way that helps the investigator have a more concrete image of the
contents of the disc. Provide visualization, analysis and evaluation with the use of dia-

grams, bars, pies, percentages, images and other presentation tools.

The way to do all the above was the following: Find as many sources as possible
and bibliography. Read papers, articles, published material by accredited scholars and
researchers. Search the internet. Search for digital triage tools and how the presentation
can be improved. Find for digital triage in forensics investigation definition, categories
and characteristics, scopes, goals, objectives and achievements. Find the existing tools
and what things to consider when choosing the right tool. Find regulations globally and
in Greece. Find what existing tools provide, what they don’t offer and why this lack is
important. Why the lack of a proper and advanced presentation is so important. Make a

gap analysis. Search for drawbacks and possible contribution. Improve the visualization,
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analysis and evaluation with the use of diagrams, bars, pies, percentages, images and
other presentation tools.

The first thought was to help the child pornography examiner. After taking an image
from the hard disk, the RAM and the volatile data, then provide him with the history
from all the browsers that are installed on the computer. While he is at the scene it is
crucial to recover everything that is related to the examined case. When a suspect
searches for child pornography in the internet or stores digital files, containing this child
pornography material, many traces are left behind. The most possible scenario is that
the suspect won’t have great programming skills and knowledge to create a script to de-
lete, every time, the browsing history and the evidence from all the browsers in his
computer. So during the triage process, the program that | would create, would be able
to collect all the evidence from the web browsers, specify attributes that stand out and

present them in a useful and easy to understand way, to help the examiner.

One first approach was to use a widely available open source tool, Kludge, that col-
lects digital evidence that the other two tools TR3Secure and TriagelR do not. It can
collect internet browsers history from Mozilla Firefox and Internet Explorer. Some
modifications could be made to be more focused on the latest versions of the browsers.
And this because the browsers pop up often messages, to the users, to download the lat-
est versions available. It is rare for a user to decline these prompts all the time and use a
very old version of the browsers. Knowing the browsers history is crucial when the ex-
aminer searches for grooming, bullying, spam, and so on. But also Kludge can collect
antivirus logs and reports of the firewall state. In addition it can collect process dumps
and process-related memory for each running process. In the end Kludge produces an
html file with a well organized menu which help the examiner navigate the collected
digital evidence. This can simplify the work of the examiner and speed up the triage
process. To enhance the usability and presentation of the tool one thought was to add
statistics, diagrams, bars, pies and percentages to the reports, which could be navigated
through the html file. Kludge produces .txt files for the reports. So the purpose of the
new program would be to read these .txt files and produce more complicated reports

with all the statistics, diagrams, bars, pies and percentages mentioned above.

However there was a major turn over in the development of the program. After read-
ing all the sources cited in the bibliography and many more, the conclusion was that

there are some tools freeware and licensed that present their results using visualization,
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analysis and evaluation including the use of diagrams, bars, pies, percentages, images
and other presentation tools. Such a tool is Spektor. So the new thought was to develop
a tool, that would be very simple and easy to use, for the first responder, to exploit it for
digital triage in the crime scene but also helpful during the analysis at the lab.

4.2 The new target

After all the above the second thought was to make a program that could search the
targeted computer and find the added files, altered files, infected files or even malware
constructed by the suspect.

At start, the new target, was to make a program that would search the computer un-
der investigation for the files we want to find. To have the ability to choose the type of
files we want, the domain of the computer to search in, the file the results would be
saved in. The results file would show the name and the path of the files found.

The next step was to find all the MD5 hashes of the files we wanted. This could help
to find which files were modified (ex .exe files for windows) in comparison to the orig-
inal ones. This could be done by producing the MD5 hashes [50] of the files found and

compare them with the MD5 hashes of the original files (which are unaltered).

In the next stage the above program was necessary not to be hard coded (the param-
eters not to be fixed in the code) but to offer the examiner the ability to insert the de-

sired values as parameters during the execution:

1. The path where the program to search in.

2. The type of files the program to search for.

3. The name of the file with the results.

4. The path of files to be compared.

5. Where the reports with the name of the files, the path found and the MD5 hash to be

saved in.

During the development many features were added, the program was upgraded
many times and became more complicated, until it reached its final form presented be-

low. The final program has the following functionality:
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The user by using the command prompt can choose: a) to see the help guide of the
program b) to scan a specific domain, retrieve the files chosen and create their MD5
values and c) compare the created MD5 values of the files chosen with a file containing
the “clean” MD5 values of unaltered files that he wants to compare.

1. The user first inserts the option “help”, “scan” or “compare”.
2. In case of “help” the programs functionality is shown.
3. In case of “scan” without putting any parameters the default values are used.

4. In case of “scan” with parameters the inserted values are used to set a) the path for
the program to search b) the extension of the files being searched and c) the path where
the results file to be stored.

5. In case of “compare” the parameters are necessary. The values inserted are used a) to
set the path for the file containing the MD5 of thescanned files b) the path for the file
with the clean MD5 values and c) the path where the results file to be stored.

4.3 The developing process

The first attempt was to use the programming language VBscript for developing the
program. [91] [92] Also there were thoughts to use the programming language Python
because it is widely used for applications concerning security and digital triage. [67]
[68] The final decision though was to use the programming language PHP because | had
better knowledge of this language, I had use it extensively before, | knew its capabilities

and the belief that | could accomplish the program till the end was strong. [65] [66]
The editor | used to write the PHP scripts was the Sublime-text editor. [84] [85] A

server was used, the Wamp Server, to run the program locally and see the results, be-
cause the program doesn’t have a web interface. [94] [95] So in order to run the PHP
program there is a need to install PHP and a server on the examined computer. But in
order to adhere to the ACPO principles there was a need to minimize the changes to the
computer under investigation. To bypass this problem Bamcompile was used to convert
the PHP application to standalone .exe application. [5] By transforming the *.php pro-
gram into a *.exe file we give the ability to the investigator to run the program from a

USB stick using only the command prompt of the computer. No need for php dlls and
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installations that alter the computer files system. Bamcompile is a freeware. To use
Bamcompile you have to visit the site http://www.bambalam.se/bamcompile/ and
download the win 32 zip. You extract this zip file wherever you want, for example at
the desktop. In this folder you insert the scanner.php file. You open a command line
prompt and write the following:

“cd C:\Users\nikos\Desktop\bamcompilel1.21”. After this you write in the cmd:

“bamcompile scanner.php” and in the same folder with the scanner.php the file
scanner.exe is created and is therefore ready for use.

4.4 The scanner program - How it works

The program’s name is scanner.php and the standalone .exe application is scan-
ner.exe. If the examiner wants to run the scanner.php program, first he must install a
server to run it locally at the computer, like the Wamp Server, and put the scanner.php
program into the www folder of the directory of the server. Then in order to run it (this
is for use with Wamp Server) he must open a command line prompt and open the folder
of the server where php is located, for example: cd C:\wamp\bin\php\php5.4.16\. Then

depending on what he intends to achieve he can type:
1) \php.exe C:\WAMP\www\scanner.php
2) .\php.exe C:\WAMP\www\scanner.php help
3) .\php.exe C:\WAMP\www\scanner.php scan

4) \php.exe C:\WAMP\www\scanner.php scan --path="C:\\" --extension="exe" --
log_file="C:\WindowsMD5\Cexe.txt"

5) \php.exe C:\WAMP\www\scanner.php compare --
log_file="C:\WindowsMD?5\log.txt" --MD5_values_file="C:\WindowsMD?5\clean.txt™ -
-results_file="C:\WindowsMD5\results.txt"

The MD5_values_file must be a .txt file, with the created MD5 values from the scan
option, from files that are clean and secure. The folder where the .txt file with the results

will be stored must be created before the program is used.

If the analyst wants to run the program on the computer under examination by using

a USB stick then he must place in the USB stick the scanner.exe program. Then in order
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to run it he must open a command line prompt and type the letter of the flash drive (e.x.

F: ) and this will move the working directory to the root of F. Then he must open the

folder where the scanner.exe program is located in. For example: cd folder\. If the scan-

ner.

exe program is located just in the F and not in a folder the following commands will

do. Then depending on what he intends to achieve he can type:

1) scanner.exe

2) scanner.exe help

3) scanner.exe scan

4) scanner.exe scan --path="C:\\" --extension="exe" --log_file="F:\Cexe.txt"

5) scanner.exe compare --log_file="F:\log.txt" --MD5_values_file="F:\clean.txt" --

results_file="F:\results.txt"

441 Help mode

If we press as mentioned above:

1) .\php.exe C:\WAMP\www\scanner.php

2) .\php.exe C:\WAMP\www\scanner.php help
3) scanner.exe

4) scanner.exe help

Then we see the help screen of the program that shows us how it works, some in-

structions and what parameters to insert in each case. The help screen is appeared in the

case the user doesn’t know how the program works and runs the program with no pa-

rameters at all.

Figures 10, 11, 12 and 13 visualize this functionality of the program.
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. lpoppr] evToAwv

icrosoft Windows [Uersion 6.2.92001
(c) 2812 Microsoft Corporation. Me enupldoEn koBE wopLUOU JLKOLOGUOTOC .

sUserssnikos >ed CiswampshinsphpsphpS . 4165

Sswampsbinsphpsphps . 4.162> Sphp.exe GC:S\WAMPsuwuwsscanner.php

— SCAN MODE —
sage: php scanner.php scan ——path=path_to_check —extension=extension_to_filter|

——log_file=path_and_name_of_log_file

xample: php scanner.php scan ——path="C:s\myfolder~'" ——extension=""exe'" ——log_file
="C:xmydocumentssmdS_log . txt'

Default values: —path="C:“Windows" ——extension="exe" ——log_file="C:~logfile*md5
log_file.txt'™

- GOMPARE MODE —
sage: php scanner.php compare ——log_file=path_and_name_of_ log file ——md5_values

file=path_and_name_of _md5 _walues_file ——results_file=path_of_results_file
xample: php scanner.php compare ——log _file="C:“log file_ after_scan.txt" ——nd5_v
lues_file="C:~file_with_clean_md5 _values.txt —results_file=""C:~Ffile_with_resul
5.txt

sarampsbhinsphpsphpb . 4.16>

Fig. 10 Running the scanner.php program with no parameters.

=N Cpoipr] EVToAwY

icrosoft Windows [Uersion 6.2.920A1
(c» 2012 Microsoft Corporation. Me enivolddoEfn koBe vopLpou SLKOLOPOTOC .

ssUzerssnikos»ed C:swampsbhinsphpsphps. 416

sswampshinsphpsphps . 416> sphp.exe GC:xWAMPwuuwuwsscanner.php help

— SCAN MODE -
zage: php scanner.php scan ——path=path_to_check —extension=extension_to_filter

—log_file=path_and_name_of_log_file

wample: php scanner.php scan —path="C:*\nyfolder-'" —extension="exe" ——log_file
="C:wmydocumentssmd5_log.txt™

Default values: ——path="C:“Windows" —extension=""exe" ——log_file="C:“logfile md5
log_file.txt"

— GCOMPARE MODE ——
zage: php scanner.php compare ——log_file=path_and_name_of_log_file —nd5_values
file=path_and_name_of_md5_values_file —wresults_file=path_of_reszsults_fFfile

wample: php scanner.php compare —log_file="C:\log_file_after_scan.txt" ——md5_vu
lues_file="C:*file_with_clean_md5_values.txt —results_file="C:~file_with_resul

5.txXt

sswampshbinsphpsphps . 4_163

Fig. 11 Running the scanner.php program in help mode.
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o] [ DO EVTOAWY

icrosoft Windows [Uersion 6.2_.92001
(c> 2012 Microsoft Corporation. Me enupldoEn koBe VORLUOU JLKOLOUOTOC .

ssUserssnikos >G:

INFECANNEY.EXE
— SCAN MODE —
sage: php scanner.php scan ——path=path_to_check —extension=extension_to_filter

——log_file=path_and_name_of_log_file

xample: php scanner.php scan —path="C:“nyfolders" ——extension="exe" —log_file
="C:wmydocumentssmd5_log.txt"

Default values: ——path="C:*UWindows" —extension="exe" —log_file="C:“logfile md5
log file.txt"

— COMPARE MODE ——
sage: php scanner.php compare —log_file=path_and_name_of_ log file ——md5 _values
file=path_and_name_of_md5_values_file ——wresults_file=path_of_results_file

xample: php scanner.php compare ——log_file=""C:~log_file_after_scan.txt" —md5_v

lues _file="C:~file with_clean_md5_wvalues.txt ——results file="C:~file with_resul
s.txt

N2

Fig. 12 Running the scanner.exe program from a USB drive with no parameters.

] o) EVvIoAwy

icrosoft Windows [Uersion 6.2.920081
(c) 2012 Microsoft Corporation. Me envopddoEn kébBe vopLpou L KOLOUOTOC .

sUserssnikos >G:

nvscanner.exe help
— SCAN MODE —-

sage: php scanner.php scan ——path=path_to_check ——extension=extension_to_filter
—1log_file=path_and_name_of_log_file

xample: php scanner.php scan ——path="C:\myfolder-" —extension=""exe" ——log_file
="C:smydocuments smd5_log.txt"'

Default values: ——path="C:“Windows" ——extenszion="exe" ——log_file="C:“logfile mdS
log_file.txt"

— COMPARE MODE ——
sage: php scanner.php compare ——log_file=path_and_name_of_log file —md5_values

file=path_and_name_of _md5 values _file —results_file=path_of_ results_file

xample: php scanner.php compare —log_file="C:\log_file_after_scan.txt" —md5_u
lues _file=""C:~file with_clean_md5 wvalues.txt —results _file="C:~file_with_resul
s.txt

NG

Fig. 13 Running the scanner.exe program from a USB drive in help mode.

In the above cases G drive is the USB stick.

4.4.2 Scan mode with no parameters

If we press as mentioned above:
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1) \php.exe C:\WAMP\www\scanner.php scan

2) scanner.exe scan

Then the program will use the scan mode with the default values (which the user can

insert in the program using the Sublime-text editor) and are now set to be:
The path where the program to search in "C:\Windows".

The extension to search for "exe".

The path and the name of the .txt file to store the

"C:\logfile\md5_log_file.txt".
Figures 14, 15, 16, 17 and 18 visualize this functionality of the program.

= Fpappn evioiwv - \php.exe CAWAMPYwwwiscanner.php scan

icrosoft Windows [Uersion 6.2.92001
c> 2012 Microsoft Corporation. Me e£nupldioEn kabe vOPLPOU JLKOLOUOTOS .

isUserswnikos >ed C:swampsbinsphpsphpS5.4.16%

sswampshinsphpsphp5.4.16> . M\php.exe C:sWAMP“wwusscanner.php scan
BEtarting scan. Please wait...

he directory is CisWindows =

he extension is exe

he log file is C:wlogfilesmd5_log_file.txt

results

Fig. 14 Commands needed for running the scanner.php program in scan mode with no

parameters.
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string (58> "C:Windows“Microsoft . NET Framework-v4_ @.3831%/ngentaszsk.exe"

[1811 =>

string<53> "C:sWindows“Microsoft . NETFramework-v4.@.38317 vhc .exe"

[1i821 =>

string (49> "C:sWindows“Microsoft . NETFramework -NETFASBS168._exe"

[1831 =>

string(?1> "C:sWindows“Microsoft . NET~assembly GAC_32-MSBuild- v4.8_4.8.8.0__hA3
f11d58a3a- H5Build . exe”

[1841 =>

string{183> "C:“Windows“Microsoft .NET/assembly/GAC_MSIL-ComSvcConfig- vd.@_4.0.
A__bA3f5f7f11d58ada-ComSucConfig.exe"

[1851 =>

string{l1il> "C:Windows“Microsoft . NET assembly/GAC_MSIL/InspectUhdDialogru4.@

2.8.8__31bf385%6adlbde35/InspectUhdDialog.exe"

[1861 =>

string<133> "C:»Windows“Microsoft . NMET-assembly GAC_MSIL-Microsoft.YWorkf low.Com
ler v4 .8 4 8.8.8_ 31bf3856ad364e35/Microsoft _Workf low.Compiler.exe"

[1871 =>

string(??> "C:x\MWindows“Microsoft HET/assembly/GAC_MSIL-/8MSucHost uv4 B_4.8.68.8

B3f5f7f11d50a3aSMS3ucHost _exe™

[1881 =>

string{??> "C:“Windows“Microsoft.NET- assembly GAC_MSIL/WsatConfig-v4.0_4.8.8.08
hA3f5Ff?f11d50a3aWzatConfig.exe"

[18%1 =>

string{8?> "C:Windows“Microsoft.NET~assembly GAC_MSIL/dfsvcsv4.8_4.8.8.89_ bhBA3
fi11d5Balasdfsvc.exe”

[1i@1 =>

string(?7) "C:sWindows“Microsoft NETrassemhbly GAC_MSIL/vmconnectrud B_6_.2.8.8

1bf 3856ad364ed5S vmconnect ..exe"

[1111 =>

string (36> "C:x\MWindows“Speech Common-zapisvr.exe"

[1121 =>

string{36> "C:xWindows SystemiZ- Bootrwinload.exe"

[1131 =>

string (38> "C:“\MWindows“System32 Boot winresume .exe"

[1141 =>

string{36> "C:xWindows SystemiZ. ComnsMigRegDB.exe"

[1151 =>

string (35> "C:xWindows System3Z - -Coms/comrepl.exe"

[1i6]1 =>

string(37> "C:xWindows SystemdZ-DismsDismHost.exe"

[1171 =>

string (87> "C:xWindows SystemIZ/DriverStoresFileRepositoryshth.inf_xB6_3033f54
fhdd3lasfsquirt .exe"

[11i81 =>

string{87> "C:\Windows“SystemdZ2/DriverStorerFileRepositorysbth.inf_x86_5%74bbal
flali9sFfequirt.exe"

[11921 =>

string (87> "C:sWindows“SystemdZ DriverStorerFileRepositorysbth.inf_xB86_651chhd
2h6645e Fsquirt.exe"

[12@1 =>

string (87> "C:xWindows SystemdZ- -DriverStorerFileRepositorysbth.inf_x86_6dB@733b
272h88f /fsquirt.exe”

[1211 =>

string (87> "C:xWindows SystemIZ DriverStorersFileRepositorysbth.inf_xB6_79a48h7
cld2788/fsquirt._exe"

[1221 =>

string (87> "C:sWindowsSystem3Z -DriverStore~FileRepositorysbth.inf_x86_d5f8773

ddaP2af83 fequirt.exe"

[1231 =>
string(?1> "C:sWindows“SystemdZ DriverStorerFileRepositoryscmazal.inf_x86_552d

Ba?147e?4M 3 /cmirmdrv.exe’

[1241 =>
string (8% "C:Windows SystemdZ- DriverStorerFileRepositoryshdart._inf x86_acalf

15ed112685b/AERTSrv .exe™

[ L
string(?7> "C:xWindows SystemIZ-/DriverStorerFileRepositoryshdart.inf_xB86_acalf

15ed112685b-DISAudioService .exe"

[1261 =>
string(?5)> "C:x\MWindows*System32 DriverStoresFileRepositoryshdart.inf_xB6_acalf

15ed112685b/DISUZPALS P32 _exe”

[1271 =>»
string (87> "C:sWindows“SystemdZ DriverStorerFileRepository hdart.inf_ x86_acalf

15ed112685bh/FHAPP.exe"

Fig
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. 15 Results after running the scanner.php program in scan mode with no parameters.



=N DO EVTOAWY - SCANNEF.EXE scan -

icrosoft Windows [Uersion 6.2.92081]
(c?> 2012 Microsoft Corporation. Me enuvgpidoin wkofe vopLpou SLKOLOUOTOC .

sUserssnikos>G:

IwrIcanner.exe scan
Btarting scan. Please wait...

he directory is C:s\Windows™*

he extension is exe

he log file is C:™logfilesmdS_log _file.txt

Fig. 16 Commands needed for running the scanner.exe program from a USB stick in

scan mode with no parameters.
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[17481=>
string{32>
[17411=>
string (29>
[17421=>
string{31>
[17431=>
string{31>
[17441=>
string (32>
[1745%1=>
string{31>
[17461=>
string (38>
[17471=>
string{32>
[17481=>
string{32>
[17491=>
string(29>
[17581=>
string (38>
[17511=>
string (32>
[1752]1=>
string{31>
[17531=>
string (31>
[1754]1=>
string{31>
[17551=>
string{32>
[17561=>
string(33>
[17571=>
string{29>
[17581=>
string(33>
[17591=>
string (38>
[17681=>
string (34>
[17611=>
string (38>
[17621=>
string{31>
[17631=>
string (368>
[17641=>
string{32>
[17651=>
string (29>
[17661=>
string{31>
[17671=>
string (35>
[17681=>
string{32>
[17691=>
string (29>
[17781=>
string{31>
[17711=>
string (28>
[17721=>
string (29>
[17731=>
string{32>
[17741=>
string (31>
[1775%1=>
string{23>
[17761=>
string (368>
[179771=>
string(41l>

S

Fig. 17 Results after running the scanner.exe program from a USB stick in scan mode
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"CiwWindowss\System32/vssadmin.exe”
"CisWindowss\System32/ul2tm.exe"
"GiswWindowssSystem32/vaitfor.exe”
"CiwWindowssSystemd2 /vhadmin.exe"
"CisWindowss\System32/ubengine .exe"
"CisWindowss\System3d2/vecutil.exe"
"C:sWindowssSystem32 /uermgr . exe "’
"CiwWindowss\System32/vevtutil.exe®
"CiwWindowss\System3d2 /wextract .exe"
"GiwWindowssSystem32./vhere .exe"
"CiwWindowssSystemd2/vhoami.exe"
"CisWindowss\System32/viaacmgr . exe”
"CisWindowss\Systemd2/uimserv.exe"
"CasWindowssSystem32/uininit.exe"
"CisWindowss\System32/uinload.exe"
"CivWindowss\System32/winlogon.exe"
"GiwWindowssSystem32/uinresune .exe”
"CiwWindowssSystem3d2/uinys .exe "
"CisWindowssSystem3Z2/uinrshost .exe”
"CisWindowss\Systemd2/uinver.exe"
"C:sWindowss\System32 /ukspbroker . .exe'
"CisWindowss\System3d2/uksprt .exe"’
"CisWindowssSystem3d2/ulanext .exe"
"GiwWindowssSystem32/ulrmdr.exe "’
"CiwWindowss\Systemd2 /upnpinst.exe”
"CisWindowss\System32/urite .exe"
"CisWindowss\System3d2 /uscript .exe"’
"CasWindowssSystem32 /usmprovhost .exe'
"C:iwWindowss\System32./usgmcons .exe”
"CisWindowss\System3d2/unapp.-exe"
"GiwWindowssSystem32/uunauc 1t .exe”’
"CiwWindowssSystemdZ2/uusa.exe'
"CisWindowss\System32/xcopy.exe"
"CisWindowss\Systemd2 /xpsrchvuw.exe”
"CasWindowssSystem3d2/xwizard.exe"
"CisWindowss\Temp-Yza.exe"
"C:sWindowssMinStore -USHost .exe’’

"GixwWindowssservicing/TrustedInstaller.exe™

with no parameters.

o




In the above cases G drive is the USB stick.

£

Apyeio Emelepyogioc Mopgr Mpofoki Bonbaa

1) Found file: C:\Windows\Boot/PCAT/memtest.exe
Hash: 4@a7c5185bdablcl1c8c8dIfff2cdb8c

2) Found file: C:\Windows\Installer/{BE532(84-4275-

Hash: 4deffl18faac5c@d266d1489da2f8c9bsl

3) Found file: C:\Windows\Installer/{36CDA33B-989B-

Hash: 5aB6adad1419ac2c66dd6f50161ed7ac

4) Found file: C:\Windows\Installer/{37686B53-7277-

Hash: 425197794e473bd99621744e2df71fae

5) Found file: C:\Windows\Installer/{37686B53-7277-

Hash: 425197794e473bd99621744e2df71fae

6) Found file: C:\Windows\Installer/{37686B53-7277-

Hash: 425197794e473bd99621744e2df71fae

7) Found file: C:\Windows\Installer/{37686B53-7277-

Hash: 425197794e473bd99621744e2df71fae

8) Found file: C:\Windows\Installer/{37686B53-7277-

Hash: 425197794e473bd99621744e2df71fae

41B3-9081-

4719-97D1-

4520-A881-

4520-A881-

4520-A881-

4520-A881-

4520-A881-

md5_log_file:txt - InuelwpaTaplo

D4A1A2@DBEE7} /ARPPRODUCTICON. exe
C4B99309BDC7}/ARPPRODUCTICON. exe
4B358B30E038} /ARPPRODUCTICON. exe
4B358B30E038} /NewShortcutl_6EB6AS7A67284CFBAAOAS149F9CIADBRI. exe
4B358B30E@38} /NewShortcut2] 6EB6AS7A67284CFBAASAS1A9FICIADBI . exe
4B358B30E@38} /NewShortcut22 6EQ6AS7AB7284CFBAASAS1A9FICIADB3 . exe

4B358B30E@38} /NewShortcut2_6EB6AS7AB7284CFBAASAS149FICIADB3. exe

9) Found file: C:\Windows\Installer/{37686B53-7277-4520-A881-4B358B30E038]} /NewShortcut3_6EB6AS7A67284CFBAAIAS149FICIADB3 . exe

Hash: 425197794e473bd99621744e2df71fae

18) Found file: C:\Windows\Installer/{37686B53-7277-

Hash: 425197794e473bd99621744e2df71fae

11) Found file: C:\Windows\Installer/{468D22C0-8080-

Hash: 3287affc2cb27f5ae72a6792212a2016

12) Found file: C:\Windows\Installer/{4E76FF7E-AEBA-

Hash: B@bBaced7eaaBa8flcclB867ed49blferd

13) Found file: C:\Windows\Installer/{6F545E5E-4595-

Hash: 3287affc2cb27f52e72a6792212a2016

14) Found file: C:\Windows\Installer/{90120000-0030-

Hash: 88457294c7e98c5d3e5ee8cdc25fa537

15) Found file: C:\Windows\Installer/{9012000¢-0@30-

Hash: elab2ac4add5@b479df1blceada74e9b

16) Found file: C:\Windows\Installer/{98120600-8830-

Hash: bfe69c991171f6527b5bf625ed048471

17) Found file: C:\Windows\Installer/{90120000-0830-

Hash: 7e2cf688c69680064d43f4ffe5831dd1

18) Found file: C:\Windows\Installer/{90128000-0030-

Hash: ff6669f7al1782d54e338f5c6ec806ele

19) Found file: C:\Windows\Installer/{901280600-0030-

Hash: 8561c@534f3038b31a5284cebblfde3s

20) Found file: C:\Windows\Installer/{90128000-0030-

Hash: 3e5aabagl6fa33lebdc38a45coff5637

21) Found file: C:\Windows\Installer/{9012000@-0@30-

Hash: beceeeB4aab6388b66d1fcbd2adf19al

22) Found file: C:\Windows\Installer/{90120600-8@30-

Hash: cBfda57ba5e@%9a28ae3d2f67ed219eea

23) Found file: C:\Windows\Installer/{90120000-0830-

Hash: 6ce25adfaf2f70ebfoB4c9006c64732

24) Found file: C:\Windows\Installer/{90128000-0030-

Hash: 484acf6af85a29ac52f3cf@54dfde9d3

25) Found file: C:\Windows\Installer/{90128000-0030-

Hash: 21efdbb2a6ff4116fd83face52ddalle

26) Found file: C:\Windows\Installer/{90128000-006E-
<

4520-A4881-4B358B30E038} /NewShortcut5_6EAGAS7A67284CFBAASAS14A9FICIADBI . exe
11E2-BB6E-BBAC6FIBCCE3}/UNINST Uninstall G_F6AB48FBB34248E6AACDCBDCFA1F6ATA 1. exe
4(CB7-B788-CD47E5425B9D} /Skypelcon.exe
11E2-93B6-BBACEFI7BEBE} /UNINST Uninstall G_F6A848FB884248E6AACDCBDCFA1FEA74 1.exe
0000-0000 -8ABABRBFF1CE} faccicons. exe

0000-0000 -8ABABRAFF1CE} /cagicon. exe

0000-0000 -0AABBABFF1CE}/inficon. exe

0000-0000 -00ABBABFF1CE}/joticon. exe

0000-0000-00RARABFF1CE} /misc. exe

0008-0000-00BRBBBFF1CE} /mspicons. exe

0000-0000 -00RAROBFF1CE} foisicon. exe

0000-0000-8ABABRAFF1CE} fouticon. exe

0000-0000 -8AAARABFF1CE} /pptico.exe

0000-0000 -0ORABABFF1CE} /pubs. exe

0000-0000 -00ABBABFF1CE} /wordicon. exe

0000-0000-00080ABFF1CE} /x1icons. exe

0408-0000-0000000FF1CE} /misc. exe

Fig. 18 The results md5_log_file.txt file after running the scanner.php or scanner.exe

program in scan mode with no parameters.

4.4.3 Scan mode with parameters

We can use the scan mode with parameters if we want for example to use scan-

ner.php program to search the entire C drive, for *.docx files and store the results in the

Cdocx.txt file, which will be located in the WindowsMD5 file which we will have cre-

ated in advance in the C drive. In this case we have to insert in the command line the

following commands:

1) \php.exe C:\WAMP\www\scanner.php scan --path="C:\\" --extension="docx" --
log_file="C:\WindowsMD5\Cdocx.txt"

Then the program will use as values (which the user can insert from the command

prompt) the following:
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The path where the program to search "C:\\" (everything in C).
The extension to search for "docx".
The file to store the results "C:\WindowsMD5\Cdocx.txt".

If we want to use scanner.exe program from a USB stick to search all the D drive
(partition of the hard disc) for *.txt files and store the results in the logDtxt.txt file
which is located in the G drive (USB stick) we have to insert in the command line the

following:
2) scanner.exe scan --path="D:\\" --extension="txt" --log_file="G:\logDtxt.txt"

Then the program will use as values (which the user can insert from the command

prompt) the following:
The path where the program to search "D:\\" (everything in D).
The extension to search for "txt".
The file to store the results "G:\logDtxt.txt".

The program has the ability to search for any file extension we want .exe, .doc,
.docx, .dll, .pdf, .log and so on. Also can search at any path we want, even USB sticks,

and store the results wherever we want, including USB sticks, but in .txt only format.

Figures 19, 20, 21, 22, 23 and 24 visualize this functionality of the program.

- O

ER popur) evtoAwy - \php.exe CA\WAMPYWwwwiscanner.php scan --path="C\\" --...

icrosoft Windows [Uersion 6.2.9208]
(c?» 2012 Microsoft Corporation. Me £nupdfoEn kobfe vopLpou JLKOLOUOTOC.

sUserssnikos >ed Ciswampsbinsphpsphpb . 4.16%

saampshinsphpsphps .4 16> sphp.exe C:sWAHPswwsscanner.php scan ——path="0ixM" —
extension="docx" —log_file="C::\Windowsnd5“Cdocx.txt"
Btarting scan. Please wait...

he directory is C:iwe

he extension is docx

he log file is GC:sMindowsmd5“Cdocx.txt

Fig. 19 Commands needed for running the scanner.php program in scan mode with the

above mentioned parameters.
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DO EVTOAWY =

icrosoft Windows [Uersion 6.2.92081]
(c? 2012 Microsoft Corporation. Me £nuvpddoEin kofe vopLpou BLKOLOPOTOC .

vUzerssnikos>ed C:swampsbinsphpsphpS . 4.16%

SswampsbinsphpsphpS.4.16> .sphp.exe C:SUAMPswwwsscanner.php scan ——path="Ci%%\" —
extension="docx" ——log_file="C:*\Windowsmd5-~Cdocx.txt"
Btarting scan. Please wait...
he directory is C:iws
he extension is docx
he log file is G:sWindowsmd5-Cdocx.txt
rrayi24y> {
[a1 =>
string(?5> "C:“5Recycle.Bin/5—1-5-21-1123561945-1482476501-682003330-1004-518N
OFOH . docx"
[11 =>
string{6b?> "C:~lUsers nikos-DesktopsBike Built Buisness Plan - Contest.vpn.docx

[21 =>

string(55> "C:xlUsers-/nikos-Desktopsbamcompilel .21/instructions.docx"

[31 =>

string{195> “C:slUsers/nikos/Desktop /UEH|lF 2|l A1l Chapters except from the Conc
lusions and the additional material B7-18-2013-Dissertation Mikolaos Bakirtzis-D
igital triage in forensics investigation 2013 .docx"

[4]1 =>

string(89> "C:slUsers- nikos Desktop UL} Dissertation Roadmap 15-87-2813.-Di

zsertation Roadmap.docx®

[51 =>

string (189> “C:\Users/nikos Desktop/UEHF Ll Interin report 22-88-2813-/Digital]

triage in forensics investigation 2813 .docx’
[6]1 =>

string{?1>
ion Roadmap
[?1 =

string{52>
[81 =>

string{56>
[?21 =>

string (58>
[1i81 =>
string (74>
13 .docx"
[111 =
string{42>
[121 =>
string(38>
[131 =>
string{38>
[141 =>
string (86>
P13 - LITion*
[151 =>
string{71>
13 .docx"
[16]1 =>
string{42>
[171 =>
string (42>
[181 =>
string{36>
[121 =>
string{6?>

string{65>

[21]1 =>
string{36>
[221 =>

string{35>
[231 =>
string{35>

"CrwlserssnikossDesktop LB Interin report 22-83-2013-/Dissertal
Updated.docx"

"C:sllsersA/nikos - Desktop U ERIF LT OOLS AR+ Y2 oHHG . docx"'
"C:xlserssnikossDesktopsLEH 2 b yuide lines /appendix.docx"
"C:sllsers/nikos/Desktop UEHIF Y l#/guide lines/submission .. docx"

"C:vUsers/nikossDesktops/Digital triage in forensics investigation 2

"C:vlUsers/nikossDesktops/command prompt.docx
"GC:slzers/nikossDesktops/references .docx"
"C:wlUsers/nikos-Desktop/"5ferences .docx"

"C:slsers/nikos/Desktop/"“%gital triage in forensics investigation 2

.docx"

"C:islserssnikos/Desktop ~%gital triage in forensics investigation

"C:Users-/nikos/Desktop/ %1k extractor.docx"
"C:sllsers/nikos/Desktop /- “Smmand prompt.docx"
"C:slserssnikos/Desktop s/ SofAYIiZ.docx"

"C:sllsers/nikos - Desktops~ %Y annxas¥ IYY Microsoft Office Word <{22>.4

"Ciwlsers/nikos/Desktops/ %Y oY TYY Microsoft Office Word.docx"

"C:slserssnikos/Desktop s/ 5xa%0HY.docx"
"Crxsllsers/nikosDesktopsLtFHesrt.docx"

"C:vlUsers/nikossDesktopsioAYIi2 . doex"

SswampsbinsphpsphpS.4.16>

Fig. 20 Results after running the scanner.php program in scan mode with the above

mentioned parameters.
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Cdoox.txt - Inpewpatéplo - a

Apyeio  Emclepyacic Moppd  MpoBori  BarBea
1) Found file: C:\$Recycle.Bin/5-1-5-21-1123561945-1482476501-682083330-1004/$IXNOFOH. docx

Hash: eefed87b327bf64f7dec21b3d7bb9c5¢

2) Found file: C:\Users/nikos/Desktop/Bike Built Buisness Plan - Contest/vpn.docx

Hash: 33ba29278a20734c08648bb87¢9073cl

3) Found file: C:\Users/nikos/Desktop/bamcompilel.21/instructions.docx

Hash: 32106018081a9117a7121fd79857b6822

4) Found file: C:\Users/nikos/Desktop/NTYXIAKH/ALLl Chapters except from the Conclusions and the additional material @87-18-2013/Dissertation Nikolaos Bakirtz
Hash: 4e7226536a70ccBe8ad792b95288359F

5) Found file: C:\Users/nikos/Desktop/MTYXIAKH/Dissertation Roadmap 15-87-2013/Dissertation Roadmap.docx
Hash: 94b16c41032380101c0@a8944ba2ac3ad

6) Found file: C:\Users/nikos/Desktop/MTYXIAKH/Interim report 22-88-2013/Digital triage in forensics investigation 2013.docx
Hash: 352d987cdcf60533baBb95da5e2bdbld

7) Found file: C:\Users/nikos/Desktop/MMTYXLAKH/Interim report 22-08-2013/Dissertation Roadmap Updated.docx
Hash: a2f6daee2257158028d2235e6962c118

8) Found file: C:\Users/nikos/Desktop/MTYXLAKH/TOOLS/npoypappa.docx

Hash: 781e3cb8f1b5fc9ca5d48f3f4fb240ae

9) Found file: C:\Users/nikos/Desktop/MTYXIAKH/guidelines/appendix.docx

Hash: 82b6fddccd458299e9bee587cdddfae?

10) Found file: C:\Users/nikos/Desktop/MTYXIAKH/guidelines/submission.docx

Hash: 6c1218f6cd7936dbfaB8c61555¢99c26

11) Found file: C:\Users/nikos/Desktop/Digital triage in forensics investigation 2013.docx

Hash: e9864e47d4929308360a2e14b117217

12) Found file: C:\Users/nikos/Desktop/command prompt.docx

Hash: 27783cd3086359028b200ea77f85ef0d7

13) Found file: C:\Users/nikos/Desktop/references.docx

Hash: 58d649969982a74cc46281b662009ch

14) Found file: C:\Users/nikos/Desktop/~$ferences.docx

Hash: 6b292cffac42484002c0c51dc94281fb

15) Found file: C:\Users/nikos/Desktop/~$gital triage in forensics investigation 2013 - Avtiypadr.docx
Hash: 81251ed51722f58f6355¢598fe80dadd

16) Found file: C:\Users/nikos/Desktop/~$gital triage in forensics investigation 2013.docx

Hash: 53@cbe520873151f4001016be2566147

17) Found file: C:\Users/nikos/Desktop/~$lk extractor.docx

Hash: 5b9afee20826bd118131d3bdedfd54908

18) Found file: C:\Users/nikos/Desktop/~$mmand prompt.docx|

Hash: 6@8cB43f8fbbd59388537869d@af6991

19) Found file: C:\Users/nikos/Desktop/~$1kovec.docx

Hash: 68c@43f8fbbd59380F537069d@af6991

20) Found file: C:\Users/nikos/Desktop/~$%0 Eyypado tou Microsoft Office Word (2).docx

Hash: 34dfee38eab7ea5a61085e793eaea’d9b

21) Found file: C:\Users/nikos/Desktop/~$o Eyypado tou Microsoft Office Word.docx

Hash: 5b9afee20826bd118131d3bdedfd54908

22) Found file: C:\Users/nikos/Desktop/~$palipo.docx

Hash: @9357fbabce88a42b783199268dbfbf9

23) Found file: C:\Users/nikos/Desktop/ATTEATA.docx

Hash: 94f9d817863ad4faleeb66b3fO67F1c2

24) Found file: C:\Users/nikos/Desktop/sikovec.docx

Hash: eladcea97a5623502faf6ed1208366ec

Fig. 21 The results Cdocx.txt file after running the scanner.php program in scan mode

with the above mentioned parameters.

i BN Mpoppr) eVTOAWY - scanner.exe scan --path="D\\" --extension="txt" --log_file=... —

icrozoft Windows [Uersion 6.2.92081
(c? 2812 Microsoft Corporation. Me £nugiodoin wofe vopLpoU JLKOLOPOTOC .

O

isUszerssnikos »G:

nrzcanner.exe scan ——path="D: " —extension="txt" ——log_file="G:“logDtxt . txt"

[Btarting scan. Please wait...
he directory is Divs

he extension is txt

he log file is G:“logDtxt.txt

Fig. 22 Commands needed for running the scanner.exe program from a USB stick in

scan mode with the above mentioned parameters.
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N [poppn EVvToAwy

[16761=>

string<18?> "D: \LUEinp L/L—J uL_"/LuLinpLu/ mr=tot. E. =Y prormio¥i i ToHl'TY
YEaR™ oY CDs. Lt /J'—"—u'“‘r U H=rt. txt

[16771=>

string(11@)> "D:NiUE Lol UA—H/l“EF=iP*“/ mre=tot. E. =Y Aot SioYii ToHl 1Y
VGRS S0Y CD/ . T Sl e gy AR = et "

[167

Bing <116 VDINLUELlizL 1 LA o At Lt M L LU OV

i EF?'”-L—FJ PR e i Lt i R WL

“trln ¢1@9> YDiniUE il l=t Lo fp ik Lot Wi jp UMUEL UL 9R] gt el 1L

_ipl_"rL/L_Lplkl FL_"rLu Y e A W '__ r

[1633]—)

Wi EIRGCTY DNt gl bt P — R it =~ +
fkhr txt"

soring(l Tt it WL et Fp ot fotpus o
stringt122) DI = s T - = =FEF .— 1208._88
u_— 12012008 Yl it r"J-r" AU LA E—"“J:u Ao txt™

[1632] >

string(?7> "D:ntUE It H tpE e Y S EH Y PSR - B EY R Hsb = e
FHwt. txte”

[1633](:{21) "D J_I.ll:I:LI J_ I:JI_ l]_I_LlI. _|_L _I_ Folll 1L 128 BB
gtrlng \ r F ”71 +—H= =EF - - B8~
string<68> D3 T T T
'

[16851=>

stringtl12> " :\LuEF=£PrL/rul"r— +—H=H =t U — 126.08-1.—.12012
S R g ey K4 e P

string (108> "D:\L“EF=£[rL/ u '-l-l--.-r‘-liﬁr-|-'-l./—-|--L =L U — 1260 @81 —_ 120128008
i A VT YA A P
(16821=> = i

string(?8> "D MUEEIRY Pt RHE YSliEErsellt r HPM Y R = e EE
Y ADMIM. txt"

[16881=>

string<82) "Dis—pil=P W=fURUHEAR SEMESTER-CoMet-ASSIGHMENTS ~CoNet Project
2813 /README. txt"

[16891=>

string{bl) "Dis—pil=Y W—fURUHHIEZA SEMESTER/CoMet  —in—=L-CoNet il .txt"

[169@1=>

string¢61) "Dis—pil=u WU UHHIEL R SEMESTER-CoMet . —in=Ll-CoMet - i2.txt"

[16911=>

string {49} "Dis—pil=y WfUUHLEAA SEMESTER-CoNetAurls.txt™

[16921=>

string (94> "Dis—pil=0 W_PUUHIEAA SEMESTER-WehIS ASSIGHMENTS.~2 ASSIGHNMENT
—SHOP-aszignment- readne . txt™

[16931=>

string 186> "D:s—pH=Y W=UpUH A SEMESTERAWebhIS/ASSIGHMENTS./2 ASSIGHMENT
E[?Egz; >L"¢—Lr uJ—r‘+“/Reg1otrat1nn.txt"

gtrlng(99) R L “l—+”r“E"hr*/ﬂ SEMESTER-WebIS ASSIGHMENTS .2 ASSIGHMENT
—SHOP/ 'S L HJ Y login . txt "

[16951=>

c‘t:l‘lng(iﬂﬂ) R e u*_+urukupr*/ﬂ SEMESTER.-Uebhl3-AS85IGHNHMENTS .72 ASSIGHMENT
E-SHOP/ it Mm% logout . txt”

[16961=2>

string (83> "Dis—pil=u WU UHHIELAC SEMESTERGREEN ICT/GreenGrid_datacenter
ertification.txt"

[16971=>

string<148> "D:\Hr=r{'sA1lfred Hitchcock Alfred.Hitchcock.Collection.DUDRip.Xu
iDMorth_By_Morthuwest . 1957 _DUDRip.XviD.ROsubbed—MoGRP-CD1-Subs  2-gredl)_txt"

[16981=>

string<13?> "D:\EHyreri'sAlfred Hitchoock Alfred.Hitchcock.Collection.DUDRip.Xu
inngg?.Ey.Nnrthwest.1959.DUDRip.HUiD.HOsuhhed—NnGHP/CDi/Suhs/Z—gre.txt"

string (148> "D:\H =i Alfred Hitchcock Alfred.Hitchcock.Collection.DUDRip.Xu
iDsMorth.By.Northuest .175% .DUDRip.¥viD.ROsubbed—NoGRF-CD2. Subs  nogrp—-tab—gredll.
xt L1

[178a1=>

string€145> "D:sHr—=rt' Alfred Hitchcock -Alfred.Hitchcock.Collection.DUDRip.Xu
iD/Morth_By_Morthwest . 1957 _DUDRip.HviD.ROszubbed—MoGRP-CD2 . Subs “nogrp—tab—gre . txt

[17611=>
string<6@> "D Eltor U ! E A nrbYSAEA/Epitropi leykomatos . txt

Fig. 23 Results after running the scanner.exe program from a USB stick in scan mode

with the above mentioned parameters. (1701 results)
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A problem of the command line prompt is that it does not display words in Greek. It
displays unknown symbols when it encounters Greek letters. The problem is solved in
the *.txt files with the results, where every language including Greek is displayed cor-
rectly.

El logDixt.txt - £ Tépio _a
Apyzio  Emclepyooioc Moppn  [MpoPoki  Boraa
1) Found file: D:\MUSIC/CLASSIC/Beethoven - The Best of Beethoven - Classical music album/READ THIS.txt ~

Hash: 6daldc488d602b68c02628a9245aea42

2) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/1337x.org.txt

Hash: 8a646fdfcbb389709c31ab5e0+236476

3) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/HDScene - sceneunderground.org.txt

Hash: d4231f8bd31d4f9dbbed9422b26f2e0d

4) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/Pix2links.txt

Hash: 34d179fc66992f4eeb93199acbdfOl173

5) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/Torrent downloaded from AhaShare.com.txt

Hash: 55e565dd59a868ba9d@366682e14c97b

6) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/Torrent downloaded from Demonoid.me.txt

Hash: @ba9b8b@77f34d@11dbe5bf4892a3cfe

7) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/Torrent downloaded from Sceneunderground.org.txt
Hash: deacfl@fa5bd787521a895a646d7af57

8) Found file: D:\MUSIC/CLASSIC/Best of classical music/Information/Torrent downloaded from h33t.com.txt

Hash: fcf67ca3877d635290ebfd3c563dads@

9) Found file: D:\MUSIC/CLASSIC/Best of classical music/tracklist.txt

Hash: 1d8béllda3fdfl68aal659cb658c3982

18) Found file: D:\MUSIC/CLASSIC/Classical Masterpiece of Music - Antonio Vivaldi/Antonio Vivaldi.txt

Hash: 795fabdd993f4e664fab53eBe5f8fd9c

11) Found file: D:\MUSIC/CLASSIC/Classical Masterpiece of Music - Edvard Grieg/Edvard Grieg.txt

Hash: a7729dc9cbbe5ee8538f9cdd8118eebf

12) Found file: D:\MUSIC/CLASSIC/Classical Masterpiece of Music - Franz Schubert/Franz Schubert.txt

Hash: edd1337c64fbe2adda815alad4blabbb

13) Found file: D:\MUSIC/CLASSIC/Classical Masterpiece of Music - Richard Wagner/Richard Wagner.txt

Hash: a8af354e@8942efbd371ad57264d2cfbe

14) Found file: D:\MUSIC/CLASSIC/Classical Music/Beethoven's Symphonies/Torrent downloaded from Demonoid.me.txt
Hash: @ba%b8b@77f34d@11dbe5bf4892a3cfe

15) Found file: D:\MUSIC/CLASSIC/Classical Music - Top 188 (Part 1)/Torrent downloaded from Demonoid.com.txt

Hash: ¢347d69b38Babbabaf2f894c4200465C

16) Found file: D:\MUSIC/CLASSIC/Medieval Music from 0ld Serbia - Classical - flac/@@80 info.txt

Hash: adaa897d49c9a19d@982bde@®2142b284

17) Found file: D:\MUSIC/CLASSIC/The 99 Darkest Pieces Of (lassical Music/Torrent downloaded from Demonoid.com.txt
Hash: ¢347d69b388abbabaf2f894c4280465¢

18) Found file: D:\MUSIC/CLASSIC/The Greatest Classical Hits - Wolfgang Amadeus Mozart - classic music album/READ THIS.txt
Hash: 6daldc4808d602b68c02628a9245aea42

19) Found file: D:\MUSIC/CLASSIC/Top 10@ Masterpieces of Classical Music 1685-1928/The Top 180 Masterpieces of Classical Music 1685-1928.txt
Hash: 8277382b157@3c1133df2aedbfc5a953

20) Found file: D:\office/Office.2010.Toolkit.&. EZ-Activator.3.3.4/IMPORTANT! Readme!.txt

Hash: 1781336a8808f2defdddf381c68fad82

21) Found file: D:\office/Office.2010.Toolkit.&.EZ-Activator.3.3.4/Tested and Working.txt

Hash: e79a2030933c188c0f22f6f921204f7e

22) Found file: D:\ANTIFPAQA KINHTO/ApxeioBiikeg SMS/EAENA/EIZEPXOMENA/rcv@@15a.txt

Hash: 94fibdee7730478dbacdfbdb8a9f37b1

23) Found file: D:\ANTITPAQA KINHTO/ApyxeioBiikeg SMS/EAENA/EIZEPXOMENA/rcvB@l6u.txt

Hash: da2068586c579cb7e2227a8add4e86cO

24) Found file: D:\ANTITPADA KINHTO/ApxeioBrikeg SMS/EAENA/EIZEPXOMENA/rcv@@lév.txt

Hash: 13f458920413eealabldd592e2d7ca5l

25) Found file: D:\ANTITPADA KINHTO/ApxeioBrikeq SMS/EAENA/EIZEPXOMENA/rcv@@1l6w. txt

Hash: fdebe76118c22c887976759b4b14d9d

26) Found file: D:\ANTIMPAQA KINHTO/ApxeioBrikeq SMS/EAENA/EIZEPXOMENA/rcvB@16x.txt v
< >

Fig. 24 The results logDtxt.txt file after running the scanner.exe program from a USB

drive in scan mode with the above mentioned parameters. (1701 results)

In all the above cases G drive is the USB stick.

4.4.4 Compare mode with parameters

The compare mode always needs parameters to run properly. If we want to use
scanner.php program to compare two .txt files, the one with the MD5 values that we

created by scanning the suspicious computer and the one with the clean MD5 values
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that we don’t want to take into account when we see the results, then we have to in-

sert in the command line the following commands:
1) .\php.exe C:\WAMP\www\scanner.php compare
--log_file="C:\WindowsMD?5\log.txt"
--md5_values_file="C:\WindowsMD5\clean.txt"
--results_file="C:\WindowsMD5\results.txt"

Then the program will use as values (which the user can insert from the com-

mand prompt) the following:

The path for the log_file with all the MD5 values under investigation
"C:\WindowsMD5\log.txt". The log.txt file is the file that we created with the scan
mode of the program scanner.php and contains all the files under investigation in-
cluding their paths and their MD5 hash values.

The path for the md5_values_file with all the clean MD5 values that we don’t
want to take into  consideration during the investigation is
"C:\WindowsMD5\clean.txt". The md5_values_file is the file that we created with
the scan mode of the program scanner.php in a previous time or in the lab, in a clean
from viruses, malware and additional programs computer and that contains all the
files and their MDS5 values that don’t oppose a threat to us. So we want to eliminate

them from the investigation process.

The file to store the results of the comparison is set from the user to be
"C:\WindowsMD5\results.txt". The file WindowsMD?5 is created from the user be-

fore running the program.

For the specific example we created the two files to compare as following: for
the clean MD5 values file we used the scan mode of the scanner.php to create a file
with all the *.exe files of a clean Windows 8 installation (.\php.exe
C:\WAMP\www\scanner.php scan --path="C:\Windows" --extension="exe" --
log_file="C:\WindowsMD?5\clean.txt") and for the MD5 values under investigation
we used the scan mode of the scanner.php to create a file with all the *.exe files of
the entire computer, partition C (.\php.exe C:\WAMP\www\scanner.php scan --
path="C:\\" --extension="exe" --log_file="C:\WindowsMD5\log.txt").

Figures 25, 26, 27, 28 and 29 visualize this functionality of the program.
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1783) Found file: C:\Windows/assembly/NativeImages v4.0.30319_32/vmconnect/44430f8a6396719e133b5ab441bf91d2 /vmconnect.ni. exe "
Hash: a7e6b4c0224922d1228bcaB4c@2263c@
1784) Found file: C:\Windows/servicing/TrustedInstaller.exe
Hash: 02d1fc@fda92fb34434166c612f95e5b
1785) Found file: C:\Windows/HelpPane.exe
Hash: d93d@2787065eaafd36deec@59e84afd
1786) Found file: C:\Windows/IsUninst.exe
Hash: 515e46848088e955deBc8lebalaealc2a
1787) Found file: C:\Windows/RTHDCPL.exe
Hash: 75eb71ec21983a57e38e367cfabBc55e
1788) Found file: C:\Windows/RTLCPL.exe
Hash: fb2ad52¢255527fad@dcaed27c707586
1789) Found file: C:\Windows/SoundMan.exe
Hash: 4caf410064282d72edc28399859668c4
1798) Found file: C:\Windows/alcwzrd.exe
Hash: c9db82f8965c9feb2b9a3f03bba2143F
1791) Found file: C:\Windows/bfsvc.exe
Hash: 7d593720fc@c2c5dfbb2bcc867573a21
1792) Found file: C:\Windows/dchcfg32.exe
Hash: 9884cleda26e78e343edeedF1887bc62
1793) Found file: C:\Windows/dciwds32.exe
Hash: 442a5ae3465cc2e532631adcf42dc523
1794) Found file: C:\Windows/decmdev32.exe
Hash: 18a749b2bd12ed74261434656a110b5a
1795) Found file: C:\Windows/explorer.exe
Hash: eafed6b8292d2bd2467835e2acf717cc
1796) Found file: C:\Windows/hapint.exe
Hash: dfe8bl87dcd@83150c424082418933%c
1797) Found file: C:\Windows/hh.exe

Hash: 7837ab5539ae2bceac3ace5fb@8ddces
1798) Found file: C:\Windows/notepad.exe
Hash: 22e1963fe26d5bceab@575eb6ff60ch5
1799) Found file: C:\Windows/regedit.exe
Hash: f71444a5935904c68e67ee3d35a4b948
1800) Found file: C:\Windows/slrundll.exe
Hash: 987feeld15e95d146804d8d008ed0l162
1801) Found file: C:\Windows/splwow6s.exe
Hash: dbabb3abe528212fc51484c92afblb59
1802) Found file: C:\Windows/twunk_16.exe
Hash: f36a271786edd23c94956afb56981184
1883) Found file: C:\Windows/twunk_32.exe
Hash: b24577b1287a348cc76ccf2ed2c1db3s
1804) Found file: C:\Windows/unin®488.exe
Hash: 2¢B82955895a809¢5bd6d7c@378ch93fb
1805) Found file: C:\Windows/winhelp.exe
Hash: 8e6f7d51a5cb299¢25621cbclabb7e84
1806) Found file: C:\Windows/winhlp32.exe
Hash: eada®@8c87ad2a913563244ccf4391e5d
1807) Found file: C:\Windows/write.exe
Hash: 185b8e5d@e8ce317cd53294441b4491

Fig. 25 The clean.txt file with all the *.exe files of the clean Windows 8 installa-
tion. (1807 results)
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2467) Found file: C:\Windows/HelpPane.exe
Hash: d93d82787065eaafd36deec@59e8dafd
2468) Found file: C:\Windows/IsUninst.exe
Hash: 515e4684008e955deBc8lebaacalc2a
2469) Found file: C:\Windows/RTHDCPL.exe
Hash: 75eb7lec21983a57e38e367cfablc55e
247@) Found file: C:\Windows/RTLCPL.exe
Hash: fb2ad52c255527fad@dcaed27c787586
2471) Found file: C:\Windows/SoundMan.exe
Hash: 4ca@410064282d72edc28390859668c4
2472) Found file: C:\Windows/alcwzrd.exe
Hash: c9dbB2f8965c9fe62b9a3f@3bb02143F
2473) Found file: C:\Windows/bfsvc.exe
Hash: 7d59372@fc@c2c5dfbb2bcc867573a21
2474) Found file: C:\Windows/dchcfg32.exe
Hash: 9884cledal6e7@e343edeedf1807bco2
2475) Found file: C:\Windows/dciwds32.exe
Hash: 442a5ae3465cc2e532631adcfd2dc523
2476) Found file: C:\Windows/dcmdev32.exe
Hash: 18a749b2bd12ed74261434656a11@b5a
2477) Found file: C:\Windows/explorer.exe
Hash: eafed6b@292d2bd2467835e2acf717cc
2478) Found file: C:\Windows/hapint.exe
Hash: dfeB8bl87dcd@83150c42402418933%c
2479) Found file: C:\Windows/hh.exe
Hash: 7837ab5539ae2bceac3ace5fb@8d4ces
2480) Found file: C:\Windows/notepad.exe
Hash: 22e1963fe26d5bceab8575ebb6ff6Bcb5
2481) Found file: C:\Windows/regedit.exe
Hash: £7144435935904c68e67ee3d35a4b948
2482) Found file: C:\Windows/slrundll.exe
Hash: 987feel415295d146804d8d008=d@162
2483) Found file: C:\Windows/splwowt4.exe
Hash: d5abb3abe528212fc51484c92afblb59
2484) Found file: C:\Windows/twunk_16.exe
Hash: f36a2717@6edd23c94956afb56981184
2485) Found file: C:\Windows/twunk_32.exe
Hash: b24577b1287a348cc/6ccf2ed2cldb3s
2486) Found file: C:\Windows/unin@488.exe
Hash: 2¢82955895a889c5bd6d7¢@8978ch93fb
2487) Found file: C:\Windows/winhelp.exe
Hash: 8e6f7d51a5¢bh299c25621cbclab57e84
2488) Found file: C:\Windows/winhlp32.exe
Hash: eada@8c87ad2a913563244ccf4391e5d
2489) Found file: C:\Windows/write.exe
Hash: 185b8e5d@e8ce317cd53294441Fb4491
2499) Found file: C:\wamp/unins@@@.exe
Hash: 63468328dfcd@515969007a35d8152af
2491) Found file: C:\wamp/wampmanager.exe
Hash: 663392e75fd426ea94c75cdbf1916251

<

Fig. 26 The log.txt file with all the *.exe files of the entire computer, partition C.

(2491 results)

=N o) EVvToAwy
icrosoft Windows [Uersion 6.2.92001]

sUserssnikos »oed Ciwampsbinsphpsphpb . 4_16~

swampshinsphpsphpS . 4. 16> . sphp.exe C:SWAMPSwwusscanner.php compare
sWindowsMDS~log - txt'" ——md5S
C:sWindowsMDS\results.txt

Fig. 27 Commands needed for running the scanner.php program in compare

mode as mentioned above.
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a. poupn EvToAwv
Suspicious file found -» C:slsers/nikos/Desktop.L

—|}TOOLS #zuper

eep—4.3/md5deep—4.3/tigerdeepbd._exe

Suspicious file found —» C:slsers/nikos-DesktopsUEHIFL L TOOLS “super
eep—4._3/mdSdeep—4.3/whirlpooldeep.exe

Suspicious file found -» C:slUsers./nikos-DesktopUEHIF Y TOOLS “super
eep—4.3/mdbdeep—4.3/vhirlpooldeepbd.exe

Suspicious file found -» C:sUsers/nikos~Desktop"Ed2 L TOOLS /super
itisrifivtisrifiuti.exe

Suspicious file Ffound -» C:slsers/nikos/Desktop UEHF2TOOLS “super
Proxy.exe

Suspicious file found -» C:slUsers-snikos-DesktopsUEHIF L TOOLS #super

Removal Tool.exe
file found -» C:slUsers/nikos-DesktopLEHF2LTOOLS /super

file found -» C:slUsers/nikosDesktop "LEHIF2TOOLS /super
file found -»> C:sUsers-nikos-Desktop-UEHFL L TOOLS #super

Buspicious file found —> C:sUsers<nikos~-Desktops/scanner.exe
Buspicious file found -3 C:sUserssnikos~-Desktop/scanner_version_2.exe
Buspicious file found —-> GC:sUserssnikos~Desktopsscanner_version_3.exe
Suspicious file found -> G:swampshinsapachesApache2.4._4-hin/ApacheMon
Buspicious file found -> C:iswampshinsapachesfApache? . d4_4-hinsab.exe
Suspicious file found —> C:swampsbinsapachesApache2. 4. 4-binsabs _exe

kludge md5djM

kludge/mdSd
kludge/mdSd
kludge/rifi
kludge~srcs
kludge7=%2
kludge/Soph
kludge/catc
kludgemhy.
kludge mdd

itor.exe

Buspicious file found —> C:swamprsbinsapachesApache2.4_4-binshtcacheclean.exe

Buspicious file found —> C:swamprsbinsapachesApacheZ.d.4-binshtdbm.exe
Buspicious file found —> C:oswamps/binAsapachesApache2.4.4-/binshtdigest.
Buspicious file found —> C:oswamps/binAsapachesApache.d4.4-/binshtpasswd.
Buspicious file found -> G:swampshinsapachesApache2.4._4-hinshttpd.exe

exe
exe

Suspicious file found —-»> C:swampsbinsapachesApache?. 4. 4 hinshttxtZdbm.exe

Buspicious file found —> C:swamprsbinsapachesApache2.4_4-binslogresolu
Buspicious file found —> C:swamprsbinsapachesApache2._4_4-binsopenssl.e

E.EXE
xe

Buspicious file found —> C:swampsbinsapachesApache2 . 4_4-binsrotatelogs _exe
Buspicious file found —> C:oswvamps/binsapachesApache.d.4-/binswintty.exe

Buspicious file found —2> Coswamps/binsmysgls/mysglS.6.12-binsecho.exe
Buspicious file found —-> GC:iswampsbinsmysgl/mysgl5.6.12-binsinnochecks

um. exe

Buspicious file found -»> G:swampsbinsmysglsmysgl5.6.12/binsmy_print_defaults.exe

Buspicious file found —> C:wampsbinsmysgl/smysglS.6.12/binsmyisam_ftdump.exe

Suspicious file found —> CoswampsbinsmysglyemysglS . 6.12/binsmyisamchk.
Suspicious file found —> CoswampsbinsmysglemysglS.6.12/binsmyisamloyg.

exXe
exXe

Buspicious file found —> C:oswamprsbinsmysgl/mysglS5.6.12/bins/myisampack.exe

Buspicious file found -2 C:oswvampr/binsmysgl/mysgl5.6.12/bins/mysgl.exe
Buspicious file found G:swampshinAsmysglsmysgl5.6.12/binsmysgl_clie

C:wwamps/hinsmysglymysgls .6 .12 /binsmysgl_clie

Buspicious file found

file found C:swampshinsmysglemysglS .6 .12/binsmysgl_conf
file found
file found
file found

C:swampshinAs/mysglsmysglbh . 6.12/binsmysgl_embe
C:swampshinsmysgl/smysglS .6 .12 binsmysgl_t=in

Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Suspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found

C:swampshinsmysglemysglS .6 .12 /binsmysgladmin
C:swampshinsmysglemysglS .6 .12 /binsmysglbinlo

G:swampshinAsmysglsmysglbh.6.12/binsmysgld.exe
C:swampshinsmysgl/mysglS .6 .12 binsmysgldump .

C:swampshinsmysglemysglS .6 .12 7binsmysglshow.
C:swampshinsmysglemysglS .6 .12 /binsmysglslap.
C:swampshinsmysglymysglbh.6.12-binsmysgltest.

Suspicious file found
Suspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious file found
Buspicious found

C:swampshinsmysgl/smysgls .6 .12 binsperror.exe

C:swamps/hinsmysglysmysglb .6 .12/binsresoluveip.
C:swampshinsphpsphph 4. 16 php—cgi_exe
C:swampshinsphpsphps 4. 16 php—win . exe
C:swampshinsphpsphps.4.16-php.exe
C:swamp/tools /xde/xdc .exe
G:swamps/uninsB08 . exe

G:suwampsuampmanagey . e xe

nt_test.exe
nt_test_emb
ig_editor.e

dded.exe

C:swampshinsmysglysmysgls . 6.12/bins/mysgl_plugin.exe

fo_to_=sql.e

C:swampshinsmysglymysglb .6 .12/binsmysgl_upgrade .exe

.exe
g.exe

C:swampshinsmysgl/smysglS . 6.12/bins/mysglcheck.exe
C:swampshinsmysglysmysglb . 6.12/bins/mysgld—debug.exe

EXEe

GC:swampshinsmysglymysgls .6 .12/binsmysglimport . exe

exXe
exXe
exe

C:swampshinsmysglysmysglS . 6.12/bins/mysgltest_embedded.ex

GC:swampshinsmysgl/smysgls .6 .12 binsreplace .exe

exXe

Fig. 28 The results after running the scanner.php program in compare mode.
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583) Suspicious file found -» C:\Users/nikos/Desktop/scanner_version_2.exe

584) Suspicious file found -»> C:\Users/nikos/Desktop/scanner_version_3.exe

585) Suspicious file found -»> C:\wamp/bin/apache/Apache2.4.4/bin/ApacheMonitor.exe
586) Suspicious file found -»> C:\wamp/bin/apache/Apache2.4.4/bin/ab.exe

587) Suspicious file found -> C:\wamp/bin/apache/Apache2.4.4/bin/abs.exe

588) Suspicious file found -> C:\wamp/bin/apache/Apache2.4.4/bin/htcacheclean.exe
589) Suspicious file found -» C:\wamp/bin/apache/Apache2.4.4/bin/htdbm.exe

598) Suspicious file found -5 C:\wamp/bin/apache/Apache2.4.4/bin/htdigest.exe

591) Suspicious file found -» C:\wamp/bin/apache/Apache2.4.4/bin/htpassud.exe

592) Suspicious file found -»> C:\wamp/bin/apache/Apache2.4.4/bin/httpd.exe

593) Suspicious file found -»> C:\wamp/bin/apache/Apache2.4.4/bin/httxt2dbm.exe

594) Suspicious file found -»> C:\wamp/bin/apache/Apache2.4.4/bin/logresolve.exe

595) Suspicious file found -»> C:\wamp/bin/apache/Apache2.4.4/bin/openssl.exe

596) Suspicious file found -> C:\wamp/bin/apache/Apache2.4.4/bin/rotatelogs.exe

597) Suspicious file found -> C:\wamp/bin/apache/Apache2.4.4/bin/wintty.exe

598) Suspicious file found -> C:\wamp/bin/mysql/mysgl5.6.12/bin/echo.exe

599) Suspicious file found -3 C:\wamp/bin/mysql/mysql5.6.12/bin/innochecksum.exe

600) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/my_print_defaults.exe
601) Suspicious file found -» C:\wamp/bin/mysql/mysql5.6.12/bin/myisam_ftdump.exe
602) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/myisamchk.exe

6@3) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/myisamlog.exe

604) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/myisampack.exe

6@5) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqgl.exe

606) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysql_client test.exe
607) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysgl_client_test_embedded.exe
608) Suspicious file found -3 C:\wamp/bin/mysql/mysgl5.6.12/bin/mysgl_config_editor.exe
689) Suspicious file found -3 C:\wamp/bin/mysql/mysql5.6.12/bin/mysql_embedded.exe
610) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysql_plugin.exe

611) Suspicious file found -» C:\wamp/bin/mysql/mysql5.6.12/bin/mysql_tzinfo_to_sql.exe
612) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/mysql_upgrade.exe
613) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqladmin.exe

614) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqglbinlog.exe

615) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqlcheck.exe

616) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqld-debug.exe

617) Suspicious file found -> C:\wamp/bin/mysql/mysgl5.6.12/bin/mysqgld.exe

618) Suspicious file found -3 C:\wamp/bin/mysql/mysgl5.6.12/bin/mysqldump.exe

619) Suspicious file found -3 C:\wamp/bin/mysql/mysql5.6.12/bin/mysqlimport.exe

620) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqlshow.exe

621) Suspicious file found -» C:\wamp/bin/mysql/mysql5.6.12/bin/mysqlslap.exe

622) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqltest.exe

623) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/mysqltest_embedded.exe
624) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/perror.exe

625) Suspicious file found -»> C:\wamp/bin/mysql/mysql5.6.12/bin/replace.exe

626) Suspicious file found -> C:\wamp/bin/mysql/mysql5.6.12/bin/resolveip.exe

627) Suspicious file found -> C:\wamp/bin/php/phpS5.4.16/php-cgi.exe

628) Suspicious file found -» C:\wamp/bin/php/php5.4.16/php-win.exe

629) Suspicious file found -5 C:\wamp/bin/php/php5.4.16/php.exe

630) Suspicious file found -> C:\wamp/tools/xdc/xdc.exe

631) Suspicious file found -»> C:\wamp/uninsB@e.exe

632) Suspicious file found -> C:\wamp/wampmanager.exe

<

Fig. 29 The results.txt file with the results after running the scanner.php program

in compare mode with the above mentioned parameters. (632 results)

If we want to use scanner.exe program, which is located in the G drive (USB
stick), to compare two .txt files, the one with the MD5 values that we created by
scanning the suspicious computer and the one with the clean MD5 values that we
don’t want to take into account when we see the results, then we have to insert in the
command line the following commands (after making the working directory of the
CMD the G:):

2) scanner.exe compare --log_file="G:\log.txt" --md5_values_file="G:\clean.txt"

--results_file="G:\results.txt"

Then the program will use as values (which the user can insert from the com-

mand prompt) the following:

The path for the log file with all the MD5 values under investigation
"G:\log.txt". G drive is the USB stick. The log.txt is the file that we created with the
scan mode of the program scanner.exe and contains all the files under investigation,

including their paths and their MD5 values.
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The path for the md5_values_file with all the clean MDS5 values that we don’t
want to take into consideration during the investigation "G:\clean.txt". The
md5_values_file is the file that we created with the scan mode of the program scan-
ner.exe, in a previous time or in the lab, in a clean from viruses, malware and addi-
tional programs computer and contains all the files and their MDS5 values that don’t

oppose a threat to us. So we want to eliminate them from the investigation process.

The file to store the results from the comparison is set from the user to be
"G:\results.txt". As mentioned above G drive is the USB stick.

For the specific example we created the two files to make the comparison as fol-
lowing: for the clean MD5 values file we used the scan mode of the scanner.exe to
create a file with all the *.dll files of a clean Windows 8 installation (scanner.exe
scan --path="C:\Windows" --extension="dII" --log_file="G:\clean.txt") and for the
MD?5 values under investigation we used the scan mode of the scanner.exe to create
a file with all the *.dll files of the entire computer, partition C (scanner.exe scan --
path="C:\\" --extension="dll" --log_file="G:\log.txt").

The program has the ability to search for any file extension we want .exe, .doc,
.docx, .dll, .pdf, .log and so on. It can also search at any path we want, even USB
sticks, and store the results wherever we want, including USB sticks, but in .txt only

format.

In some cases, depending on the Operating System (Windows 8, 7, Vista etc),
the CLI mode must be executed as administrator. This must be done in order for the
compare mode of the scanner.exe program to work properly. In these cases there are
not enough privileges, for the program, to execute all its functions, concerning the

files and wherever these might have been placed.

Figures 30, 31, 32, 33 and 34 visualize this functionality of the program.



E| dlean.txt - I tplo - o Ewm

Apyeio  Emckepyacioc Mopgri  MpoPoli  BoriBea

12674) Found file: C:\Windows/diagnostics/system/DeviceCenter/DiagPackage.dll

Hash: 48025f5096666c9cchd@3d2fc775ed7f

12675) Found file: C:\Windows/diagnostics/system/HomeGroup/DiagPackage.dll

Hash: 7dec7feal@f9612eba51250815bd1095

12676) Found file: C:\Windows/diagnostics/system/HomeGroup/Microsoft-Windows-HomeGroupDiagnostic.Interop.dll
Hash: @94829f4bbd83@35e388dd234e45f86e

12677) Found file: C:\Windows/diagnostics/system/HomeGroup/Microsoft-Windows -HomeGroupDiagnostic.NetListMgr. Interop.dll
Hash: 4dad5b3263a2ac2baeafc458ded119¢@

12678) Found file: C:\Windows/diagnostics/system/IEBrowseWeb/DiagPackage.dll

Hash: ff9f67ab23bc66ff5705d56cc2963917

12679) Found file: C:\Windows/diagnostics/system/IESecurity/DiagPackage.dll

Hash: 9bladef95b@bccdb83e053557bbd9f2d

1268@) Found file: C:\Windows/diagnostics/system/Networking/DiagPackage.dll

Hash: 5a72e33b2d6eSe649ebd313ee57b89f3

12681) Found file: C:\Windows/diagnostics/system/Networking/NetworkDiagnosticSnapIn.dll
Hash: 2fa53b758a8c7f3fa66836c89339afe’

12682) Found file: C:\Windows/diagnostics/system/PCh/DiagPackage.dll

Hash: 7bAff@8e778f07ec46298Fd22ab797d7

12683) Found file: C:\Windows/diagnostics/system/Performance/DiagPackage.dll

Hash: 20@be81c36cf2651c7celeeedbdfffd

12684) Found file: C:\Windows/diagnostics/system/Power/DiagPackage.dll

Hash: 876495f@@ebcbd96ech72d8f5bdb8bbd

12685) Found file: C:\Windows/diagnostics/system/Printer/DiagPackage.dll

Hash: 276269e48eBacfB45eac1@8fb10f797e5

12686) Found file: C:\Windows/diagnostics/system/Printer/UpdatePrinterDriver.dll

Hash: 83d89e1657e448721058F682aec@babd

12687) Found file: C:\Windows/diagnostics/system/Search/DiagPackage.dll

Hash: bdd23008f87a0611098c918b545ba2ch

12688) Found file: C:\Windows/diagnostics/system/UsbCore/DiagPackage.dll

Hash: 5115de58@fbde@f3f6304608489eb250

12689) Found file: C:\Windows/diagnostics/system/WindowsMediaPlayerConfiguration/DiagPackage.dll
Hash: 8ab3eb8a94@2cefa@d8ealbes962b3ch

12690) Found file: C:\Windows/diagnostics/system/WindowsMediaPlayerMedialibrary/DiagPackage.d1l
Hash: a6aBlefb938c226bB6e92ffbec3fcb5a

12691) Found file: C:\Windows/diagnostics/system/WindowsMediaPlayerPlayDVD/DiagPackage.d1l
Hash: 3840bed6af9f50a6c600dfd19a4c1220

12692) Found file: C:\Windows/diagnostics/system/WindowsUpdate/DiagPackage.dll

Hash: fadb557dd4aa5f2de9b2¢c07c22638845

12693) Found file: C:\Windows/servicing/CbsApi.dll

Hash: f1720df6@212ba%baad8a542119d6%ad

12694) Found file: C:\Windows/servicing/CbsMsg.d1l

Hash: 4b885e28ee9dc7897ad398459cd@6d34

12695) Found file: C:\Windows/servicingfwrpintapi.dll

Hash: 9585f51Ff@9bdfal36f1475528583ca7

12696) Found file: C:\Windows/RtlExUpd.d1l

Hash: 2a7b78fAcfabfla5655891ddaacefad9

12697) Found file: C:\Windows/twain.dll

Hash: @bea3f79a36blf67b2ce@f595524¢c77¢

12698) Found file: C:\Windows/twain_32.d11

Hash: da7eb5d3652fe2bl67/6aaa%e6e241eb8

Fig. 30 The clean.txt file with all the *.dll files of the clean Windows 8 installation.
(12698 results)
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Apyeio  Emefepyacia Mopon  MpoBord  Borgeia
15522) Found file: C:\wamp/bin/php/php5.4.16/icuin49.d11

Hash: 2fc93eee8lcbcf56f9aaleacd89cdedd

15523) Found file: C:\wamp/bin/php/php5.4.16/icuio49.d1l

Hash: clab4944e12135c911lee7el836a4dd8b

15524) Found file: C:\wamp/bin/php/php5.4.16/icule49.d1l

Hash: b814f28ebdbe@6b3cb@a’/dd37a7dbbc3

15525) Found file: C:\wamp/bin/php/php5.4.16/iculx49.d11

Hash: 34ddd4f22fd92ce2bb2edc2506868F6F

15526) Found file: C:\wamp/bin/php/php5.4.16/icutest49.d11
Hash: 58d80d139365f5afdad9000a1d38816

15527) Found file: C:\wamp/bin/php/php5.4.16/icutud9.d1l

Hash: d8c7e877d7b959497d@a7eddf+255beb

15528) Found file: C:\wamp/bin/php/php5.4.16/icuuc49.dll

Hash: af@de78c85e@ledabalc274c834fb21b

15529) Found file: C:\wamp/bin/php/php5.4.16/1ibeay32.d11
Hash: ab649315ceBc76e3ad9538d558614bb9

15538) Found file: C:\wamp/bin/php/php5.4.16/1ibenchant.d1l
Hash: 86ab8e2c96e7ddB8c248b57ceef614222

15531) Found file: C:\wamp/bin/php/php5.4.16/libenchant_ispell.d11
Hash: @2386bac8a64953316bcd4817289d35e

15532) Found file: C:\wamp/bin/php/php5.4.16/libenchant_myspell.dll
Hash: 3702745fd9589a5e25837315affa5f02

15533) Found file: C:\wamp/bin/php/php5.4.16/1ibpg.d1l

Hash: 546268cccceb7d9df5cccb5b729F5d69

15534) Found file: C:\wamp/bin/php/php5.4.16/1ibsasl.dll

Hash: 9fe364b483df847c8ce91390e01d6e18

15535) Found file: C:\wamp/bin/php/php5.4.16/php5apache2_2.d11
Hash: @2b96cb2ceddd1f5e15¢91078124188

15536) Found file: C:\wamp/bin/php/php5.4.16/php5apache2 2 filter.dll
Hash: 1cl5al47ed27f1le411b9d30aBBc33164

15537) Found file: C:\wamp/bin/php/php5.4.16/php5apache2_4.d1l
Hash: d13163101732e5d96ed917a44fe259b4

15538) Found file: C:\wamp/bin/php/php5.4.16/phpSnsapi.dll
Hash: 7aedccdd580ad@8c3efb91f185099434

15539) Found file: C:\wamp/bin/php/php5.4.16/php5ts.d1l

Hash: 84e1a5b5f325d115¢c884bc2192c7324c

15540) Found file: C:\wamp/bin/php/php5.4.16/ssleay32.d11

Hash: 28883e41b17e5067e95f81c36bcc5853

15541) Found file: C:\wamp/tools/xdc/Aga.Controls.dll

Hash: 3d82db175493fc8e679994a49b8e3fal

15542) Found file: C:\wamp/tools/xdc/ICSharpCode.TextEditor.dll
Hash: ff9a7386c431892f6@f5fbfba93c7de3

15543) Found file: C:\wamp/tools/xdc/Weifenluo.WinFormsUI.Docking.d11l
Hash: 69873f13168d44dd8f4e0bc3+39490de

15544) Found file: C:\Windows/RtlExUpd.d11

Hash: 2a7b78fAcfaBf1a5655891ddaacefad9

15545) Found file: C:\Windows/twain.dll

Hash: @bea3f79a36blf67b2ce@f595524c77¢

15546) Found file: C:\Windows/twain_32.d11

Hash: da7eb5d3652fe2bl676aaa%ebe241eb8

Fig. 31 The log.txt file with all the *.dll files of the whole computer, partition C.
(15546 results)

strator: [poppr] eVvToAwv =

icrosoft Windows [Version 6.2.9200
(c> 2012 Microsoft Corporation. Me envgpldoEn wobBe VORLPOU JLKELOUOTOC .

SSUINDOUSSsystem3d2 >G:

INFSCANNEY .EXEe CcOompare —log_file="G:~log.txt" —md5_values_file=""G:“clean.tx
" ——pesults_file=""G:results.txt"

Fig. 32 Commands needed for running the scanner.exe program in compare mode as

mentioned above. (run as administrator)



=X Administrator: [popun evtoAwy -
nspicious fi found C:swanpshinsphpsphps .4 16sextsphp_pdo_pgsgl.dll

uspicious found G:iswanpshinsphpsphps 4 16extsphp_pdo_sglite _dl1l
uspicious found C:swanpsbinAsphpsphps 4 16/ext A php_pgsgl.dll
uspicious found C:swanpsbinsphpsphpS .4 16 /ext php_shmop.dll
Fuspicious found C:swanpsbinsphpsphpS 4 16 /extphp_snmp.d11
Fuspicious found C=swanpsbinsphpsphps . 4. 16ext php_soap.dll
Fuspicious found C=~wanpsbinsphpsphpS.4.16 ext php_sockets.dll
Buspicious found C=wanpsbinsphpsphpS5 .4 .16 ext php_sglited.dll
uspicious found C:swanpshinsphpsphps 4 16extsphp_syhase_ct.dll
uspicious found GC:iswanpshinsphpsphps 4 16/extsphp_tidy.dll
uspicious found G:swanpshinsphpsphps 4 16/extphp_xmlrpe .d11
uspicious found C:swanpsbinAsphpsphpS 4 16/extphp_x=1.d11

uspicious found C:swanpsbinsphpsphpS 4. 16-zend_extphp_xdebug-2_2_3-5%_4
vc?.d1l

Fuspicious found C=swanpsbinsphpsphpS . 4. 16-9lib-2 _d11
Fuspicious found C=~wanpsbinsphps/phps.4.16/gmodule—-2.d11
Buspicious found C=swanmpshinsphpsphps.4.16/icudt4? .d11
uspicious found C:swanpshinsphpsphps .4 16-icuind? . dl1l
uspicious found GC:iswanpshinsphpsphps .4 16/icniod? . dl1l
uspicious found CiswanpshinsphpsphpS .4 16/icnled? . dl1l
uspicious found C:swanpsbinAsphpsphpS 4 .16/iculx4? . d11l
uspicious found C:swanpsbinsphpsphpS .4 16-icutest4? . dll

Fuspicious found C:swanpsbinsphpsphpS .4 16-icutud? . dll

Fuspicious found C=~wanpsbinsphps/phps.4.16/icuuc4d? .dll

Fuspicious found C=swanpsbinsphpsphp5.4.16-1ibeay3d2.dll

Buspicious found C=wanmpshinsphpsphp5.4.16-1ibenchant.d11

uspicious found C:swanpshinsphpsphps .4 16-1ibenchant_ispell.dll

uspicious found Giswanpshinsphpsphps .4 16-1ibenchant_myspell _dll

uspicious found C:swanpsbinAsphpsphpS . 4.16-1ibpg-dll

uspicious found C:swanpsbinsphpsphpS . 4.16-1ibzaz1.d11l

uspicious found C:swanpsbinsphpsphpS .4 16-phpbapache2_ 2 .d11
found C:swanpsbinsphpsphpS 4. 16-phpbapache2 2 filter_dll
found C=~wanpsbin-php-php5.4.16-phphapache2_4.d11

uspicious found C=~wanpsbhinsphpsphp5.4.16-phpSnsapi.dll

uspicious found C=wanpsbinsphpsphps . 4. 16 phpShts .dll

uspicious found C:swanpshinsphpsphps .4 16.2s51eand2  dll

uspicious found CiswanpstoolssxdeAAga.Controls_dll

uspicious found C:swanpstoolssxade Al C8harpCode _TextEditor.dll

uspicious found C:smwanpstoolzssxwdesWeifenLuo _WinFormsUI .Docking._dll

Fig. 33 The results after running the scanner.exe program in compare mode as men-

tioned above.
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.16/ext/php_intl.d11
.16/ext/php_ldap.dll
.16/ext/php_mbstring.dll
.16/ext/php_mysqgl.dll
.16/ext/php_mysqli.dll
.16/ext/php_ocig8.dll
.16/ext/php_oci8_11g.d11
_16/ext /php_openssl._d1l
.16/ext/php_pdo_firebird.d1l
.16/ext/php_pdo_mysql.d11
.16/ext/php_pdo_oci.dll
.16/ext/php_pdo_odbc.dll
.16/ext/php_pdo_pgsql.dll
.16/ext/php_pdo_sqlite.dll
.16/ext/php_pgsql.dll
.16/ext/php_shmop.d11
.16/ext/php_snmp.d11
.16/ext/php_soap.dll
.16/ext/php_sockets.dll
.16/ext/php_sglite3.dll
.16/ext/php_sybase ct.dll
\wamp/bin/php/php5.4.16/ext/php_tidy.d1ll
\wamp/bin/php/php5.4.16/ext/php_xmlrpc.dll

\wamp/bin/php/php5.4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

\wamp/bin/php/php5.4.16/ext/php_xs1.d11
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp,/bin/php/php5 .
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.
\wamp/bin/php/php5.

\wamp/bin/php/php5.4.16/zend_ext/php_xdebug-2.2.3-5.4-vc9.d11
\wamp/bin/php/php5.4.16/glib-2.d11
\wamp/bin/php/php5.4.16/gmodule-2.d11
\wamp/bin/php/php5.4.16/icudt49.d11
\wamp/bin/php/php5.4.16/icuind9.d11
\wamp/bin/php/php5.4.16/icuiod9.d11
\wamp/bin/php/php5.4.16/iculed49.d1l
\wamp/bin/php/php5.4.16/iculx49.d11
\wamp/bin/php/php5.4.16/icutest49.d11
\wamp/bin/php/php5.4.16/icutudd.d1l
\wamp/bin/php/php5.4.16/icuucdd.d1l
\wamp/bin/php/php5.4.16/1ibeay32.d11
\wamp/bin/php/php5.4.16/1ibenchant.d1l
\wamp/bin/php/php5.4.16/1libenchant_ispell.d1l
\wamp/bin/php/php5.4.16/1ibenchant_myspell.dll
‘\wamp/bin/php/php5.4.16/1ibpq.d11
\wamp/bin/php/php5.4.16/1ibsas1.d11
\wamp/bin/php/php5.4.16/phpSapache?_2.d11
\wamp/bin/php/php5.4.16/php5apache?_2_filter.dll
\wamp/bin/php/php5.4.16/php5apache2_4.d11
\wamp/bin/php/php5.4.16/php5nsapi.dll
\wamp/bin/php/php5.4.16/php5ts.d1l
\wamp/bin/php/php5.4.16/ssleay32.d11
\wamp/tools/xdc/Aga.Controls.dll

:\wamp/tools/xdc/ICSharpCode. TextEditor.dll
:\wamp/tools/xdc/Weifenluo.WinFormsUT.Docking.d11

- sl

Fig. 34 The results.txt file with the results after running the scanner.exe program in

compare mode with the above mentioned parameters. (2486 results)

As we can verify the results.txt file contains all the *.dll files of the whole partition

C except the *.dll files that are included in the Windows 8 installation file.

In the next chapters, two versions of the scanner.php and scanner.exe programs are

presented, which implement some differences and alterations that could be useful to the

investigator.

4.5 The scanner_version_2 program

This version of scanner.php and scanner.exe has this difference: for the comparison

in the compare mode, uses as the md5_values_file with all the clean MD5 values, a *.txt

file that contains only MD5 values and nothing else. This *.txt file consists of one MD5

value in each separate line and nothing else.
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So when the user inserts from the command prompt, the path of the md5_values_file
with all the clean MD5 values (that we don’t want to take into consideration during the
investigation), this file consists of one MD5 value in each separate line and nothing
else.

All the other functionality of the program remains unchanged.

This differentiation was necessary in order, for the program, to have the ability to
utilize and exploit possible dump files from other programs or other created files that
contain only MD5 values. This makes it more valuable for commercial use. The first
program has the restriction that works only with files that were created with the scan
mode of the same program.

4.6 The scanner_version_3 program

This version of scanner.php and scanner.exe has this difference from the first pro-
gram: for the comparison, in the compare mode, uses as the md5_values_file, with all
the clean MD5 values, a *.txt file that contains only MD5 values and nothing else, but
also has the ability to create these *.txt files with only MD5 values inside by using the

scan mode of this version of the program.

So the user has the ability to create a *.txt file with only MD5 values inside but also
afterwards compare this file with the log file (log_file) created from the first or the se-

cond program.

All the other functionality of the program, and the way it is used, remains un-

changed.

This differentiation was necessary, in order for the user to have the ability to create
himself the *.txt files with only MD5 values inside, in order to use them as input for
other programs or for investigation reasons. This makes it more valuable for trial and

investigation use.

In the below example we used the scanner_version 2.exe and scan-

ner_version_3.exe programs from a USB stick (G drive) to demonstrate their use.

For the specific example we created the two files to make the comparison as follow-

ing: for the clean MD?5 values file, with only MD5 values inside, we used the scan mode
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of the scanner_version_3.exe to create a file with all the *.log files of a clean Windows
8 installation (scanner_version_3.exe scan --path="C:\Windows" --extension="log" --
log_file="G:\clean.txt") and for the MD5 values under investigation (.txt file that in-
cludes the path and the hash code of each file) we used the scan mode of the scan-
ner_version_2.exe to create a file with all the *.log files of the entire computer, partition
C  (scanner_version _2.exe  scan --path="C:\\" --extension="log"  --
log_file="G:\log.txt").

Figures 35, 36, 37, 38, 39, 40, 41, 42 and 43 visualize this functionalities of the pro-

grams.

O

B Administrator: [pappn evtoAwv - scanner_version_3.exe scan --path="C\Wind.. -~

icrosoft Windows [Uersion 6.2.920@1
(c» 20012 Microsoft Corporation. Me enivgldoin kobs vopLpou JLKOLGUOTOC .

SSHINDOWSSsystem322G:

tnzecanner_version_Jd.exe scan ——path="C:*MWindows" ——extenszion=""log" —log_fil
p=""G:vclean.txt"
Starting scan. Please wait...

he directory iz C:“UWindows=

he extension is log

he log file is G:sclean.txt

Fig. 35 Creating the clean.txt file with only MD5 values inside by using the scan-

ner_version_3.exe program in scan mode.
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Administrator: [pappn vtoAwy

LR_v4._A_32-/Usagelogs-HGenTazk.exe.log"

[631=>

string{1@3> "C:“\UWindows-System32- config-s/systemprofile-AppData-Local-sMicrosofts
LR_v4.8_32-UzageLogs taskhoszt_exe.log"

[64]1=>

string(1@5%> "C:“UWindows-System32-configssystemprofile-AppData-Local-Microsofts
LR _v4.8_32-UsageLogs taskhozstex.exe.log"

[65]1=>
string{3i>
[661=>

stringC36>
[671=>
string {362
[681=>

string{362>
[691=>
string (59>
[781=>
string (59>
[711=>
string{3v¥>
[721=>
string (28>
[731=>
string (32>
[741=>
string{34>
[751=>
string(362>
[761=>
string (262>
[?71=>
string{28>
[781=>
string (29>
[791=>
string{33>
[gal1=>
string (24>
[811=>

string (27>
[821=>
string (292>
[831=>

string{27Y>
[84]1=>

stringC3l>
[851=>
string (47>
[861=>

string{31>
[871=>
string(33>
[881=>
string (372>
[891=>

string{27Y>
[281=>
string (25>
[211=>

string (23>
[?221=>
string (29>
[?231=>
string{19>
[?241=>

string (28>
[?51=>
string({22>
[?61=>

string (i8>
[271=>
string (27>

"C:sWindows /8System32/srusSRU. log"

"C:sMWindows  8ystem3Zsprus-SRUABSHZ . log"'
"CisMindows /System3Z./sru-5RUAA5AS . log™
"C:sMindows /SystemdZ./srusSRUBESE4 . log''

"CisMindows A Tenpsumuare-S¥YSTEM-vmware—usharbh—SYSTEM-3068 . log™
"CisMindows A Tenpsumuare-S¥YSTEM-vmware —usharbh—SYSTEM-5724 . log™

"C:sWindows /Temp/ASPHNET Setup_ B80BHEH. log"
"C:swUWindows /Temp/MpCmdRun . log"
"CisMindows /TenpsSiluverlightd. log'”
"C:sMindows /TenpsSiluverlightME] . log™
"C:sMindows Temp/chrome_installer. log'
"C:sMindows A Tempsuminst . log™
"C:sWindows/Temp/winstore . log"
"C:swWindows /WinSx8 pogexec . log"
"C:sMindows /debug-UIA wiatrace. log"
"G:isMindows Adebug/mrt - log®'

"C:sMindows Adebug/mrteng . log"
"C:sMindows /debug-netlogon. log''
"C:sMWindows /debugs/sammui. log"
"C:swUWindows/inf ssetupapi.app.- log"
"CisMindowssinf szetupapi-dev 2801 30730_200027 . log'’
"G:sMindows/inf /zetupapi.-dev. log'
"C:sMindows Ainf /zetupapi._zetup. log"
"C:sMindows /zsecurityslogs ssceszetup. log™
"C:sMWindows/securitysedb.log"
"C:sWindows/DtcInstall.log"

"C:xMindows /KBB35221 . log™

"G:xMindows #MS138—KBEB4816 . log™
"C:sMindows /PFRO. log"'

"C:sMindows AUindowsUpdate . log"
"C:sMWindows/chipset.log"
"C:xwUWindows/iis. log"

"CisMindows/vngcoinstall.log"

darning: md5_file{res:/»/PHP-C:\Windows~Systemi2-catroot2nedhbh.log>: failed to op
en stream: Permizszion denied in scanner_wversion_3Jd_.php on line 1

DN

Fig. 36 The results after running the scanner_version_3.exe program in scan mode.
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clean.txt - EnpelwpotapLo - o

Apyeio  Emclepyacic Mopprd  MpoBori  BorBaa
99e40f8afd@196f334bcBeabb64bc95a "~
0b28e828b7949c93658d6c49bfalc@dl
412a0fc59bcAda’c998fc6489399d55b
d@9fdaaeen57851f1e9b995fed08b57¢
453211edeebAc5d7078b443c0291d1cd
251ef290649adc72541752b434185e37
bfb25f63330400baedfc300eblc6011l
64521059036a2d2e2eabeecadadc9325
37b50e5d96Fdb15f8dd4462dadc43dc@
48b77e246630ce6d4f0548c22ced1471
8e7fd574425b47adRa252306@F5b7d57
6f7ed@120bc6fd@ad9cae367968a51d1
cac3129d3075a547b534a6fd1f635ece
41270e255be52654bb828339cdfhc957
€28bb67c7cbe38891dfd543a8c34f05b
d962dc9elcad32625adaced2497e8236
2161fef20f2a84d44be745e2391fafsf
@f9abflie3>fbad@220el4d882fe90f6
Bf9abflde35fbadf220e14d882fe9816
18539699b5eca3185d1cBfae?df2182d
€26e8d871cd8893990397b596ded2f fe
f1bd13189dde3f73d58d2d98c76a129¢
5a336274bf612169b2897b85b53775d@
dB811ab23¢c414bb4cf70b28e9eabBbefd
Fc508717F44d6f9092b0%a2f1cd5e55¢1
25a9b@34369702615e5158F2c2a299cf
d4e8021229d822b205a0d7e7f75fd49d
BeB898edd93286618d581139d3fadacdc
fa86bdd9c9f148ea5ad8e97clclc/ble
7bed8872a54b3d571cc7fdBf376b41bd
a3aPed83f800da23ble%ad5a1@9f3762
79eBace8daad2ed9829fe104F993beae
70865ec@afc@40d623a2e396bfdedbc96
149e4ba25944469285fb2fed@Bcedcad
ecaaB8f/faBbf610a5226cf545dcd3aa
aBafbb3e94ca98880cdfd8b71bedPald
e@00d3f3adbc58a7be353calal762beld
b98153dc998f4c5d61bad96b19461c5b
68fd2ccf@bl552355095140adb876F27
131b3bd84652817cabd568aeed2c95e6
13dcdf8a2abbf44fbBabd48738bF970a
a285f8c31cc71d68Rdbedddb2b1d45d5
1abb3d95¢c49e11d42b50ee5c3fabeBad
aBbb6bec6c2ddded?36eal649d679676
0877ee5620e6daab47d11447436¢cbd3d3
b3da45186415b95acbd71d71bf5e9f8b
877605d1e86c1da38900e6b25d@c55b8
8a758f5dd37e6b59a314964c38977c8@
21190f4b6f24c7cB6691Fb55ed3828dd
bbba3d3@f95fd986dbc2bd101d6358bb

Fig. 37 The clean.txt file after running the scanner_version_3.exe program in scan

mode.

8 Administrator: Tpoppn evtoAwy - scanner_version_2.exe scan --path="C\\" —-.. ~

icrosoft Windows [Uersion 6.2.9208]
(c) 2012 Microsoft Corporation. Me envoddoin x

SSWINDOWSSsystem322G:

tZFrcanner_version_2._exe scan
log.txt"
Btarting scan. Please wait...
he directory is Gine
he extension is log
he log file is G:slog.txt

Fig. 38 Creating the log.txt file by using the scanner_version_2.exe program in scan

mode.
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string (28>
[2181=>
stringt32>
[2191=>
string<3d4>
[2281=>
string<3i6
[2211=>
stringt26>
[2221=>
stringt28>
[2231=>
stringt29>
[2241=>
string<33>
[2251=>
stringt24>
[2261=>
stringt2?>
[2271=>
string<29>
[2281=>
stringt2?Y>
[2291=>
string<ili>
[2381=>
string<d?>
[2311=>
stringC31i>
[232]1=>
stringC33>
[2331=>
stringC3?>
[234]1=>
stringC27>
[235%]1=>
string{46>
[236]1=>
string (46>
[2371=>
string (46>
[2381=>
string{46>
[2391=>
string{46>
[2481=>
string<46>
[2411=>
stringt4?>
[2421=>
stringt22>
[2431=>
stringtd41>
[2441=>
stringt25>
[245%1=>
stringt23>
[246]1=>
stringt29>
[247]1=>
string<1?>
[248]1=>
stringt28>
[249]1=>
stringt22>
[2581=>
string<18>
[2511=>
string<2?>

Administrator: Tpoppr] evtoAwv
"C:wWindows #TempMpCndRun . log™

"C:sUWindows TenpsSilverlightd. log"

"C:sUWindows TenpsSilverlightM3SI . log'™
"C:sUWindowsTempschrone_installer. log'
"C:sUWindowsTempsuvminst . log®
"C:sUWindows - TempAwinstore . log''
"CisUindows AWinSx8 pogexec . log''
"C:sUindows - debug-WIA- uiatrace.log"

"C:sUindows debug/mrt . log"'
"C:sUWindows debug mrteng. log"
"C:sUWindows - debug-net logon.log'
"C:sUWindows - debugszamnui. log"

"C:sUWindows-inf #setupapi.app. log*
"C:sUWindowssinf #setupapi.dev_ 281307380_20002%7 _log'
"C:sWindows/inf #setupapi.-dev. log"
"C:sWindows/inf /setupapi.setup. log"
"C:swWindows/securitys/logs/scesetup. log”
"C:sWindowsssecuritys/edb. log"
"Civinetpubslogs/LogFiles - W3SUCL u_ex138221 . 1log"
"Civinetpubslogs/LogFiles W35UC1L  u_ex138418 . log"
"Civinetpubslogs/LogFiles W3SUCL ru_ex138422 . log"
"CiwinetpubslogssLogFiles W38UC1 A u_ex138423 . 1log"
"CiwinetpubslogssLogFiles W38UCL ru_ex138424.log"
"C:winetpubslogs #LogFiles W3SUC1 2u_ex138425 _log*'
"C:isvwampshinsapachesApache? _4_4-logssinstall.log"
"Cisvampslogssmysgl. log®

"GC:xSyztem Uolume Informationstracking.log®
"C:sUWindowsDtelnstall. log®

"C:sWindows #/KB835221 . Jog™

"C:sWindows #MS138-KB884816 . log™

"C:sUWindows ~PFRO. log'"

"C:sUindows WindowsUpdate . log''
"C:sUWindowschipset.log™

"C:sUWindowss1iis. log"

"C:sUWindows uvmgcoinstall. log"

_file(res: sPHP-C:~Userssnikos~ApplatasLocalsMicrosof t"Windows leh |
che;@ﬂi.%ug): failed to open stream: Permission denied in scanner_wersion_2._php
on line

md5_file<res: »»PHP-C:"Windows~SystemIZ~catroot2nedb.log>: failed to op

Jarning:
en stream: Permission denied in scanner_version_2.php on line 1

DN

Fig. 39 The results after running the scanner_version_2.exe program in scan mode.
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log.txt - Enpewwpatapio - o
Apyeic Emclepyacic  Mopgri  MpoBoki  BonBew
1) Found file: C:\Intel/lLogs/IntelChipset.log
Hash: ¢5666c6c4fde24199a42a18442158e89
2) Found file: C:\Program Files/Mozilla Firefox/uninstall/uninstall.log
Hash: e98ff3dd191d5a516F33cffc@babbc94
3) Found file: C:\Program Files/Mozilla Firefox/install.log
Hash: f@ceb93b7c0705320d03c4ca2d302165
4) Found file: C:\Program Files/Sony/Media Go/RegSettings.leg
Hash: d7ac46e45915551b69635cbac459alda
5) Found file: C:\Program Files/VideolAN/VLC/uninstall.log
Hash: 18bb2331b9ae5833de36d39c3bc53ddd
6) Found file: C:\ProgramData/MFAData/logs/avgcei.log
Hash: 96d217bced7d3169172fc39b1194f800
7) Found file: C:\ProgramData/Microsoft/Search/Data/Applications/Windows/edb.log
Hash: 7228f1e4d79107e6421e3119ae7c8489
8) Found file: C:\ProgramData/Microsoft/Search/Data/Applications/Windows/edb@@1C7.log
Hash: b266d42f7370ac7d5599f10838951c0al
9) Found file: C:\ProgramData/Microsoft/Search/Data/Applications/Windows/edb@@1C8.log
Hash: b8f478be9fdfd550d758dcdbab8dba2d
10) Found file: C:\ProgramData/Microsoft/Search/Data/Applications/Windows/edb@@1CS.log
Hash: 8a5c929b483c196e6850bff4475b2610
11) Found file: C:\ProgramData/Microsoft/Search/Data/Applications/Windows/edbtmp.log
Hash: 41e19f891e2cfe2ed96e4d/4a569761c
12) Found file: C:\ProgramData/Microsoft/Windows/AppRepository/edb.log
Hash: fBdcbcb1c6631867248692ace216ee2b
13) Found file: C:\ProgramData/Microsoft/Windows/AppRepository/edb8@0@4.log
Hash: ca5cda7bde3d9caalcb743261b168F2b
14) Found file: C:\ProgramData/Microsoft/Windows/AppRepository/edb@@8@s. log
Hash: f46a793a6e2b35a5fech330859422349
15) Found file: C:\ProgramData/Microsoft/Windows/AppRepository/edbtmp.log
Hash: bbd81b360a5672d80c274308F39153e2¢
16) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-1.log
Hash: 88f7ebcldc@®33cl8l6f7dabl5faefbld
17) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-1@.log
Hash: cc92e789798a9615ac4bc95c5d57631d
18) Found file: C:\ProgramData/Mozillaflogs/maintenanceservice-2.log
Hash: 3af1b533e57972a8c485ea2chb84bicB3
19) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-3.log
Hash: aebb97cbd724a94b726377819a9332bc
20) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-4.log
Hash: b3a3@eddb3eb3ad@6ddedaB88Bbcb665a
21) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-5.log
Hash: 939dalb7¢d492b6fedbade7B8b93547F4
22) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-6.log
Hash: 14@f773722a42a52edcbab6781blabd@
23) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-7.log
Hash: 33d4fdee206d1lf@bbdf57d32c276c505
24) Found file: C:\ProgramData/Mozillaflogs/maintenanceservice-8.log
Hash: 6dbba8892clcbaa27edc4998228ccdfa
25) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-9.log
Hash: 3bf@2b668d8843183b4d6edb3ad62a91a
26) Found file: C:\ProgramData/Mozilla/logs/maintenanceservice-install.log
<

Fig. 40 The log.txt file after running the scanner_version_2.exe program in scan mode.

=N Administrator: [popprn evtohwv =

icrosoft Windows [Uersion 6.2.928081]
c) 2012 Microsoft Corporation. Me enmvolddoin kobBe vopLpou JLKOLOUOTOC .

SSUINDOWSsystem3223G:

inrzcanner_version_3.exe compare ——log_file=""G:xlog.txt" —-—md5_values_file
lean.txt" ——results _file="G:\results._ txt"

Fig. 41 Creating the results.txt file with the results by using the scanner_version_3.exe

program in compare mode.
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N Administrator: Mpoppn evtoAwy =
o 0 D g 0 A [} Ho 0 D A
0
- 1 0 1 [e 1 00
0 0 1 h 0 o 0 0

o 0 D 0 Do 0

0 1 G 0

o 0 D 0 Do 0

D 1 1

w 0 D 0 o 0

D 1 1 1

- 1 ; 0 1 1 1

w 0 B D 0 0 0 [} 0

E 1

- 1 ; 0 1 1 [} 1 [} 1 0 0

s 1 0 1 00 1

o 0 D 0 0 D [) 0
1 4 0 1 1

o 0 D 0 0 D [} 0
0 D 0

- 1 0 1 1 0 | 1
o D D

I 0 D 0 0 D [) 0
b 0 1 0

o 0 D 0 0 D [} 0
[ D 0

5 1 0 1 1 0 | 1
o D 0

o 0 D 0 0 D [) 0
[ D 0

o 0 D 0 0 D [) 0
[ D 0

w 0 D 0 0 D [} 0
0 D D

- 1 0 1 1 0 | 1
[ D 0

o 0 D 0 0 D [) 0
b 0 0

w 0 D 0 0 D [} 0
0 D 0

- 1 0 1 1 0 | 1
o D 0

o 0 D 0 0 D [) 0
b 0 1

o 0 D 0 0 D [} 0
[ D 0

5 1 0 1 1 0 | 1
o D 0

o 0 D 0 0 D [) 0
H 0 0

o 0 D 0 0 D [) 0
[ D 0

w 0 D 0 0 D [} 0
0 D D

- 1 0 1 1 0 | 1
[ D 0

o 0 D 0 0 D [) 0
b 0 1

w 0 D 0 0 D [} 0
0 D D

- 1 0 1 1 0 | 1
o D D 0 0

o 0 D 0 0 D [) 0

A b 0 1

o 0 D 0 0 D [} 0

A [ D D

- 1 0 1 1

o 0 D 0 A5 H6 0

o 0 D 0 0 1 22 D

5 1 0 1 1 1H 0

o 0 D 0 0 a8 .ii D

o 0 D 0 0 a -f D

w 0 D 0 0 a -i' g D

w 0 D 0 0 2z D

- 1 0 : 1 1

u 1 0 0 1

& 1 D 1 E 1 D D

- 1 0 1 1 0

Fig. 42 The results after running the scanner_version_3.exe program in compare mode.
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4 results.txt - Enpeiwpatdplo - g
Apyeio  Emckepyacia  Mopgn  poBokrd  BorBe

104) Suspicious file found -»
105) Suspicious file found -
106) Suspicious file found -
107) Suspicious file found -
108) Suspicious file found -
189) Suspicious file found -
1108) Suspicious file found -
111) Suspicious file found -
112) Suspicious file found -
113) Suspicious file found -
114) Suspicious file found -

:\Users/nikos/AppData/Local/Packages/WinStore_cwSnlh2txyewy/AC/Temp/winstore.log "
\Users/nikos/AppData/Local/Packages/microsoft.windowscommunicationsapps_8wekyb3d8bbwe/LocalState/LiveComm/nouser/120712-0049
\Users/nikos/AppData/Local/Packages/microsoft.windowscommunicationsapps_8wekyb3d8bbwe/LocalState/LiveComm/nouser/120712-8049
\Users/nikos/AppData/Local/Packages/microsoft.windowscommunicationsapps_8wekyb3d8bbwe/LocalState/LiveComm/nouser/120712-0049
\Users/nikos/AppData/Local/Packages/microsoft.windowscommunicationsapps_8wekyb3d8bbwe/LocalState/LiveComm/nouser/120712-8049
\Users/nikos/AppData/Local/Packages/microsoft.windowsphotos_8wekyb3d8bbwe/LocalState/LiveComm/nouser/120712-0043/DBStore/Logl
\Users/nikos/AppData/Local/Packages/microsoft.windowsphotos_8wekyb3d8bbwe/LocalState/LiveComm/nouser/120712-0043/DBStore/Logl
\Users/nikos/AppData/Local/Packages/microsoft.windowsphotos_8uekyb3d8bbue/LocalState/L iveComm/nouser/128712-0843 /DBStore/Log
\Users/nikos/AppData/Local/Packages/microsoft.windowsphotos_8wekyb3d8bbwe/LocalState/edb. log

\Users/nikos/AppData/Local /Packages/microsoft.windowsphotos_Buekyb3d8bbwe/LocalState/edbtmp.log
\Users/nikos/AppData/Local/Slimbare Utilities Inc/SlimDrivers/Logs/2013-81-27 21-45-48 @.log

115) Suspicious file found - \Users/nikos/AppData/Local/Slimbare Utilities Inc/SlimDrivers/Logs/2013-81-27 21-49-28 @.log
116) Suspicious file found - \Users/nikos/AppData/Local/Slimkare Utilities Inc/SlimDrivers/Logs/2013-81-27 22-87-41 @.log
117) Suspicious file found - \Users/nikos/AppData/Local/Slimbare Utilities Inc/SlimDrivers/Logs/2013-81-27 23-25-14 @.log
118) Suspicious file found - \Users/nikos/AppData/Local/Slimkare Utilities Inc/SlimDrivers/Logs/2013-81-27 23-45-37 @.log
119) Suspicious file found - \Users/nikos/AppData/Local/Slimkare Utilities Inc/SlimDrivers/Logs/2013-81-28 0@-44-46 9.log
120) Suspicious file found - \Users/nikos/AppData/Local/Slimkare Utilities Inc/SlimDrivers/Logs/2013-81-28 15-46-55 @.log
121) Suspicious file found - \Users/nikos/AppData/Local/Slimkare Utilities Inc/SlimDrivers/Logs/2013-81-28 16-31-59 @.log
122) Suspicious file found - \Users/nikos/AppData/Local/Slimkare Utilities Inc/SlimDrivers/lLogs/2013-81-3@ 16-88-87 @.log
123) Suspicious file found - \Users/nikos/AppData/Local/S1limkare Utilities Inc/SlimDrivers/Logs/2013-81-38 22-15-19 0.log

124) Suspicious file found -
125) Suspicious file found -
126) Suspicious file found -
127) Suspicious file found -
128) Suspicious file found -
129) Suspicious file found -
130) Suspicious file found -
131) Suspicious file found -
132) Suspicious file found -
133) Suspicious file found -
134) Suspicious file found -
135) Suspicious file found -
136) Suspicious file found -
137) Suspicious file found -
138) Suspicious file found -
139) Suspicious file found -
1408) Suspicious file found -
141) Suspicious file found -
142) Suspicious file found -
143) Suspicious file found -
144) Suspicious file found -
145) Suspicious file found -
146) Suspicious file found -
147) Suspicious file found -
148) Suspicious file found -
149) Suspicious file found -
158) Suspicious file found -
151) Suspicious file found -
152) Suspicious file found -
153) Suspicious file found -

\Users/nikos/AppData/Local /VMware/playerUploadedData.log
\Users/nikos/AppData/Local /VirtualStore/Windows /Temp/winstore. log
\Users/nikos/AppData/Locallow/Google/GoogleEarth/unified_cache_leveldb_leveldb2/@11@851.log
\Users/nikos/AppData/Roaming/BSplayer/AC3 Filter/unreg.log
\Users/nikos/AppData/Roaming/BSplayer/FFDShow/unreg.log

\Users/nikos/AppData/Roaming/BSplayer/Flash Video (FLV)/unreg.log
\Users/nikos/AppData/Roaming/BSplayer/Haali media splitter/unreg.log
\Users/nikos/AppData/Roaming/BSplayer/MPEG audio decoder/unreg.log
\Users/nikos/AppData/Roaming/BSplayer/MPEG2 decoder/unreg.log
\Users/nikos/AppData/Roaming/BSplayer/RealMedia splitter/unreg.log

\Users /nikos /AppData/Roaming/Mozilla/Firefox/Crash Reports/submit.log
\Users/nikos/AppData/Roaming/Mozilla/Firefox/Profiles/gvsey6ld.default-1375459513834/marionette. log
\Users/nikos/AppData/Roaming/Sony/Media Go Installer/debug.log
\Users/nikos/AppData/Roaming/Sony/Media Go Installer/installer.log
\Users/nikos/AppData/Roaming/Sony/Media Go Installer/msi.log
\Users/nikos/Desktop/MTYXIAKH/TOOLS/super kludge/Wangdera.Controls-@.9.1.8-src/docs/Documentation.log
\Users/nikos/Documents/Virtual Machines/Windows XP Professional/vmware-@.log
\Users/nikos/Documents/Virtual Machines/Windows XP Professional/vmware.log
\Users/nikos/Documents/Virtual Machines/Windows XP Professional/vprintproxy.log
\Windows/System32/catroot2/edb. log

\Windows /System32/config/systemprofile/AppData/Local /Avg2814/1log/avgud. log
\inetpub/logs/LogFiles/WISVC1/u_ex130221.1log

\inetpub/logs/LogFiles/W3SVC1/u_ex13@418.1og

\inetpub/logs/LogFiles/W3SVC1/u_ex130422.1og

\inetpub/logs/LogFiles/W3SVC1/u_ex130423.1og

\inetpub/logs/LogFiles/W3SVC1/u_ex130424.1log

\inetpub/logs/LogFiles/W35SVC1/u_ex13@425.1log

\wamp/bin/apache/Apache2.4.4/logs/install.log

\wamp/logs/mysql.log

:\System Volume Information/tracking.log

MWV VYV VMMV N WYYV VY YV VMY Y Y Y VY YV VYV YV Y Y YV VY Y Y Y Y Y Y VYV Y
AN O N AN ANONONONNANNAANO 0NN NOONO AN AN ANO OO A A

< >

Fig. 43 The results.txt file with the results after using the scanner_version_3.exe pro-

gram in compare mode (with the process mentioned above).

As we can confirm, the results.txt file contains all the *.log files of the whole parti-

tion C, except the *.log files that are included in the Windows 8 installation file.

4.7 Advantages

The scanner.php program is a simple and functional tool. It is written in a well
known language (PHP) with million users around the world, with numerous applica-
tions and a wide variety of implementations. There are many plug ins that can be at-
tached to this program. In addition this program can be easily incorporated into other
programs. It is easy to carry, because of its minimum size. Also it is user friendly be-
cause it is easy to run even from someone with little knowledge and little expertise. The

parameters are no longer hard coded and they are easy to be inserted or changed from
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the command line prompt. It is very fast, reliable and trustworthy because of its simplic-
ity and the small number of code lines.

4.8 Drawbacks

The program is very simple. So it has only a small number of functions, options,
commands and parameters. It can be used only by using the command line prompt. A

web interface could make it more user friendly and more attractive for the simple user.

4.9 Evaluation

The program was tested in all possible scenarios that could be encountered by a dig-
ital forensics investigator or by a simple user. In all conditions the program worked as

expected and the results were correct.

4.10 Suggestions

There are some things that must be taken into consideration before using the pro-
gram. First of all the investigator must have knowledge, of what he is searching for, in-
side the computer under investigation. If the program is used for digital triage, the time
is limited. If the program is used in the examination laboratory, there is plenty of time to
do many tests and search for a wide variety of traces, depending always on the case un-

der investigation.

Additionally the user of the program must create a wide range of correct clean MD5
files. In this way he will be able to use the correct files in every specific and different
case. He must create files with clean MD5 values of all the windows versions and re-
leases installations, Linux, Ubundu and other OS installations, clean installations of
programs that are widely used, a wide number of software installations, browser instal-

lations and many more. So in each case he will be able to make the comparison using
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the correct pre constructed clean MDS5 files, and therefore produce solid and helpful
findings. In addition the user must always have updated clean MD5 files from all the
new releases and updated programs. Nowadays the Operating Systems whether it is
Windows or any other, they update very frequently and automatically. Also all the pro-
grams in the modern computers from the antivirus programs to media players update all
the time, so there is a need to create the clean MD5 files from all the up to date versions
of these programs.

Furthermore this program has a certain functionality and the capabilities are con-
strained and predefined. The investigator and user of this program in a real scenario
cannot depend only on this tool. Digital triage and digital investigation are very wide
and complex fields. In order to achieve the necessary findings many tools must be ap-
plied. As mentioned in the chapters above there is a great number of tools with different
potentials, different targets, different use, with case oriented applications producing dif-
ferent results and findings. The investigator must be very well informed and prepared in
the digital triage and digital investigation field in order to achieve the required results
and eventually success. A wide range portfolio of programs is unquestionable. A true

necessity in every investigation.

4.11 Future Work — Enhancements

In the future many things can be done to improve the program and its functionality.
First of all a web interface could be developed to make it more attractive and user

friendly.

Functionalities can be added, including the ability to search for more difficult files
and do a wide variety of comparisons. An upgrade would be to have libraries with clean
MD?5 values, from various program installations, and all the possible Windows installa-
tions, and be able to choose each time the files we want to compare. Furthermore, when
running, the program could find automatically the versions of installations and make the

comparisons without any help or any intervention from the user.

The results could be presented in a web environment using statistics, diagrams, bars,
pies and percentages for the reports. This could help the user take fast decisions, come

quickly with the correct conclusions and decide in which way to proceed.
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The program as mentioned above can be incorporated in other digital triage and dig-
ital investigation tools to enhance their functionality and usability. Also other tools and
programs could be added in this program to make it more complex and become useful
in more difficult cases. The simplicity of the program and the PHP language make all
the above an easy task for the programmer. In addition it is easy to transform this pro-
gram in other languages like C, C++, Java, VBscript, Python and many more.

This program could also be used for Data Reduction. It could be implemented like
the FTK (Forensic Toolkit). By using the Known File Filter, or KFF, we can eliminate
or highlight known files, by using MD5 hashes that are generated by the user or from
NIST or Hashkeeper. [29] [45] [56] [42] These KFF lists are MD5 values from files that
we don’t care to examine and we want to avoid analyze them. Also they are files from

similar, previews, or other suspicious real cases.

Further more, plug-ins and extensions could be found to enhance the functionality of
the program. Many tools like this could be integrated to create a bigger and better tool.
The new tool, after the integration, would have none of the drawbacks but all the ad-
vantages of each individual tool.

4.12 Conclusion

Digital Forensics is a very demanding and exciting sector but it has many difficul-
ties. There are many types of data to be analyzed, the data size is enormous and there is
lack of skilled analysts. The above problems will get worse in the future, and the only
way to keep up is to develop new techniques that will enhance our ability to collect,

maintain and analyze big data sets with information. [32]
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5 Personal Reflection

From my personal experience, while experimenting with the four forensics tools
Bulk Extractor, TriagelR, TR3Secure and Kludge I encountered all their problems and
disadvantages. First of all | installed these programs in 6 different home desktop com-
puters with different versions of Windows operating systems (Windows XP, Vista, 7, 8,
32 and 64 bit). The installation of the tools may look simple to the medium user but
when it comes to start using them, then the problems start. Most of the times they don’t
even work and they don’t create any reports. When running they display error messages
and when they work they don’t produce all the reports they claim to be able to produce.
Some reports are created and some other not, depending each time on the operating sys-
tem. The language of the OS affected their compatibility and implementation. So it was
obvious that they were OS sensitive. In Windows 8, the most recent of the OS, the prob-
lems were even worse. Probably new releases of the tools should be developed. In the
internet there is not enough information by the developers or the users to bypass all the
problems encountered, that could help and assist in making them work. The collection
of browsing history, which was the initial target, by using Kludge, was never produced
in any computer tested. | tried many solutions, personal and suggested by the internet,
but with no luck. My personal opinion is that these programs address to the expert user
that knows exactly what he wants and how to achieve it. They are not very useful for
the beginner and the medium user. Anyone choosing them would have problems in us-
ing these tools. And in a real case scenario these problems and malfunctions would be at
least catastrophic for triage and analysis. My research showed that the most digital tri-
age tools have numerous problems and drawbacks and this is expected when consider-
ing the nature of the investigation. Also most of them are written in simple DOS batch
scripting, a very poor programming practice. In addition most of them need improve-

ments and enhancements.

All the above, lead me first to think, the development of a program that would col-

lect all the browsing history from all the browsers installed in a computer. After reading

-75-



many articles and conducted extensive research | understood that all the new browsers
(latest releases) were very complicated and needed special tools, specifically designed
for each and every one of them, to be able to extract the browsing history and other use-
ful information stored in the browsers. For example Mozilla Firefox needs the SQL.ite
Manager tool. [83] Developing a tool that could be able to process all the available
browsers in all their possible and available releases would be something really demand-
ing, complicated and advanced. In a real case scenario having a tool to fetch the brows-
ing history of a specific only browser would be of no use. The suspect has the ability to

install many browsers in his personal computer and use any of them at will.

These findings lead me to the decision to develop my own program to help the digi-
tal forensics investigator in my way. To develop a program that could help him during
the digital triage but also to be useful it in the lab as well. So the idea before starting de-
veloping my own program was to create a script that could find all the .exe files in a
computer, to reject the default .exe files from Windows and present only the .exe files
installed by the user. This could be achieved by finding all the .exe files installed in the
computer, calculating their MD5 and then compare these MD5 values with an archive
file / database with the produced MD5 values of a Windows installation only. For ex-
ample notepad.exe in Windows 7 always gives the same MD5. So comparing this MD5
with a database of MD5 can be distinguished and be ignored during the presentation of
the installed applications to the investigator. The general solution is easy, but there are

many differentiations in each case that could make the whole process very complicated.

So a tool was developed that has the ability to search a whole computer or any parti-
tion or file chosen, for files and programs installed or created by the user and that may
have any possible extension. This was possible by comparing the MD5 hashes of the
files under investigation. In this way the examiner can search in a very short time the
computer under examination for all the installed and created files or programs, but also

for altered programs, possible malware and harmful programs.

This program will gain even greater usability if it is incorporated into other digital

triage programs or if it is enhanced with more advanced functionality.

| hope that this paper will help others to learn not only from my paper research but
also from the program | developed, the presented personal experiences, and any mis-
takes that were made along the way. Writing tools that will be used for digital forensics

is very difficult and very different from other programming attempts because of the
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multiple data types that need to be taken into consideration, the desire for high perfor-
mance, the advanced skills needed from users, and the requirement the software to run
without ever crashing. Since the digital forensics field grows continuously, many people
are engaged in the practice of writing software for digital forensics. Only a small num-
ber of today’s forensic tool developers have adequate knowledge and training in devel-
oping and design software. A number of them do not even think themselves of being
programmers. [32] And this belief must change.
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6 Conclusions

Appreciating the change of technology, and understanding the nature of the threat,
the evolving discipline of anti-forensics and increasing application of cryptography, we
understand that the domain of forensics has an extremely challenging and exciting fu-
ture ahead of it. However, the need for organizations to equip themselves with a foren-
sic capability is becoming essential in order to combat and manage incidents effectively.
[55]

To appreciate the necessity of computer forensics in the organization, first we have
to understand the scale and nature of the threats. Unfortunately, truly understanding the
scale of the threat is difficult as the reporting of cybercrime is relatively patchy. Many
organizations see such reporting as something that will affect their brand image and
reputation. Whilst discussions are being held in some countries about implementing
laws to force organizations into reporting incidents, at this stage the industry relies upon

survey statistics to appreciate the threat. [55]

It is no longer enough to pull the plug and take the computer to the lab when making
a digital examination. Technology changes continuously and digital forensic analysts
have to learn new methods and develop tools to succeed. This is necessary in a live re-

sponse case. [93]

Forensic analysis help to identify privacy issues, detect forgery and manipulation,
establish a chain of custody for sources and employ write protection for capture or
transfer. It can find content and metadata, help indexing and searching by examiners,

and enable audit control. [48]

6.1 Digital forensics is different

Digital Forensics software development makes it really different from other branch-
es. These differences are: data diversity, data scale, temporal diversity, human capital,
and the so-called “CSI effect.” [32]
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6.1.1 The challenge of data diversity

Digital Forensics and other kinds of software have a big difference in the range of
data that have to be examined. Most software development is specialized in a specific
problem. Digital Forensics has as target all the data that can be stored or transmitted us-
ing computer and digital media. In addition most software tools work only with proper
input and crash otherwise. Digital Forensics tools don’t have this luxury. They must run

at any circumstances and produce any results possible. [32]

6.1.2 Data scale

A second problem in the development of digital forensics tools is the huge bulk of
information that has to be analyzed. Furthermore there is the problem of the difference
between the storage and performance bottlenecks.

Examiners have to analyze new and up to date computer systems. So they are using
high end computers to examine high end computers and they also have to examine in-
formation in hours that the suspect needed weeks, months, or even years to create. We
will never overcome the performance lack. When the analysis will move to the cloud we

will have to examine multi-terabyte data caused by the cloud-based crime. [32]

6.1.3 Temporal diversity: the never-ending upgrade cycle

Most organizations believe that upgrades in software are a difficult process that can
cause problems and incompatibilities. So they use out-of-date operating systems and
update only when they buy the new hardware.

Digital forensics examiners do not have this flexibility. They have to update the
software all the time because the target is not only the obsolete but also the newest
software and hardware possible. Nowhere else it is so important to upgrade the software
when the new software is released. In upgrades, two things have to be taken into ac-

count. The examiners tool’s version and the target’s version [32]
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6.1.4 Human capital demands and limitations

Digital forensics tools users are from law enforcement, with little knowledge in
computer science. They have strict deadlines and are exhausted. Certifications and de-
grees certainly help this situation but cannot solve the problem. Analysis may have as
target any possible kind of information. So many organizations train their own develop-
ers to create the needed software. [32]

6.1.5 The CSI effect

CSI Effect is the belief, that when television shows crime scenes, investigations, fo-
rensics, courts, juries, judges and prosecutors to have exceptionally high demanding
concerning what forensic analysis can actually achieve, this is also true in reality. On
television every digital forensics examiner knows every tool, correlation is easy and in-
stantaneous, there are never false positives, overwritten data can easily be recovered,
encryption can be cracked, it is impossible to delete anything and the tools never crash.
In reality things are not so easy. Overwritten data cannot be recovered and modern en-

cryption algorithms can be decrypted only by using password cracking. [32]

6.1.6 The cost of development and the role of government

Digital forensics tool development is exceptionally expensive and the software pro-
duced has small number of users. The more sophisticated the analysis, the smaller the
market. Few digital forensics companies have been commercially successful. It is not
that digital forensics is an immature market with customers only from the government;
it is that digital forensics is a mature market with high and increasing development
costs. These high development costs in addition to customers being federal, state and
local governments makes it difficult for the traditional commercial software develop-

ment model to be successfully applicable. [32]
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6.2 Lessons learned developing digital forensics
tools

In this chapter we discuss about software engineering and design issues that have
been confronted when developing the above mentioned digital forensics tools. [32]

6.2.1 Platform and language

Windows is the most widespread operating system used by computer forensics de-
velopers and examiners. But also Linux and MacOS seem to consolidate their places.
An easy way to write multi-platform forensics tools is to use C, C++, C#, Java or Py-
thon because tools in these languages can be easily transferred between these three plat-
forms. C was historically the preferred developer’s language but nowadays many have
shifted to C++. Many believed that Java was running much slower than C/C++. But the
testing so far shows that this belief is only partially true.

Writing programs in Python is quite easy but the experience so far shows that these

programs are slow and intensive for memory. [32]

6.2.2 Parallelism and high performance computing

The data scale problem led many researchers to spend lots of effort and time on is-
sues such as multithreading and high performance computing in an effort to gain more
performance. But until now the efforts made are mixed and the results produced not so
clear. [32]

6.2.3 All-in-one tools vs. single-use tools

There are many kinds of forensic investigations and the same tool many times has to

be used at the same data but for different reasons. This difference in the use cases com-
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plicates the programs development, documentation, and training. Some say it is better to
have a single tool than many because:
o If there are many tools, the investigators will try to have them all.
o Whatever a digital forensics program does: decoding and enumerating data, data
ingest; preparing a report is necessary whatever the expected results may be.
o There is a standard cost to packaging, distributing, and promoting a program.
When a tool has many functions the cost is distributed to a broader base.
An opinion to solve the problem of different use cases is the programs to organize
the results into different partitions or files. For example using one section storing infor-

mation needed for usual cases, and another saving all the extracted data. [32]

6.2.4 Evidence container file formats

The diversity of programs and the lack of proper user training make it necessary for
forensic software to be able to process inputs at any format. In real cases a single input
layer should enable programs to transparently manage disk images in raw, split-raw,
EnCase or AFF formats. [32]

6.3 Conclusion

This paper makes contributions not only to the theory but also the practice of digital
forensics. First, it shows that all the existing freeware and licensed forensics tools have
many drawbacks and incompatibilities. This paper presents Bulk Extractor, TriagelR,
TR3Secure and Kludge, powerful freeware tools to perform bulk data analysis. It high-
lights the experience of installing and using these tools noticing all the advantages,
drawbacks, enhancements, suggestions and future work. It presents a detailed evaluation
comparing Bulk Extractor, TriagelR, TR3Secure and Kludge. It shows that each tool
has a strong and a weak point and there is no solution for every case that an examiner
may encounter.

Finally, this paper presents a tool, developed by the author, which can search a

whole computer or any partition or file chosen, for files and programs installed or creat-
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ed by the user and that may have any possible extension. This was possible by compar-
ing the MD5 hashes of the files. In this way the examiner can search in a very short time
the computer under examination for all the installed and created files or programs, al-
tered programs, but also for possible malware and harmful programs.

This program will have even greater usability if it is incorporated into other digital

triage programs or if it is enhanced with more advanced functionality.
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Appendix

1) The program scanner.php in the PHP programming language:
<?php

error_reporting(E_ERROR | E_WARNING | E_PARSE);

//solution to return *.* files

$array = array();
function recursiveGlob($dir, $ext) {
global $array;
$globFiles = glob("$dir/*.$ext");
$globDirs = glob("$dir/*", GLOB_ONLYDIR);

foreach ($globDirs as $dir) {

recursiveGlob($dir, $ext);

foreach ($globFiles as $file) {
if('in_array($file,$array)) {
array_push($array,$file);

}

return $array;
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/lonly use in CLI mode because of extra large buffer and execution time

if ($argv[1] == "help" || $argv[1] == null) {
echo "-- SCAN MODE --\r\n";

echo "Usage: php scanner.php scan --path=path_to_check
extension=extension_to_filter --log_file=path_and_name_of log_file \r\n";

echo "\r\n";

echo "Example: php scanner.php scan --path=\"C:\myfolder\\\" --extension=\"exe\"
log_file=\"C:\mydocuments\md5_log.txt\" \r\n";

echo "\r\n";

echo  "Default  values:  --path=\"C:\Windows\"  --extension=\"exe\"
log_file=\"C:\\logfile\md5_log_file.txt\" \r\n™;

echo "\r\n";

echo "-- COMPARE MODE --\r\n";

echo "Usage: php scanner.php compare --log_file=path_and_name_of log_file
md5_values_file=path_and_name_of_md5_values_file

results_file=path_of results_file \r\n";
echo "\r\n";

echo "Example: php scanner.php compare --log_file=\"C:\\log_file_after_scan.txt\"
md5_values_file=\"C:\\file_with_clean_md5_values.txt

results_file=\"C:\\file_with_results.txt \r\n";

echo "\r\n";

die();

if ($argv[1] == "debug”) {

for ($i=2; $i < $argc; Si++) {
$tempvar = explode("=", $argv[$i]);
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echo $tempvar[1]."\r\n";

if ($argv[1] == "scan") {
echo "Starting scan. Please wait...\r\n";
for ($i=2; $i < $argc ; $i++) {
$tempvar = explode("=", $argv[$i]);
switch ($tempvar[0]) {
case '--path’:
$directory = $tempvar[1]."*";
break;
case '--extension":
$extension = $tempvar[1];
break;
case --log_file":
$log_file = $tempvar[1];
break;

}
if ($argc <5) {
if (!$directory) {
$directory = "C:\Windows\\*";
}
if (!$extension) {
$extension = "exe";
}
if (1$log_file) {
$log_file = "C:\\logfile\md5_log_file.txt";
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echo "the directory is ".$directory."\r\n";
echo "the extension is ".$extension."\r\n";

echo "the log file is ".$log_file."\r\n";

$files = recursiveGlob($directory,$extension);
$fth = fopen($log_file, "w") or die("can't open file \r\n");
var_dump($files);
$i=1,
foreach ($files as $file) {
$stringData = $i.") Found file: ".$file."\r\n";
$stringData .= "Hash: ".md5_file($file)."\r\n";
Pi++;
fwrite($fh, $stringData);
}

fclose($fh);

if ($argv[1] == "compare") {
echo "Starting compare. Please wait...\r\n";
for ($i=2; $i < $argc ; $i++) {
$tempvar = explode("'=", $argv[$i]);
switch ($tempvar[0]) {
case --md5_values_file":

$md5_values_file = $tempvar[1];
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break;

case --log_file":

$log_file = $Stempvar[1];
break;

case --results_file":
$results_file = $Stempvar[1];
break;

default:

echo "error: loop defaulted\r\n™;

break;

}
}
if (Jargc < 4) {

echo "Wrong count of parameters. Please type php scanner.php help for more in-

fo";

die();
}
$scanned = file($log_file, FILE_IGNORE_NEW_LINES |

FILE_SKIP_EMPTY_LINES);

$clean_md5 = file($md5_values_file, FILE_ IGNORE_NEW _LINES |
FILE_SKIP_EMPTY_LINES);

$clean_md5_size = count($clean_mdb);

$i=1;

$fth = fopen($results_file, "w") or die("can't open file \r\n");
foreach ($scanned as $line_num => $line) {

$check = explode(" ", $line);

if ($check[0] == "Hash:") {
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foreach ($clean_md5 as $clean_line_num => $clean_line) {
$md5_check = explode(" ", $clean_line);
if ($md5_check[0] == "Hash:") {
if ($check[1] == $md5_check[1]) {
break;
}
if (($clean_line_num + 1) == $clean_md5_size) {
echo "Suspicious file found -> ".$pathname[1]."\r\n";
$stringData = $i.") Suspicious file found -> ".$pathname[1]."\r\n";
$i++,

fwrite($fh, $stringData);

}
}else {

¥

}
fclose($fh);

¥

7>

2) The program scanner_version_2.php in the PHP programming language:

<?php

error_reporting(E_ERROR | E_WARNING | E_PARSE);

-96-



//solution to return *.* files

$array = array();
function recursiveGlob($dir, $ext) {
global $array;
$globFiles = glob("$dir/*.$ext");
$globDirs = glob("$dir/*", GLOB_ONLYDIR);

foreach ($globDirs as $dir) {

recursiveGlob($dir, $ext);

foreach ($globFiles as $file) {
if(!in_array($file,$array)) {
array_push($array,$file);

¥

return $array;

/lonly use in CLI mode because of extra large buffer and execution time

if ($argv[1] == "help" || $argv[1] == null) {
echo "-- SCAN MODE --\r\n";

echo "Usage: php scanner.php scan --path=path_to_check --

extension=extension_to_filter --log_file=path_and_name_of log_file \r\n";
echo "\r\n";

echo "Example: php scanner.php scan --path=\"C:\myfolder\\\" --extension=\"exe\" --

log_file=\"C:\mydocuments\md5_log.txt\" \r\n";
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echo "\r\n";

echo  "Default  values:  --path=\"C:\Windows\"  --extension=\"exe\"
log_file=\"C:\\logfile\md5_log_file.txt\" \r\n";

echo "\r\n";
echo "-- COMPARE MODE --\r\n";

echo "Usage: php scanner.php compare --log_file=path_and_name_of log_file
md5_values_file=path_and_name_of md5_values_file
results_file=path_of results_file \r\n";

echo "\r\n";

echo "Example: php scanner.php compare --log_file=\"C:\\log_file_after_scan.txt\"
md5_values_file=\"C:\\file_with_clean_md5_values.txt
results_file=\"C:\\file_with_results.txt \r\n";

echo "\r\n";

die();

if ($argv[1] == "debug”) {

for ($i=2; $i < $argc; $i++) {
$tempvar = explode("=", $argv[$i]);

echo $tempvar[1]."\r\n";

if ($argv[1] == "scan") {
echo "Starting scan. Please wait...\r\n";
for ($i=2; $i < $argc ; $i++) {
$tempvar = explode("'=", $argv[$i]);
switch ($tempvar[0]) {

case '--path’:
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$directory = $tempvar[1]."*";
break;

case '--extension":

$extension = $tempvar[1];
break;

case --log_file":

$log_file = $Stempvar[1];
break;

¥
if ($argc <5) {
if (1$directory) {
$directory = "C:\Windows\\*";
¥
if (1$extension) {

$extension = "exe";

}
if (!$log_file) {

$log_file = "C:\\logfile\md5_log_file.txt";
}

echo "the directory is ".$directory."\r\n";
echo "the extension is ".$extension."\r\n"";

echo "the log file is ".$log_file."\r\n";

$files = recursiveGlob($directory,$extension);
$fth = fopen($log_file, "w") or die(""can't open file \r\n");
var_dump($files);
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$i=1,

foreach ($files as $file) {
$stringData = $i.") Found file: ".$file."\r\n";
$stringData .= "Hash: ".md5_file($file)."\r\n";
$i++,

fwrite($fh, $stringData);

fclose($fh);

if ($argv[1] == "compare") {
echo "Starting compare. Please wait...\r\n";
for ($i=2; $i < $argc ; $i++) {
$tempvar = explode("=", $argv[$i]);
switch ($tempvar[0]) {
case '--md5_values_file":
$md5_values_file = $tempvar[1];
break;
case --log_file":
$log_file = $tempvar[1];
break;
case "--results_file":
Sresults_file = $tempvar[1];
break;
default:
echo "error: loop defaulted\r\n™;

break;
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}

if (argc <4) {
echo "Wrong count of parameters. Please type php run.php help for more info™;
die();

}

$scanned = file($log_file, FILE_IGNORE_NEW_LINES |

FILE_SKIP_EMPTY_LINES);

$clean md5 = file($md5_values_file,  FILE_IGNORE_NEW _LINES |
FILE_SKIP_EMPTY_LINES);

$clean_md5_size = count($clean_md5);

$i=1,

$fth = fopen($results_file, "w") or die("can't open file \r\n");
foreach ($scanned as $line_num => $line) {
$check = explode(" ", $line);
if ($check[0] == "Hash:") {
foreach ($clean_md5 as $clean_line_num => $clean_line) {
if ($check[1] == $clean_line) {
break;
}
if (($clean_line_num + 1) == $clean_md5_size) {
echo "Suspicious file found -> ".$pathname[1]."\r\n";
$stringData = $i.") Suspicious file found -> ".$pathname[1]."\r\n";
Pi++;

fwrite($fh, $stringData);
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¥

else {

}
fclose($fh);

»>

3) The program scanner_version_3.php in the PHP programming language:

<?php

error_reporting(E_ERROR | E_WARNING | E_PARSE);

/Isolution to return *.* files

$array = array();

function recursiveGlob($dir, $ext) {

global $array;

$globFiles = glob("$dir/*.$ext");

$globDirs = glob("$dir/*", GLOB_ONLYDIR);

foreach ($globDirs as $dir) {

recursiveGlob($dir, $ext);

foreach ($globFiles as $file) {
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if(Yin_array($file,$array)) {
array_push($array, $file);

ky

return $array;

/lonly use in CLI mode because of extra large buffer and execution time

if ($argv[1] == "help" || $argv[1] == null) {
echo "-- SCAN MODE --\r\n";

echo "Usage: php scanner.php scan --path=path_to_check --
extension=extension_to_filter --log_file=path_and_name_of _log_file \r\n™;

echo "\r\n";

echo "Example: php scanner.php scan --path=\"C:\myfolder\\\" --extension=\"exe\"

log_file=\"C:\mydocuments\md5_log.txt\" \r\n";

echo "\r\n";

echo  "Default  values:  --path=\"C:\Windows\"  --extension=\"exe\"
log_file=\"C:\\logfile\md5_log_file.txt\" \r\n";

echo "\r\n";
echo "-- COMPARE MODE --\r\n";

echo "Usage: php scanner.php compare --log_file=path_and_name_of log_file

md5_values_file=path_and _name_of md5_values_file --

results_file=path_of results_file \r\n";
echo "\r\n";

echo "Example: php scanner.php compare --log_file=\"C:\\log_file_after_scan.txt\"

md5_values_file=\"C:\\file_with_clean_md5_values.txt --

results_file=\"C:\\file_with_results.txt \r\n";

echo "\r\n";
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die();

if ($argv[1] == "debug") {

for ($i=2; $i < $argc; Si++) {
$tempvar = explode("=", $argv[$i]);

echo $tempvar[1]."\r\n";

if ($argv[1] == "scan") {
echo "Starting scan. Please wait...\r\n";
for ($i=2; $i < $argc ; $i++) {
$tempvar = explode("=", $argv[$i]);
switch ($tempvar[0]) {
case "--path’:
$directory = $tempvar[1]."*";
break;
case '--extension":
$extension = $tempvar[1];
break;
case --log_file":
$log_file = $tempvar[1];
break;

}
if ($argc <5) {

if (1$directory) {
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$directory = "C:\Windows\\*";
}

if ('$extension) {

$extension = "exe";

}
if (!$log_file) {

$log_file = "C:\\logfile\md5_log_file.txt";
}

echo "the directory is ".$directory."\r\n";

echo "the extension is ".$extension."\r\n";

echo "the log file is ".$log_file."\r\n";

$files = recursiveGlob($directory,$extension);

$fth = fopen($log_file, "w") or die("can't open file \r\n");
var_dump($files);

foreach ($files as $file) {

$stringData = md5_ file($file)."\r\n";

fwrite($fh, $stringData);

fclose($th);
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if ($argv[1] == "compare") {
echo "Starting compare. Please wait...\r\n";
for ($i=2; $i < $argc ; $i++) {
$tempvar = explode("=", $argv[$i]);
switch ($tempvar[0]) {
case --md5_values_file":
$md5_values_file = $tempvar[1];
break;
case '--log_file":
$log_file = $tempvar[1];
break;
case '--results_file":
$results_file = $tempvar[1];
break;
default:

echo "error: loop defaulted\r\n™;

break;
}
}
if (Jargc <4) {
echo "Wrong count of parameters. Please type php run.php help for more info™;
die();
}
$scanned = file($log_file, FILE_IGNORE_NEW_LINES |

FILE_SKIP_EMPTY_LINES);

$clean_md5 = file($md5_values_file, FILE_IGNORE_NEW_LINES |
FILE_SKIP_EMPTY_LINES);

$clean_md5_size = count($clean_mdb);
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7>

$fth = fopen($results_file, "w") or die("can't open file \r\n");
foreach ($scanned as $line_num => $line) {
$check = explode(" ", $line);
if ($check[0] == "Hash:") {
foreach ($clean_md5 as $clean_line_num => $clean_line) {
if ($check[1] == $clean_line) {
break;
}
if ($clean_line_num + 1) == $clean_md5_size) {
echo "Suspicious file found -> ".$pathname[1]."\r\n";
$stringData = $i.") Suspicious file found -> ".$pathname[1]."\r\n";
$i++,

fwrite($fh, $stringData);

¥

else {

}
fclose($th);
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