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Chapter 1. Introduction, Research Background and Objective

Mobile Ad hoc NETworks (MANETS) show an alternative way of communication, where wireless nodes
cooperate with one another to forward packets from a source to the appropriate destination, in a multi-hop
fashion. Each MANET node collects information from its one-hop neighbors. Thus, MANETS nodes do not
need to know about the whole network topology. In other words, there is no need for a centralized
infrastructure in a MANET. This design consideration for MANETs makes a number of differences to the
conventional centralized networks, namely: a) dynamic topology; b) resource constraints; c) lower cost; d)
limited physical security.

These features have their pros and cons in MANETSs. For instance, MANET nodes are able to roam freely at
certain speed. While this feature allows for sufficient flexibility in deploying a network, it may also lead to
unpredictable situations whereby the nodes may move too far away and become isolated. On the other hand,
MANET nodes may be notebook computers, cell phones or even PDAs that are usually suffer from relatively
short battery life. In addition, MANETS are meant to be deployed swiftly without infrastructures (e.g., base
stations or access points), which cuts considerable cost. Finally, MANETS suffer from limited physical security.
This is due to the fact that mobile terminals (e.g., notebooks, PDAs, and so forth) usually do not have
sufficiently strong secure hardware as they increase cost and power-consumption. Indeed, the usability and
reliability of MANETS strongly depend on its security.

However, because of its openness and lack of centralized services, it is still quite an endeavor to create a secure
environment for MANETSs. The fact remains that it is quite difficult to ensure confidentiality and authenticity in
MANETsS.

MANET is subjected to a number of attacks, ranging from rather simple to sophisticated ones. For instance, a
selfish node in the MANET may not be willing to route packets to others. It may also discard data packets that
it received from other nodes. On the other hand, more sophisticated routing attacks against MANETSs may
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disrupt route discovery. Furthermore, they may disrupt the route maintenance by disobeying the routing
protocols. Blackhole attack, Byzantine attack, wormhole attack, and spoofing attack are illustrations of various
significant threats to MANETS.

For the purpose of secure group communications, cryptography has been incorporated into MANETs. Among
the most popular techniques, Symmetric and Public Key Infrastructures are worth mentioning.

In the former, two or more users are able to establish secure communications by sharing a common secret key.
However, in a MANET with a large number of nodes, private key agreement protocols tend to require
numerous message exchanges, which consequently cause significant overheads. Public Key Infrastructure
(PKI) employs a pair of keys to encrypt and/or decrypt the messages. While the private keys need to be kept
secret by both parties, the public keys can be widely distributed. In addition, PKI reduces the communication
overhead. However, deploying PKI in MANETs demands for a trusted third party as the Certificate Authority
(CA). Providing an online CA presents an enormous technical challenge in a MANET due to its dynamic
topology. As a consequence, the public key-based authentication service for the MANET should be both
decentralized and autonomous.

To this end, we present a novel PKI-based key management protocol in this paper. The key management
protocol ensures secure admission control in MANET environments. In our protocol, we assign the
responsibilities of the authenticator to multiple CAs, which are selected from a pool of users with the highest
trust levels. In our approach, we do not resort to manual selection of CAs as that in the work of MOCA. We
rather employ a Certificate Graph (CG) to represent the friendship amongst the participants. Our approach is
similar to human social networks in which good (i.e., non-malicious) users are expected to have more friends
than bad (i.e., malicious) ones. The most trustworthy subset of these good users in a MANET is represented by
the maximum clique and is selected as the authenticator of this group.

We introduce a novel key management protocol to perform admission control for MANETS. Inspiration comes
from MOCA. We combine the benefits of both certificate graphs and CAs. By searching for the maximum
clique in certificate graphs we find the most trustworthy nodes. Then we assign CA responsibilities to these
clique nodes. The details of our proposed scheme are presented in the remainder of this section.

We justify the reasons for choosing the maximum clique as CA in a MANET as follows. First, maximum
cliques are found by the MANET nodes themselves. Since they are not manually selected, this ensures a de-
centralized and autonomous infrastructure suitable for MANET topologies. Second, in a mobile network with
more than one CA, it is obvious that every CA should be familiar with the other CAs by knowing their public
keys. Besides, certificates stored at different CAs must be consistent. Otherwise, the CAs may present
conflicting certificates to one another. In a maximum clique derived from a given MANET topology, each
member in the clique knows its other members. In other words, there doesn't exist two members that are
stranger to each other. This ensures close cooperation amongst the CAs. In addition, the considered network
may consist of both malicious and non-malicious users. For instance, some malicious users may be selfish and
disrupt the packet routing. Similar to social networks, the good (i.e., non-malicious) users in a MANET are
trusted by more nodes in the envisioned maximum clique based approach. On the other hand, the malicious
users with lower trust levels are left with zero or few friendly neighbors to communicate with. Thus, by
constructing the maximum clique, we actually establish the most trustworthy subset of the good users in the
mobile ad hoc network.

To integrate admission control scheme into MANET, we extend AODYV protocol with our key management
function. In our proposed scheme, CA selection proceeds as the following three steps.
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(1) Issuing certificate. The protocol begins with issuing of certificates. At this stage, users issue certificates for
their trustworthy neighbors.

(2) Exchange of certificates. These certificates can be exchanged amongst the nodes, which are considered as
friends. This is achieved by exchanging the certificate chain packets with friends.

(3) Searching for the maximum clique in CG. The result of issuing and exchanging certificates is a CG. With
the CG, users can gain knowledge of their respective neighbors. By searching for the maximum clique in the
CG, a user can find a subset of nodes, which are the maximum clique members. These maximum clique
members are selected as CAs.

We use identity-based key exchange protocol from pairing for encryption. By using the CK model, we say that
a key exchange protocol is secure if under the allowed adversarial actions it is impossible for the attacker to
distinguish the value of a key generated by the protocol from an independent random value.

Chapter 2. Wireless Ad Hoc Network Architecture and Security Issues

In this chapter, we focus on the study of wireless ad hoc network. In such kind of network, wireless nodes
cooperate with one another to forward packets from a source to the appropriate destination, in a multi-hop
fashion. Each node collects information from its one-hop neighbors. Thus, wireless nodes do not need to know
about the whole network topology. In other words, there is no need for a centralized infrastructure in such kind
of network. This design consideration makes a number of differences to the conventional centralized networks.
For instance, wireless nodes are able to roam freely at certain speed. While this feature allows for sufficient
flexibility in deploying a network, it may also lead to unpredictable situations whereby the nodes may move too
far away and become isolated. On the other hand, wireless nodes may be notebook computers, cell phones or
even PDAs that are usually suffer from relatively short battery life. In addition, they are meant to be deployed
swiftly without infrastructures (e.g., base stations or access points), which cuts considerable cost. Finally, they
suffer from limited physical security. This is due to the fact that mobile terminals (e.g., notebooks, PDAs, and
so forth) usually do not have sufficiently strong secure hardware as they increase cost and power-consumption.
Indeed, the usability and reliability of the network strongly depend on its security.

Because of its openness and lack of centralized services, wireless ad hoc network is subjected to a number of
attacks, ranging from rather simple to sophisticated ones. For instance, a selfish node in the network may not be
willing to route packets to others. It may also discard data packets that it received from other nodes. On the
other hand, more sophisticated routing attacks against the network may disrupt route discovery. Furthermore,
they may disrupt the route maintenance by disobeying the routing protocols. Blackhole attack, Byzantine attack,
wormhole attack, and spoofing attack are illustrations of various significant threats to the wireless ad hoc
network.

Chapter 3. Public Key Infrastructure based Certification

In this chapter, we focus on the utilization of Public Key Infrastructure (PKI) for certification inside wireless ad
hoc network. PKI employs a pair of keys to encrypt and/or decrypt the messages. While the private keys need
to be kept secret by both parties, the public keys can be widely distributed. In addition, PKI reduces the
communication overhead. However, deploying PKI in wireless ad hoc network demands for a trusted third
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party as the Certificate Authority (CA). Providing an online CA presents an enormous technical challenge due
to dynamic topology of the network. As a consequence, the public key-based authentication service for the
wireless ad hoc network should be both decentralized and autonomous. To this end, we present a novel PKI-
based key management protocol. We apply Certificate Graph (CG) and identity-based security in designing a
security scheme for wireless ad hoc networks. We {first use one-hop message exchange to build CG at each
mobile node. Then we select maximum clique nodes in CG as distributed CAs.

Chapter 4. Message Authentication and Secure Session

In this chapter, we focus on the detail of message authentication of the proposed protocol. In data
communication between any pair of nodes, we encrypt each session with a session secret key. We first describe
the encrypted session. Then we prove the security using Canetti Krawczyk (CK) model. With the CK model,
we say that a key exchange protocol is secure if under the allowed adversarial actions it is impossible for the
attacker to distinguish the value of a key generated by the protocol from an independent random value.

In Chapter 5, we conclude the overall thesis and discuss the future works.
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