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Chapter 1. Introduction

Volunteer computing (VC) is an Internet-based parallel computing paradigm that enables
any Internet participant to contribute the idle computing resources of their desktop PCs (such
as CPU cycles and storage) to efforts aimed at solving large parallel problems. While there has
been rapidly growing interest in VC as a ultrahigh performance computing environment, VC
still has a mandatory issue for reliable computing, that is, the resources in VC may behave
erratically due to hardware/software failures or virus infection, or may behave maliciously to
falsify the computation, each of which results in sabotage to the computation.

Against the sabotaging, some sabotage-tolerance mechanisms are proposed for reliable
computation. However, the sabotage tolerant performance and the drawbacks of those
mechanisms have been hidden in real VC systems since they are proposed and evaluated based
on unrealistic VC models. The objective of this research is to establish a sabotage-tolerant and
high-performance volunteer computing platform, focusing on solving the following major
issues with the existing sabotage-tolerance mechanisms.

- Inefficient redundant computation (excess redundancy)
- Incapable of various environments (presence of unknown parameters)

- Incapable of particular sabotaging (imperfections of checking techniques)

Chapter 2. Volunteer Computing Platform

This chapter provides some background knowledge of VCs. As described in this chapter,
many VC projects have run successfully or are currently running on the Internet. Those
projects are developed using a VC framework, which provides templates and simplifies the
work of creating a VC project. Nowadays it is not so difficult for any scientist to use VC for




high performance computing.

While VC becomes easy to use, it still has a mandatory issue for reliable computing; that is,
saboteurs in VC systems may behave maliciously and return incorrect results, each of which
degrades computational correctness. Against these sabotaging, current VC frameworks
provide some sabotage-tolerance mechanisms such as credibility-based voting to decrease
error rate of a computation and improve the computational reliability of VC systems. However,
those mechanisms are proposed and evaluated in unrealistic VC models such as the simple
random attack model without workers’ defection. The performance and drawbacks of those
mechanisms are hidden in real VC systems. Therefore, current VC frameworks such as
BOINC provides the simplest sabotage-tolerance mechanism based on a redundant
computation, which significantly degrades the performance instead of ensuring the reliability
of computation. This motivates us to reveal the sabotage-tolerance performance and
drawbacks of current sabotage-tolerance mechanisms, and improve them for higher

performance and more reliable VC systems.

Chapter 3. Credibility-Based Mechanism and Job Scheduling
Since the presence of saboteurs and its adverse effects becomes known, many researchers
aim to provide “sabotage-tolerance mechanisms”, which decreases error rate of a computation
and improves the computational reliability of VC systems. However, those mechanisms are
proposed and evaluated in unrealistic VC models such as the simple random attack model.

In this chapter, these sabotage-tolerance mechanisms such as credibility-based mechanisms
are introduced and evaluated in more realistic models to study the sabotage-tolerance
performance and drawbacks. This study indicates that the choices of sabotage-tolerance
mechanisms and job scheduling methods have a significant impact on the performance.

Then, for more efficient sabotage tolerance and higher performance of VC systems, a dynamic
job scheduling method is proposed. The key factor to reduce the computation time is how to
save unnecessary job allocations. It is, however, difficult to find during a computation which
results will be unnecessary at the end of the computation because the credibility of jobs
changes dynamically depending on the unpredictable results of jobs returned for normal and
spotter jobs. To predict this, two novel metrics are defined in the proposed method: the
expected-credibility and the expected number of results. Using these two metrics, the proposed
scheduling method can select a proper job to be executed prior to others, thereby achieving a

reduction in the computation time of a computation.

Chapter 4. Optimal Spot-checking for High-Performance Volunteer Computing

As shown in Chapter 3, credibility-based voting is a promising approach to the sabotage
tolerance of VC systems. However, the same problem as for the simple voting methods
remains unsolved. That is, it relies on a project owner to determine the spot-check rate. The
degree of redundant jobs is an important parameter which impacts on the performance of the

system. A large rate could result in an excessive checking, which increases the computation



time due to the spot-checking itself. Therefore, the estimation of the optimal spot-check rate is
the most important issue to realize high-performance and high-reliable VC systems.

In this chapter, a technique is proposed for estimating the optimal spot-check rate to
minimize the computation time of the credibility-based voting. The key idea for the estimation
is to represent the mathematical expectation of the computation time as a function of
spot-check rate q. The main contributions of this work are the follows. (1) Developing an
optimization technique for spot-checking on the credibility-based voting with ENR-based job
selection. This technique allows project owners to choose an appropriate spot-check rate to
minimize the computation time of VC projects. (2) Verifying the accuracy of estimated
spot-check rate through a custom VC simulator and showing that the estimated spot-check
rate always matches well the optimal rate. (3) Revealing the performance of several job
selection methods using the estimated spot-check rate and pointing out the critical problem of
an arbitrary chosen spot-check rate.

Chapter 5. Generalized Spot-checking for Sabotage-Tolerant Volunteer Computing

In spot-checking-based sabotage-tolerance methods such as credibility-based voting, the
results of checking are utilized in the estimation of sabotaging frequency and the calculation of
credibility. Those methods work well as long as the saboteurs never distinguish spotter jobs;
that is, they implicitly assume that the results of spot-checking are fully-reliable. However,
generating such indistinguishable spotter jobs is still an open and tough problem because it
requires a huge number of reliable nodes or computation time to prepare a number of various
spotter jobs and the correct results, which are impractical in real VC systems. Thus, the result
of spot-checking cannot be fully-reliable in real VCs. Saboteurs may return correct results only
for spotter jobs, while sabotaging normal jobs to disturb the computation. This makes the
spot-checking-based methods useless for guaranteeing the computational correctness of VCs.

This chapter introduces an idea of generalized spot-checking to guarantee the computational
correctness under the situation that the result of spot-checking is not fully-reliable. The main
contributions of this work are the follows. (1) Developing a generalized formula of the
credibility by introducing the probability ¢ that represents the accuracy of spot-checking. This
generalization allows credibility-based voting to guarantee the computational correctness even
if saboteurs distinguish spotter jobs. Through simulations, the accuracy of the generahized
formula is verified. (2) Enabling to apply a check-by-voting method to credibility-based voting
to improve the performance of VCs, while guaranteeing the computational correctness. This
application has become possible because of the generalized formula. Through simulations, it is
compared the performance of VCs with and without check-by-voting.

Chapter 6. Group-based Job Scheduling for Time Limited Volunteer Computing

Credibility-based voting with check-by-voting proposed in Chapter 5 becomes a promising
approach to high-performance and reliable VC in that the computational correctness is
guaranteed with little redundant computation. However, the basic job scheduling methods for
credibility-based voting do not work well for check-by-voting. Especially, for VCs with severe



deadlines, those methods significantly degrade the performance of VC systems due to the
presence of “half-finished jobs”. The number of half-finished jobs has a significant impact on
performance because they do not increase the throughput of VC systems, while wasting the
computing resources. Moreover, such half-finished jobs prevent check-by-voting from checking
the credibility of participants sufficiently. Since the deadline is given based on numerous
factors such as the availability of VC systems and the demand of computation projects, a novel
job scheduling method is necessary for credibility-based voting with check-by-voting to support
various VCs, especially those with severe deadlines.

The key idea of improving performance is reducing the number of such half-finished jobs by
using a grouping technique. The grouping technique decreases the number of half-finished
jobs by allocating a job to multiple workers in a group at the same time. Although some
adaptive grouping methods have been proposed for adaptive grouping, these methods are not
applicable for credibility-based voting because they focus only on simple voting which cannot
change the necessary number of results adaptively. In this chapter, an adaptive group-based
job scheduling method is proposed for credibility-based voting with check-by-voting to improve
the throughput of VC systems. The main contributions of this work are the follows. (1)
Developing a dynamic grouping method, which predicts the optimal group size based on the
expected-credibility and reduces the number of half-finished jobs. (2) Revealing the
performance of VC systems with several job scheduling methods including the proposed
method and m-first voting used in real VCs.

Chapter 7. Conclusions

This chapter concludes the results of this dissertation and discusses some promising research

that can be further explored.



WX EEHRODEE

HE, 17—y bPLEOBKRFEEBRZERL TRKRELREHGE D XA 57 L2 RMHEIZ
BEIT LRSI T4 7222 —FT4 7 (VO) PEHINTWS., V(TIE, —Hosm
FEOBEFTBIIIOVFERBROGEUENE LSBT IT2A8ENH 2720, WMHENLZ MK
ABZENMPBERVRTHS. EHIT, GEEICEODIZRREICHL, EEEORRM
FRRWCEB LY aTAYPa— 2 7089 REFEERIC, KBREOAZ2HE 2T
EIHEREBICANL/-GEEHEZRZ2ZEZRL, TOARATEHLSMIZILE., AHXIETETOD
BREZWMOELDEZHDT, EBXTELDD.

Bl1EL, BSTHS.

B2ETIE, MRETDIVIATLOEREZRN, TOBMEILZHASHIZL TWS.

FEIBETIE, GEHECEDSKZHREONERERET I BN a T A5y a—- 2 TF
EERRELTNDS. AFIETE, ARABGHEELIOLWOIHLLEEZEAL, ZHERIILE
BRAEEZBNICHETIZIZILET, Ay2Pa—- U /70808 LER > TWS., GFEHK
Ralb—2a icky, HERELABEOHEGEMZHEIE L DO B O K@ H M
MuJEiz 2 EERLTHO, 23, FEOEEEORITEEEHELZRAKICERTSH
BHlkETHS.

BABETIE, BEHEIEDSZEUREOCHEEBREOCHEZ2RELLT S2HDELFiEL R
BLTWS., BRI EGHEAEICELCT, StENBMOMBFHOBEGHEREE, T
ERBRMET A OORBE/NTA—FYERHEEZRLTWVWDS., RANTA—FYOELEEZMEL
LBt FERIT, EBO VP ATFLOHESREZRKBICMETELIEERRRETH
5.

FE5ETH, HHBREOAZEHICEB L F-EHEEHEZETNEIERALESEHK
RREEZRELTWVWS., HEEIIal—2a3a itkd, HBEBREOE2EZREL /-
HHEKEOBMBERZHONIZIT S EHIZ, BREFUEVTBEORANTA-FIZHL TEHERE
BHEERIEVTERZIEEZFRLTNDS., ZNRERBECHNLAZAREZEATEICTEZHNDT
HO, EBOVII AT LOEEMERIEZEHITERTIMOTEERRRETH 5.

BOBETIH, ZEREREODIRERETZIIN T aT AP a—) T FEER
RL T2, RABEREZAVTERRERLSEL2EMEIN-—T2HHIIHERT 2
ZEIRED, REFZFEFABEOGEEZMFLODKBICHEBERMZHIRAIREL Z & %8B
LSMIZLTVS. AFER, ¥XIOEFHMBENEDSNTNBH VIIZBWT, £EIEH
BERRTHS.

BTER, BSTH5.

UELEET AR, MBEERZ2ET2AEAEZ2DROCTFI D, EEHECED
KEBRROENBALFERVCERBICHNLAEAKBIREOGEHEHEFEEZEERL, TOFH
HAHZBONICLAEDDOTHD, HHREBBEZORRICHGITHEIAHA08D <0,
EoT, BT BHRHAZ) OFEMALELTEKRERD S,



