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Chapter 1

Availability requires that computer systems function normally without loss of resources to
legitimate users. One of the most challenging issues to availability is Denial-of-Service (DoS). The
DoS threat started to materialize in the Internet with the massive attack against the University
of Minnesota in 1999. The access links of the university were flooded by packets launched from
many machines, the links were completely hogged up by the attack packets, and legitimate
(non-attack) packets were dropped. Since then, many DoS attacks have been and continue to be
launched.

Distributed Denial of Service (DDoS) attacks add the many-to-one dimension to the DDoS
problem, making the prevention and mitigation of such attacks more difficult and the impact
proportionally severe. A DDoS attack uses many computers to launch a coordinated DoS»attack
against one or more targets. The DDoS attack is the most advanced form of DoS attacks. It is
distinguished from other attacks by its ability to deploy its weapons in a distributed way over the
Internet and to aggregate these forces to create lethal traffic. In a typical DDoS attack, the
malicious client (attacker) first compromises relay hosts (masters), which in turn compromise
attack machines (agents). The attack begins when the attacker sends an attack command to the

masters through a secure channel to launch an attack against the targeted victim.

Chapter 2

The IP spoofing plays an important role in network attacks, in particular the flooding DDoS
attack, for a number of reasons. First, the IP spoofing makes it hard to distinguish attack packets
with spoofed source addresses from legitimate ones. Second, the IP spoofing makes the detection




of the flooding source very difficult, since it completely hides the IP address of the flooding source.
Finally, the common types of DDoS attack, such as the TCP SYN flooding attack and the
Distributed Reflection Denial of Service attack (DRDoS), are not possible without the IP spoofing.

The available source-end filtering schemes are not general enough to cover different types of IP
spoofing. Also, those schemes are not suitable for the high-speed networks, since they need to
verify every packet in the traffic (please refer to section 6 for related work). Therefore, a new
source-end filtering scheme is highly desirable for the efficient detection of the DDoS flooding
agents under different types of IP spoofing. In this paper we propose such a scheme by assigning a
key for each IP address in the stub network.

Chapter 3

Over 90% of DDoS attacks use TCP protocol and the TCP SYN flooding attack is the most
common one among them. The TCP SYN flooding exploits the TCP's three-way handshake
mechanism and its limitation in maintaining half-open connections. The attacker attacks a
victim's server by ordering agents to send at the same time a stream of flooding SYN packets with
spoofed IP addresses, such that server's backlog queue for half open connections is exhausted and
any new legitimate SYN packets will be dropped.

The available source-end detection schemes are not general enough to cover different types of IP
spoofing. Also, those schemes are less sensitive and not suitable for the detection of low rate
flooding sources (please refer to section 5 for related work). Therefore, a new source-end detection
scheme is highly desirable for the efficient detection of the DDoS flooding agents under different
types of IP spoofing. In this chapter we propose such a scheme by exploring in more detail the
behavior of TCP SYN-SYN/ACK pair.

Chapter 4 ‘

The DDoS attackers launch the attack at the network layer to consume the network bandwidth or
at the application layer to attack the victim web servers. Since many effective defense
mechanisms have been proposed to protect the network from bandwidth attack, recently the
attackers target the application layer and establish a more sophisticated type of DDoS attack to
disable the legitimate clients from using this application. There are two common methods to
launch the DDoS flooding attack in web service. First, attackers can consume the victim web
server by sending a query for large amount of data. Second, attackers can cause the entire
application to fail by overloading the server with a huge number of requests. We focus on the
second method because it is the most widely used method to launch the DDoS attack on web

service,

Recently, an efficient approach (Live Baiting) was proposed for detecting the identities of DDoS
attackers in web service based on the group testing theory. Although Live Baiting uses low state



overhead without requiring either the models of legitimate requests nor anomalous behavior, its
detection algorithm has two limitations. First, the detection algorithm assumes that all clients of
the web service are suspects during the detection interval even if some of them are inactive. Thus,
it leads to a high false positive probability especially for large web service with a huge number of
clients. Second, the detection algorithm uses a fixed threshold based on the expected number of
requests in each bucket during the detection interval without the consideration of daily and
weekly traffic variations. Therefore, the detection decision is inaccurate and sensitive to site and

access pattern.

In order to address the above limitations, we first consider the clients activity (Active and
Non-Active} clients during the detection interval) and then propose a new adaptive threshold
based on the Change Point Detection, such that we can improve the false positive probability and

avoid the dependence of detection on sites and access patterns.

Chapter 5

We give a final perspective on our work and outline some future work in this area.
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