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ABSTRACT

The motivation to conduct this research came from the awareness that the mobile
device exposes m-Learning to security threats and vulnerabilities. The most unfocused issues
were the mobile security behavior on learners itself; despite statistically determined that the
risks are developing each day on mobile application and devices. Literature has pointed out
that learners’ security behavior required to be addressed to control the mobile security
threats. This research proposes a learner’s security behavioral model for mobile learning in
Malaysia Higher Education Institutions (HEIs). With the security behavior reflection, this
model aimed to improve the implementation and management of mobile security in m-
Learning taking consideration of the learners’ perspective. This research consisted of four
phases, Planning phase, Data Collection Phase, Analysis Phase and Model Development
Phase. Four mix-method studies were conducted to generate the dimensions for the model
development. Review from the experts and risk based analysis approach confirmed the
research findings and validated the practicality of addressing the learners’ behaviors in
mobile security. This research contributed to better understanding of the learners’ complexity
in mobile security. The research suggested that learners’ security behavior view is significant
in preparing mobile security model. This model found to be compatible and qualified,
providing the m-Learning learners’ perception within possible security threats that
significantly controls to defend against malicious and non-malicious attacks. This approach
can guide on what can be done to improve learners’ participation and responsibilities on
securing m-Learning. This research also extended the existing knowledge of mobile security
and m-Learning fields by focusing analytically on the intersection of both fields. New
knowledge about mobile security in the m-Learning from the learners’ security behavior
perspective was derived in this research.



ABSTRAK

Motivasi untuk menjalankan penyelidikan ini telah datang daripada kesedaran bahawa
peranti mudah alih mendedahkan m-pembelajaran kepada ancaman keselamatan dan
kelemahan. Isu yang paling tidak difokuskan adalah tingkah laku keselamatan peranti
mudah alih pada pelajar itu sendiri, walaupun statistik menunjukkan bahawa risiko yang
tinggi pada aplikasi mudah alih dan peranti. Kajian literasi telah menunjukkan bahawa
tingkah laku pelajar yang perlu ditangani untuk mengawal ancaman keselamatan mudah
alih. Penyelidikan ini mencadangkan model tingkah laku keselamatan peranti mudah alih
pelajar untuk pembelajaran mudah alih di Institusi Pengajian Tinggi Malaysia(IPT).
Dengan berlandaskan refleksi tingkah laku keselamatan, model ini bertujuan untuk
menambah baik pelaksanaan dan pengurusan keselamatan mudah alih dalam m-
pembelajaran yang mengambil kira perspektif pelajar. Penyelidikan ini terdiri daripada
empat fasa iaitu fasa perancangan, fasa pengumpulan data, fasa analisis dan fasa
pembangunan model Empat kajian yang berasakan kaedah campuran kuantitatif dan
kualitatif telah dijalankan untuk menjana dimensi untuk pembangunan model. Penyelidikan
yvang disyorkan menunjukkan bahawa pandangan tingkah laku keselamatan pelajar adalah
penting dalam menyediakan model keselamatan mudah alih. Model ini didapati serasi dan
layak memberikan persepsi m-pembelajaran pelajar dalam ancaman keselamatan yang
mungkin terkawal untuk mempertahankan serangan berniat jahat atau sebaliknya.
Pendekatan ini boleh menjurus kepada apa yang boleh dilakukan untuk meningkatkan
penyertaan dan tanggungjawab pelajar ke arah m-pembelajaran. Kajian ini juga
memperluaskan pengetahuan sedia ada dalam bidang keselamatan dan m-pembelajaran
mudah alih dengan memberi tumpuan secara analisis di dalam kedua-dua bidang.
Pengetahuan baharu tentang keselamatan mudah alih dalam m-pembelajaran daripada
perspektif tingkah laku keselamatan pelajar telah diperolehi melalui kajian ini.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

The specific components discussed in this chapter include background of the
research, the research problem, the research questions, the research objectives and the

conceptual framework that guide this research.

1.2 Background of Research

Today, wireless and the mobile application has become a very famous technology
among the 21% century generation. According to Gartner’s report Gartner (2011) there is a
massive increase in mobile device technology penetration. As stated by Magdirila (2013)
in Nielson Report, Malaysia is ranked as the 3rd in Asia region for mobile device adoption.
Hence, On Device Research (2014) reported Malaysia has the youngest users which the
age ranked between 20 to 49.The transformation of mobile technologies continues to
develop with the entrance of smaller, more complicated and powerful devices which are
capable of transferring data in a variety of formats anywhere, at any time. Certainly, the
openings for changes in this area are diverse and continually supporting the focus of all the
stakeholders associated from higher learning institutions.

Without a doubt, Malaysia is characterized as having established market for mobile

technology, demonstrating high market penetration of mobile phones that enables Mobile
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