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ABSTRACT

In the past few years, the applications of Wireless Body Area Network (WBAN) have
improved the ability of healthcare providers to deliver appropriate treatments to the
patients either in hospitals or at homes. Precisely, biomedical sensors in a WBAN collect
physiological signal from human’s body to enable remote, continuous and real-time
network services. As the signal contains highly sensitive medical information about the
patient and communicates through an open wireless environment, securing the information
from unauthorized access and tampering are critically needed. One of the most crucial
components to support security architecture in WBAN is its key management as it serves
as the fundamental of authentication and encryption, but the overheads are enormous in
dealing with key generation, exchange, storage and replacement. In response to such issue,
the most promising solution for key management is the use of biometrics so that the
involved parties can agree on a key to provide the authenticity of medical data in WBAN.
However, the existing models are inappropriate to achieve optimal security performance
and the required lightweight manners due to the sensor’s resource constraints in terms of
power consumption and memory space. Therefore, this thesis presents a new
authentication protocol model that utilizes Electrocardiogram (ECG) signal as biometric as
well as cryptographic key to ensure that the transmitted data are originated from the
required WBAN. The proposed model is developed and simulated on Matlab based on an
improved fuzzy vault scheme with a lightweight error correction algorithm to reduce the
computational complexity when compared to previous work. To validate the proposed
ECG-based authentication protocol model, the FAR and FRR analysis is done and then
followed by the complexity analysis. The result of FAR and FRR analysis demonstrates
that choosing a definite degree and tolerance level can achieve optimal security
performance required in WBAN communications. In complexity analysis, based on t-test,
the result shows that there is a significant difference with 5% significant level in the
computational complexity between the proposed authentication model and the previous
protocol called ECG-IJS scheme and the proposed model requires fewer overheads in
terms storage and communication overheads. To enhance the overall performance, this
thesis also evaluates the uniqueness and the stability of ECG signal using Independent
Component Analysis (ICA) and fast Fourier Transform (FFT) algorithm respectively as the
signal is applied as inputs of the proposed ECG-based authentication protocol model. The
experimental result of ICA algorithm exhibits that each ECG signal is unique to each other
as each signal is composed strongly from each different independent component and
approximately zero relative to other independent components. While the result of FFT
algorithm summarizes that the number of the common FFT peak location index for sensors
on the same subject is significantly higher compared to the number of common feature for
sensors on different subjects.



ABSTRAK

Dalam beberapa tahun yang lepas, penggunaan Rangkaian Kawasan Badan Tanpa Wayar
(WBAN) telah meningkatkan keupayaan staf kesihatan untuk menyediakan rawatan kepada
pesakit-pesakit sama ada di hospital ataupun di rumah. lanya adalah dengan sensor
bioperubatan di dalam WBAN mengumpul isyarat fisiologi daripada badan pesakit untuk
membenarkan penggunaan rangkaian WBAN dari jauh secara berterusan dan langsung.
Memandangkan isyarat fisiologi mengandungi maklumat perubatan yang sulit tentang
pesakit dan dihantar melalui rangkaian tanpa wayar yang terbuka, keselamata maklumat
perubatan adalah sangat diperlukan terhadap akses yang tidak dibenarkan dan yang
diubah. Salah satu komponen untuk menyokong keselamatan maklumat dalam WBAN
adalah pengurusan kunci rahsia kerana ia adalah asas kepada pengesahan dan penyulitan
maklumat, tetapi kos operasi adalah besar dalam penjanaan, pertukaran, penyimpanan
dan penggantian semula kunci rahsia, Sebagai tindakbalas terhadap isu tersebut,
penyelesaian yang paling terjamin adalah dengan penggunaan biometrik supaya pihak
vang terlibat bersetuju dengan satu kunci rahsia untuk pengesahan data perubatan dalam
WBAN. Walaubagaimanapun, model-model yang sedia ada adalah tidak sesuai untuk
mencapai penilaian keselamatan yang optimum dan ringkas berikutan kekangan sumber
sensor dari segi penggunaan tenaga dan ruang memori. QOleh itu, tesis ini
mempersembahkan satu model protokol pengesahan maklumat yang baru menggunakan
isyarat ECG sebagai biometrik juga kunci kriptografi untuk memastikan bahawa
maklumat yang dihantar adalab berasal dari WBAN yang sepatutnya. Model ini direka
dan disimulasi menggunakan aturcara Matlab berdasarkan satu skim kebal kabur dengan
satu algoritma pembetulan ralat yang ringkas untuk mengurangkan kerumitan
pengkomputeran  apabila  dibandingkan  dengan  model yang  sedia  ada.
Untuk mengesahkan model protokol pengesahan berasaskan ECG, analisis FAR dan FRR
dilakukan dan diikuti oleh analisis kerumitan. Hasil analisis FAR dan FRR menunjukkan
bahawa memilih tahap toleransi yang betul boleh mencapai prestasi keselamatan optimum
vang diperlukan dalam komunikasi WBAN. Dalam analisis kompleks, berdasarkan t-test,
hasilnya menunjukkan bahawa terdapat perbezaan yang signifikan dengan tahap
signifikan 5% dalam kerumitan pengkomputeran antara model yang dicadangkan dan
protokol sedia ada yang dipanggil skim ECG-IJS dan model yang dicadangkan
memerlukan kos penyimpanan memori dan komunikasi yang kurang. Untuk meningkatkan
prestasi keseluruhan, tesis ini juga menilai keunikan dan kestabilan isyarat ECG
menggunakan ICA dan FFT algoritma masing-masing kerana isyarat yang digunakan
adalah input model protokol pengesahan berasaskan ECG yang dicadangkan. Hasil
eksperimen algoritma ICA adalah bahawa setiap isyarat ECG adalah unik antara satu
sama lain kerana setiap isyarat terdiri daripada setiap komponen bebas yang berbeza dan
kira-kira sifar berbanding dengan komponen bebas lain. Manakala hasil daripada
algoritma FFT meringkaskan bahawa bilangan indeks puncak lokasi FFT untuk sensor
pada subjek yang sama adalah lebih tinggi berbanding dengan bilangan indeks puncak
lokasi FFT untuk sensor pada subjek yang berbeza.

il
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CHAPTER 1

INTRODUCTION

1.1  Introduction

In the past few years, there have been a lot of technological advances in sensors
and wireless communications. Sukor et al. (2008) stated that the advanced development in
sensors and wireless communications have enabled the design of miniature, cost-effective
and smart physiological sensor nodes. One of the approaches in developing these
advancements is Wireless Body Area Network (WBAN). Basically, WBAN is a
communication network between the humans and computers through wearable or
implantable devices. It is found started from existing Wireless Personal Area Network
(WPAN) technologies (Jang et al., 2011). WPAN is a personal area network using wireless
connections typically within a short range (<10m). It is used for communication among
devices such as telephones, computer peripherals, and personal digital assistants (PDA).
Technologies enabling WPAN include Bluetooth, Zigbee and Ultra-wideband (UWB), but
the most promising wireless standard for WPAN applications is Zigbee. Zigbee has a low
power consumption and low cost technology that is capable of handling large sensor
networks up to 65000 nodes.

Technical requirements of WBAN include the requirements of WPAN by rights
such as the existing low power wireless sensor network standard, Zigbee. However, the
fact that Zigbee does not address majority of core technical requirements of WBAN
highlights the need for a standard specifically designed for WBAN. Recognizing the great

market potential and rapid technological developments in this sector, the Institute of



Electrical and Electronics Engineering (IEEE) establishes an 802.15.6 standard to develop
a communication standard for miniaturized low-power devices that are deployed in or
around a human body to serve a variety of medical, consumer -electronics and
entertainment applications (Ullah et al., 2013). In Figure 1.1, a WBAN is compared with
other types of wireless networks. Each type of network has its typical enabling technology,
defined by IEEE. A WPAN uses IEEE 802.15.1 (Bluetooth) or 802.15.4 (Zigbee), a
WLAN uses IEEE 802.11 (WiFi) and WMAN IEEE 802.16 (WiMax). The communication

in a WAN can be established via satellite links.

Figure 1.1: A WBAN in the realm of Wireless Network (Latré et al., 2010)

1.2 Characteristics of WBAN
A WBAN system comprises of a set of biomedical sensors attached on, in or
around the human body in order to capture a variety of vital sign parameters continuously.

A personal hand held device (e.g. PDA or smartphone) that acts as a gateway or



coordinator of data then collects these captured signals and transmits them to the controller
(sink node) via Wireless Personal Area Network (WPAN) after the required data
processing. The controller transfers the processed data to medical databases, as they need
to be accessed and monitored by various users such as healthcare staff, researchers,
government agencies, and insurance companies timely and accurately. Figure 1.2 denotes

the general architecture of WBAN.

Figure 1.2: The General Architecture of WBAN

As the sensors are intentionally implemented to collect physiological signal from
human’s body, securing the communication over wireless network is very critical. Health
Insurance Portability and Accountability Act (HIPAA) mandates that, as the sensors in
WBAN collect the wearer’s health data (which is regarded as personal information), care
need to be taken to protect it from unauthorized access and tampering (Li et al., 2010;
Venkatasubramanian et al., 2010). This is because of the open access environment by
various people, which also accommodates attackers. Any point of failure in the security of

the WBAN system would cause serious consequences as most of the applications are
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