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Abstract. In biometric security, steganography has become one of the techniques used in defending 

biometrics data and system. This is due to fraud to the biometric data and illegal activites occured at 

the biometrics point of system.  The biometric data, which in this study, iris, is preprocessed using 

Hough Transform in producing the iris feature.  The pixel values of iris feature is formed, in order 

to embed the iris feature with the stego key which gained from the cover image (thumbprint from 

the same trained sample). Studies showed that various techniques of embedding such as least 

significant bits and pixel value differencing are among popular researches. However, none has been 

designed for iris implementation in biometrics system.  Therefore, a new technique is presented in 

this paper which integrates pixel value differencing with Hough method in the iris biometrics 

system. The proposed method modified the pixels values by modifying the most conservative pixels 

of the block. The theoritical estimation and results produce a scheme which provide a better 

embedding. The new simulation method provides an embedding capacity, human visual quality and 

PSNR value is 39.34 dB which is better than the previous methods. 

 

 

Introduction 

 

More than a decade ago, biometric technology was widely used for attendance system, access 

control, country border control and airport system.  It is a convenient since human uses their own 

physical traits and behavior rather than using keys and IDs to enter the systems [1].  However, as 

the use of biometrics arising, the issues of security in biometric data and at the points of system 

exist.  It contributes to the use of fake biometric data and attacks to the databases.  The attacks come 

from various forms, for instance people (imposter, trespasser and manipulator) and software or 

firmware (software cracker, replay, DoS and crypto attack) [2]. The other factor of tendency to 

launch attacks is to identify the weaknesses in the biometric system. The weaknesses or 

vulnerabilities of the biometric systems give an opportunity to the trespasser to bypass at the access 

level and obtaining the crucial data [3].  Every points of vulnerability in the biometrics system 

consists of specific defend techniques to prevent the misidentification of the real person. In 

biometrics security system, steganography has been one of the techniques which are used to defend 

and reduce the number of attacks to the system itself.  There are other techniques such as live 

detection, cryptography, cancellable template and many more. Steganography is divided into two 

techniques of embedding which are the least significant bits (LSB) and pixel value differencing 

(PVD).  The embedding methods in steganography are summarized in Figure 1. The LSB is the 
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most popular technique in data hiding field and data embedding.  This method embeds the fixed-

length secret bits in the same fixed-length LSBs of pixels.  PVD works marvelous by providing a 

high quality stego image besides the high capacity of concealed information [4]. 

 

 

  
 

 

 

 

 

 

 

  

 

 

 

 

Figure 1.0: The Embedding Methods in Steganography 

 

 

The proposed embedding and de-embedding method. 

 

The overview of embedding procedure: 

 

 key generation algorithm (sk) :  takes as input parameter n and outputs a bit string sk, called 

the stego key, in M x N dimension of matrix. 

 steganographic embedding algorithm (se) : takes as inputs the security parameter n, the stego 

key (sk) in M x N and a iris feature (i) in M x N,  {0, 1} l, to be embedded and outputs an 

element c of the coverimage space C in M x N, which is called iris stego. The algorithm may 

access the coverimage distribution C.   

 steganographic de-embedding algorithm (sd) : takes as inputs the security parameter n, the 

stego key (sk), and an element c of the coverimage space C and outputs either a message m 

{0, 1} l or ‘#’. An output value of indicates a decoding error, for example, when sd has 

determined that no message is embedded in c. 
 

For all sk output by sk(1n) and for all i {0, 1} l, the probability that sd (1n,sk,se(1n, sk, i)) 6 = i, 

must be negligible in n. The probability of de-embedding algorithm that outputs the correct 

embedded message is called the reliability of a stegosystem. Indeed, it has no public or private key 

to be hacked; the key is embedded in the iris feature itself.    The number of insertion bits depending 

on whether the pixel is an edge area or smooth area.  The pixels information is larger at the edge 

area rather than the pixels at the smooth area [18].   

 

The embedding algorithm 

 

The embedding procedure firstly selects the maximum and the minimum values among the four 

pixel values that have finished the embedding process.  The gray value difference of maximum and 

minimum, d is calculated as: 

 

d= gmax – gmin                     

where, 

                       gmax = max (g(x-1,y-1),    g(x-1,y),    g(x-1,y+1),    g(x,y-1))         

and            gmin  = min  (g(x-1,y-1),    g(x-1,y),    g(x-1,y+1),    g(x,y-1)) 

(1) 
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Based on equation (1), we assume the pixel is at the smooth area.  The embedding capacity of pixel 

depends on the value of d.  Let n be the number of bits which can be embedded in the pixel Px.  

The value n is calculated by: 

 

 

                                                       n = 

 

The image quality of stego-image degraded as n > 6. If n > 6, we set n ≡ 6.  A sub-stream with n 

bits in the embedding data is extracted and converted to integer b. The new value of gx is generated 

as: 

gx’ = gx – gx mod 2
n
 + b 

 

where b is the data to be hidden. The embedding error between pixels in the host-image and stego-

image is limited to 0≤| ĝx - gx |≤ 2
n-1 

thus the quality of the stego-image is enhanced.  

 

The de-embedding algorithm: 

 

The secret data is obtained from the stego-image by pixels located in the first row and the first 

column abandoned.  Given the target pixel Px* with gray value g(x-1,y-1)*, g(x-1,y)*g(x,y-1)*,  be 

the gray values of its left PL* pixel, upper Pv* pixel and upper-left Pul* pixel respectively.  The 

gray value difference d* is defined as: 

d* = gmax* - gmin* (x) 

 

Where                          gmax* = max* (g(x-1,y-1)*,    g(x-1,y)*,    g(x-1,y+1)*,    g(x,y-1)*)         

and                     gmin*  = min*  (g(x-1,y-1)*,    g(x-1,y)*,    g(x-1,y+1)*,    g(x,y-1)*) 

 

Let n* be the number of bits which can be de-embedded from the input pixel Px*.  The value n* is 

calculated by  

 

n*= 

 

If n* > 6, we set n* ≡ 6, the value b is calculated by b= gx
*
 mod 2

n*
.  Finally, n* bits secret data can 

be obtained by converting the value of b to binary string.  Figure 2 shows the overall process. 

 

 

 

            

 

 

 

 

                          

 

 

  
 

 

 

Figure 2.0: The overall process of embedding and de-embedding in the new method 

 

 

 

1,             if 0 ≤ d ≤ 1 
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The Results and Analysis 

 

    Cover 

(256x256) 

Iris Feature 

 

PVD 

(Wu and Tsai) 

Proposed PVD 

Zaheera and Mazani 

 

 

 

 Capacity    

(byte)          

PSNR 

(dB) 

Capacity    

(byte)          

PSNR 

(dB) 

S1008L10 – Left Iris 

 

 

 

14,055 37.56 14,001 39.34 

S1008R08 – Right Iris 

 

 13,863 36.49 13,860 38.54 

 

Capacity means number of bits which can be embedded into cover-image and column labeled 

‘PSNR’ is the peak signal to noise ratio of the stego-image.  The results are the average value of 

embedding 130 sets of irises from the CASIA database.  The Hough Transform is used in this study 

since its error correction scheme reduces error in iris image.  

 

 

Conclusion 

 

In this paper, we presented a novel method to gain stego key from the cover image and embed it 

into the iris feature using pixel value differencing with pixel modifications to improve the iris 

security and quality in biometric system. Experimental results shows the PSNR value and the 

embedding capacity of our method are better than previous scheme.   
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