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Abstract. Password gives user access to the university computing services. Every
time the user connects, he or she must provide the magic word; he must prove he
is who he says he is. The intruder with the necessary knowledge, experience, and
tools gains entry to a system, he or she may be able to monitor other machines and
systems on the same network and capture information about local users logging on
to those machines. And if these users then connect to other networks, the intruder
has the potential to penetrate and monitor the remote systems to which the local
users connect, thereby increasing the likelihood of a breach in the security of those
systems as well. Therefore, it is important to have a second level security to the
user’s password. Cryptography is an art to convert a message into other forms by
using some algorithms. It is used widely in many fields such as securing message
before sending through email, sending confidential documents or letters through
networks, doing business online and etc. The two algorithms chosen to develop
this system are Advanced Encryption Standard (AES) and Data Encryption
Standard (DES). The purpose of choosing AES and DES is because they are two of
the most popular algorithms for modern encryption.

Keywords: password, generator, secure.

1 Introduction

Should someone else guesses or steals the user’s password, he or she can
masquerade as the user, which means the intruder would then have access to the
user’s files, e-mail, funds, personal information, and more. This intruder will have
the power to modify or destroy the user’s files, to send electronic mail threats in
the user’s name, or to subscribe to unwanted services for which the user has to
pay. In short, an insecure password can easily wreak havoc in the user’s life. In
addition to these, the user won't be the only person affected by a stolen password.
Other users on networks along the Internet could potentially be affected as well.
Once an intruder with the necessary knowledge, experience, and tools gains entry
to a system, he or she may be able to monitor other machines and systems on the
same network and capture information about local users logging on to those
machines. And if these users then connect to other networks, the intruder has the
potential to penetrate and monitor the remote systems to which the local users
connect, thereby increasing the likelihood of a breach in the security of those
systems as well. Therefore, it is important to have a second level security to the
user’s password.
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2 Background

Data Encryption Standard (DES) was introduced in 1977 and it is used widely due
to the rapid development in hardware with memory and the use of computer
networks until today. It is used to encrypt data to store in personal computer or to
send over internet for security purpose. Owing to the fast pace development in
Science and Technology, there are many machines or hardware created to break
the DES code which is in 56-bits in several minutes. As a result, AES started to
develop in year 2000 with more possibilities of key and more time needed to break
the code. In order to have a second level security to the user’s password, AES
system will be developed. This system will encrypt user’s password from plaintext
to ciphertext using their preferred key. This systems will be developed using Java
Language which can work offline or normally known as standalone software.

3 Problem Statement

Nowadays, most of information recorded in a system. One of them is user’s
password which is stored in a database of a system. It is stored as a plaintext. This
means that, there is no security feature implemented to the user’s password. So,
the intruder has a chance to enter the system if they can get the password from
the database.

4 Methodology

Algorithm of the system. It is better to define the algorithms first as one of the steps
of planning before starting to code any system. Basically, this system would accept
message longer that one block (16 bytes per block for AES and 8 bytes per block
for DES). Hence, Array List and array (one-dimensional array and two-dimensional
array) were chosen to store the message and key when processing them. The
reason of choosing Array List was because the size of Array List is expandable.
Data encryption involves a lot of methods or steps need to be done before the
results can be achieved. The most challenging part when developing this system
was to convert these steps into coding. Since Java is an OOP, the steps were coded
in different classes and methods so that it would be more. There are 16 rounds in
DES before getting the final results. The algorithm of DES is shown below:

Algorithm 4.1

BEGIN
block =1

LOOP WHILE !

messagelnHex.isEmpty()
Arrange the message into array form
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Process key:
doPermutedChoicel (encryption)
deoHalves(encryption)]

Process message:
dolnitialPermutation{encryption)
doHalves({encryption)

LOOP For i1=0 to 15

Process Key:
doLeftShift(encrvption, 1)
doPermutedChoice2 (encryption)

Process Message:
doExpansionPermutation{encryption)
doEXORPC2(encryption)
doSBox(encryption)
doPBox(encrvption)
dePBoxXORLeftHalflencryvpption, 1+1)

it+
END LCOP
doFinalPermutation(encryption, block)
Display the results to all text areas

block++

END LOOP
END
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sasa

T TP R R e TR TR vase

Meanwhile, for AES, the number of rounds needs to be performed depends on the
key size chosen by user. There are three types of key size for AES which are 128
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bits, 192 bits and 256 bits. The table below shows how many rounds need to be
gone through to process a block of message or plaintext according to the key size:

Table 4.1: Number of rounds for AES

Key Size (bits)

128 192 256

Number of round, Nr -1

9 il 13

B Finding

The input page is shown in figure 4 as below. First of all, user is required to choose
the type of algorithm (AES or DES) they want to use. Then, the message and key

are entered in the text area as shown

in figure 1. One of the advantages of this

system is it could accept message more than one block. Besides that, user can
choose the form of input either in Hexadecimal String or ASCII characters. On the
other hand, the output page is shown in figure 2. It will show the plaintext,

ciphertext and the results obtained

in every round. The results will be in

hexadecimal if the chosen method was AES and in binary if the DES was chosen.

rras rraa rraa rraa

raa

TYPE OF ENCRYPTION

KEY S1LE

INPUT FORM

MESSAGE TO BE ENCRYPTED t

KEY

ADVANCED ENCRYPTION STANDARD { AES }

+ 128 bits 197 bits 256 bits

» ASCLY HEXADE CEMAL

Yostiog of this system!

CHEW CHU CHEE

Sy | B ar fenis

CLEAR ENCRYPY

rana ane

¥
rreas

Figure 3.

1: Input Interface
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Plaintext (in hexadecimal) @ 3463 J3/T08 008/ 200l ot 6 THOE 69 33 B £ 4 25 1903 00 21 21 11 00 00 U G 0 8 ot
Citheriest
BiveDG
Ciphordext T atOADh DL L LT
Ciphertext (in hexadecimal]s 40 o il 42 00 14 a6 4100 €8 Ab G 0 A T80 iC0s AF8E 010 T S OND B 2 <3k AT
oy Havn
Overall Result -

BACK New Task

Figure 5.2: Output Interface

6 Conclusion and Discussion

In conclusion, it is important to have a second level security to the user’s
password. The encryption system is very useful for the purpose of password
security. The strengths of this system is, it has a simple and user-friendly user
interface which users do not need to refer much to the manual guide to use the
system. On the other hand, it can handle message or plaintext which is more than
one block.
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