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Abstract—A fundamental pre-requisite for the establishment

of a scaleable regional health information network (RHIN)

is the development of an architectural framework and tools

for the integration of specialized autonomous systems and

e-health service platforms supported by an underlying health

information infrastructure (HII). In this context, HYGEIAnet,

which is the RHIN of Crete in Greece, has identified and uti-

lized a number of critical software components enabling inte-

grated access to clinically significant information, based on an

open architecture addressing successfully the various interop-

erability challenges at hand. HYGEIAnet provides the frame-

work for the reuse of standardized common components and

public interfaces, thus enabling integrated and personalized

delivery of healthcare.

Keywords— regional health information networks, health infor-

mation infrastructure, e-health services, interoperability.

1. Introduction

Healthcare is a sector that currently experiences a number

of pressures, both from inside and outside. The continu-

ing innovation in medicine and technologies results in new

methods and tools in healthcare. The demographic changes

of an ageing European population, combined with citizen

empowerment, stretch the limits of what countries can af-

ford to offer as services of their national health systems.

Governments are confronted by the urgent need to find

means to limit the rise in healthcare costs without com-

promising quality, equity and access. Consequently, new

ways to organize and deliver health services are being in-

vestigated and experimented with. Citizens and patients are

given more responsibility in the management of their own

health and chronic illnesses.

Health consumes a significant portion of national budgets

in developed countries. Between 1960 and 1996, the per-

centage of gross domestic product (GDP) spent on health-

care by the OECD countries nearly doubled, rising from an

average of 3.9% to 7%. There is no sign of any slowing

down, and countries such as the United States are predict-

ing increases of over 15% per annum [1]. The expenditure

on health in Europe was over 700 billion euros in 1999,

of which an estimated 14 billion or 2% was spent on ICT.

The prediction is that this market is set to double over

the next 5 years [2]. This growth is due to many factors

including the maturing of the market and the rapid develop-

ments in medical science itself, resulting in new treatments

and therapies. The gap between the demand for healthcare

from an increasingly well-informed and expectant public,

and the ability of the state and healthcare organizations to

meet this demand is widening all the time. Efficiency and

cost-effectiveness are the two key drivers in healthcare to-

day, with the twin aims of delivering enhanced quality of

care at the same or reduced cost. There is documented

evidence from a number of trials that patients who are en-

couraged to take responsibility and assume an active role in

their own healthcare management do better, enjoy a better

quality of life, have fewer complications, and cost less [3].

Paternalism is giving way to partnership; process centered

healthcare is giving way to patient centric care; and con-

sumer healthcare is emerging as a significant driver in the

sector.

Other important trends in healthcare include the move-

ment towards shared or integrated care in which the single

doctor-patient relationship is giving way to one in which

an individual’s healthcare is the responsibility of a team

of professionals across all sectors of the healthcare system.

The shareable, ubiquitous and integrated electronic health

record (I-EHR) is a fundamental requirement for integrated

care [4]. This is being accompanied by a very significant

growth in home care which is increasingly viable even for

seriously ill patients through sophisticated e-health services

facilitated by intelligent sensors, monitoring devices, hand-

held technologies, and the Internet. It is seen as better for

patients by providing a more comfortable and familiar en-

vironment, and better for the healthcare system as a whole

by reducing costs. The emphasis is gradually shifting to

a system which is concerned with promoting wellness rather

than treating illness.

At the same time, medical errors are a growing cause for

concern and a number of countries and healthcare organiza-

tions are mounting major campaigns to significantly reduce

the number of errors. Approximately 100 000 Americans

die each year from preventable errors in hospitals [5] which

is more than the combined number of deaths from breast

cancer, acquired immune deficiency syndrome (AIDS) and

motor vehicles [6]. Medical errors generally result from

a complex interplay of multiple factors and reducing their

frequency requires a combination of technical, social and

organizational approaches. However, one single solution,

which has been proven to significantly reduce medication
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errors, is the replacement of manual ordering systems by

reliable automated ones [7].

In today’s challenging, dynamic, information and knowl-

edge intensive environment, it is not surprising that infor-

mation and communication technologies (ICT) are increas-

ingly viewed as central to any strategy aimed at increas-

ing productivity, controlling costs and improving care. As

a result networking of the various organizations delivering

health and/or social care into RHINs is a central objective

of many European administrations.

Such a vision was behind the development of HYGEIAnet

in Crete, with the fundamental objective being to enable

information sharing and medical collaboration among all

stakeholders of the regional health economy and assist in

the re-organization of the health care system based on in-

novative technological solutions and e-health services [4].

This paper begins with a brief overview of the identified

application domains within a regional health information

network (RHIN) and its services. Then, it focuses on the

health information infrastructure (HII) required in order

to support the efficient development of integrated services

both within the context of a healthcare enterprise, as well

as across co-operating healthcare enterprises that are part

of a RHIN (RHIN infrastructure for integrated e-health ser-

vices). Subsequently the case of HYGEIAnet is presented

(HYGEIAnet: The RHIN of Crete) together with a range

of novel e-health services deployed. Finally, it concludes

by briefly discussing critical factors related to a successful

implementation of a RHIN and observed benefits resulting

from HYGEIAnet and its services (Section 5).

2. Regional health information network

and its services

Today healthcare organizations, in most developed coun-

tries, are urgently trying to respond to the challenges arising

from three global factors:

– changing operating environment comprising a num-

ber of issues like the new economy leading to institu-

tional changes, informed citizens demanding person-

alized health services and the legislation and guide-

lines on privacy and security of personal information;

– changes in healthcare delivery comprising the move

towards evidence-based care and, as part of that,

best practice guidelines and care protocols, provi-

sion of integrated health services (citizen-centered

services, seamless care) across organizational bound-

aries, making the patient a member of the care team

(especially in the case of chronic diseases), and mov-

ing from care to health, or wellness management;

– technology push from the quick advancement in In-

ternet and wireless technologies combined with the

emergence of content providers and new business

models for information technology (IT) services

(e.g., application service providers, Internet service

providers, Internet portals, e-health).

All these combined provide both the push and pull towards

the development of RHINs. In the past, it was enough for

the care providers in a region to collaborate loosely and

to use electronic data interchange for administration com-

merce and transport (EDIFACT) and/or health level seven

(HL7) based messages to support their electronic informa-

tion exchange. Today the collaboration needs to be tighter.

Tighter coupling in health services delivery requires the

evolution of the regional healthcare information infrastruc-

ture by incorporating additional, regionally available com-

mon healthcare specific services.

2.1. The regional health economy

The structures within which healthcare is carried out vary

from country to country – and sometimes even within na-

tional boundaries. In some European countries, the various

healthcare entities, e.g., general practitioners (GPs), hospi-

tals, payers, etc., are structured formally and hierarchically

in a defined organizational context, headed by a regional au-

thority of some form, usually with executive powers regard-

ing the governance of the bodies within its jurisdiction. In

other countries, the organization of the healthcare entities,

which collectively provide healthcare into a (formally or

informally) defined geographic region or population group

are informally structured, i.e., they are a loosely coupled set

of independent organizations, which have come together by

mutual arrangement to co-operate in the delivery of health-

care to their client population.

It therefore follows, in the latter case, that the regional

grouping of healthcare organizations will not behave in the

manner of a classic enterprise, where major issues of pol-

icy and standards are prescriptively defined and enforced

from the parent body at the top of the organizational struc-

ture. Furthermore, the funding model for care differs be-

tween countries. Accordingly, to define an umbrella term

for the groups of organizations (both providers and payers

or purchasers) that collectively form a European health-

care region the term regional health economy (RHE) is

introduced [9], in order to embrace both the formal and

informal structures that exist within Europe.

Another way to represent these relationships is presented

in Fig. 1. From top-down, the healthcare organizations of

a region form a RHE in order to co-operate in health service

delivery. In doing so they implement laws, policies, goals

and strategies defined by national and regional (if such

exist) authorities. The result of this is a set of regional

healthcare services (or processes) aimed at meeting the

health needs of the population at an affordable cost and

acceptable level of quality. For these selected processes

(or health services) they will need ICT support in the form

of a RHIN. To formulate their ICT needs they will have to

develop and maintain a regional ICT strategy that guides
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Fig. 1. The business model for creating the RHIN.

Fig. 2. Extension of care outside hospital walls creates additional needs for collaboration between providers in order to provide high

quality, cost-effective services.

in the process of procuring new functionality to the RHIN

that they deploy.

From bottom-up, the RHIN is a result of integrating prod-

ucts from different vendors into an interoperable HII using

systems integration services and making this network avail-

able to users by a IT service provider, which is committed

to maintain and manage it for the RHE.

The RHE concept has been used to emphasize that the re-

gional grouping of healthcare organizations will not be-

have in the manner of a classic enterprise. Rather RHEs

are formed by a loosely coupled set of independent organi-

zations (enterprises), which have come together by mutual

arrangement to co-operate in the delivery of healthcare to

their client population.

The range of health services that can potentially be avail-

able in a RHE is illustrated in Fig. 2. The healthcare orga-

nizations are increasing their degree of integration through

enterprise application integration and making use of ex-
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isting generic and healthcare specific standards. The inte-

grated healthcare enterprise (IHE) initiative is an example

of the co-operation of industry and user communities in

furthering this goal. Healthcare enterprise applications and

their integration comprise a large set of clinical information

systems for specific medical domains such as laboratory, ra-

diology, intensive care, and anesthesia and operating rooms.

Within these, someone can find another set of systems such

as decision support systems and computer assisted or re-

motely guided diagnostic and therapeutic procedures based

on, e.g., virtual reality. The integration of the systems in-

cludes interoperability and connectivity at the functional

and semantic level, including vocabularies and, of course,

standards. At the process level, it comprises clinical guide-

lines and pathways, protocol-based care, including evidence

based medicine (EBM).

Parallel to this trend the number of healthcare services

delivered outside the hospital walls has increased tremen-

dously. Telemedicine has been a very popular field of ex-

perimentation in the last decade. Today it is mostly seen

as a technology enabling the collaboration of healthcare

providers over a distance in delivering a service to the cus-

tomer. This can take place either in a store and forward

mode or in real time. Home healthcare is often seen as

a modality of telemedicine. Examples include the home

hospital for episodic and chronic care and follow-up and

monitoring of patients after hospital discharge. These op-

erations can be performed with the real or virtual presence

of care personnel in the homes. The main characteristics

of these two are the extension of the hospital concept to-

wards a virtual hospital (i.e., hospital without walls) and

that healthcare professionals are clearly in the loop caring

for the patients.

Disease management programs bring the patient to the cen-

tre of the process as the most important actor in the care

team. Although disease management involves normally

a large team of healthcare professionals from primary to

secondary care the outcome of the process is determined

mostly by the actions and activities of the patient in com-

plying with the recommended care guidelines. In this area,

a number of applications have been created to support col-

laboration and sharing of information. Disease manage-

ment is a step towards a comprehensive health manage-

ment regime. Its primary objective is to prevent disease

episodes. Wellness or health management in general is

a natural corollary of this where the objective is to assist

an individual to maintain her/his health status. Today ITs

that apply in this context include, e.g., smart environments

utilizing ubiquitous computing techniques combined with

embedded and wearable sensors.

2.2. The architecture of regional health information

network

It is by now apparent that a RHIN, offering the range of

services described previously, is a very complex system.

In any system complex enough to ask for guiding rules for

design and implementation, an architecture is needed. An

architecture needs to create simultaneously the basis for

independence and cooperation. Independence of system

aspects is required to enable multiple sources of solution

parts. Cooperation between these otherwise independent

aspects is essential in any non-trivial architecture, since the

whole is more than the sum of its parts.

An architecture, been a formal description of an IT system,

should be organized in a way that supports reasoning about

the structural properties of the system. It should identify

the components, or building blocks, that make up the overall

information system, and provide a plan from which prod-

ucts can be procured, and systems developed, that will work

together to implement the overall system.

The purpose, therefore, of an architecture is to provide and

enable:

– interoperability;

– modularity, so that the infrastructure can be assem-

bled piece by piece;

– migration, so that pieces that are outdated can be

replaced with new ones;

– stability, management and maintenance;

– cost-effectiveness by leveraging main stream tech-

nologies and products.

Therefore, the most promising approach to the development

of a RHIN architecture is the adoption of an open systems

approach (OSA). OSA is an integrated business and tech-

nical strategy that employs a modular design and, where

appropriate, defines key interfaces using widely supported,

consensus-based standards that are published and main-

tained by a recognized industrial standards organization.

Modular designs are characterized by the following:

– functionally partitioned into discrete, scalable,

reusable modules consisting of isolated, self-

contained functional elements;

– rigorous use of disciplined definition of modular in-

terfaces to include object oriented descriptions of

module functionality;

– designed for ease of change to achieve technology

transparency and, to the extent possible, makes use of

commonly used industry standards for key interfaces.

Open systems approach is a means to assess and imple-

ment widely supported commercial interface standards in

developing systems using modular design concepts. It is

an enabler that supports program teams to:

– design for affordable change;

– employ evolutionary acquisition;

– develop an integrated roadmap for an integrated sys-

tem.
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Fig. 3. Key interfaces.

This approach supports achieving the following:

– reduced acquisition cycle time and overall life-cycle

cost;

– ability to insert cutting edge technology as it evolves;

– commonality and reuse of components among sys-

tems;

– increased ability to leverage commercial investment.

Partitioning a system appropriately during the design pro-

cess to isolate functionality makes the system easier to de-

velop, maintain, and modify or upgrade. Given a system

designed for modularity, functions that change rapidly or

evolve over time can be upgraded and changed with mi-

nor impact to the remainder of the system. This occurs

when the design process starts with modularity and future

evolution as an objective.

Interface standards specify the physical, functional, and op-

erational relationships between the various elements (hard-

ware and software), to permit interchangeability, intercon-

nection, compatibility and/or communication. The se-

lection of the appropriate standards for system interfaces

should be based on sound market research of available stan-

dards and the application of a disciplined systems engineer-

ing process.

Special emphasis should be given to key interfaces. Key

interfaces are interfaces between modules for which the

preferred implementation uses open standards. Open spec-

ifications and standards are those that are widely used, con-

sensus based, published and maintained by a recognized

industrial standards organization. These interfaces are se-

lected for ease of change based on a detailed understanding

of the maintenance concepts, affordability concerns, and

where technologies or requirements are intended to evolve.

Key interfaces should utilize open standards in order to

produce the largest life cycle and cost benefits.

Conceptually, key interfaces are illustrated in Fig. 3. Inter-

faces at and above key interfaces are those that should be

designated on open interface standards. Standards for inter-

faces below this level may also be open; however, selection

should be left to the supplier as part of detail design.

In order to take full advantage of modularity in design, in-

terface standards must be well defined, mature, widely used,

and readily available. In general, popular open standards

yield the most benefit in terms of ease of future changes to

the system and should be the standards of choice.

Standards should be selected based on maturity, market

acceptance, and allowance for future technology insertion.

As part of the open systems approach, preference is given

to the use of open interface standards first, the de facto

interface standards, and finally government and propri-

etary interface standards. Open standards allow programs

to leverage commercially funded or developed technolo-

gies and to take advantage of increased competition. They

also allow faster upgrade of systems with less complexity

and cost.

The bottom line is that designing a system for affordable

change requires modularity.

3. RHIN infrastructure for integrated

e-health services

A RHIN focuses in inter-enterprise integration and provide

integration for enterprises that want to share data and in-

formation for providing health services to patients/citizens

in a regional setting (see Fig. 4). They are not concerned
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with how the enterprises are internally integrated, although

the same principles can be applied to integrating healthcare

organizations at a national level and across national borders

(Pan-European).

Fig. 4. Integration levels from local (enterprise wide) to Pan-

European.

The basic principles behind the RHIN concept are the fol-

lowing:

• Healthcare organizations will retain their indepen-

dence and their collaboration with each other is de-

termined by their interests. There will be competing

interests, i.e., healthcare organizations offering simi-

lar services.

• ICT technologies deployed by the various healthcare

organizations will be different. They will have differ-

ent technology platforms for the integration of their

respective enterprise applications. There is no one

technology platform that fits all needs.

• There is no single owner of the RHIN. Its develop-

ment will depend on how the healthcare organiza-

tions can reach consensus and agreements on where

to collaborate and where not. The task of the RHIN

is to make data and information securely available in

the inter-enterprise environment where it is needed,

when it is needed and in the format it is needed.

The RHINs require the cooperation of healthcare facili-

ties that offer complementary set of services and involve

dealing with complex issues mainly related to patient data

confidentiality, semantic heterogeneity, and the diversity of

systems and services requirements.

This further urges for the creation and/or adoption of cer-

tain interoperability protocols and standards that will enable

information exchange, and consequently raises the issue of

developing an open, scalable and evolvable HII. The cre-

ation of an HII is also driven, among other factors, by the

need for automating routine tasks to place the focus on pa-

tient needs rather than paperwork. It is also driven by the

need to ensure continuity of care by providing flexible re-

mote access to relevant information and resources and to

support research in order to enable all involved stakeholders

to make effective choices.

The HII must primarily provide the framework for the ef-

fective integration of distributed and heterogeneous com-

ponents, ensuring overall integrity in terms of functional

and information inter-working, while advances in network

technology should enhance and extend applications, rather

than replace them or make them obsolete.

3.1. Technological challenges

It is commonly accepted that care capacity, available at lo-

cal level, is greatly enhanced when local practitioners have

access to a patient’s healthcare record and, as the need

arises, when specialists can assist them. Important objec-

tives in any effort toward establishing RHINs consisting of

co-operating health enterprise networks involve:

– the promotion of the coordinated and harmonized de-

velopment of healthcare enterprises;

– the adoption of a common architecture of reference

for the development of advanced services within the

health enterprise;

– the interconnection of cooperating health enterprises

for the purpose of creating RHINs;

– the definition of medical and operational procedures

for sharing resources and expertise over such inter-

enterprise health information networks, so that pa-

tient mobility and improved care practices can be

supported effectively;

– the development of environments for information ex-

change among health enterprises based on agreed

information exchange protocols for the medical do-

main.

The most important initiative, with regard to enterprise ap-

plication integration, is related to the integrating the health-

care enterprise (IHE) initiative [10]. IHE promotes the co-

ordinated use of established standards such as digital imag-

ing and communications in medicine (DICOM) and HL7 to

address specific clinical needs in support of optimal patient

care, by documenting the integration profiles supported by

available products (statements of their conformance to rel-

evant standards) at a hospital level, to support plug-and-

play interoperability. Typical such example is the patient

information reconciliation (PIR) profile that provides the

means to match images acquired for an unidentified patient

with the patient’s registration and order history, involving

enterprise-wide information systems that manage patient

registration and services ordering, radiology departmental

information systems that manage department scheduling

and image management/archiving, as well as acquisition

modalities.

Regarding inter-enterprise application integration, one of

the most advanced approaches is the one that has resulted

out of the European Union (EU) co-funded research and

technology development (RTD) project PICNIC (profes-

sionals and citizens network for integrated care) [11], that

developed a model for the future regional health care net-

works, in order to prepare the regional health care providers
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Fig. 5. Architecture of a RHIN.

to implement the next generation of secure, user-friendly

health information networks. Basic characteristics of a typ-

ical architecture (see Fig. 5) include:

• Users (healthcare professionals and citizens) that

have access to applications and services through al-

ternative access devices. This access is performed

through a secure physical network.

• Users that have access either to enterprise applica-

tions and services or to regional applications and ser-

vices.

• Enterprise applications that are supported by enter-

prise wide middleware services.

• Regional applications and services that are supported

by the corresponding common inter-enterprise wide

services (regional HII).

This type of multi-tier approach depends heavily on the ex-

istence of both generic and healthcare specific middleware

services/components, and imposes a level of common de-

sign that varies according to the actual composition of the

platform.

Healthcare-related components are needed for the proper

identification of the subjects of care, the exchange of

I-EHR indexing and health data (utilizing appropriate

health-oriented protocols like HL7), health resource(s)

location(s), facilitation of collaboration between health-

care professionals and patients/experts, authorization for

accessing healthcare-related resources, medical terminol-

ogy, etc., whereas generic components are required to sup-

port low level, essential, platform-dependent functionalities

like, e.g., concurrency control, event handling/notification,

licensing, security (authentication, encryption, audit-

ing, etc.), timing, transaction management, etc.

In practice the architecture tends to be much more complex.

This is because healthcare providers in a region have appli-

cations running supporting their internal operations, as well

as intra-enterprise wide integration platforms of messaging

and common IT services. In addition, the functionality

provided by the RHIN will depend on what IT services the

organizations desire to provide to each other and what they

are willing to give up in order to make this (i.e., tighter

coupling versus federation). Therefore, the common IT

services infrastructure depends on the existing health infor-

mation infrastructures of the healthcare organizations that

make up the RHIN of providers and related organizations.

The same applies for regional applications. These will, in

most cases, be created at the cost of enterprise applications.

The healthcare organizations may agree that some functions

can be supported by a joint, regional application.

3.2. Component view of a RHIN architecture

As software systems grow larger, healthcare delivery sys-

tems become more complex and interdependent. Today

software component technology has emerged as a key en-

abling technology. “A component is a nontrivial, nearly

independent, and replaceable part of a system that fulfils

a clear function in the context of a well-defined architec-

ture. A component conforms to and provides the physical

realisation of a set of interfaces” [12].
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Essential components that have been identified [8] to be

required for the proper delivery of integrated e-health ser-

vices in the context of RHINs include:

– patient identification (ID) components used for the

unique association of distributed patient record seg-

ments to a master patient index;

– collaboration components used for establishing a col-

laboration context that enables not only the active

sharing of clinically significant information, but also

receiving feedback, feed through and awareness in-

formation from all participating actors;

– resource components used for identifying available

resources and the means for accessing them;

– I-EHR indexing components used locating clini-

cally significant information dispersed throughout the

RHIN;

– I-EHR brokers used to provide prompt and consistent

propagation of indexing information to the I-EHR

indexing components;

– clinical observations access components used for ob-

taining clinically significant information captured at

the point of care, directly from the corresponding

clinical information systems;

– message brokers used for message validation, trans-

formation and routing using a set of built-in and/or

user-defined message formats and message process-

ing rules, which may include functionality such as

publish and subscribe, message auditing, message

flow analysis, and message enrichment;

– user profile components used for tracking the long-

term interests of users and maintain personalized

preferences;

– terminology components used for information acqui-

sition, information display, mediation, indexing and

inference, and composite concept manipulation.

Beyond relational databases that today are used extensively

for storing enterprise data, technologies for the integration

of information related to the electronic health record (EHR)

also involve directories for creating distributed, hierarchical

structures of accessible resources (with the most promising

being X.500 and light directory access protocol – LDAP

of the International Telecommunication Union – ITU), dis-

tributed object computing to implement advanced modular

functionalities (like, e.g., the platforms of common object

request architecture – CORBA or Java two enterprise edi-

tion – J2EE), Internet and Java to glue pieces of informa-

tion scattered throughout the world, portable devices and

mobile communications to enable access from anywhere at

any time, extensible markup language (XML) technologies

to allow for dynamic browsing according to personalized

preferences and authorities, together with human computer

interaction (HCI) technologies to support access for all.

3.3. Security issues in RHINs

The main focus in dealing with RHIN security is related to

control of the information, especially as it deals with private

and confidential patient information. Security (resilience)

of the hardware, operating system and the application soft-

ware, while being equally important, is an issue that must

be solved in the selection of the software platform and the

tools used to create the execution environment and the ap-

plications.

The concept of an information domain provides the basis

for security protection. An information domain is defined

as a set of users, their information objects, and a security

policy. Security within each information domain must be

established in accordance with the respective security pol-

icy. For communication between the information domains,

a trusted end-to-end communication policy must be estab-

lished.

Additionally, security policies must deal with the informed

consent of patients (customers), which is required for legal

access to patient data. Consent may also have qualifiers,

e.g., restricting access to only part of the patient data or

restricting the period of time that the consent is given. Fi-

nally, the choice of what security features to implement

must be based on risk assessment in the context of the

intended service.

In order to access system resources and patient data users

must be identified (i.e., access to resources and data must

be controlled so that unauthorized access is prevented). Ac-

cess rights can be managed on two levels:

– authentication (the person is who (s)he claims to be);

– authorization (permitting access to resources and data

based on a qualified role, role-based access).

Information may not be made available or disclosed to

unauthorised individuals, entities or processes without the

consent of the patient. This is a fundamental right of indi-

viduals that they shall have the power to keep information

about themselves from being disclosed to anyone. There-

fore, the individual (patient) must agree/consent to disclos-

ing her/his private information.

Audit trails are needed to ensure accountability of actions

of individual persons or entities, such as obtaining informed

consent or breaching confidentiality. These records can be

used to reconstruct, review, and examine transactions from

inception to output of final results. The records can also be

used to track system usage and detect and identify intruders.

A public key infrastructure (PKI) is used to describe the

processes, policies, and standards that govern the issuance,

maintenance, and revocation of the certificates, public, and

private keys that the encryption and signing operations re-

quire. PKI is used in order to enable two entities that do

not know each other to exchange information using an in-

secure network such as the Internet. The infrastructure is

based upon asymmetric cryptography and each entity (user,

information system, etc.) is provided with a pair of keys

(a private and public key).

33



Manolis Tsiknakis, Dimitrios G. Katehakis, Stelios Sfakianakis, Georgios Kavlentakis, and Stelios C. Orphanoudakis

A certification authority (CA) is a trusted party that can

vouch for the binding between names or identities and pub-

lic keys. In some systems, certification authorities generate

public keys. The public key certificate binds a user’s name

to a public key signed by a trusted issuer.

Smart cards are mostly associated with PKI and CAs as an

access card containing encoded information and sometimes

a microprocessor and a user interface. The information on

the code, or the information generated by the processor, is

used to gain access to a facility or a computer system.

Digital signature is a means to guarantee the authenticity

of a set of input data the same way a written signature

verifies the authenticity of a paper document. Digital sig-

natures are required in many cases during the provision of

health services to a citizen. It comprises a cryptographic

transformation of data that allows a recipient of the data

to prove the source and integrity of the data and protect

against forgery. To sign a document, the document and

private key are input to a cryptographic process, which

outputs a bit string (the signature). To verify a signature,

the signature, document, and user’s public key are input

to a cryptographic process, which returns an indication of

success for failure. Any modification to the document after

it is signed will cause the signature verification to fail (in-

tegrity). If the signature was computed using a private key

other than the one corresponding to the public key used for

verification, the verification will fail (authentication).

Digital signatures can be attached to any electronically

transmitted message, including ones transferring EHR data.

The digital signing of XML based clinical documents is

a special instance where the nature of the clinical workflow

may require that each participant only signs the portion of

the document for which they are responsible.

4. HYGEIAnet: the RHIN of Crete

HYGEIAnet represents a systematic effort towards the de-

sign, development and deployment of advanced e-health

and m-health services at various levels of the healthcare

hierarchy, including primary care, pre-hospital health emer-

gency management, and hospital care on the island of Crete,

Greece (Fig. 6). Specifically, e-health and m-health ser-

vices support the timely and effective management of pa-

tients, the synchronous and asynchronous collaboration of

healthcare professionals, and the remote management of

selected patients at home. Finally, e-health services are be-

ing used to support continuity of care across organizational

boundaries by providing access to the life-long I-EHR.

HYGEIAnet is fundamentally designed to provide access to

health information when and where this may be required,

and to facilitate communication among all actors committed

to informed decision making in the health sector. From the

technological point of view, a diverse set of state of the art

technologies have been developed and deployed as part of

the scalable HII of HYGEIAnet. These include fixed, as

well as wireless and mobile communications, distributed

computing and middleware, web technologies and services

(i.e., XML, simple object access protocol – SOAP, universal

description, discovery and integration – UDDI), peer-to-

peer computing, H.323, X.500, X.509, and also a number

of other healthcare specific standards.

The deployment and use of HYGEIAnet services has

demonstrated significant economic and clinical benefits.

Specifically, a reduced number of referrals to specialists

has resulted in less travel and fewer days of hospitalization,

while the number of workdays lost by family members and

relatives is reduced. Furthermore, unnecessary duplication

of medical examinations is avoided, while access to care

and quality of service are greatly improved in all cases in

which e-health services are employed.

In the course of designing and implementing HYGEIAnet,

special efforts are being made to meet the requirements of

the various user groups involved and to use state-of-the-art

technology and standards at every stage of development.

Alternative patient, location, and problem-oriented views

for the I-EHR have been considered in an attempt to pro-

vide transparent access and secure communication of in-

formation between medical specialty areas, as well as in

a variety of situations from community to hospital care

across the region.

4.1. Integration at the inter-enterprise level

The development of the HII services of HYGEIAnet was

based on CORBA, since it seemed to offer a unique combi-

nation of advantages over other distributed object oriented

technologies. Such advantages include:

– platform independence;

– programming language independence;

– efficiency;

– rich horizontal and vertical service repertoire.

In particular the work of health domain task force (DTF) of

the object management group (OMG) [13] was very impor-

tant in the definition of the information integration archi-

tecture for creating the I-EHR. This architecture was based

to the following services defined by the health DTF:

– person identification service (PIDS), enabling the

unique identification of patients;

– lexicon query language (LQS), enabling efficient

management of medical terminologies and coding

schemes;

– clinical observation access service (COAS), enabling

seamless access to the various clinical information

systems, the primary sources of medical information.

Moreover, in the context of the PICNIC project the follow-

ing services were specified and designed:

– I-EHR indexing service (I-EHR IS), for managing

indexes to the primary information sources so that the

efficiency and scalability aspects of the architecture

are reinforced;
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Fig. 6. E-health and m-health services in HYGEIAnet.

– I-EHR update broker (I-EHR UB), for keeping

I-EHR IS up to date with new or modified informa-

tion and consistent with the information accessible

through COAS;

– health resource service (HRS), for the unique identi-

fication and management of clinical resources in the

context of I-EHR, such as medical stuff, health care

facilities;

– collaboration service (COLS), to support collabora-

tion among healthcare practitioners.

At the inter-enterprise level, web services technologies

have been utilized in HYGEIAnet, over the already exist-

ing enterprise service components, comprising the back-

bone of a component based computing environment, that

treats medical information systems and services as infor-

mation sources to be integrated at a regional level. Cur-

rently, within the context of HYGEIAnet, a number of sub-

domains attract attention:

• Home care. Aiming at providing e-health services

for the remote management of chronic diseases [14].

Various such services have been delivered, ranging

from the provision of telemonitoring for patients un-

dergoing kidney hemodialysis to asthma suffering

children.

• Primary care. A primary healthcare network is al-

ready in operation. The primary health care centers

of the island are all fully equipped and support effi-

ciently all patient related clinical processes.

• Pre-hospital health emergency care. An integrated

system has been developed and is currently opera-

tional providing e-health tools and services for the

optimal planning, and response management of pre-

hospital health emergencies.

• Hospital care. Clinical information systems have

been developed or acquired and installed in various

clinical departments.

• E-health. E-health services in the domains of cardi-

ology [15] and radiology are available today through-

out HYGEIAnet, making medical expertise instantly

available to remote and isolated populations.

• The integrated electronic health record. The re-

quired infrastructure is in place and a large number of

clinical information systems are currently supported,

ranging from primary health care and nursing to spe-

cialized departmental information systems [16].

• Education and information to the citizen. The de-

velopment and operation of any RHIN is not only

a matter of applying new ICT technologies. Above

all, it requires the continuous education and innova-

tive training of medical, nursing and administrative

personnel from all involved healthcare organizations.
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• Health monitoring and surveillance. A fundamen-

tal objective is to provide the technological in-

frastructure (networks, information systems, analy-

sis tools, etc.) for the routine collection of primary

health data and their analysis for the extraction of the

relevant health indicators [17].

4.2. Role-based access to information

The use of any RHIN service that transcends enterprise

boundaries requires careful consideration of the security

issues that may arise. Some of the security aspects like

information integrity are enforced by integration and com-

munication technologies used, like the transport layer secu-

rity (TLS), or the CORBA security service. However the

need for authorization and access control requires security

measures at the application level in addition to those offered

by the communication platform.

For all RHIN service access control lists are main-

tained within the HYGEIAnet authentication server. All

HYGEIAnet applications and services are declared within

the HYGEIAnet’s HRS and are issued a unique ID. Each

user of the RHIN services must also register within HRS,

and is issued with a unique username, together with the

corresponding password, which are used for the facilita-

tion of single-sign-on all applications and services within

a RHIN. Groups and permissions are maintained and man-

aged locally by each individual RHIN service. Passwords

are maintained and managed by the corresponding RHIN

authentication server, while certificates are provided and

maintained by the regional certification authority. The role

of each involved actor is listed in Table 1.

Table 1

The role of regional certification authority

Actor Role

Certification Issues certificates.

authority

Authentication Maintains and manages passwords;

service issues passwords for every new

healthcare person; performs user

authentication.

HYGEIAnet HRS Maintains and manages public

health resource information; acti-

vates all applications and services

by issuing them a unique ID; reg-

isters all healthcare persons and or-

ganizations; issues a unique user

name for all healthcare persons

it maintains; associates healthcare

persons and organizations.

Any RHIN service Maintains and manages roles

(groups) and role-based permis-

sions.

Two user management modules may be in place; one from

within the RHIN service environment and handles all RHIN

service specific access rules, and one through the overall

domain management administration GUI. Those modules

cooperate with a set of infrastructure components like HRS,

CA, the authentication service (AS), and the certificate re-

vocation list (CRL).

An IT service user is authenticated through the appropri-

ate AS and gets his/her access rights validated through the

individual RHIN service specific access control manager.

When a new healthperson is added in HRS, the user man-

agement module automatically creates an active account for

him in AS and provides him a digital certificate from CA.

A new user account for any RHIN service can only be cre-

ated for a user that has already been registered within the

RHIN HRS. This includes assignment of roles (and asso-

ciated permissions) at the IT service level. In order for the

whole process to guarantee maximum security a user must

have an account activated in three different places:

– HRS;

– AS;

– CA (activate a revoked certificate).

This permits a new user to access the RHIN service, and

allows the administrator to find and select all users asso-

ciated with any particular RHIN service from the RHIN

HRS.

The user is then assigned to certain roles based on orga-

nizational (i.e., his/her position in a health care provider)

or other criteria. The roles are granted permissions and

rights that are expressed by allow and deny rules. Each

rule conveys the following information:

– the type of rule, i.e., if it is allowing or denying

access;

– the source of health information (clinical information

system) that this rule applies;

– the kind of clinical information that this rule applies.

It is therefore feasible to grant access to users based on the

location that the information is hosted and also based on

the type of the information. This model in spite of its sim-

plicity has been proved to be powerful enough for the most

common use case scenarios. Extensions to the definition

of the rules that, for example, allow combination of rules

and creation of more complex rules using conjunctive and

disjunctive constructs, although feasible, have not needed

in practice.

5. Discussion

HYGEIAnet takes advantage of the increasing capacity of

terrestrial networks, wireless and mobile communications

and the development of advanced e-health services, to pro-

vide continuity of care in the different phases of healthcare,

from prevention to care itself, to rehabilitation.

In the framework of HYGEIAnet, medical information

systems and services are treated as information sources
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to be integrated under the common reference architecture.

To meet this challenge, an execution architecture was de-

fined and implemented in order to support the seamless

integration of information.

A large number of re-usable software components (mid-

dleware services) have been identified and developed so

far, capable of supporting the ICT evolutionary and mi-

gration strategy at the regional level. Our experience has

shown that re-usable components make the deployment of

new clinical information systems and e-health services eas-

ier and faster, while at the same time allowing for a more

efficient management of the ICT infrastructure. Still, deci-

sions have to be formulated about how and when to upgrade

the platform itself and whether the expected benefits and

savings outweigh the costs involved.

However, the deployment and use of HYGEIAnet services

has to date demonstrated significant economic benefits. Re-

ferrals of patients to specialists were significantly reduced,

since expert opinion was available through services pro-

vided over the RHIN, and hospitalization days have been

reduced. Loss of workdays of family members has also

been reduced, while unnecessary examinations have been

avoided. Considering the rather limited use of technol-

ogy in the region of Crete prior to the deployment of

HYGEIAnet systems and services, the actual economic ben-

efits can be accurately quantified after the transients die out

and the regional system of health is allowed to operate as

a RHIN in a steady state. However, the evaluation of the

cost benefits of e-health services, relative to patient out-

come, is and ought to be a continuous process.

Access to care has greatly improved in all categories where

e-health services have been employed. The findings to date

are extremely encouraging and suggest that e-health ser-

vices can benefit not only the patients, but also health pro-

fessionals by fostering their collaboration and serving as

a tool for continuing education. In tele-cardiology, 10% of

the cardiac patients were involved in a tele-consultation ses-

sion during a period of 6 months, thus making medical

expertise instantly available to remote and isolated pop-

ulations. Furthermore, 65% of pre-hospital health emer-

gency episodes are managed by paramedics. Given that

the first 60 minutes (the golden hour) are the most crit-

ical regarding the long term patient outcome, the ability

to remotely monitor the patient, thus allowing experts of

the coordination centre to guide the paramedical staff in

their management of the patient, is facilitating access to

care by specialists. In addition, different evaluation stud-

ies have demonstrated improvements in the quality of care

itself, with respect to the application of e-health services

in pre-hospital health emergency management, the remote

management of chronic diseases, and in supporting tele-

consultation in selected clinical disciplines.
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