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Abstract— The plentiful benefits of cloud
computing, for privacy concerns, individuals and
enterprise users are disinclined to outsource their
susceptible data, including emails, personal health
records and government confidential files, to the
cloud. Thisis as once sensitive data are outsourced
to a inaccessible cloud, the analogous data owners
lose direct control of these data. We identify a
multi-owner model for privacy preserving keyword
search over encrypted cloud data. We recommend
an capable data user , which not only prevents
attackers from eavesdropping secret keys and
imaginary to be illegal data users performing
searches, but aso facilitate data user certification
and revocation.
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INTRODUCTION:

Most cloud servers in carry out do not just serve
one owner; in its place, they hold multiple owners
to share the reimbursement brought by cloud
computing. We offer schemes to transaction with
Privacy preserving Ranked Multi-keyword Search
in a Multi-owner model (PRMSM). To facilitate
cloud servers to achieve secure search without
knowing the actual data of both keywords and
trapdoors, we thoroughly construct a novel secure
search protocol. To status the search results and
defend the privacy of relevance scores between
keywords and files, we advise a novel Additive
Order and Privacy Preserving Function family. To
thwart the attackers from eavesdropping secret keys
and pretending to be legal data users submitting
searches, we put forward a novel dynamic secret
key generation protocol and a new data user
authentication protocol. As a new model of
computing, cloud computing supply abundant
benefits counting easy access, decreased costs,
quick deployment and flexible resource
management, etc.

LITERATURE SURVEY:

[1]The primary request saving plan that
accomplishes perfect security. Our principle
procedure is variable ciphertexts, implying that
after some time, the ciphertexts for a small number
of plaintext qualities change, and we demonstrate
that impermanent ciphertexts are required for
perfect security. Our resulting protocol is intuitive,
with alittle small of associations.

[2]We propose a safe cloud storage framework
supporting privacy-preserving public auditing. We
facilitate extend our outcome to empower the TPA
to perform reviews for different clients al the while
and productively. Broad security and execution
analysis demonstrate the proposed plans are
provably secure and exceedingly productive. Our
preparatory test led on Amazon EC2 example
advance shows the quick execution of the outline.

PROBLEM DEFINITION:

Cloud service providers (CSPs) would pledge to
make sure owners’ data security using method like
virtualization and firewals. However, these
mechanisms do not protect owners’ data privacy
from the CSP itself, since the CSP possesses filled
control of cloud hardware, software, and owners’
data. Data encryption makes the customary data
utilization service based on plaintext keyword
search avery demanding difficulty.

PROPOSED APPROACH:

We recommend PRMSM, a privacy preserving
ranked multi-keyword search protocol in a multi-
owner cloud model. To facilitate cloud servers to
perform protected search without knowing the
actua value of both keywords and trapdoors, we
thoroughly construct a narrative secure search
protocol. As a result, different data owners use
different keys to encrypt their files and keywords.
Authenticated data users can concern a query
without knowing secret keys of these dissimilar
data owners.
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SYSTEM ARCHITECTURE:

Semi-rusted
Cloud Server
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PROPOSED METHODOLOGY:

RANKED MULTI-KEYWORD  SEARCH
OVER MULTIOWNER:

The planned scheme be supposed to permit multi-
keyword search over encrypted files which would
be encrypted with different keys for different data
owners. It also needs to let the cloud server to rank
the search results amongst different data owners
and return the top-k results.

DATA OWNER SCALABILITY:

The projected scheme should alow new data
owners to enter this system lacking affecting other
data owners or data users, i.e., the scheme should
prop up data owners scalability in a plug-and-play
model.

DATA USER REVOCATION:

The anticipated scheme should make sure that only
authenticated data user scan execute correct
searches. In addition, once a data user is withdraw,
he can no longer perform correct searches over the
encrypted cloud data.

ALGORITHM:

Secure re-encrypted search protocol Algorithm:

INPUT:F,C,T,D,K

OUTPUT:RETRIVED
DOCUMENTS

RELEVENT

STEP1:owner re-encrypts the file send to cloud.

STEP2:extracting keywords related to file is send
to administration server.

STEP3:admin server re-encrypt the keywords and
send to cloud.

STEP4:user behalf of data owner generates
trapdoor forwarded to admin server.

STEPS5:admin server re-encrypt keywords and
send it to cloud.

STEP6:cloud server matches the user search
request with data owner encrypted keyword.

STEP7: if matching is success returns relevant
document list.

ST EPS8: otherwi se returns unsuccess result.

RESULTS:

Time cost of the
administration server
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—@— Average number of keywords per
owner

—@—Time cost of re-encryption

Shows the re-encryption time cost of the
administration server in PRMSM. As we can see,
for the same average number of keywords per
owner, the more data owners are involved, the
more time is spent on re-encryption.

CONCLUSION:

Our proposal facilitate authenticated data users to
accomplish secure, convenient, and efficient
searches over multiple data owners’ data. To
capably authenticate data users and detect attackers
who embezzle the secret key and carry out illegal
searches, we propose a novel dynamic secret key
generation protocol and a new data user
authentication protocol. To alow the cloud server
to perform secure search in the midst of multiple
owners’ data encrypted with different secret keys,
we methodically put up a novel secure search
protocol. To rank the search results and protect the
privacy of significance scores between keywords
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and files, we recommend a novel Additive Order
and Privacy Preserving .

FUTURE WORK:

We will consider the issue of secure fuzzy keyword
search in a multi-proprietor worldview. Then again,
we plan to actualize our plan on the commercial
clouds.
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