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Abstract—the present a scheme that permits a more
fine-grained trade-off. The intuition is that outsourced
data may require different levels of the protection,
depending on how to popular it is: content shared by
many users, such as popular song or video, arguably
requires less protection than a personal document, the
copy of a payslip or the draft of an un submitted
scientific paper. Unfortunately, semantically secure
encryption schemes render various cost-effective storage
optimization techniques, such as the data de duplication,
ineffective. We present a novel idea that differentiates
data according to their popularity. Based on this idea,
we design an encryption scheme that the guarantees
semantic security for the unpopular data and provides
weaker security and better storage and bandwidth
benefits for popular data
Key words: De duplication, authorized duplicate check,
confidentiality, hybrid cloud
I. Introduction
In this paper, aiming at efficiently solving the problem of
Deduplication with differential privileges in cloud
computing, we consider a hybrid cloud architecture
consisting of a public cloud and a private cloud. Unlike
existing data deduplication systems, the private cloud is
involved as a proxy to allow data owner/users to securely
perform duplicate check with differential privileges. A new
de duplication system supporting differential duplicate
check is proposed under this hybrid cloud architecture
where the S-CSP resides in the public cloud. Such
architecture is practical and has attracted much attention
from researchers. The data owners only outsource their data
storage by utilizing public cloud while the data operation is
managed in private cloud. The user is only allowed to
perform the duplicate check for files marked with the
corresponding privileges. Further more, we enhance our
system in security. Specifically, we present an advanced
scheme to support stronger security by encrypting the file
with differential privilege keys. In this way, the users
without corresponding privileges cannot perform the
duplicate check. Further more, such unauthorized users
cannot decrypt the cipher text even collude with the S-CSP.
Security analysis demonstrates that our system is secure in
terms of the definitions specified in the proposed security
model. Finally, we implement a prototype of the proposed
authorized duplicate check and conduct testbed experiments
to evaluate the overhead of the prototype. We show that the

overhead is minimal compared to the normal convergent
encryption and file upload operations.

II. System Analysis
Existing System:
 Data deduplication systems, the private cloud is

involved as a proxy to allow data owner/users to
securely perform duplicate check with differential
privileges.

 Such architecture is practical and has attracted
much attention from researchers.

 The data owners only outsource their data storage
by utilizing public cloud while the data operation is
managed in private cloud.

Disadvantages Of Existing System:
 Traditional encryption, while providing data

confidentiality, is incompatible with data
deduplication.

 Identical data copies of different users will lead to
different cipher texts, making deduplication
impossible.

Proposed System:
In this paper, we enhance our system in security.
Specifically, we present an advanced scheme to support
stronger security by encrypting the file with differential
privilege keys. Security analysis demonstrates that our
system is secure in terms of the definitions specified in the
proposed security model.
Advantages Of Proposed System:
 The user is only allowed to perform the duplicate

check for files marked with the corresponding
privileges.

 We present an advanced scheme to support
stronger security by encrypting the file with
differential privilege keys.

 Reduce the storage size of the tags for integrity
check. To enhance the security of deduplication
and protect the data confidentiality,

II.Implementation
Modules:-
 Cloud Service Provider
 Data Users Module
 Private Cloud Module
 Secure De duplication System
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Modules Descripton:-
Cloud Service Provider
 In this module, we develop Cloud Service Provider

module. This is an entity that provides a data
storage service in public cloud.

 The S-CSP provides the data outsourcing service
and stores data on behalf of the users.

 To reduce the storage cost, the S-CSP eliminates
the storage of redundant data via de duplication
and keeps only unique data.

 In this paper, we assume that S-CSP is always
online and has abundant storage capacity and
computation power.

Data Users Module
 A user is an entity that wants to outsource data

storage to the S-CSP and access the data later.
 In a storage system supporting de duplication, the

user only uploads unique data but does not upload
any duplicate data to save the upload bandwidth,
which may be owned by the same user or different
users.

 In the authorized de duplication system, each user
is issued a set of privileges in the setup of the
system. Each file is protected with the convergent
encryption key and privilege keys to realize the
authorized de duplication with differential
privileges.

Private Cloud Module
 Compared with the traditional de duplication

architecture in cloud computing, this is a new
entity introduced for facilitating user’s secure
usage of cloud service.

 Specifically, since the computing resources at data
user/owner side are restricted and the public cloud
is not fully trusted in practice, private cloud is able
to provide data user/owner with an execution
environment and infrastructure working as an
interface between user and the public cloud.

 The private keys for the privileges are managed by
the private cloud, who answers the file token
requests from the users. The interface offered by
the private cloud allows user to submit files and
queries to be securely stored and computed
respectively.

Secure De duplication System
 We consider several types of privacy we need

protect, that is, i) UN forge ability of duplicate-
check token: There are two types of adversaries,
that is, external adversary and internal adversary.

 As shown below, the external adversary can be
viewed as an internal adversary without any
privilege.

 If a user has privilege p, it requires that the
adversary cannot forge and output a valid duplicate
token with any other privilege p′ on any file F,
where p does not match p′. Furthermore, it also
requires that if the adversary does not make a

request of token with its own privilege from private
cloud server, it cannot forge and output a valid
duplicate token with p on any F that has been
queried.

Fig 1: system architecture

Fig: 2 Proposed multi-layered scheme
III.System Model
3.1 Hybrid Architecture for Secure Deduplication

At a high level, our setting of interest is an enterprise
network, consisting of a group of affiliated clients (for
example, employees of a company) who will use the S-CSP
and store data with deduplication technique. In this setting,
deduplication can be frequently used in these settings for
data backup and disaster recovery applications while greatly
reducing storage space. Such systems are widespread and
are often more suitable to user file backup and
synchronization applications than richer storage
abstractions.
• Private Cloud. Compared with the traditional
deduplication architecture in cloud computing, this is a new
entity introduced for facilitating user’s secure usage of
cloud service. Specifically, since the computing resources at
data user/owner side are restricted and the public cloud is
not fully trusted in practice, private cloud is able to provide
data user/owner with an execution environment and
infrastructure working as an interface between user and the
public cloud. The private keys for the privileges are
managed by the private cloud, who answers the file token
requests from the users. The interface offered by the private
cloud allows user to submit files and queries to be securely
stored and computed respectively.
Notice that this is a novel architecture for data deduplication
in cloud computing, which consists of a twin clouds (i.e.,
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the public cloud and the private cloud).Actually, this hybrid
cloud setting has attracted more and more attention recently.
For example, an enterprise might use a public cloud service,
such as Amazon S3, for archived data, but continue to
maintain in-house storage for operational customer data.
Alternatively, the trusted private cloud could be a cluster of
virtualized cryptographic co-processors, which are offered
as a service by a third party and provide the necessary
hardware based security features to implement a remote
execution environment trusted by the users.
3.2 Adversary Model
Typically, we assume that the public cloud and private
cloud are both “honest-but-curious”. Specifically they will
follow our proposed protocol, but try to find out as much
secret information as possible based on their possessions.
Users would try to access data either within or out of the
scopes of their privileges. In this paper, we suppose that all
the files are sensitive and needed to be fully protected
against both public cloud and private cloud. Under the
assumption, two kinds of adversaries are considered, that is,
1)external adversaries which aim to extract secret
information as much as possible from both public cloud and
private cloud; 2) internal adversaries who aim to obtain
more information on the file from the public cloud and
duplicate-check token information from the private cloud
outside of their scopes. Such adversaries may include S-
CSP, private cloud server and authorized users. The detailed
security definitions against these adversaries are discussed
below and in Section 5, where attacks launched by external
adversaries are viewed as special attacks from internal
adversaries.

3.3 Design Goals
In this paper, we address the problem of privacy preserving
deduplication in cloud computing and propose a new
deduplication system supporting for

• Differential Authorization. Each authorized user is able
to get his/her individual token of his file to perform
duplicate check based on his privileges. Under this
assumption, any user cannot generate a token for duplicate
check out of his privileges or with out the aid from the
private cloud server.

• Authorized Duplicate Check. Authorized user is able to
use his/her individual private keys to generate query for
certain file and the privileges he/she owned with the help of
private cloud, while the public cloud performs duplicate
check directly and tells the user if there is any duplicate.
The security requirements considered in this paper lie in two
folds, including the security of file token and security of
data files. For the security of file token, two aspects are
defined as UN forge ability and in distinguish ability of file
token. The details are given below.

• Unforgeability of file token/duplicate-check token.
Unauthorized users without appropriate privileges or
fileshould be prevented from getting or generating the file
tokens for duplicate check of any file stored at the S-CSP.

The users are not allowed to collude with the public cloud
server to break the UN forge ability of file tokens. In our
system, the S-CSP is honestbut curious and will honestly
perform the duplicatecheck upon receiving the duplicate
request from users. The duplicate check token of users
should be issued from the private cloud server in our
scheme.

• Indistinguishability of file token/duplicate-check token. It
requires that any user without querying the private cloud
server for some file token, he cannot get any useful
information from the token, which includes the file
information or the privilege information.

• Data Confidentiality. Unauthorized users without
appropriate privileges or files, including the S-CSP and the
private cloud server, should be prevented from access to the
underlying plaintext stored at S-CSP. In another word, the
goal of the adversary is to retrieve and recover the files that
do not belong to them. In our system, compared to the
previous definition of data confidentiality based on
convergent encryption, a higher level confidentiality is
defined and achieved.
Results:
Screen Shots

Further Enhancement
Though the above solution supports the differential privilege
duplicate, it is inherently subject to brute force attacks
launched by the public cloud server, which can recover files
falling into a known set. Will be insecure for predictable
file. We design and implement a new system which could
protect the security for predictable message. The main idea
of our technique is that the novel encryption key generation
algorithm. More specifically, Security is thus only possible
when such a message is unpredictable. This traditional
convergent encryption for simplicity, we will use the hash
functions to define the tag generation functions and
convergent keys in this section. In traditional convergent
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encryption, to support duplicate check, the key is derived
from the file F by using some cryptographic hash function.
Conclusion
In this paper, the notion of authorized data deduplication
was proposed of users in the duplicate check. We also
presented several to protect the data security by including
differential privileges new deduplication constructions
supporting authorized duplicate check in hybrid cloud
architecture, in which the duplicate-check tokens of files are
generated by the private cloud schemes are secure in terms
of insider and outsider server with private keys. Security
analysis demonstrates that our attacks specified in the
proposed security model of our proposed authorized
duplicate check scheme and conduct testbed experiments on
our prototype. As a proof of concept, we implemented a
prototype we showed that our authorized duplicate check
scheme incurs minimal overhead compared to convergent
encryption and network transfer.
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