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Abstract:Present days majorly concentrated  on
meticulous speculation on data.  Access control
systems are every  time touch with  Safe and
secrecy  maintenance of data but now a days
hackers acting like reliance. Then they are remove
info from the user. Last few decades we are fight
for the  accuracy privacy preserving on data  but
however we not solved this type  of issue. The
Access control mechanism avoids the unauthorized
access of sensitive information. It protects the user
information from the unauthorized access. The
privacy protection mechanism is a much important
concern in the case of sharing the sensitive
information. The privacy protection mechanism
provides better privacy for the sensitive
information which is to be shared. The generally
used privacy protection mechanism uses the
generalization and suppression of the sensitive
data. It prevents the privacy disclosure of the
sensitive data. The privacy protection mechanism
avoids the identity and attributes disclosure. The
privacy is achieved by the high accuracy and
consistency of the user information, ie., the
precision of the user information. In this paper, it
proposes a privacy persevered access control
mechanism for relational data. The literature survey
might provide techniques for workload –aware
anonymization for selection predicates, as the
problem of satisfying the accuracy constraints for
multiple roles has not been studied before. The
purpose of the present project is to
propose heuristics for anonymization algorithms
and to show the viability of the proposed approach
for empirically satisfying the imprecision bounds
for more permission.
Keywords:AccessControl,Anonymization, Privacy

preservation.
1.Introduction
Several organizations and agencies publish
microdata, e.g., medical data, customer data
Or census data for research and other public benefit
purposes.In an age where the microdata of each
individual are recorded and stored, an
inconsistency arises between the necessity to
protect the privacy of individuals and also to use
these data for medical research, trend analysis and
societal improvement. Hence, the private
information of an individual should not be
revealed from the microdata. Organizations
collect and analyze consumer data to improve their

services. Access Control Mechanisms (ACM) is
used to ensure that only authorized information is
available to the users . However, sensitive
information can still be misused by authorized
users compromiseing the privacy of consumers.
The concept of privacy preservation for sensitive
data can require the enforcement of privacy
policies or the protection against identity
disclosure by satisfying some privacy requirements.
The anonymity techniques can be used with an
access control mechanism [1] to ensure both
security and privacy of the sensitive information.
The privacy is achieved at the cost of accuracy and
imprecision is introduced in the uthorized
information under an access control policy. An
integrated framework of achieving both privacy
and security is proposed though the integration of
Access Control Mechanism with Privacy
Preservation [1] Technique to prevent the
authorized user from misusing the sensitive
information. The enforcement of privacy policies
or the protection against identity disclosure
satisfying some privacy requirements are the
prerequisites for privacy preservation of sensitive
data. Even after removal of identifying attributes,
the sensitive information is susceptible to liking
attacks by the authorized users. So the present
investigation is proposed to study the area of micro
data publishing and privacy definitions such as k-
anonymity [2], l-diversity [3] and variance
diversity procedures can be utilized with an
entrance control component to guarantee both
security and protection of the delicate data. The
security is accomplished at the expense of
exactness and imprecision is presented in the
approved data under an entrance control strategy
[1]. In existing framework [1] the heuristics
proposed in this paper for exactness obliged
protection safeguarding access control are likewise
significant in the connection of workload-mindful
anonymization. The system is a mix of access
control and protection assurance instruments. The
entrance control system permits just approved
inquiry predicates on touchy information. The
protection safeguarding module anonymizes the
information to meet security necessities and
imprecision imperatives on predicates set by the
entrance control system. Yet, it has a few
impediments, for example, User's doesn't have
proficient protection and precise requirements.
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Framework not ready to recover information in
altered way. Framework doesn't give security to
information which propelled me to chip away at
this. An exactness compelled protection protecting
access control component, showed in
Fig.[1](Arrows speak to the course of data stream),
is proposed. The protection insurance instrument
guarantees that the security and precision
objectives are met before the touchy information is
accessible to the entrance control component. The
consents in the entrance control arrangement are in
view of choice predicates on the QI properties. The
arrangement manager characterizes the consents
alongside the imprecision destined for every
consent/question, client to-part assignments, and
part to authorization assignments [7].The
imprecision bound data is not imparted to the
clients in light of the fact that knowing the
imprecision bound can bring about damaging the
protection prerequisite. The protection security
system is obliged to meet the security prerequisite
alongside the imprecision headed for every
authorization. While Accessing data from
database, the idea of imprecision bound is
presented in every entrance from database to take
care of the issue of where insignificant level of
resilience is characterized for every entrance
question. Present workload mindful anonymization
strategies minimize the imprecision total for all
question/consent. The idea of fulfilling the
precision limitation for individual authorizations in
an approach or workload has not been mulled over
some time recently. Exactness compelled
protection protecting access control component
significant in the workload–aware anonymization.
The idea of nonstop information distributed has
been additionally examined. Numerous entrance
control components are there to manage social
database. Part based Access Control that permits
characterizing authorization on item in view of
parts in an association.
II. Related Work:
Access control instruments for databases permit
inquiries just on the approved piece of the database.
Predicate based fine-grained access control has
further been proposed, where client approval is
constrained to predefined predicates.
Implementation of access control and protection
strategies has been considered. Notwithstanding,
considering the communication between the
entrance control systems and the security assurance
components has been missing Related work deals
with the previous work related to this paper. The
existing methods only deals with either access
control mechanism, or privacy protection
mechanism. There was no such a study related to
the hybrid of both access control mechanism for
relational data. Here it deals with the various
methods used for the access control mechanism and
privacy protection mechanism. In the case of

privacy protection, the main method is k anonymity
method; k anonymity has recently been
investigated as an interesting approach to protect
sensitive data undergoing public or semi -public
release from linking attacks. To protect
respondents' identity when releasing microdata,
data holders often remove or encrypt explicit
identify ers, such as names and social security
numbers. De -identifying data, however, provide no
guarantee of anonymity. Released information
often contains other data, such as race, birth date,
sex, and ZIP code that can be linked to publicly
available information n to re-identify respondents
and to infer information that was not intended for
release. One of the emerging concepts in microdata
protection is k anonymity, which has been recently
proposed as a property that captures the protection
of a microdata table with respect to possible re-
identification of the respondents to which the data
refer. In the k-anonymity method there used two
operations, suppression and generalization. The
suppression technique the sensitive information is
replaced by special characters like asterisk „*‟.
The generalization method will replace the
sensitive information with broader range The
disadvantages of the existing systems are:
1)There is no privacy for users

2)There is a chance of the linking attacks even after
the removal of identifying attributes from the
sensitive data.
III.Methodology:
There are lots of methods for providing the privacy
for the sensitive information stored in the database
and there are different access control methods for
accessing the secured information stored in a
database. In my project it deals with the
introduction of both the access control mechanism
and the privacy protection mechanism together for
protecting the sensitive information. Here it uses
the anonymity method and fragmentation method
for the privacy protection and the imprecision
bound for both the access control and the privacy
protection method .The proposed system uses
secure reversible Accuracy -Constrained Privacy -
Preserving Access Control for relational database.
The proposed method provides data publication in
a privacy preserved method. The framework of the
proposed method is a combination of access
control and privacy protection mechanisms. The
access control mechanism allows only authorized
queries predicates on sensitive data. The privacy
preserving module anonymized the data to meet
privacy requirements and imprecision constraints
on predicates set by the access control mechanism.
Access Control Mechanisms (ACM) is used to
ensure that only authorized information is available
to users. However, there is chance of sensitive
information can still be misused by authorized
users for their use. The confidential data can also
be misused. The concept of privacy -preservation



International Journal of Science Engineering and Advance Technology,IJSEAT, Vol 3, Issue 10, OCTOBER - 2015 ISSN 2321-6905

www.ijseat.com Page 681

for sensitive data requires the enforcement of
privacy of the secured sensitive data and privacy
policies or the protection against identity disclosure
by
satisfying some privacy requirements. In the
proposed method, it investigate privacy -
preservation from the anonymity aspect.
The sensitive information, even after the removal
of identifying attributes, is still in danger to linking
attacks by the authorized users. Here it uses the
data fragmentation and the anonymization method
for the purpose of the privacy protection
mechanism. Anonymization algorithms use
suppression and generalization of records to satisfy
privacy requirements with minimal distortion of
micro data. The fragmentation technique and
anonymity technique can be used with an access
control mechanism to ensure both security and
privacy of the sensitive information. The privacy is
achieved at the cost of accuracy and imprecision is
introduced in the authorized information under an
access control policy. Here use the concept of
imprecision bound. The imprecision bound is a
threshold value which determines the amount of
imprecision that can be tolerated for each query.
Existing anonymization techniques minimize the
imprecision aggregate for all queries. Then the
imprecision added to each permission/query in the
anonymized micro data is not known. Making the
privacy requirement more stringent results in
additional imprecision for queries. Here proposed a
heuristic algorithm for the partitioning process. The
partitioning of data occurs according to the query
cut. The proposed method is mainly focus on the
static relational table which can anonymize only
once. To represent this, assume the role - based
access control mechanism. However, the concept of
accuracy constraints for permissions can be
applied to any privacy -preserving security
policy.In the privacy protection mechanism it uses
the concepts of both data fragmentation and
encryption. In this proposed method it uses the k-
anonymity method as the encryption method and
clustering for the fragmentation process .

Conclusion

An accuracy constrained privacy p reserving access
control framework for relational data has been
proposed.  The planned additive approach of access
management and privacy protection mechanisms in
our system provides a lot of
security and information is retrieved during a
custom -made approach which will build users to
access during as lot of versatile approach. Any
access management concentrates on anomaly users
to avoid privacy problems security .The ACM
allows solely licensed user predicates on sensitive
information and PPM anonymizes the information
to satisfy  privacy necessities and inexactness
constraints on predicates set by the access
management mechanism.  The  ramework is a
combination of access control and privacy
protection mechanisms. The access control
mechanism allows only authorized query predicates
on sensitive data. The privacy preserving module
anonymizes the data to meet privacy requirements
and imprecision constraints on predicates set by the
access control mechanism. This interaction is
formulated as the problem of k-anonym
ous Partitioning with Imprecision Bounds (k -PIB).
Hardness results are given
for  the k - PIB problem and  the  heuristics for
partitioning the data are presented
to satisfy the privacy constraints and the
imprecision bounds. In the current work, static
access  control and relational data model has been
assumed. The  roposed
privacy - preserving access is  extended to  control
incremental data and cell  level access control.
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