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Abstract— One use of RFID is used as a user
authentication tool that can provide more access to a
system. Security is much needed on RFID. If
authentication rights are misused for the wrong thing
then it is very dangerous. The scheme used is to send
RFID Tag ID data as a unique authentication code. RFID
Tag ID will be sent from client to server using local
network scale. RFID Tag ID data transmission can be
done using wireless transmission media. When shipping
the "bugs" can steal data with sniffing techniques. To
minimize the risk of data theft can be applied data
encryption method with DES algorithm. There will be a
modified 8-bit RFID Tag ID which will add 8-bit user
passwords. So 16 bit data can be processed with DES
algorithm. With the data encryption at the time of
delivery from client to server then data sent will be
encrypted. So tappers can not misuse existing data.
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1. INTRODUCTION

RFID itself can be more useful and includes many
aspects of efficiency when combined on a computer
network. With this combination then RFID can be
useful in many systems. For example in the medical
field [1] [2] and trade industry [3]. In IoT itself, the
RFID system is utilized by 11% while the security field
is 7% [4].

But not always the efficiency of a system there is no
problem. Security issues are a major problem that will
arise from this RFID system. A security issue arising
from an RFID system is to duplicate RFID Tag IDs
which can be done at a fast time [5]. One of the
prevention and handling of data security in RFID is by
applying cryptographic method in the system.

original data will be hidden. So that if a thief managed
to steal data on the way, of course the data obtained is
not the original data from the data. Without any
security in data transmission, many problems will arise
[6].

In the application of data sender in two-way half-
duplex using wireless media known term socket
programming or that can be called socket
programming. The sockets themselves can facilitate
IPC or Inter Process Communication for applications
running on the network [7]. Serves to create
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connections between client and server, after they are
connected then can exchange messages. However, in
the application of socket programming is not equipped
with data security so that the need for data security
techniques applied [8]. One of the techniques that can
be applied is cryptography [9].

In cryptography itself there are many kinds of
algorithms that can be used in data security. One of
them is DES (Data Encryption Standart) [10]. By
implementing the DES algorithm, RFID tag data will
be safer when the Tag ID is sent to the server [11].

The data security mechanism on RFID tags will be
sent from client to server using wireless transmission
medium with local network scale [12]. In this thesis
research, researching about data security, RFID
security mechanism on sending tag data using DES.
The scheme used in RFID data transmission is using
cryptographic and DES algorithms.

II. STUDY OF LITERATURE
A. RFID (Radio Frequency Identification)

RFID itself is an auto-ID medote using radio wave
media. In processing the RFID system itself consists of
tags and readers. Where RFID tags will be placed
adjacent to the RFID reader. The reader will then
identify the data with the data contained in the Tag.
RFID tag itself can be in the form of cards, stickers or
other forms. Each Tag has unique ID data so that the
ID data is one and the other is different. [14]

The RFID tag itself is often used instead of
barcodes. RFID tags can be used without any direct
B i ble RFID memory
some information.

INETSOSTS  CISTOD SUq 2IuNSt PIDET2 9f COL6 SC K
INL 1LY AaldVU 11ad alu-LULLdIuLL bapauulty that is the ablllty

to read tags in many and fast ones. [16]

In this research mengugunkan 2 types of passive
tags. Tags used are passive read only tags and passive
read write tags.

Passive read only tags can only be read by the reader
and can not be changed data. While passive tag read
and write, the data on the tags can be modified and read
by the reader.

Reader is a tool used to read the codes contained in
the tag. Generally, based on tags and reader systems
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used RFID systems can be grouped as follows: Passive  C. Socket Programming
Reader Active Tag (PRAT), Active Reader Passive Tag Sockets is a facility of Inter Process

(ARPT), and Active Reader Active Tag (ARAT).

The ARPT system consists of an active reader that
sends out a check signal and also receives an
authenticity response signal from a passive tag. The
ARPT system uses passive tag generated by the
checker's signal from the active reader. Jangakauan
ARPT systems are usually relatively close ranging
from 0 - 4 Cm, so usually ARPT systems are used in
access control systems where Tags and Reader are
close together for use.

B. DES Cryptography

DES cryptography itself belongs to the type of
symmetry cryptography system type cipher block. DES
is circulated on 64 bit blocks of data. DES converts 64
bits of plaintext data into 64 bits of ciphertext based on
56 bits of internal key. The internal key itself is built
from an initial external key consisting of 64 bits of data.
The general process of the DES algorithm is the
plaintext block in its position based on the position with
the initial permutation table. The result of the initial
permutation position is then encrypted for 16 times by
using different keys in each of the execution process.
Then the result of the encryption is reshaped its position
based on the inverse table of the initial permutation into
the encrypted data. [11]

Plaintext

Enciphering

16 Times

P!

Chipertext

Fig. 2. Global Skema Algoritma DES[11]

In the encryption process, the blocks are divided
into two sides of the section, the L side is the left side
and the R side is the right side, each side consists of 32
bits. Both sides of this data are processed 16 times
round DES. In each round, side data is used as a
transformation function. During the transformation
process, right-side data and internal keys are used. The
output of the transformation process is then performed
by calculating the XOR logic gate with the left side
block to produce the new right side block. While the
new left side of the block from the side of the previous
block R.

/=

80

Communication (IPC) used in building computer
network applications. To be able to communicate, the
socket requires a unique address to function as
identification. The identification of addresses consists
of IP Address and Port Number. So Socket
Programming is a program or application designed
using socket communication. In socket programming is
generally used to build communication programs and
data transmission between two or more computers.
Example is a client-server application model. Here is
an overview of the socket program with a

client-server application model that uses the TCP
protocol. [7]

Server Client
1. Server Socket
2. Listen 3. Client Socket

| 4 Listen

Fig. 3. Aplication Model Clien/Server in TCP Protocol[8]

III. METHODOLOGY
A. Initialize Network Scale and Hardware Design

This security system is applied on both sides of the
workstation where each one plays a role as a reader or
acts as a server. The process of sending data can be
done after the hardware and software connected. The
author will use RFC Reader RC-522 which is used to
read or get the data value of ID from RFID Tag. This
type of reader can not function as reader in general. To
be able to make the reader work properly it needs
hardware assembly assisted with arduino uno
microcontroller as main processor. Here is a picture of
Reader RFID RC-522 with Arduino Uno. [13]

Fig. 4. Reader RFID RC-522 and Arduino Uno [13]

'



Prosiding Annual Research Seminar 2017
Computer Science and ICT

ISBN : 979-587-705-4

(D)

— 2 7 =
A l— L

snimng

e
y

&

User

Fig. 5. Hardware Structure of RFID Tag ID Security System
B. Socket Program Design

Socket program is a program that is needed in this
research. Where the socket program serves as an
intermediary between the reader and the server. Simply
this program is enabled to give way data that will run
from the beginning of data reader reader until data
accepted by server as final destination data. Client
program serves as the program that will be addressed
first by RFID Tag ID data. This program will send data
reader reader to server. The Server program functions
as the receiver of the RFID Tag ID data sent by the
client.
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Fig. 6. software design diagram

C. System Design and Application of DES In
Application Design

In the design of systems consisting of the design of
hardware and software tools on the security system of
delivery RFID tags are simulated on two different
computers on a network. The system should be able to
read the RFID Tag ID then send the encrypted data and
be able to receive decrypted data.

Here is a design program Flowchart RFID Tag ID
security application.
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Fig. 7. Flowchart Design of RFID Tag ID Security application
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Fig. 8. Flowchart Application of DES Algorithm In Application
Design

IV.RESULT AND ANALYSIS

The RFID Tag ID sending security system includes
the process of reading and getting the RFID Tag ID by
the reader and sending the data from the client
computer to the server computer. In the final task of
Visual Basic programming language used to build the
system. The IDID tag ID data retrieval process is done
using RFC Type RC255 Reader with 13.56 Mhz
frequency. As previously mentioned each RFID tag has
unique code or different IDs in each Tag. In this process
the data will be read by the reader so that the data can
be processed for the next stage.
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This RFID Tag ID data transmission process is not
equipped with DES cryptography security. By using
another computer connected to the network, the author
tries to do Sniffing using wireshark software. Results
Sniffing data packets performed can be seen in Figure

Fig. 10. Sniffing Results Without Using DES Cryptography
Security
Based on the test results of sending RFID Tag ID
data in Figure 4.3 it can be seen in the blue box that the
Tag ID sent can be seen clearly on the side of the
computer that does the Sniffing so that it can be
misused by others who have no right to know.

The encrypted RFID tag ID sending test aims to
determine whether the built system has been running in
alignment with the original destination. To find out if
the Tag ID sent has been encrypted. The author uses the
sniffing scheme. Where the sniffer computer will tap
the data sent from the client to the server. Capture
sniffing results will be analyzed so that it can be used
as a reference data to be processed. Here is a picture of
capture data transmission of RFID Tag ID.

—

82

) o e (o) s, skia

A5z
— D T

Wt P

Fig. 11. Sniffing Results Using DES Cryptography Security

Based on Figure 11 which is the result of capture
data transmission RFID Tag ID obtained data different
from the original data RFID Tag ID. So the RFID Tag
ID sent has been changed to a different RFID Tag ID.
This proves that the RFID Tag ID that was sent has
been encrypted.

Below is the data generated in the encrypted IDID
tag ID sending test.

Table 1. RFID Tag ID Encrypted Experiment

. Purcobuma | Percobunn | Percobuun | Purcobuan | Percubsnu
Bl | BT Kel Ke2 Keld Ked Kes | Dutw
IAG | Sandi Vatid

Output 10 | Output 1D | Oulput 1D | Output 10 | Ouiput 11

20E3 1233 12345678 1D333A8H1 DE32ARB1L 1D335A8K1 D343A8H1 YA
NIRN 36T G0171256 RSSRSA(CT? EIARIOCD RSIRSA(? RESRSACT 2
C570 | 123 1T3AS0B7 IT3AS0BT  IE3ASOBT YA
F2n | ases BUIAM BU9AN  BUSASS | 0
AR [ 5SH ITMSTSEFIDSCH | SOFIDSCR | SORIDSCR SERIDSCY SaRInses |
IS | 4591 ORRCDFFL  SLARRIIE | SAFSISE | DARKIIE SARKIIE TARKIIF

Based on Table 1 it can be proved that the RFID
Tag ID generated by the program has been run in
accordance with the DES Cryptography algorithm.
Thus the built system has been able to process the RFID
Tag ID into an encrypted RFID Tag ID.

To find out how safe the DES algorithm can secure
the tag ID, the authors perform security testing DES
algorithm using the tool in the form of software
cpryptool version 1.4. Here the test is done by trying to
decrypt the output of the IDID tag ID that has been
encrypted without knowing the key of the encryption.
Due to the system being built the key is not distributed
through wirelees communication, but rather the key is
built directly from the software side. The technique
used in testing the security of encrypted RFID tag ID is
by brute force technique.

56-bit brute-force search 0% completed.
Remaining time: 4. 3e+004 years

Cancel

. Brute-Force Experiment On DES Algorithm

Fig. 12
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Based on the test results that have been done, can
send RFID Tag ID can be seen that the system built
without the encryption is still very weak from the
security side. Even in terms of wireless networks have
used WPA2 PSK security password but this can still be
entered with bruteforce technique. In testing
experiment of RFID Tag ID security hole. The RFID
Tag ID can be cloned if the RFID Tag ID value is
known. Without encryption on RFID ID tags based on
experimental Table 2 there are weaknesses.

Table 2. Clone ID Tag ID Testing

Status

D IDTAG Kata Sandi | Kundi OutputID Data Identik
Clone  20E4BF80 X X 20E4BF80 YA
Clone  C570FD21 X X C570FD21 YA
Clone  434F4D50 X X 434F4D350 YA

Where ID Tags without encryption can be cloned
with RFID Tag ID results that are identical to the
original RFID Tag ID. This system is very dangerous
if the weakness can be exploited by irresponsible party.
Different if the system built there is a cryptographic
security system then there will be modification of RFID
Tag ID based on Table 3.

Table 3. Encrypted RFID Cloned ID ID Experiment

Status IDTAG Kau_ Kundi Output 1D 1D Identik

D Sandi (ID Asli = ID Clone)
12345678

Clone  D33348B1 | 855856C2 90123456 | 88CICFACF24C5E32 TIDAK
12345678

Clone  1E3A50B7 | BO329AS6 90123456 | FOS10EOSFB7B4833 TIDAK
13345779

Clone S56F1DSC8 | 52AF813F 9BBCDFF1 | FD98F73601377F55 TIDAK

Assuming the value of the encryption result as Tag
ID and keywords then the result of the cloned RFID
Tag ID is not identical to the original RFID Tag ID.

In terms of encryption key is difficult to know
because the key distribution is not dilakuakan in data
transmission. The encryption key itself is formed from
the software side so the key will not be obtained in the
data transmission. For the DES algorithm encryption
key there are 64 key bits. To obtain the key itself takes
about 4 years with bruteforce technique based on the
experiment Figure 12.

In terms of sending the encrypted RFID Tag ID (16
bit) it can still be said realtime because the delivery
interval is between 0.06 - 0.26 seconds with the average
time required in the delivery of only 0.164 seconds,
based on experiment Table 4.

Table 4. Send Time ID RFID Tag Encrypted

w Kata o Waklu (5) Pengiriman D T Raty.uin
TAG | Sundi Kunti  "pcrcobaan | Percobaan | Uevcobaan | Percobaan | Percobaan | Waku
Ket Ke2 Kel Ked KeS (x)

W4 TLAShIN

BESO [ 12313678 00123156 0207343 0.233119 0078629 0.067261 0222352 | 0.L603422

C§%0 12315678

K2 | 1ZM56TK 9mI24dsh 000ATTY | 006975 | hiser  019sges  DIsudsd | Gasessss

1A1F 13315779

4m30 | 55544550 ONNCDITI 000888 | a0mims | niTIAs 0261233 odens0 | o742
Rislrata Woth s Pergiviruan T0 Tisg Tererikripss 01841748

Not much different than the RFID ID without the
encryption (8 bits) average delivery time of 0.159
seconds, based on the results of the experiment Table
5.
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Table 5. Waktu Pengiriman ID Tag Tanpa

Pengamanan
Staluy Kata MWakln (4) Mceswimay LD Lag Rata-rata
= w ™mTad suudl Kunel | rercobiaay | Lovobuss | Voreobsse | Norcubaan | ercobaay | Wl
" kel k2 bed lie | e m
A": R | X X oouseM  oumos | DIMMI 0281 V0NEIL JI0BUNE
i
‘nﬁ omaz | oA X v LS | nuier  vaedzs o wlansst Jdvan
\"‘ﬁ wEmD | X N0 RIRMITR | 221205 0 G619 AMGIAIE  IRARIE
[ T ket Wi e Pavgl sians 179 Toa Tar e Pasnainniien [ viswilsl

The second time difference is only 0.006 seconds.
Here's the comparison of time comparison of RFID Tag
ID without encryption and encrypted RFID Tag ID.

Perbandingan Waktu Pengiriman ID Tag RFID

a

o
M

= SOFAAFAN {Tarrnkripsi]

=)

B CS70FD21 {Terankripsil

‘Waktu [s)

e Bk
= -

B ZDEIBFE0 {Tanpa Enkrips)

W C570FD21{ Tanpa Enknpsi)

=
7]

i

Percozazn Percchbaar Percobaan Percobaan Perccbaar
K=4

B £3474D50 {Tanpa Enkripsi;
Kel Kc 2 Ke 3

Based on the testing of the validity of RFID ID ID
ID data without encryption in the comparison between
the RFID Tag ID sector block with the output value
generated then the RFID Tag ID data is declared valid.
In testing data IDID IDID encrypted ID dilakuakan 2
trials data validation techniques that is mathematical
and software assistance. The output value of the
encryption result is compared with the encrypted value
of both mathematical and software techniques. Based
on test results in encrypted RFID tag IDs are valid
values with actual DES algorithm results.

¥o s

V. CONCLUSION

From the results of the analysis done on this final
project, the writer can draw the conclusion that the Data
Encryption Standard Algorithm (DES) can be used to
secure the RFID tag ID that is worth 8 bits by adding
user password as much as 8 bits. So 16 bit data can be
encrypted with DES algorithm. A comparison of the
required delivery times in 2 different systems does not
present a significant difference in the delivery of RFID
ID Tags without encryption with encrypted RFID Tag
ID, both systems are Realtime.

In the absence of encryption process when sending
RFID Tag ID will give problem to security side. Where
if the RFID Tag ID data is known by the tapper then
the RFID Tag ID can be cloned or faked. With DES
encryption on RFID Tag ID it takes about 4 years to
know the original RFID Tag ID.
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