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Abstract

Along with the many environmental changes, it enables a disaster
either natural or man-made objects. One of the efforts made to
prevent disasters from happening is to make a system that is able to
provide information about the status of the environment that is
around. Many developments in the sensor system makes it possible
to load a system that will supply real-time on the status of
environmental conditions with a good security system. This study
created a supply system status data of environmental conditions,
especially on bridges by using Ubiquitous Sensor Network. Sensor
used to detect vibrations are using an accelerometer. Supply of data
between sensors and servers using ZigBee communication protocol
wherein the data communication will be done using the Elliptic Curve
Integrated security mechanisms Encryption Scheme and on the use of
Elliptic Curve key aggrement Menezes-Qu-Vanstone. Test results
show the limitation of distance for communication is as far as 55
meters, with the computation time for encryption and decryption
with 97 and 42 seconds extra time for key exchange is done at the
beginning of communication .
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1. INTRODUCTION

The Changing of environmental conditions allows a disaster either
natural or man-made objects and a bridge without no exception. It takes a
monitoring system on a bridge that will supply the bridge condition status
data in realtime. To supply the bridge condition data it will need a device that
will detect pre-defined parameters. These devices will form a network called
the Ubiquitous Sensor Network (USN) to connect between the devices to
each other. The term "Ubiquitous" Ubique is derived from the Latin word
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meaning "everywhere". USN is a realization in gathering information in real-
time, wherever and whenever [1].

USN has a serious security problem because the process is done in a
wireless communication device commonly used and should be easily
accessible. Cryptographic algorithms are implemented as a security
mechanism in Elliptic Curve Cryptography is the USN (ECC). ECC is an
efficient security mechanism used on systems with low power|2]. System
with guaranteed security and low power is a very reliable system for the
communication process is done wirelessly.

In this study, it will be made a prototype system that is used to monitor
the state of a bridge, where the system is equipped with a safety mechanism
made using ECC. The sensors were placed on the bridge will send the bridge
status conditions in real time to a server, so the condition of the bridge can
be monitored at any time.

2. RELATED WORKS

In the study titled Bridge Condition Monitoring System using Wireless
Network (CDMA and Zigbee)[3] it has been created a monitoring system
from the condition of the bridge with the use of multiple sensors in its
undertaking to the bridge. For communication between the sensor towards
the data center used ZigBee andCDMA. Meanwhile, the study Efficient
Implementation of Elliptic Curve Cryptography Using Low-power Digital
Signal Processor|[4] described the efficient use of Elliptic Curve Cryptography
on devices that have low power.

In this study was created a prototype for bridge monitoring system by
using a device that has the capability of computing and low energy supply
and is equipped with a safety mechanism Elliptic Curve Cryptography .

3. ORIGINALITY

One of the operating system used to build a secure WSN using ECC is
TinyOS [5]. Several previous studies have discussed about the low cost
implementation on ECCin WSN [2], as well as the manufacture of secure ECC
in WSN [1]. In this study, the scheme will be implemented on IEEE802.15.4
WSN security device, namely the Intel Mote2 platform [5] to build the
security mechanism Elliptic Curve Integrated Encryption Scheme and on the
use of Elliptic Curve key aggrement Menezes-Qu-Vanstone. This security
mechanism is used for a supply system status data of environmental
conditions, especially on bridges .

4 . DESIGN SYSTEM
4.1 ECC (Elliptic Curve Cryptography)

Elliptic Curve Cryptography (ECC) has emerged as a public-key
cryptosistem suitable for mobile or wireless application, including the
application of the USN. ECC offers equivalent security level with smaller key
sizes, so that the required computing faster with lower power consumption.
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In the other words, the ECC offers savings of memory usage and bandwidth
or lower the load when transmitting data. Features such as these are very
important when used for applications that run in mobile devices generally
have a CPU with speed, power and network connectivity to a low [2] [6].

4.2 Elliptic Curve Menezes - Qu - Vanstone

ECMQV a key exchange protocol that is based on the Diffie-Hellman
protocol already has on the IEEE P1363 standard [7] [8]. There are some
types for key exchange namely one-way, two-way and three -way.

A(mAJwA) R_‘)4 B(wB'mB)
Sy = (ya + Rywy)mod n; Sg = (yg + Rgwg)mod n; (1)
K = hS,(Wg + WyWy); K = hSy(W, + W, W,)

One-way key exchange will only send one message only. Its use will be
very useful in an application where there is only one party that - online
while others do not. Exchange is done with the assumption that party A has
B's public key is used to obtain the secret key. It is assumed that because the
B is considered offline [9].

Al@awg) A B(@awp). A(@awp) i B(@awg)
Sa = (Ya + Ryw)mod n; Sg = (yg + Rgwg)mod n; (2)
K = hS4(Rg + RgWs); K = hSg(Ry + RyW,)

Key two-way exchange of each party will raise y,and ygwhich is used
to calculate the RA and RB. Calculations for RA and RB are R, = y4,PandRy =
ygP. Validation will be performed on RA and RB, if the validation fails then
the protocol will immediately fail its implementation. The calculation is
continued if the validation correctly, counting sa and ss.The calculation will
be continued until the K values are known with steps taken above. K value
determined the protocol is successful or not, if the value of K = 0 then the
protocol is also considered failed and there would be no key exchange is
done between the two sides.

Alwawg) R_‘,q B(wAJmB)’-

MAC}(2,B.A,RRp)
#
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Sa = (ya+ Ryqwp)modn; Sg = (yg + Rgwp)mod n (3)
K = hS4(Rg + RgW3); K = hSg(Ry + R4W,)

k = Hy(z); k = Hy(2);

k = Hy(z); k = Hy(2);
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An additional key that is used to confirm produce a three-way key
exchange. The same principle as a two-way exchange with an additional key
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that is used to confirm use. Confirmation of this is done with the use of the
MAC function. This function makes it possible to determine whether a
message sent from the correct parties are invited to communicate or not.

4.3 System Design

Figure 1 shows the block diagram of the sensor system or parts of the
transmitter which sends the data to the receiver using the Xbee. In general,
the system will retrieve the data by using existing sensors. The data obtained
by the sensor will be processed in the microcontroller. Treatment in question
is data encryption using ECC that requires public and private key. This is a
key part to communicate to the receiver so that it takes a key exchange
process. Key exchange is done by ECMQV key exchange protocol. After the
process is for the key exchange is complete, the data can be delivered
because the recipient has received a key part of which is used for decryption
so that the data can be read.

: 1
: S l
ensor
i ™ Mikrokontroller [™ XBee B
' Acceloremeter :
1
1
oo Transmitter i
-
i Receiver :
! PC 4| Mikrokontroller |g XBee —!
1
1 1
' Recewver i

Figure 1. A block diagram of the system consists of a transmitter and receiver

4.3.1 The Transmitter

The sender consists of three devices, namely:
1) Accelerometer Sensor MMA7361

In this study, the accelerometer sensor MMA7361. This sensor is coined
3 axisX, Y, Z and used to detect vibrations that occur on the bridge.

Figure2. Over the crosssection accelerometer sensor MMA7361
MMA7361 is 3-Axis accelerometer sensor second generation . Users can

get the value of the acceleration of the axis X, Y, and Z. These sensors can be
used to detect collision, vibration, cartwheels, and movement .
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2) Microcontroller ATmegal28L

AVR is a series of 8-bit CMOS microcontroller Atmel artificial , based on
RISC architecture(Reduced Instruction Set Computer). Nearly all instructions
executed in one clock cycle. AVR has 32 general-purpose registers,
timer/counters flexible with compare modes, interuptinternal and external,
serial UART, programmable Watchdog Timer and power saving mode. In-
System Programmable have on-chip Flash allows the program memory to be
reprogrammed in the system using a serial connection. ATMega 128L
microcontroller in the system acts as a regulator in this section. His role is to
set the input obtained from sensors and processed to set the format before
passing it to the XBee to be delivered at the receiver.

AIMEL

AT90CANT 28

=16Al
0449 AQ4245

Figure 3.AVR Microcontroller ATmegal28L

3) XBee

The role of the XBee here is as a medium of data to the sender to the
receiver. The data have been obtained from the microcontroller will be sent
to the recipient who also uses the same device to receive data.

Figure 4.XBee module

XBee is a module that allows the AVR ATMega to communicate
wirelessly using Zigbee protocol. ZigBee operates in the IEEE 802.15.4
physical radio and operates on unlicensed bands including 2.4 GHz, 900 MHz
and 868 MHz. Base MaxStream XBee module comes from. This module
enables wireless communication in a range up to 30 meters (indoors) or 100
meters (outdoor) [5].

Overall the sender will make the process as shown in Figure
5.Theprocess starts from a sensor that will read the measured parameters in
this case is a vibration. After getting the sensor data, then the data is
converted into digital data that is ready to provide protection to the
encrypted data to be sent.
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Figure 5. Process flow chart on the sender
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Figure 6. Process flow chart on the sender
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Figure 7.Display of interface on the receiver

4.3.2 The Receiver

At the receiver, there are two devices that compose the XBee is a
function to receive data from the transmitter and a PC used to view the
results of the incoming data. Overall on the receiver will make the process as
shown in Figure 6.

A user interface that is used to see the results of the data that has been
received. This interface is made using Visual Basic. Net 2010. The interface is
in Figure 7. This display will show the received data and the level of data that
contains data about the vibration / shock received by the sensor.

5. EXPERIMENTAND ANALYSIS

A user interface that is used to see the results of the data that has been
received. This interface is made using Visual Basic. Net 2010.The interface is
in Figure 7. This display will show the received data and the level of data that
contains data about the vibration/shock received by the sensor.

Communication between the XBee to send and receive data will be
limited to the distance. For it has been tested to determine the maximum
distance that can be resolved within the XBee communication. Table 1. shows
the results of testing the successful delivery of the XBee. Maximum distance
while in the outdoor measurements, the distance is 55 meters. If more than
the distance of the receiver will not accept the data even though the
transmitter continues to transmit the data.

The process of encryption and decription are done quite time
consuming because it is done on devices that have limited capabilities. The
computing time will affect the data taken for the data that has been measured
to wait their turn to be encrypted before it is sent to the recipient. Table 2
shows the time difference between encryption and decryption process,
wherein the difference is due to the encryption process is more complicated
than for the decryption process is done so that there is a lapse of time for
both. The length of data to be processed also make a difference in time for
each process is carried out. Besides the addition of computational time is also
caused by the key exchange process. When a key is used for encryption and
decription have been obtained on both sides, then the process is not done
anymore.
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Tabel 1.The results of testing the successful delivery of the Xhee

No Distance (m) Packet Loss
1 0 0%
2 1 0%
3 2 0%
4 5 0%
5 10 0%
6 20 0%
7 30 0%
8 40 0%
9 50 0%
10 60 100%
11 70 100%
12 80 100%
Table 2. Computing time encryption and decryption
No | Sentdata(ADC) [ Received data (ADC) Time
X Y Z X Y Z Enk (s) Dek (s)
1. 2 0 4 2 0 4 91 42
2. 0 -2 2 0 -2 2 91 42
3. 3 2 5 3 2 5 91 42
4. 3 3 5 3 3 5 91 42
5. 4 2 6 4 2 6 94 42
6. -4 22 -26 -4 22 -26 102 43
7z -4 25 | -30 -4 25 -30 103 43
8. 0 29 | -27 0 29 -27 102 43
9. | 13 | 106 9 13 106 9 104 44
10. ] 20 [ 114 | 116 20 114 116 104 43
Average time 97 42

There is a possibility, the data is sent encrypted missing, resulting in
the data can not arrive at the receiver and consequently the data will not be
obtained when the data is very important.

Table 3 shows the results of testing the successful delivery of the data,
which of the test failure occurs ten times as much as 10%. The failureresulted
in the receiver section can not decrypt the data so that no data is entered.

Results received on the result of the ADC number but the user interface
has been revamped into a vibration unit. The data is also divided into three
sections which is the axis of the accelerometer. The data have been divided
and converted into units of vibration has also been classified into several
categories according to the scale of existing vibrations. Scale used to
determine the level of vibration obtained from a predetermined standard.

Table 3. The results of the successful delivery of the data
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No Sent data (ADC) Received data (ADC)
X Y Z X Y Z
1. 2 0 4 2 0 4
2 0 -2 2 0 -2 2
3. 3 2 5 3 2 5
4. 3 3 5 3 3 5
5: 4 2 6 4 2 6
6. -4 22 -26 -4 22 -26
7. -4 25 -30 -4 25 -30
8. 0 29 -27 0 29 -27
9. 13 106 9 13 106 9
10 16 109 14 - - -

Data“AbC &
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Figure 8. Display data on the sender
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Figure 10. Display data on user interface
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6 . CONCLUSION

The test results prove that the data can not be sent to the destination,
because it is influenced by technical factors or the distance of the data
reception. In this study, the maximum distance that can still transmit data is
as far as 55 meters, while the data transmission done can happen without no
data reception by 10% in ten attempts. The average computation time of
encryption and decryption is for 97 seconds and 42 seconds but this time
increased in the early initiation of communications to perform the key
exchange protocol.
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