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Motivation
Healthcare networks are vulnerable.  A critical healthcare messaging 
protocol is insecure, vulnerable, and susceptible to cyber attacks.

Problem
Current Healthcare Organizations are exposing Protected Health
Information (PHI) to insider attacks in healthcare transactions using
Health Level Seven (HL7) interfacing. These transactions occur
between internal healthcare systems such as Electronic Medical
Record (EMR) systems, Picture Archiving and Communications System
(PACS), Voice Recognition (VR), and external business partners such
as referring physicians and affiliated healthcare providers and
partners. HL7 message types send data in clear text across the
network posing a cyber security risk where anyone listening has the
ability to acquire sensitive PHI including name, address, phone
number, email address, social security number, medical record
number, date of birth, race, gender, patient history, credit card
information, and medical records, among other things.

All Healthcare Transactions interact with an HL7 Interface Engine that
acts as a gateway for sending and receiving messages to all systems
within the medical workflow. The primary HL7 message types used
are:

ADT (Admissions, Discharges, and Transfers)
ORM (Order)
ORU (Order Results)

ADT-A04 Patient Registration Message

Healthcare Transaction Systems
Healthcare Transactions occur to and from HL7 Interface Engine

Initiating Medical Workflow Transaction from RIS to PACS

Insider Attack on HL7 ADT and ORM Message Types

Solution
Utilizing the Suricata IDPS provisioned as a VNF (Virtual Network
Function) based on the ETSI NFV MANO Architecture, insider attacks
targeting HL7 ADT, ORM, and ORU message types are detected,
classified, and mitigated before sensitive PHI is stolen. This uses the
concept of a network service as a subset of the end-to-end service
formed by VNF and virtual links instantiated for the medical workflow
using the HL7 message type, source IP Address, destination IP
Address, and TCP port number.

Suricata Mitigating Insider Attacks on HL7 ADT and ORM Message Types

By introducing abstraction in terms of virtual functions, virtual links,
and connection points, a network service graph is formed for cyber
threat protection.

Virtualized Medical Workflow utilizing ETSI Architecture

Future Work
Design an IDPS analysis framework to improve upon the overall
effectiveness and efficiency of bad actor threat detection,
classification and mitigation to uphold patient confidentiality,
integrity, and availability of Protected Health Information (PHI).
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