Eyes in the Sky: Constitutional and Regulatory Approaches to Domestic Drone Deploymemnt
Hillary B. Farber
Introduction
The defense and aerospace industries are propelling drones into our lives faster than the

courts and lawmakers can prepare for their ubiquitous and powerful presence. By 2020, it is

estimated that 30,000 drones witl be occupying national airsp In 2012, Congress passed the

pat:.e.2 On June 19,

nes for

2 Federal Avie inistrati izatiofghd Reform Act of 2012 (FMRA), Pub L 112-95 gec 331-336.
nm!gﬂe these regulations no later than September 2015. HR REP. No.

6-19/world/40070544 1_drones-mueller-privacy-guidelines (June 19,
Fom/story/news/p 11hcs/2013!06/19]fb1-mueller—1rs-mvestt gation-

hitp:/farticles washinstonods
2013). See also hitp:/ferww.ns
dropes/2437993/. See also, 2

drone-use/. Director Mueller testified that the FBI’s use has been seldom. According to Director Mucller the last
time the FBI used a drone for surveiliznce pirposes was in February 2013 during the Alabama hostage situation.

4 Tay Stanley, a zenior policy anatyst with the Speech, Privacy, and Technology Project at the American Civil
Libertiea Union “worries that drones, because of their low prices, will prove irresistibie to police depariments
secking cheap ways to conduct aerial surveillance, . . . Despite that precedent, Stanley said that police departments
have long faced practical limits on their ability to conduct aerial surveillance because of the enormous costs of
buying helicopters or planes and then hiring crews. Drones are cheap by comparisen and require no special
personnel. ‘In a policy vacuum, pelice departments won't have much trouble affording to use these drones pretty
widely,” be said.* See Yochi J. Dreazen, From Pakistan, With Love: the teclmology used fo monitor the skies over
Waziristan is coming to your hometown. NATIONAL JOURNAL, hitp-/wowrw . nationaljoumal com/magazine/drones-
may-be-coming-to-your-hometown-20110313 (March 13, 2011). ’
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Mesa, Colorado and Queen’s Anne County, Maryland have purchased drones and are testing the
pew technology with the hope of incorporating them soon into their fleet.® Records released by
the Federal Aviation Administration reveal that police departments in Kansas, Washington,
Texas, Arkansas, Idaho, Alabama, Colorado, North Dakots, Ohic, and Utah have applied for
permission to fly drones in U.S. airspace.® Federal agencies are also increasingly using drones

for policing. As of May 2013, four Departinent of Justice u"

isions had acquired drones:

the FBI; Bureau of Alcohol, Tobacco, and Firearms (A nforcement Agency (DEA);

and, the U.S. Marshals Service. ’

¥ P tickled to death”

Sheriff's Office in Conro
ShadowHawk, an unmanned Defense indnstnes. "It's so simple in its design and
the objectives, ; 'to have it,” said McDaniel. See Stephen Dean, First

Unmanned

foh, Houston Examiner, Oct. 29, 2011,
Ad-taxas-set-to-launch-north-of-houston.
anned-gebnes-now-patrolline-south-florids-skies/ (detailing
st-unmanned-police-drone-texas-sei-to~-launch-north-of-houston
n/news/2012-05-31/drones-take-to-american-skies-on-police~
the relatively inexpensive opesating costs of drones as
The Backiash Against Drones, National Jowmal (Feb, 21, 2013).
Licenses Has the FAA Really Issued, ELECTRONIC FRONTIER
eff.org/deenlinks/2013/02/:
08/drone-list-domestic-police-law-anforcement-
mplete list see hitps://www.efL org/sites/defanlt/files/filenode/fan_coa list-

FOUNDATION, (Feb. 21;
http: huffingtonpo
surveillance n 2647530 html
2012.pdf.
! Local police departments awarded grants inchde those in Gadsen, Alabama, Miami-Dade County, North Little
Rock, Arkansas, and San Mateo County, California. See U.S, DOJ Office of the Inspector General Audit Division,
Interim Report on the Department of Justice Use and Support of Unmanned Aircraft Systems (September 2013),
available at btp/ferww justice.gov/oig/reports/2013/a1337.pdf.
® Jemnifer Lynch, Customs & Border Protection Logged Eight-Fold Increase in Drone Surveiilance for Other
Agencies, ELECTRONIC FRONTIER FOUNDATION, (July 3, 2013), https:#www,eff org/deeplinks/2013/07/customs-
tly-increases-drone-suveillance-other. The government provided the flight data
following a FOIA request made by the Electronic Frontier Foundation (EFF). Much of the increase in mumbers of
surveillance flights can be attributed to an increase in border patrol and drug irafficking monitormg. A 2013 DHS
Budget-in-Brief report Hist includes in its 2011 “Accomplishments” section that the use of UASs on the United

2

. et i s <

e s i i

e il S ek .




and local law enforcement agencies.” These surveillance missions have ranged from specific

drug related investigations and missing person searches to aerial reconnaissance and

surveillance.®

Meanwhile, Fourth Amendment privacy jurisprudence has yet to grapple with drones and

5\

their unprecedented surveillance capabilities. Courts are slow to respond when it comes to

evaluating the constitutional implications of new technologys Stdpreme Court case law on

dmne&thgomiedall& r=0 (July 3, i‘Q; : 1 P tal agencies that have received CBP's
assistance with drone surveillance include thc ’ij yiorats i

US Coast Guard, FEMA, DHS Office m- alyais t Bervice, DHS Office for
Inﬁnsu'uchml’rotecnon.D i Sensing Co ati X D, NOAA, FAA, US Forest
Service, US Burean of ; A% Atfry _Ainr .D. Bureaus of Criminal
Investigation, North IX alicha et the Safety, and the TX Rangers

/2] 3/07/cuslonu-bordu-protccﬁon—ﬂgmﬁcanﬂy-
% Copcept of Operations for CBP's Predator B

spector Gen., Dep’t Homeland Security, OIG—

& Nation s Border Security (May 2012) available at

2-85 May12.pdf [hereinafter DHS OIG Report].

gged Eight-Fold Increase in Drone Surveillance for Other

3, 2013), hips:/twww.eff org/deeplinks/201 3/07/customs-
surveillance-other, As of May 2012, CBP had flown missions on

ncies, but had failed to implement any formal procedtre for outside

est drone surveillance assistance. The proposed procedure is that DHS

border-protection-si
behalf of other feders
agencies like state and

will be the agency in ch fhe drones out, but that state and local agencies can send requests to the to
DHS asking for specific missy ey need/wantiwould like flown. The data on all missions will be sent
almost simultanzously from the *s camera to DHS who can then very quickly distribute the info out to state

and local agencies. Dept. of Homeland Sec., Concept of Operations for CBP’s Predator B Unmauned Aireraft
System, Fiscal Year 2010 Report to Congress., p.20 {Juns 25, 2010). available at

https:/Awew.eff orp/file/37304#page/ fmode/Lup.

M See Orin 8. Kerr, The Fourth Amendment and New jes: Constitutt and the Caze for

102 Mich. L. Rev. 801, 868-69 (2004) ("Consider the hurdles that must be overcome before the courts resolve how
the Fourth Amendment applies fo a pew technology. Because the Fourth Amendment applies only fo actual
searches, not to technologies that merely have the potential to conduct searches, courts generally cannot pass on how
the Fowrth Amendment applies to & technology wntil long after a technology has been introduced. For 2 trial court to
address the Fourth Amendment implications of a technology, the technology mmst be used by the government in the
course of investigating a criminal offense; the use of the technology must yvield evidence of a erime; it must lead to
an arrest; and then it must lead to a constitutional challenge requiring judicial resolution. ")
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not equivalent to the characteristics and capabilities of drones. At least in the short term,
Jegislstive regulation will likely provide more substantive protection for individual privacy
interests in the face of the ever-increasing presence of unmanned aerial surveillance. * Congress
has held a series of hearings to investigate the future of drones and the privacy and safety issues

they present.”® There is bipartisan concern over how and by whom drones will be used.® Yet,

progress has been slow. On the other hand, states are movi sidly to regulate or ban the

; Transpatericy Act, H.R. Res. 1262, 113 Cong. (2013); Preserving Freedom

7, 112 Cong (2012),
1 36 infra part X
'8 Jay Stanley and Cathe $U report: Protecting Privacy From Aerial Surveillance: Recommendations
for Government Use of D Pecember 2011,

Y Florids, Idaho, Nllinois, Mo
12 Michael McAuliff, FBI's Robert Mueller: Drones Are Inn Use In America, {Aug. 2, 2013, 12:39 PM),

https/fwww huffingtonpoest.com/201 3/06/19/robert-mueller-drones n 3466400.html {Reporting that, in a U.S.
Senate on the Judiciary Comumittee Hearing, Sen. Dianne Feinstein (D-Calif)) stated that * the greatest threat to the
privacy of Americans is the drone, and the use of the drone and the very few regulations that are on it today, and the
booming industry of cotmmercial drones™.); hitp://epic.org/2013/02/epic-foia——us-drones-intercep.html, (Reporting
that “[nJew records obtained by EPIC under the Freedom of Information Act indicate that the Bureau of Customs
and Border Protection is operating drones in the United States capable of intercepting electronic communications.
The records also suggest that the ten Predator B drones operated by the agency have the capacity to recognize and
1dr.nhfy aperwn on the yound.”) see also, statement of Bob Goodlatte, Judiciary Comm. Chairman available af
5e.£C 3.htin] (“While there are many useful applications for UAS, there are
also many reasons to be concemed about the pnva.cy implications of UAS. Unchecked law enforcement use of UAS

4




essence of drone swrveillance enables users to track the movements of large numbers of people
girnuitanecusly. Drones can provide police with the details of a person’s daily routine, easily
allowing them to create a profile of the person’s associations, religious affiliation, health

conditions, professional and recreational activities, and family and economic status.'® When all

this information concerning hundreds, if not thousands, of psople can be gathered from a

Vg $iptrusions by commercial users
x 'h\ha paparazzi can benefit

Ty 7 e
could lead to violations of U.S. citizens’ Constittions] rights. Overly aggressive bureaucrats behind the controls of
VAS could lead to an expansion of the federal government’s footprint, harassment and serious violations of
privacy.”) Eyes in the Sky: Domestlc Use of Unmarmned Aerial Systems, Subcommiitee an Crime, Terrorism,
Homeland Security and Inmﬁgaﬂom Hearing, 113 Cong. (2013); Jay Stanley and Catherine Crump, ACLU report:
Protecting Privacy From Aetial Surveillance: Recommendations for Government Use of Drone Aircraft, December
2011,

could reveal to its

Greemvood, 486 U.S% % bag tike any of the above-mentioned containers [paper bﬂ@‘ locked
trunks, hunch buckets, e sitory for one’s personal effects’ and even more than many of them, is
‘therefore . . . inevitably expeotation of privacy.” . . . ‘{A]lmost every human activity ultimately

manifests nsclfmwaste single bag of trash testifies eloquently to the eating, reading, and
recreational habits of the person produced it. A search of trash, Jike a search of a bedroom, can relate intimate
details about sexual practices, health, and personal hygiens. Like rifling through desk drawers or intercepting phone
calis, rammaging through trash can divulge the target’s financial and professional status, political affiliations and
inclinations, private thoughts, personal relationships, and romantic interests. It cannot be doubted that a sealed trash.
bag harbors telling evidence of the “intimate sctivity associated with ‘the sanctity of 2 man's home and the privacies
of life,” which the Fourth Amendment is designed to protect. Brennan, J., dissenting){internal citations omitted).

* See Ellen Nakashima, NSd gathered thousandf of dmericans’ emails befora court ordered it fo revisa ifs tactics,
Washmgtun Post (Augu.st 21, 2013) . washi st.c rid/national ity/nsa-

& 76dbscicd storvhoml
# 8ee John Villasenor, Observations from Above: Unmanned Aireraft Systems and Privacy, 36 Harv. JL. & Pub.

Pol'y 457 (2013).




immensely from being able to spy on their targets without concern for the hazards of physical
trespass. Though unmanmed aerial surveillance can intrude upon the private lives of citizens in
numerous ways, the biggest threat it poses is the nearly limitless expansion of police power.
Information that once required expenditure of significant resources will become readily

attainable with the assistance of drones.? This article is éoncerned with law enforcement’s use

of unmanned aerial surveiliance and the limits that regulatio

can place on this new technology.

2 sDyones present a unique threat to privacy. Drones are designad to maintain a constant, persistent eye oa the
public to a degree that former methods of surveillance were unable to achieve... Drones are currently being
developed that will carry facial recognition technology, able to remotely identify individuals in parks, schools, and a
political gatherings. The ability to link facial recognition capabilities on drones operated by the Deparhuent of
Homeland Security {“DHS™) to the Federal Bureau of Investigation’s Next Generation Identification database or
DHS IDENT databage, two of the largest collections of biometric data in the world, further exacerbates the privacy
risks, Future of Drones in America: Law Enforcement and Privacy Considerations: Hearing before S. Judiciary
Comn., 113 Cong. {2013) (statement of Amie Stepanovich, Dir. of the Domestic Surveillance Proj. Elec. Privacy
Info. Ctr.). See also, irifra ... | am referring to part of article where I talk about capabilities




UAV:s offer for surveillance purposes is their small size and, in some cases, their ability to mimic
birds and insects to avoid detection.”? Because they do not need to accommodate a pilot, UAVs
can be very small and access areas that manned aircraft canmot. UAVs are also a more cost
effective means for police to carry out their investigative efforts, Whether the purpose is to

search for missing persons, detect forest fires, or investigate criminal activity, d police

department with limited resources can purchase a less ¢

efficient than a helicopter which requires personnel to rel, and maintain. Eventually,

2 The program has been
artners to develop and

promote appropriate; y : : sponders.”® Almost one year

# Andrea Stone, Drone ngro% so "Accelerate”Use of Unmanned Aircraft by Police, (May 22, 2012, 5:39 PM),
http:/fwww.huffingtonpost.co fiﬂlZ}OSlZ?/drones-dhs-pmgran't-unmanned-anrcraft—pohce n_1537074:html.
The program is being overseen by DHS’s Science and Technology Directorate division of borders and maritime
secm-ity. Beeid.
® Memorandum from Tamara J. Kessler, Acting Officer, Office for Civil Rights and Civil Liberties, Dept. of
Homeland Security to Janet Napolitano, Sccretary of Homef.and Security {Sept. 14, 2012)
Srowww.dhs, d:

libeftws-nrtbc-dgpaﬂmenls—use-and-m—of—mﬂ-aena!ﬂm—m-sI-gfo_r;g&a_.nﬂ' emorandum- *
09142012 pdf. (or file with author). Additionally, the DOJ's Office of Justice Programs (OJP) and Office of
Community Oriented Policing Services (COPS) have awnrded grants to local law enforcement and non-profit
organizations for purchasing and researching drone use, See U.S, DOJ Office of the Inspector Genera] Audit
Division, Interim Report on the Department of Justice Use and Support of Unmanned Aircraft Systems (September
2013), available at hitp:/fwew justice.govioig/reports/2013/a1337.pdf.
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iater, DS has yet to reveal amy specifics about the program, but one official described it as
creating “a ‘middleman’ between drone manufacturers and first-responder agencies.”*®
What has been euphemistically labeled the “loan-a-drone program™ is drawing criticism

from organizations such as the Electronic Privacy Information Center (EE’IC). Federal agencies

like Custom and Border Protection (CBP) aliow state and local police to use their drones for

“Use of Unmanned Atreraft by Police, (May 22, 2012, 5:39
2/drones-dhs-program-vnmanned-atrerafi-police_n 1537074 htrnl.
artment has “a very tall challenge to change public perception . . . [and

hitp:/libertyerier.com/locat-tirenfutesent-borrowing-federal-drones-for-surveillapce/ ("CBP’s thres years of
daily flight logs detail when, where and how the agency flew its Predator drones on behalf of other agencies. These
logs show a marked increase in drone flights over the years. In 2010, CBP appears to have flown its Predatars about
30 times on behalf of other agencies, but this number increased to more than 160 times in 2011 and more than 250
times in 2012,

0 2011, a sheriff in North Dakota was investigating a report of cattle rustling at s nearby ranch only a few miles
from an Air Force base. At the Sheriff’s request, the Air Force deployed one of its Predator drones to detect the
suspects. Within an hour or so the dréne kad detected the three men belizved to be stealing the cattle, See
defendant’s motion to dismiss:

http:/fwww siacdlorg/uptoadedFiles/files/naws and the championDDIC/Brossant%%200rder.pdf. Ses aiso;
Ittp:/fwww.ysnews.com/news/articles/2012/04/09/first-man-arrested-with-drone-evidence-vows-to-fight-case

# Kimberly Dvorak, Homeland Security increasingly lending drones to local police, The Washington Times (Dec.
10, 2012). hitp:/Aarww. washingtontimes com/news/2012/dec/1 0/homeland-security-increasingly-loaning-droties-to-
v




twenty-four hours. Local television reporters used hidden cameras to tape the undercover
operation and, when aired, the story caused great controversy. As a result, the Houston police
department was forced to slow the program.*® More recenfly law enforcement agencies around
the country are seeking to use drones for more routine police operations.? In Ogden, Utah the

2

police department proposed using an unmanned blimp for surveillance purposes to deter crime.

PN
In Houston the police songht to use drones to detect vah.tcles comnmtmg traffic violations,

* Jay Stanley and B, 8 . e
Government Use of Droyte Ajréraft (Dage: TAWhY "Mgydpgf Houston strtssedthe need for
public input on the program,t He s 8 Houston PD not to pursue further
drone testing Pilots Worn thamiP ige Danger in Air, (Dec. 5, 2007,

”hitp.!!www ..*."* p Honks-Could-Canse-Danger-In- Air/-/1735978/2873996/-

\ ion-significantly-increases-drone-surveillance-
eti-crime spy in the sky, REUTERS (Jan. 16, 2011, 10:53 AM),
ho-blimp-utsh-idUSTREZOF 1DJ20110116. According to Osden,

nost undetectable and would have a very low operating cost
blimp is capable of operating on its own programming without a human

13¢,drones on patrol after Houston secret test,” Houston Examioer, Jan. 11, 2010,
age-one-in-houston/police-ling-up-to-use-drones-on-patrol-after-houston-

* Stephen Dean, “Police ki
online at http://www. examiner.
g"Thcmmhaubngasmmm“deﬁm&copmondmnmmmlmdmgwowdm,
airworthiness requirements, area of operations, and ground crew proficiency required to opesate the UAS.”
Depeartment of Justice Use and Support of Uninanned Aircraft Systems (September 2013), available at

hitp-/fererw justice.gov/oig/reports/2013/a1337.pd

% The FAA reports that from 2009 to 2012, the agency issued 1,014 public COAs with 327 still active as of Feb. 15,
2013. See FAA Fact Sheet — Unmsnned Aircraft Systems (UAS) (Feb. 19, 2013),
http:/forww.faa.gov/news/fact_shests/news_story.cfmMmewsld=14153.

See more at: hitpe/fensnews. com/mews/article/fia-has-authorized-106-povernment-entities-fly-domastic-
dronesfisthash qriQAIKh.dpuf (“Between January 1, 2012 and July 17, 2012, gaid Dillingham, “FAA had issued
201 COAs to 106 federal, state and local government entities across the United States, including law enforcement
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Currently, certificates have been issued to public agencies including the FBI, US Army, Defense
Advanced Research Projects Agency (DARPA), state and local law enforcement agencies, and
universities. None have been issued for commercial purposes.®® That is expected to change
dramatically by 2018 when the FAA estimates that as many as 7,500 commercial drones could

be in use.”

I UAV Capability

In this age of rapid technological growth, so agtiable appetite for the newest

demonsirations, and crew training. Although rules

permit their operatiofs ia] uses of UA Vs are not perinitted. Government entities wishing to fly
drones (from law enforcenan § to stote universities to the Department of Defense) must obtain a
certificate from the FAA ( of Waiver or Authorization,™ or COA). The permit available to non-
government parties is called foecial Airworthiness Certificate—Experimental Category.” The FAA’s
regulations, “Unmanned Ai Lferations in the National Airspace System,” effective March 28, 2011, are online

at http://www. faa. gov/document! ibrary/media/Notice/N7210.766.pdf. above quoted from ACLU report fn. 46.

%7 Paul D. fhinkman, Military Dranes in U.S. Skies Could Pave Way for Thousands of Civiliom Ones, U.S. News &
World Rep. (July 3, 2013}, hitp/fwww.usnews.com/news/articles/2013/07/03/military-drones-in-us-skies—could-
pave-way-for-thousands-of-civilian-ones,

*% See Paul Rosenzweig, Privacy and Counter-Terrorism: The Pervasiveness of Data, 42 Case W, Res. 1. Int1 L. 625,
627 (2010)The exponential progress of computing technology “is most familiarly characterized as Moore's Law—
named nafter Intel compirer scientist Gordon Moore, who first posited the law in 1965. Moore's Law predicts that
comprter chip capacities will double every eighteen to twenty-four months. Moore's law has been remarkably
constant for nearly thirty years™.} “The Extent of {drones] potential domestic application is bound only by human
ingenuity.” Allison Dolan and Richard Thompsen IT, Integration of Drones into Domestic Airspace: Selected Legal
Issues, CRS Report for Congress, R42940 (Ja. 30, 2013).
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because they enable their users to either accomplish things they could not have done before or

complete tasks more efficiently.*

In 2012, nearly fifty companies developed approximately one hundred fifty different
UAV systems, *° resulting in a worldwide expenditure of six billion dollars specificalty for

drones each year.*! I’s predicted that by 2020, 11.4 billion dollars each year will be spent on

UAYV sales.”? The drone industry is cxpected to create 70,000 o in the first three years of drone

high-resolution cameras and imagi

year.® The research and developmen

ing to defense-industry analysts at the Teal Group in Virginia ™)
ms [nternational, The Economic Impact of Unmanned Aircraft Systems

Integration in the Uni 2013) available at
Htp:lfqurod.ﬁles.wm'dp s fecon_report_full2.pdf.
Id

*Jus50n drones will be able to opefate with ficial recognition or soft biometric recognition equipment that can
recognize and track individuals based on attributes such as height, age, gender, and skin color.” Eyes in the Sky:
Domestic Use of Unmanned Aerial Systems, Subconimittes on Crime, Terrorism, Homeland Security and
Investigations Hearing, 113 Cong. {2013) (statement of Tracy Maclin),

hitp:/fudiciary. house. gov/hearings/1 13th/05172013/Maclin%2005172013.pdf

“5 See Yochi J. Dreazen, From Pakistan with Love: the technology used to monitor the skies over Waziristan is
coming to your hometown National Journal, March 10, 2011, online at

hitp:/fwww.nationaljoumnal com/magazine/drones-may-be-coming-to-your-hometow-201 10313 “The nation's
aerospace contractors, meanwhile, are stepping up efforts to market low-cost drones to police depariments across the
country: The California-baged MLB Co. says that its $52,000 Bat 3 drone is perfect for “urban monitoring. It may
take a few years, but drones will become a commeon sight in American skies. The steady march of technology canbe
slowed, but, for better or worse, it probably can’t be stopped.”
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DARPA to develop a drone the size of a small bird for stealth surveillance.”’ The Hummingbird,
as it has been named, can fty up to 11 miles per hour and hover and fly sideways and backwards
for about eight mimates. Its wingspan is six-and-a-half inches, and it weighs pineteen grams.*?
Aerovironment slso manufactures a drone called the Raven, designed to fit inside a backpack

and capable of operation by a single pemon.“ The Raven weighs four pounds, has a wingspan

of four-and-a-half feet, and is three feet long. *® The Raven h altitudes of 14,000 feet and

CaTl

&

stay aloft for one hundred ten minutes.>! This particul ¢ i3 quite common among

manufacturers and hobbyists who design and build dyones. “You caattliterally pull this out of

your pocket, throw 1t into the air, and it can s ng” said Bill Borgia, ehea.d of Lockheed

i

y talking abant

N 7N
the size of a UAV being developed by his
company. *2 The project was'inspired by a DARPA defense p

Martin’s Intelligent Roboties Laborat

ogram called *Nano Air.” > The

* THE BOYER SYNDICATE, INC., hitp://www.avinc.com/uas/small_uas/raven/ (last visited July 23, 2013).

% THE BOYER SYNDICATE, INC., http:/forww.avine.com/nas/emall_uas/raven/ (last visited July 23, 2013).
* THE BOYER SYNDICATE, INC., http://worw avine.com/nas/small uas/raven (last visited July 23, 2013).
a2 hitp:/fidealab.talkingpointsmemo.com/2012/07/maple-seed-drones-will-swarm-the-future php
 http-/fwww.darpa. mil/Our Work/DSO/Programs/Nano Air Velicle (NAV) aspx “The Nano Air Vehicle (NAV)
program is developing an extremely small, ultra lightweight air vehicle system (less than 15 centimeters and legs
than 20 grams) with the potential to perform indoor and outdoor military missions.™
http:/fwrww. ii/NewsEven leases/2011/11/24,

Hrorww.darpa. mil/Our Work/DSO/Pro ano Air Vehicle (NAV).aspx

* hitp:/fwww.popularmechanice.com/technolopy/military/plapes-nave/4346621
12




In 2005, CBP selected the Predator B drone for its operations. The Predator B is
“equipped with state-of-the-art electro-cptic sensors, communications payloads, and
sophisticated on-board sensors, all of which can provide unparalleled surveillance capability. %
Its wingspan is fifty-five feet long.” The Predator B is so surreptitious and clandestine that drog

smugglers reportedly call it "el mosco,” or the mosquito,>®

The range in cost is as great as the range in size. Basj onomous UAVs can be

CPB surveﬂlzmeopanhouabovem aWtshmgtonPostartmlesmdanmdaﬁanw“muemmdmlmtu
a bunting owl™ from 15,000 feet with “all-seeing eyeball swiveled and powerful night-vision infrared cameras.” See

7 hﬁp./[www af milfinformation/factsheets/factsheet. asp?id=122
!& farticles latimes com/2012/apr/28/nation/la-na-drone-bust-20120429.

RIR:AINass ..'-. pe .ru S ATONE
" fbl Ldeaf 8- Oa-drona- ill-do-vour-bi
« htth/www.amazomcom)Pmot-AR -Drone-Quadricopter-Controlled-
Android/dp/BOOTHZLLOK fref=sr_1_17ie=UTF8&qid~1375439859 & s51=8- i&keywotds-parroﬂ-dmne
® bitp Ay, L.com/1 Znewsmews/articles/2012/07/07/20120707apizona-unmanted
eopcems htmliirz 2 1VREIGE
&4
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counterparts are often equipped with other high-resolution technology such as license plate
readers, thermal imaging devices, and non-lethal weaponry.*

The capabilities of onboard instruments like cameras and other senscry-enhancing
technologies collecting data and processing information are immense. The United States Army

recently unveiled a UAV that carries a 1.8-gigapixel color camera known as Argus-IS, named

after the one-hundred-eyed giant in Greek mythology.*® Wi lution of over 1,800 times that

as “wide-area persistent stare,"it can autonome
States Army is currently develop i o
thirty “dismounted personnel at nighty 5 1 oa Pyen autonomously track and follow
targets.”® Other capabilities include rada ‘.

Wi-Fi sniffers.”

43 bty /i sfles-getting-smaller-simarter-cheaper-and-scaries/.
The Shelow her, the CEO of the drone’s manufacturer, calls “less
lethal sy’ % m bags] where you can actially engage somebody at altitude with

pect.”s! The ShadowHawk can also be equipped with Tazers, and

s, humans, end even small birds, The Argus can see objects as small as six
inches in length and stores terabytes of information per day, the equivalent of 5,000 hours of
sm'vell!ance See hitp: fiv;dm p ; video/2325462143/
o W 20/Pro: Autonomous Real-time Ground Ubiquitous Surveillance -
Infrared §ARGUS-!R[.8$Q
™ Jittp:/Awww.szcentrsl.comf] 2news/news/articles/2012/07/07/201 2070 T arizona-immanned-drones-

every siugle movmg obj

b Bnan Beunett “Pohce Employ PredalorDmm Spy Plnnes on Home Front," I.. A_Times (Dec. 10, 2011} http//
articles.latimes.com/2011/dec/10/nation/la-na-drone-arrest-20111211 (describing Predator drones nsed to aid local
law enforcement that contain “high-resolution cameras, heat sensors and sophisticated radar™ as well as live video
foed).
™ ttp:/fwwrw. npr.o1g/2011/12/05/143144) 46/drone technology-finding:its-way-to-american-skies
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How long can a drone stay in the air? For some, the sky is the limit. Lockheed Martin
umveiled a power system that recharges drones in midair. Previously, a UAV called the Stalker,
used by special operations since 2006, was only able to stay aloft for two hours on its battery. A
2012 test using the new laser system kept tha Stalker in the air for forty-eight hours in a wind
tunnel.™ By the end of that test, the “Stalker's battery actually held maore stored energy than it

did at the beginning.”’® Through GPS, the UAV directed i k to a laser to recharge when

its battery ran low.”® One solar-powered UAV is capab} g airbome for weeks at a

I ht_tg J!amcies economictimes méaa! jmes comf2012-07-18/newn/32730648 1 laser-light-drone. lasum
012107!16/1:15:1— am:raft n 16774
(17/18/d4 A T DArg

LATt] 3 ) S L LCH
n J!www vatio com/1407-lving- batteries-clectric-of
* As it happened, ﬂle:mageafromndepmmentstore s surveillance camera across the street from the bomb site
captured the images that the FBI disseminated to the public. Once the FBI had the tmages of the suspects and
disseminated them to the public, it was not more than 24 hours before the police knew the identities of both
suspects. FHY: Help Us ID Boston Bomb Suspects, CNN {Apr. 19, 2013, 5:44 AM),
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in the boat could have been aided by unmanned aerial surveillance. A drone would have been
able to track the suspects during the pursuit, reducing the likelihood of losing track of them
during the car chase. Moreover, the vivid images of Tsamaev hiding under the opaque tarp,
which were captured by a thermal imaging camera operated by a police officer in a helicopter
over the backyard of the Watertown home, could have been taken by a drone. * The infrared

device, called a FLIR,* was able to locate Tsarnaev in a bo, ferred with opaque shrink

wrap.®? One could see the outline of Tsamaev's body, eits in his vicinity, and even the

trace of blood on the floor of the boat believed tos Bhad sustained during the
pursuit.®® Immediately following his capture, teléyisi i ; e view from the

thermal imaging device.®

-blasts; Valencia, Milton J, FBI Releases Iimages of Tive Bombing

Suspects, The Boaton Globe ( 2013), hity://www. bostonglobe.com/metrs/2013/04/1 8/authorities-have-
clear-video-imapes-two-suspects/Y ejgNWAcmChex21UXigsSstory.btml; J02 Howrs in Purstit of Marathon
Suspecis, The Boston Globe {Apr, 28, 2013),

httpi/fwww.bostonglobe.com/metro/2013/04/28/bombreconstruct/ VbS8 ZhzHm3 5 yREBEVm VIS DM/story.html

® Simee, Sebastian. The Mearathon Bombing Images We Can’t Forger, The Boston Hersld (May 25, 2013),
http:/fwww.bostonglobe.com/arts/theater-art/2013/05/25/the-marathon-bombing-images-can-
forget/BQBPZgwQQBZWUSHrIQ2Ubl/atory htm!

! & forward-locking infrared device.
¥ gee id.
% Qee id.
¥ Need 3 cite to some news stations
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Fourth Amendment jurisprudence places minimal limitation on aerial surveillance. It is well
settled that we do not have an expectation of privacy in public or from a public vantage point.*
Supreme Court cases on aerial surveillance from the 1980s deal with manned aircraft flying at
altitudes of 400 — 1000 feet, taking pictures of private property concealed from ground

observation but not from the sky. The Supreme Court found no reasonable expectation of

and formulated a reasof gctation of privacy analysis. The Court concluded that the

See ™ California v. Cirpolo, 476 U.8, 207, 213, 106 S. Ct. 1805, 1812, 90 L. Ed. 2d 210 (1986); Dow Chem._ Ceo,
v United States, 476 U.8. 227, 229 (1986); Florida v. Riley.

* Califorpia v, Ciraclo, 476 U.S. 207, 213, 106 S. CL 1809, 1812, 90 L. Ed. 2d 210 (1986)(“The Fourth Amendment
protection of the home has never been extended to require law enforcement officers to shield their eyes when
Pusmg by a home on public thoroughfares.™)

Katzv United States, 389 U.S, 347, 352—53 (1967).

Katz, at 348.

% See Olmstesd v. United States, 277 U.S. 438, 466 (1928)wire-tapping predicated on physical infrusion),
Goldman v. United States, 316 U.S. 129, 134-35 {1942) (holding that the aftachiment of a detectaphone to'a wall did
not constitute a Pourth Amendment violation).
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Constitution “protects people not places”. ™ In this instance, Katz made a concerted effort to
protect his conversation fiom the “uninvited ear” and hence the government’s interception of the
communication was a violation of Katz’ reasonable expectation of privacy.®’ For decades that
followed, the Xa#z decision transformed the way courts assess whether police conduct constitutes
a search under the Fourth Amendment. The following cases illustrate the application of the

reasonable expectation of privacy test to aerial surveillance

Dow Chemical, Ciraolo, and Riley: Observations fr

% Katz v. United States, . 88 8.°Ct. 507, 516, 19 L. Ed. 2d 576 {1967) (“[TThere is a twofold
requirement, first that a persos ehibited sn actual (subjective) expectation of privacy and, second, that the
expectation be one that society i8§ifépared to recognize as ‘reasonable.”).

' Katz v. United States, 389 1.5, 347, 352, 88 5. C1. 507, 511-12, 19 L. Ed. 2d 575 (1967){"One who occupies it,
shuts the door behind him, and pays the toll that permits him to place a call is surely entitled to assume that the
words he utters into the mouthpiecs will not be broadcast to the world.™)

” Dow Chem. Co. v, United §¢ates, 476 U.S. 227, 229 (1986).

e,

% Dow Chem. Co. v. United States, 476 U.S. 227, 239 (1986).

% Dow Chemical 476 U.S. 227, 238, 106 5.Ct. 1819, 1826-27 (1986). (“But the photographs here are not so
revealing of intimate details as to raise constitutional concems, Although they nndoubtedly give EPA more detailed
information than paked-eye views, they remain limited to an outline of the facility's buildings and equipment. The
mere fact that human vision is enhanced somewhat, at least to the depree here, does not give rise to constitutional
problems.™)
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satellite technology, might be constitutionally proscribed absent a warrant.”*® There was a partial
concurrence and dissent written by Justice Powell that criticized the majority approach.’” Justice
Powell framed the majority as holding that “the photography was not a Fourth Amendment
‘search’ becanse it was not accompanied by a physical trespass and becanse the equipment used

was not the most highly sophisticated for of technology available to the Government.””

Powell claimed that the majority’s approach abandoned ples by hinging its decision

on the method of search raﬂér than the scope of the ri wotected. Justice Powell argued

that this rationale would lead to the erosion of pri

y mer f the public from an elevated position or an aircraft
Y did noe, however, that the “state acknowledges that ‘{ajerial

observation of curtilage faay e invasive, either due to physical intrusiveness or through

* Dow Chemical 476 U.S. 227, 238, 106 S.Ct. 1819, 1826-27

%7 The concwarent in part and dissent in part believed that the majority"s abproach is mistakenly based on the type of
surveillance, not the right to be protected. They suggested that with the improvement of technology, 4 standard
based on the technology utilized will erode the interests that the Katz test was meant to protect, Sotomayor, in Jones,
compares the majority’s approach here fo privacy rights which are based on an nuchanging standard, such as the
bedroowm in Lawrence,

* Dow et 240,

”Qgii&miu_g[m]_g. 476 U.S. 207, 213, 106 8. Ct. 1809, 1812, 90 L. Ed. 24 210 (1936)(*The Fourth Amendment
protection of the home has never been extended to require law enforcement officers to shield their eyes when
passing by a home on public thoroughfares.”)
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modern technology which discloses to the senses those intimate associations, objects or activities

otherwise imperceptible to police ar fellow citizens.”" '

Ciraolo was found to control Florida v. Riley™

, another case involving aerial
surveillance with the naked eye. In Riley, the question was “whether survsillance of the mterior

of a partially covered greenhouse in a residential backyard from the vantage point of a helicopter

located 400 feet above the greenhouse constitutes a ‘search hich a warrant is required

hoine, sat in his vehicle ithe street from the defendant’s house at 3:20 am and pointed his

thermal imager at the defendant’s house.’®® The device revealed that, compared to the rest of the

1% Californiz v. Ciraolo, 476 U.S. 207, 226 1. 3 (1986) quoting the Brief for Pefitioner 14-15.

0t 488 11.8. 445, 447-48, 109 5. Ct. 693, 695, 102 L. Ed. 2d 835 {1989)

{154 Seeid.

1 gee 389 U.S. 8t 361 (“[TThere is a twofold requirement, first that a person have exhibited an actual (subjective)
expectation of privacy and, second, that the expectation be one that society is prepared to recognize as ‘reasonable.™)
1% xyile v. U.S., 533 U.S. 27 (2001).

195 1d, at 29-30.
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home, relatively hot ateas existed. Based on informant tips, defendant’s utility bills and the
thermal imager readings, a Federal Magistrate Judge issued a warrant to search Kyllo's home.'%
The Supreme Court held that the use of sense enhancing technology to obtain information from
the interior of a home that could not be obtained through visual observation constitutes a search,
at least where the technology is not typically used by the public.’® In this close case, Justice

Scalia, writing for a five pemson majority, held that the offi getions constituted a violation of

the defendant’s reasonable expectation of privacy, A ¢ Geiph support of the Court’s

Kyllo was read slightly differently in [linois v. Caballes, another case that has relevance

to drones and privacy. In Caballes, police stopped a car for speeding and, with no reasonable

14 rd. at 30.

97 14 at 34,

1% 14, at 40,

1 coe www.amazon.com/

::‘: Supra cite to $350 drone on amazon
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articulable suspicion of drug activity, a dmg-sniffing dog was brought to sniff around the car. !
The issue was whether “the Fourth Amendment requires reasonable, articulable suspicion to
justify using a drug-detection dog to sniff a vehicle during a legitimate traffic stop.”'** Caballes
is significant in two somewhat contradictory ways: how it reads Kyl/o may be favorable to

privacy and drones and second, the holding of Caballes may be read to reduce privacy when it

comes to drones, The Court in Caballes distinguished betw' b thermal imaging in Xyllo and
the drug-sniffing dog. Thermal imaging, the Court sai g intrusion because it could
observe protected activity and lawful activity sug
sniffing dogs, on the other hand, ean ondy sen ~'

possessing illegal contraband is not 4.1

GPS, Trackers and other Jo¥pts of surveillance

Y2 Hinois v. Caballes, 543 1).5. 405, 406 {2005).

13 4d a2t 407,
B4 ar 409410,
15 14, at 410.
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If we look for protection under existing Fourth Amendment jurisprudencs, the case law
on aerial government surveillance will disappoint. Qur only precedents are from cases dealing
with manped aircraft at low altitudes.™® How will courts evaluate whether unmanned aerial
surveillance in navigable airspace constitutes a search under the Fourth Amendment? Is there a
permissible duration where surveillance need not implicate the Fourth Amendment? Who can

use the information collected and for how long can it be storefl’ ,,a?ome of these questions were

ernment use of GPS tracking

ered,y o g 0f a GPS device
mework of the Fo

Maw of trespass will present particularly vexing
ance is carried out by making electronic, as opposed to

e tracked.”™® Other justices did view this case with the same

1% 2ee Ciraolo, Riley, Dow

1 police attached 2 GPS device to the undercarriage of defendant Antoine Jones® car without his consent or
Imowledge. The police monitored Jones” movement s in the car for a four week period. The data revealed multiple
trips to a suspected deng house. Police used the location dats from the GPS device, along with other intelligence to
obtain search wamrants which recovered drug paraphernalia and cash. Following his indictment jones moved to
suppress the information gained from the GPS tracking device. The trial court denied the motion finding that all the
information gained from the movement of the car on public roads was admissible.

1% Majority opinion rests on finding of physical trespass.

1 {inited Stotes v. Jones, 132 8. CL. 945, 949 (2012).

0 See id at 962.
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import as many scholars and court watchers believed it to be — as a precursor for the Court’s
response fo the challenges newer technologies pose to existing Fourth Amendment
jurisprudence.'?! Five justices expressed a willingness to reassess the legal framework for
evaluating long-term electronic monitoring of a person in public.' Both concurring opinions

recognized the “quantum of intimate information about a person” that can be obtained from a

globatl positioning systern with relative ease and little expe n bis concurrence, Justice

Alito, opined that the level of monitoring in this inst d a reasonable duration, thereby

ensxve record of a person’s public
détdil about her familial, political,
: tidtions..... The Government can store
ne them for informatxon years into the future,

o instead attaches areat slgmﬁcance to something that most would view as
n monitoring can be sccomplished without committing = technical
: eéeralﬁwmentmqmmd orpa'smded #uto manufacthrers to include 2

Gpsmkmgdmcemevery i
12 Spe td, at 954 (Sotomayor, J.,¢on

concurring).

12 wWith imcreasing regularity, the Government will be capable of duplicating the monitoring undertaken in this
case by enlisting factory- or owner-installed vehicle tracking devices or GPS-enabled smartphones ” Jd. at 955,
SSotomayor, J., concurring).

2 1d. at 964. (“In this case, for four wesks, law enforcement agents tracked every movement that respondent made
in the vehicle he was driving. We need not identify with precision the point at which the tracking of this vehicle
became a search, for the Iine was surely crossed before the 4-week mark™).

138 e need not identify with precision the point at which the tracking, of this vehicle became a search, for the line
was susely crossed before the 4-week mark. Other cases may present more difficult questions. But where uncertainty
exists with respect to whether a certain period of GPS surveillance is long enough to constifute a Fourth Amendment
search, the police may always seek a warrant.” Id.
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Pineda-Moreno, 617 F. 3d, at 1124 (opinion of Kozinski, C. J.). And because
GPS monitoring is cheap in comparison to conventional surveillance techniques
and, by design, proceeds sumeptitiously, it evades the ordinary checks that
constrain abusive law enforcement practices:“limited police resources and
commumity hostility. %

Moreover, she wams of the limitatjons of the third party doctrine in this new age of modern

technology.'?’ In a digital age, more and more people are all but forced to relinguish personal

infonmnation to third parties just to accomplish routine tasks '/ Fy instance, on-line banking,

Yones would apply to unmanmed aerial

130

surveillafi¢e Arefig anything and travel in public airspace. ™ Attitudes

in the future to think critically about the inconsistency between our

¢tation of privacy test. Under our existing reasonable expectation of privacy
g als an extensive amount of information fo third parties that citizen’s
govEs mtmtafermcemdoﬂ:mprm&ms)

modern use ofwchnol !
test, living in a modem soc
largely want to be kept from

122« would not assume that all information voluntarily disclosed to some member of the public for a limited
purpose is, for that reason alone, disentitled to Fourth Amendment protection. See Smith, 442 U. 8., at 749
{Marshall, J., dissenting) (“Privacy is not a discrete commodity, possessed absohxely or not at all. Thoss who
disclose certain facts to a bapk or phone company for a limited business purpose peed not assume that this
information will be released to other persons for other purposas™); see also Kntz, 389 U. 5., at 35)-352 (“[Wihat [a
person) seeks to preserve as private, even in an area accessible to the public, may be constitutionally protected™.”
Jones, 132 8. Ct. at 957.

P gee supra X

1% See supra X
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toward domestic use of unmanned aerial surveillance run the gamut. A leading concern is the
erosion of personal privacy that can occur with these sensory enhancing devices. On the other
end of the spectrum is their use in preventing harm and detecting crime.'”* Lawmakers and
scholarg ehare two distinct concerns: the means by which information is collected and how the

information is being used and stored. The former is a constitutional issus, the latter more of a

data are sold to private users, it is reasonable {o,
provide details about how the informati
will be no limits on the duration of da

disseminated. '

that revealed the ; nahonwlde poll of 965 adults on landlines and cell phones from April 24
fo April 28, five ds : Tsamaev. This poll ultimately shows that any polls taken after a terrorist
attack often regult in 78 : eillance cameras were a good idea in public places. However, the
public was divided on whe the i nation collected could actually be beneficial and prevent harm. Specifically,
41%sa1dtheycould prevem - 45% said they had ot 'I'hepallﬁnthersuggemdﬂmAmmcm are willing
1o tolerate more heightened security mensures by the government to prevent future attacks. 66% said informstion

about how to make explosives thould not be allowed ou the Internet, and 30% said it should be because of the
liberty of speech. This survey doesn’t specifically talk about demoegraphic and different age groups, but it may be
useful, especmllysmce :tlsclosely tied to the BostonMaralhonbombmg. See

d H.RIZGZ —_— 1 13th Conyess (2013-2014), Drong Aircraft Privacy and Transparency At ofzcl 3.

W Ken Dilanian, http://www.post- .com/stories/business/news/nsa- le-facel -nordstrom-
are-watching-you-695592/, NS4, Google, Facebook and formerly Nordsirom are watching you @&zrk Herschberg,

chief techmology officer at Madison Logic, a New York-based company that provides date for advertisers stated that
"[t]here are thousands of companies out thers collecting information on customers... Google is reading through your
email. Amazon is looking at not just what you buy, but what you shop for.");
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The FAA Modernization and Reform Act of 2012 directs the FAA to promulgate
regulations so airways can accommodate drones by 2015.%* 1t is estimated that by end of this
decade 30,000 drones will be operating in national airspace.'®® Some members of Congress are
calling on the FAA to take privacy into account as part of its mandate to integrate drones into

domestic airspace. Legislation before Congress, the Drone Aircraft Privacy & Transparency

Act, sponsored by Sen. Edward Markey (D -MA) and in arch 2013, would require as

jon to use the drone wounld have

bn or entity affiliated with the

y 2013."® The legislation currently resides

conduct snrveillance viduals, 40 The Act makes a broad exception for surveillance

1% 5aq P 112-95, February 14, 2012, 126 Stat 11.
133 potrick Leahy comments from hrg on March 20, 2013 US Senate Commiitee on the Judiciary “The Future of
Drones in America: Law Enforcement & Privacy Considerations™"

* The Drone Aircraft Privacy & Transparency Act, H.R. Res. 1262, 113 Cong. (2013).
137 preserving Freedom from Unwanted Surveillance Act, S, 3287, 112 Cong (2012).

' Preserving Freedom from Unwarranted Surveillance Act, 8, 1016 (113 Cong. (2013).
** preserving Freedom from Unwanted Surveillance Act, S. 1016, 113" Cong. (20131.

? The Safegmarding Privacy and Fostering Aerospace Innovation Act, S. 1057, 113 Cong. (2013).
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of individuals who are “in a place of public use where surveillance would not be highly offensive
to a reasonable person.”'*! Introduction of the bills is a legislative response to what many

perceive as the inevitability of drone usage by private individuals.'*

An absence of comprehensive federal legislation will certainly lead to injustices for

defendants charged in federal court. One example may arise where state officials violate a state

Aerospace Innovation Act, S. 1057, 113™ Cong. (2013
2 Drone tecknology is almdy beiig used, albeit illegally, for small-scale commercial activities like seiling acrial
images and films. See Steve Henn, Under the Radar: Some Pilots of Small Drones Skirt FAA Rules, NPR (June 13,
2013, 5:28 PM), hitp://woww.npr.org/blogs/alltechconsidered/2013/06/13/190369460/Guidelines-For-Commercial-
Drones-Expect-To-Come-By-2015. Tha FAA is aware of these small-scale “black market” drone operations, which
use relatively inexpensivé drone technology and have even begon to advertise their services on the internet. Tom
Spring, Hlegal Drone Bustiess Thrives in US, TechNewsDaily (hune 18, 2013),
l'mp.llwww tedmewsclaﬁy comy/18370-illegal-drones-thrive-despite-ban hitml,

* Can imagine many uses of drone intelligence by federal authorifies & many crimes with concurrent jurisdiction
between state & federal laws that would involve use of information gathered by drone surveillance,
1™ The cight states with existing state regulation of aerial surveillance introduced their bills as late as March 2013.
Among the 41 states with pending legistation, California had the first bill proposed, although not passed, in
December 2012.
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intrusive nature of the surveillance capabilities embedded in this new technology.’*® As of
August 2013, eight states have passed legislation regulating how drones may be used by private
individuals and law enforcement *® Each one of these states evinces a legislative intent to create
an enforceable privacy interest, and the particular scheme illustrates how the collection and

retention of information can be effectively regnlated. For instance, Florida’s statute, the

Freedom from Unwanted Surveillance Act, prohibits state 4l law enforcement from using

a drone to gather evidence or other information excepi ited circumstances: (1) when

police have a warrant; (2) to counter a high risk ped credible by DHS; or

¥

Virginia's response to drone surveillases v hopatorium on all domestic drone use
until 2015."*® Within this

ase, 1% Idsho’s act, § : Stivante : ance Act, tock effect on

3 i Citizens Protection From Unwarranted Surveillance Act — AZ;
- FL Preserving Freedom from Unwanted Surveillance Act—ID; An Act
mestic Unmanned Aerial Vehicle Surveillance — ME. Response has baen
nd sensitive privacy concemns/issues raised by deployment of dronce.

148 Flosida, Idaho, Hlinois, Mo Oregon, Termessee, Texas, and Virginia. Freedom from Unwanted
Surveillance Act, 8, 92, 2013 Cong. (FL. 2013)gnacted); S. 1134, 62d Cong. (1. 2013)enacted); 5.1587, 98" Cong.
(1L 2013)(enacted); 5. 196, 63d Cong. (Mt 2013)(enacted); H. 2710, 77* Cong. (Or. 2013)(enacted); Freedom from
Unwanted Surveillance Act, S. 796, 108% Cong. (Tni. 2013)enacted): Texas Privacy Act, H, 912, 83d Cong (Tx.
2013)(enacted); and 8. 276, 5% Cong, (Ta. 2013); S. 1331, 2013 Cong. (Va. 2013)(enacted).

17 Breedom from Unwanted Surveillance Act, 8. 92, 2013 Cong. (FL 2013 )enacted).

W8 g 1331, 2013 Cong, (Va, 2013)enacted). Exceptions: Amber alert; Senior alert; Blue alert; search or rescne;
training exercises of the Virginia National Guard; demage assessment, traffic assessment, fiood stages, wildfire
assessment,

149 See k.
1% 5. 1134, 62d Cong. (Id. 2013)(enacted).
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about, or photograph or record specifically targeted persons or property without consent. !
Violation of the statute gives the aggrieved party a civil cause of action against the violator.
Exceptions under the statute include drug investigations, search and rescue missions, and
152

allowance for an owner of a business to monitor the pramises.

Thirty-four other states have introduced legislation to regulate the use of drone

surveillance, and the proposed bills share common elements Viost have a warrant

requirement and an exigent circumstances exception. M tts authorizes drone use with a

Cong. (I i) .
32 proposed legislation inn -four states is no longer active for the current legislative session:

New Mexico, Notth Dakota, Cklahoma, Washington, and Wyoming.

% See §.No. 1664, 188th Gen. Court (Mass. 2013)(* Under no circumstances shall unmanned aerial vehicles be
used to track, collect or maintain information about the pelitical, religious or social views, associations or activities
of any individual, group, association, organization, corporation, business or partnership or other entity unless such
information relates divectly o investigation of critninal activity, and there are reasonable grounds to suspect the
subject of the information is involved in criminal conduct”,

136 An Act To Protect the Privacy of Citizens from Domestic Unmanned Aerial Vehicle Use, 8. 236, 126th Cong,
(Me 2013); , Freedom from Drone Surveillance Act, S. 1587, og® Cong. (IL 2013)enacted). New Hampshire also
allows for a reasonable, articulable suspicion standard whereby law enforcement or “employees of governmental
agencies or other entities, public or private” may proceed to uze a drone without geiting a court order first. See An
Act prohibiting images of 2 person’s residence to be taken from the air, H. 619 (NH 2013).
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companies to use them to monitor their rigs.*’

The most conunon remedies for a violation of these statutes are exchusion of the evidence
from criminal prosecution and grounds for civil action by the aggrieved party. Legislaturesina
small number of states have proposed that an entity or person can be charged with a erime for

violating the law.'*® Maine prohibits drone use by anycne otherthan law enforcement. ™™

Tllinois is seeking to require reporting and retention re for all drone users (private and

public).'® Some states prohibit weaponry and enhan chnblogies such as facial recognition

tute, % alg with a general statute that

protects a5 DS Tiets against the sharing of private information

: ving creatcsoramstsmmanngmmageofﬁmextmornf
suchnmagemueahdbyormthﬁmass:s&anceofasatelhte drone, or

any residential d
any device that is not s und.”
15 Act to Protect the P om Domestic Unmamed Aerial Vehicle Surveillance, 8. 236, 126® Cong.

® preedom from Drone Survesflggee Act, 3. 1587, 98® Cong. (IL 2013)enacted).
16! Among others, See 9. 783, 27% Cong. (Hi. 2013); 8. 4839 (NY 2013); Aerial Privacy Protection Act. 5. 411 (RI
2013),
192 See 8. 276, 85™ Cong. (Ia. 2013); S. 1331, 2013 Cong. (Va. 2013Xemacted).

16 Mass. Gen. Laws Ann. ch. 93A, § 2 (West)Under this statute, "[a]nfair methods of competition and unfair or
deceptive acts or practices in the conduct of any trade or commerce are hereby declared unlawful.”)

1 Mass, Gen. Laws Ann. ch. 214, § 1B (Under this statuts, “{a] person shall have a right against unreasonable,
substantial or serious interference with his privacy.”)
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ar intrusions into privacy in the commercial context.'® Mass. Gen. Laws, ch. 214, § 1B
provides general protections “against unreasonable, substantial or sericus interference with his
privacy.”"® The purpose of 214 § 1B is to prevent the “disclosure of facts ... that are of a highly
personal or intimnate nature when there exists no legitimate, countervailing interest.”™'¥ These

laws were erected to prohibit intrusions te privacy in both specific and broad contexts.

V. Recommendatijons —

A. Shifting the Focus from Privacy to Power dment Analysis

are e setts Attorney General objected to private sale of information regarding
bankrupt telecom sarvice peby ner base, including cradit card and phone history. See In re Essential.com,
: 9, 2001). See the Massachnsetts Attomey General's objection, available at
bttp:/fweb.archive org/web/20t B55025Mtpy/fwww fenwick.com/Abont_Fenwick/Privacy Documents/Essenti
al AG 2d Objection_8-7-01.pd vigited August 13, 2008), relied on the following authority as a basis for a
potential viclation of Mass. Gen. Laws Amm. ch. 93, § 105 and Mass. Gen. Laws Ann. ch. 934, § 2. See also, Weld
v. Glaxo Wellconte Inc., 434 Mass. 81, 746 N.E.2d 522 (2001}, where the Court affirmed the certification of a class
action: for alleged privacy abuses due to transfer of consumer information by CVS Pharmacy and others.

"% Mass, Gen. Laws ch. 214, § 1B.

157 Dasey v. Anderson, 304 F.3d 148, 153-54 (1st Cir. 2002) quoting Bratt v. Int'l Bus. Machs, Corp., 392 Mass.
508, 467 NE.2d 126, 133-34 (1984) (citations omitted)

158 See Paul Ohm, The Fourth Amendment in 2 World Without Privacy, 81 Miss. L.J. 1309., Daniel J. Solove,
Nothing to Hide,: The False Tradeoff Eetween Privacy and Security 114 (2011), Thomas Clancy, What Does the
Fourth Amendment Protect: Property, Privacy or Security? 33 Wake Forest L Rev. 307, 361 (1998).

1% See Ohm at 1336-38.

32




Prior to Karz'"® we associated property with that which the Fourth Amendment was created to

protect. But Katz changed that by replacing privacy for property as a proxy for Fourth

Amendment protection.”” Ohm and others suggest that in this era of rapid technological growth,

we substituts power as the proxy for that which the Fourth Amendment was created to
restrain.'™ Ohm’s proposition makes sense when one considers how new technologies have

made it easier (and cheaper) to obtaininformation. Users wi ¢ relinquish some of their

privacy to avail themselves of these new devices.'” F, most smartphones are

able tn Cietk of Court’s case file), Time Magazine, Everything About

You s Being Tracked—Get Stein, Mar 21, 2011, Vol. 177, No. 11. See also, Jones at 10,

™ Peter Maass and Megha Rejagopalan, “That’s No Phane. That's My Tracker”, NY Times. July 15, 2012. GPS

tracking software 5 years ago could locate a phone to a leve! of accuracy within SOfeet. See Kevin McLaughtin,

The Fourth Amendment and Cell Phone Location Tracking: Where are We?, 29 Hastings Comm. & Ent. L. . 421,

147257 (2007); Adam Cohen, What Your Cell Phone Conld be Telling the Government, TIME, Sept. 15, 2010.
Seeid.

18 Gee id.

17 Gee Jones at 963, citing to CTIA Consumer Info, 50 Wireless Quick Facts, http-//www.

ctiz org/consumer_info/index cfm/ATD/10323.

178 Maybe a cite to Solove’s nothing to Hide?

7 Courts could alsc treat this information as unprotected becanse those using such devices are legally considered
consensually sharing their data with third parties and therefore assume the tisk that third parties will share it with the
govermment. See e.g., Smith v. Maryland, 442 U.S. 735, 743-44 (1979), the United States Supreme Court reiterated
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As technology has rapidly advanced in the past decads, social norms concerning what is
considered private bave changed as well, '®° According to a Pew Research study teens share more
information about themselves than they have in previous years, minimizing the scope of what is
considered private. '*! This is likely the result of growing up in an age of handheld devices that

allow younger generations to communicate more by texting than talking on the phone or even

(plmalxty opunon}, Hoffa ‘:m
United States, 373 U.S. 42

a photo of!hemsclves, up from that of 79% in
from a mere 2%. Information sharing among teens is
5% ycars, new social media sites have developed, giving users the
a8 photos, cell phone numbers, and school locations. The
: $agier to post personal information, thus making it easier for the

. See hitp://pewinternet.org/Reports/201 3/Teens-Social-Media-And-

scope of the definity

Privacy/Main-Repo

%2 10 a 2012 stody, P that {exting and cellular device use dominates a teen’s choice of
communication. Ouly 19%6%; Ineny Jom Jandlines and only 6% exchenge emails, in comparison to 63% of teens
who communicate through text e g. See hitp://www.pewinternet.org/Reports/2012/Teens-and-
smartphones/Communication: ‘exting-dominates-teens-general-communication-choices.aspx.

1 See FED. TRADE COMMN, ONLINE BEHAVIORAL ADVERTISING: MOVING THE DISCUSSION
FORWARD TO POSSIBLE SELF-REGULATORY PRINCIPLES 2 (2007), available

at http:/iwvww. fic.gov/os/2007/12/P859900stmt.pdf [hereinafier “FTC BEHAVIORAL ADVERTISING REPORT™).
1% Ken Dilanian, http://www post-gazette com/stariestbusi ewe/nsa-google-facebook-and-formerly-nordstrom-
are-watching-vou-695592/, NS4, Google, Facebook and formerly Nordstrom are waiching yau (Mark Herschberg,
chief technology officer at Madison Logic, a New York-based company that provides data for advertisers stated that
"[t]here are thousands of companies out there collecting information on customers... Google is reading through your
email. Amazon is looking at not just what you buy, but what you shop for.”);

183 patricia Covington, Meghan Musselman, Privacy and Data Secuity Developments Affacting Consumer Finance
in 2008, 64 Bus. Law. 533, 544 (2009).




AT&T, Verizon, and Foursquare are selling the GPS location data of their users.'®® In 2010,
‘businesses spent $42.8 million on location-based advertising, '*’ That figure is projected to rise

to $1.8 billion by 2015.1%

In the past decade there has been a rise in the use of surveillance in public places such as

malls, parks, schools, streets and highways. '®® Chicago for imstance is considered to have the

prevalence of survei
changed attitudes abk

privacy.'®

ve {ha Fold:Building A Social Movement and Creating Corporate
ezls 2357 (2012)
s Above the Fold:Building A Social Movement apd Creating Corporate
Change, 36 N.Y.U. fe 215, 237 (2012)
19 See Jones at 963,

190 See CHICAGO'S VIDE

L CE CAMERAS: A PERVASIVE AND UNREGULATED THREAT
#172e ACLIJ of llinois (February 2011).

9 Only approximately 1000 cameras are visible, the reroaining 9,0000 are unmarked or invisible. Under a program
known as “Operation Virtual Shield,” all of these public and private cameras are integrated

together, and monitored by the City’s Office of Emergency Management and

Communications (*OEMUC™). See id.

1% 1 icense plate recognition (LPR) technology automatically identifies the licensa plate and location of passing
vehicles through the vse of stationary cameras or cameras mounted on police cruisers. A 2009 naticnal survey of
police agencies found that “37% of large agencies (in this case, agencies with greater than 100 officers) already used
LPR and that nearly onc-ﬂuxdaftboseremammgphnnedtoacqunenmﬂlmoneyear”S«LmdaM. Merola &
Cynthia Tum, Emerg B g ; 1
Technology, %6 Judtcatm‘e 119 120 (2012)

1™ See Jones at 963,
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In this technological age, civil hiberations are concerned about a slippery slope leading to
an abandonment of privacy rights. Law enforcement officials have available to them a tool to
conduct inexpensive, unobtrusive, continunous dragnet-type surveillance. For a moment, wsuahza
a drone equipped with a GPS device, facial recognition software, and a high resolution camera,
ascending to a height of10,000 feet above a major metropolitan area. Absent a warrant

requirement, the police seemingly can engage in surveillance® -abiding individuals who

present no reasonable ground for suspicion.’™ Dome st could be the nail in the coffin

e.the level of police power to that

bgy.'*® Ultimately the courts’ response

In many instances such as bling, crimes could actually be committed by phone as opposed to

physically appearing somewhere to conduct the activity. At the same time, it gave police a new

1% Brief Amici Curiae for the Electronic Fromtier Foundation and the ACLU of the National Capital area, United
States v. Jones, at 7.

193 Ozin 8. Kerr, An Equilibrium-Adjustment Theory of the Fourth Amendment, 125 HARV. L. REV 476 (2011).

196 K err argues that for as long as there have been rules that govern the investigatory practices of the police,
technological advances have caused courts to make adjustments to the rules to maintain the balance of police power,
See Kerr at 485-6.
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way to eavesdrop on illicit conversations without expending the resources of using undercover
agents or surveillance teams. The wiretap became a common means for police to investigate
criminal activity. Once this type of police surveillance became a reliable investigative tool for
law enforcement, the Court departed from precedent and found a reasonable expectation of

privacy in the telephone. 97 Promptly following Kar=, Congress enacted a comprehensive statute

regulating wiretapping. '**

197 Gee Katz; Jones, 132 8. Ct. at 963

198 18 U.8.C. secs. 2510-2522 (2006 ed.); See also, Jones, 132°5. Ct, at 963,

19 R err ot 496,

% Before GPS devices there were radio beepers which actad much the same way as n GPS device but instead gave
off a signal to police.

M rones, 132 S. Ct. at 949,

22 Id. at 964 (“For such offenses society’s expectation has been that law enforcement agents and others would not —
and indeed in the main, could not secretly monitor and catalogne every single movement of an individoal’s car fora
very long period”).
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power and, in this instance, the degree of power is too great to go unchecked by the Fourth
Amendment. Nonetheless, Alito cautions that not all government surveillance will implicate the
Fourth Amendment. He notes that short-term monitoring of people in public facilities occurs
routinely throughout society and will not and should not be subject to Fourth Amendment

constraints. 2

The distinction Justice Alito draws between persi eillance such as that used in

norms and practices, his concurrencgatte alibrdta e balance betweenspolice power

and personal privacy. Nonmatively, : at a ce egree of surveillance is expected

um adjustment theory to tnmanned aerial surveillance, one
| be on the depth of the surveillance and the magnitude of
information that can be gathered from this new technology.’®® In its prior aerial surveillance

cases, the Supreme Court has held that there is no reasonable expectation of privacy in spaces

iz ] See id.

" 14, at 962.

2% This was true in Kyllo where the Cotfirt was concerned sbout what the police could Jeam from the thermal imager
about what was happening inside the house and less concerned with the public vantage point from which police
were using the device,
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viewed from public navigable airspace.”® According to equilibrium theory principles, when
unmanned aerial surveillance at altitudes well into public navigable airspace becomes pervasive
enough that it tips the balance of police power too far in the government’s favor, courts will
respond by erecting new rules that restore government power to its prior level. Notwithstanding,

it is unlikely that all forms of unmanned serial surveillance will be prohibited under the Fourth

Amendment. Consistent with Justice Alito’s approach in Jo Court will consider the

extent to which society has grown accustomed to unm, gillance, including video
augmentation by unmanned aerial surveillancéari i ing information

about people without constraint. 2"’ ]

on how pervasive the ecomes and who will have access to if. At present, the

availability of drones that hvé the ability to conduct the type of surveillance that concerns

lawmakers has not reached its apex. The technology is evolving quickly and, as with all

2% gee Dow, Ciroalo, Riley

%7 See John Villasenor, Observations from Above: Unmearmed Aircraft Systems and Privacy, 36 Harv. I.L. & Pub.
Pol’y 457, 516-517Kpredicts that it will ot be the pervasiveness of unmanned aerial surveiliance technology that
will cause Court to create new limits, but the level of detail drones will be capable of caphuring as the technnlogy
advances. As a result, the Cowrt's previous rulings are “Iikely to provide more protection from government UAS
observations than is commonly assumed™).
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economies of scale, the drive for demand promotes wider availability.” For lawmakers and
courts the task is how to regulate the technology so that society can realize the benefits of these
inventions without relinquishing the privacy Americans have traditionally relied upon.

Recommendations can be made for how information obtained through UA Vs should be used.

B. Proposals for Legislative and Regulatory Action
Legislatures must [ead the way in balancing the po unmanned aerial surveillance

with subjective expectations of privacy and societal ndm ragic bombing at the Boston

of the suspects soon: de known to police from private surveillance cameras in the

area. Arguably, additions urces used by police might have lessened the trauma and possibly

€ See - draw on examples like GPS devices, thermal images, maybe license plate readers

*® Suffolk DA Conley Advocaes for More Surveillance Camera Coverage in Boston, Boston.Com {Apr. 22, 2013,
6:20 PM), bttp:/Awww.boston.com/metrodesk/2013/04/22/suffolk-conley-advocates-for-more-surveillance-camera-
coverage-boston/jmKqAS2eMDbSFAkxhxSfl/story. html

0 Boston Police Ed Davis Wants Drones For Next Marathon, Huffington Post (Apr. 27,2013, 10:17 AM),
http:/fwww. huffinetonpost.com/2013/04/27/boston-police-drones-matathon n 316961 3.htm}. See also,
hitp:/Awww huffingtonpest.com/2013/05/01/boston-bombing-drones_n_3192694.htmi?utm_hp_ref=politics.




saved lives lost in this senseless plot. But as was repeated by the Govemnor and top law
enforcement officials during and in the aftermath of this tragedy, this was an unprecedented
event - both in scope and duration.”' Whenever one considers a response to a hormific event,
like the senseless killing of innocent bystanders at a sporting event, one should pause long
enough to consider whether extending broader powers to the police with few legal safeguards is

a reasonable response or too great a cost to American privag

ought to be subject to strict regulations

privacy.” Suspicion!

M Ryan, Andrew, Amid hi ect, Boston 8 ‘ghost fown',
hitp:/Aaww.bostonglobe.cor 3/04/19/metropolitan-boston-swakens-under-siege-police-lavmch-manhemt-
for-marsthon-homber/A<Ob ICA Acv2azyZ)/story htm] (“An unprecedented manbunt held metropolitan

Roston hostage as police searched house by house for a suspect in the Marathon bombings, leaving almost 1 million
mople under siege.”)

The call for enhanced surveillance is not specific to an on-going ot future threat. Tt is a request to contimonsty
survey both from the air and from traffic lights end other public spaces. According 1o the ACLU 2611 report,
psychologists have repeatedly found that people who are being observed tend to behave differently, and make
different decizions, than when they are not being watched. This effect is so great that a recent study found that
“merely hanging up posters of staring hmmean eyes is enough to significantly change people’s behavior, See Sander
van der Linden, “How the Illusion of Being Observed Can Make You a Belter Person,” Scientific American, May 3,
2011, online at hitp://'www.seientificamerican.conl/article.cfm?id=how-the-illusion-of-being-observed-can-make-
2yo;;u-bet'l:m--jmrscm.
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Advanced technologies and third-party providers are enabling the government to engage
in indiscriminate data collection.®* Recent revelations have exposed the government’s
surreptitions data collection of millions of people for whom the government has no particularized
suspicion.”® According to authorities, the NSA has been collecting “wholly domestic” phone

records and other electronic communications of Americans for the past several years,?'S

Pursuant to a controversial collection program approved by £ongress in 2008 under Section 702

217

each year.”' Approximately ninety-one percent.g

Internet providers such as Google, Yahoo and 4] todd-named PRISM.

etion of phone refords by the NSA

surveillance from drones.?*®

pes Are Police Watching?,
llhons-of-cell hones~ar ol:ce—watchm July 12,2012,

& Verizon to share its customers’ metadata on an “ongoing daily
Tuly 19, 2013. See Fisher, Max. Expert: NS4 Phone Data Collection
Washington Post (June 6, 2013, 10:28 AM),

cidviews/wp/201 3/06/06/expert-nsa-phone-data-collectiop-has-likely-

basis” bcgmumg
Had Likely Been Ong

p:/forww. washing

;7§§h§§g3§§§ story.html.

' Sae Glen Greenwald and Ewen MacAskill, NS4 PRISM program taps in to wser data of Apple, Google, and
others, The Guardizn (June 6, 2013) hitp//wew.theguardian.com/world/2013/im/06/us-tech-giants-nsa-data
{detailing how the NSA created a secret program called PRISM whereby NSA could directly access data available
E}gmxgh servers connected with Google, Facebook, Apple, and other internet service providers).

Seeld.
12 Although the chief judge of the FISA court has noted a “pattern of misleading statements by the government and
hinted that the NSA possibly viclated a criminal law against spying on Americans™. Seeid.
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collecting information about millions of Americans — information that when pieced together

creates a detailed profile of a person’s lifestyle: their habits, recreational activities, family stains,

affiliations, health and hygiene, profession, economic and soctal status.

Congress and the states should pass legislation regulating immanned aerial surveillance

that is focused on transparency and accountability. Such recommendaticns mclude statutes that

requite warrants for all drone surveillance by law enforce These statutes would

should be mandated

2 Qee Future of Drones in America: Law Enforcement and Privacy Considerations: Hearing before S. Judiciary
Comm., 113 Cong. (2013) (statement of Amie Stepanavich, Dir. of the Domestic Surveillance Proj. Elec. Privacy
Info. Ctr.). Future of Drones in America: Law Enforcement and Privacy Considerations: Hearing before 5.
Judiciary Comim., 113 Cong. (2013) (Written statement of the American Civil Liberties Union.).

21 These types of situations include fires, chemical exposures, hostage situations and other instances where
conventxoml stnw:llancewmﬁdbema&equatemscopemdmm:oprevmthm SeeTroyRobem On the Radar:
bl .

M@mﬂ’gmmmm 49 Jurimetrica J. 491, 516-18 (2009)
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industry, civil liberties organizations, policy advocates, and academics. This group would be
assigned the task of measuring the impact drones are having on society’s expectation of privacy

and make recommendations on how to improve.

Members of Congress have called for the FAA to require operators, as part of the

intended use. Specifically, an

certification for flight, to submit a detailed report on the drones’,;
operator, public or commercial, would have to document he VAV will be operated, by

whom, what type of data will be collected and how used and stored.”? Each

information and a re:

privacy regulations, i -3 sandits angloversight for law enforcement operations.

ce posés’many challenges to individuals’ privacy rights while
nefits to society. It is fair to say that drones are in our lives to

stay, and the task at hand'igfo'régnlate their use. The Fourth Amendment was created to control

Algen supra Part X

2 cou, Future of Drones in America: Law Exforcement and Privacy Considerations: Hearing before 5. Judiclary
Cornn., 113 Cong. (2013) (statement of Amie Stepanovich, Dir. of the Domestic Surveillance Proj. Elec. Privacy
Info. Ctr).

#* See supra part X,

#5 Soe, Future of Drones in America: Law Enforcement and Privacy Considerations: Hearing before S. Judiciary
Comm., 113 Cong. (2013) (statement of Amie Stepanovich, Dir. of the Domestic Surveiflance Proj. Elec. Privacy
Info. Ctr.).
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these types of governmental intrusions into our perscnal lives. Deference to police power at the
exclusion of the Fourth Amendment is at odds with our constitutional protections. There is an
sver-increasing awareness of the prevalence of drones on our soil, and we are very much in a
nascent period when it comes to figuring out how to regulate them. However, one thing is

certain: when the prevalence of drones does compel the Court to act, it will be another Katzian
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