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Abstract

We present the design and implementation of Sensus, a practical, secure and private sys-
tem for conducting surveys and elections over computer networks. Expanding on the work
of Fujioka, Okamoto, and Ohta, Sensus uses blind signatures to ensure that only registered
voters can vote and that each registered voter only votes once, while at the same time main-
taining voters’ privacy. Sensus allows voters to verify independently that their votes were
counted correctly, and anonymously challenge the results should their votes be miscounted.
‘We outline seven desirable properties of voting systems and show that Sensus satisfies these
properties well, in some cases better than traditional voting systems.
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1. Introduction

Democratic governments and organizations must have mechanisms for polling their members. Tra-
ditionally, elections have served as the official mechanisms for people to express their views to their
governments, while surveys have augmented elections as unofficial — but nonetheless valuable —
measures of public opinion. In both surveys and elections, privacy and security are usually desired,
but not always simultaneously achievable at a reasonable cost. Mechanisms that ensure the security
and privacy of an election can be time-consuming and expensive for election administrators, and in-
convenient for voters. Conducting secure and private elections can become even more difficult when
voters are geographically distributed.

Due to the rapid growth of computer networks and advances in cryptographic techniques, elec-
tronic polling is now a viable alternative for many non-governmental elections and surveys, and it
is likely to become viable soon for governmental elections as well. Electronic polling over the In-
ternet can be convenient for voters with easy access to networked computers, even if the voters are
geographically distributed. In addition, electronic surveys and elections can be inexpensive to ad-
minister. However, if not carefully designed, electronic polling systems can be easily compromised,
thus corrupting results or violating voters’ privacy.

Following the work of Fujioka, Okamoto, and Ohta [10], we have designed a security-conscious
electronic polling system called Sensus that can be used to conduct surveys and elections over the
Internet. Sensus was designed primarily as a replacement for postal mail balloting systems; how-
ever, it is flexible enough to suit a variety of other polling applications, including those not feasible
using traditional polling systems [8]. We have demonstrated that our implementation can be used
to conduct small-scale elections. Furthermore, we believe our implementation could accommodate
large-scale elections with minor modifications.
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While there has been much theoretical discussion of secure and private electronic voting systems,
most of the systems actually used for Internet polling ignore security and privacy issues.! With polls
becoming increasingly common on the World Wide Web, we believe it is important for people to be
aware that security and privacy considerations need not be ignored. If these considerations are not
addressed early, lay people are likely to view all secure Internet applications with skepticism. Our
work has focussed on developing a practical security-conscious electronic polling system design that
can be implemented and used for actual surveys and elections.

In this paper we present the Sensus design and implementation. In Section 2 we present our
design goals, including a list of desirable properties for election systems. In Section 3 we detail the
Sensus polling protocol, describing the role of each system component and comparing Sensus with
other polling protocols. In Section 4 we evaluate Sensus and analyze the degree to which it satisfies
the properties outlined in Section 2, and in Section 5 we present our conclusions.

2. Sensus Design Goals

While a wide variety of voting systems and protocols exist, the basic procedure for conducting a
democratic election? is fairly standard. This procedure generally involves four tasks:
Registration. The registration task involves compiling a list of people eligible to vote.

Validation. The validation task involves checking the credentials of those attempting to vote and
only allowing those who are eligible and who have not already voted to proceed.

Collection. The collection task involves collecting the voted ballots.
Tallying. The tallying task involves counting the votes.
To have confidence in the election results, people must believe that these tasks are performed

properly. However, there are numerous opportunities for corruption during the performance of each
of these tasks. For example:

e Election authorities may cheat by knowingly allowing ineligible voters to register, registered
voters to cast more than one vote, or ballots to be systematically miscounted or destroyed.

1Amcmg the polls we found on the World Wide Web in November 1995 were VOTELINK, a Web site that features
weekly votes on a variety of local, national, and international issues
(hutp:/fwww.votelink.com/votelink/ns/home.htm); Presidential CyberPoil, a Web site that polls visitors on their preferred
Presidential candidate (http:/fwww.rtis.com/nat/pol/cyberpollf); Interactive @ VialueLine, a Web site that polls visitors on
their preferred Presidential candidate, predictions about the OJ trial, and other topics (http://www.dfw.net/~alans/inter/);
and Geertt’s Polipage, a Web page that asks visitors to name their favorite actress, handsomest man, and other celebrity
preferences (http://www.stack.urc.tue.nl/~geertt/). None of these sites claimed to offer any privacy protection. Two of
them claimed that they would only count one vote from each voter.

?In the Sensus system, there is no difference between an election and a survey. Therefore, throughout this paper the
terms poll, election, and survey will be used interchangeably. Likewise, the term ballor will refer to both survey forms
and ballots and the term voter will refer to both voters and survey respondents.
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e Ineligible voters may register (often under the name of someone who is deceased) or eligible
voters may register under multiple names,

» Registered voters (eligible and otherwise) may be impersonated at the polls.

» Ballot boxes, ballots, and vote counting machines may be compromised.

Traditionally, election fraud has been prevented through the use of physical security measures,
audit trails, and observers representative of all parties involved. But the prevention of election fraud
is made more difficult by the frequent requirement that votes remain private.> Observers may not
observe a ballot until after it has been placed in a ballot box, and audit trails must not provide the
ability to link a ballot back to the voter who cast it. Even so, these security measures generally work
well enough that the possibility of widespread fraud is small and people have confidence that election
results are accurate.

When designing an electronic polling system, it is essential to consider ways in which the four
tasks mentioned above can be performed electronically without sacrificing voter privacy or introduc-
ing opportunities for fraud. In addition, it is useful to consider all desirable polling system properties,
including those not always achievable in traditional systems.

Our design goals are based on our survey of the literature on traditional and proposed electronic
polling systems. We reviewed several sets of “ideal” election system characteristics found in the
literature [1, 10, 15, 18, 20] and developed a set of four “core properties” that are likely to be desirable
in almost any election system:

Accuracy. A system is accurate if (1) it is not possible for a vote to be altered, (2) it is not possible
for a validated vote to be eliminated from the final tally, and (3) it is not possible for an invalid
vote to be counted in the final tally. )

In the most accurate systems the final vote tally must be perfect, either because no inaccura-
cies can be introduced or because all inaccuracies introduced can be detected and coirected.
Partially accurate systems can detect but not necessarily correct inaccuracies. Accuracy can
be measured in terms of the margin of error, the probability of error, or the number of points
at which error can be introduced.

Democracy. A system is democratic if (1) it permits only eligible voters to vote, and (2) it ensures
that each eligible voter can vote only once.

Privacy. A system is private if (1) neither election authorities nor anyone else can link any ballot to
the voter who cast it, and (2) no voter can prove that he or she voted in a particular way.

The second privacy factor is important for the prevention of vote buying and extortion. Voters
can only sell their votes if they are able to prove to the buyer that they actually voted according
to the buyer’s wishes. Likewise, those who use extortion* to force voters to vote in a particular

3Slessenger [21] reports that voter privacy is not a requirement in the United Kingdom, where voter identification num-
bers and ballot numbers are recorded together.
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way cannot succeed unless they can demand that voters prove that they voted as requested.

Verifiability. A system is verifiable if voters can independently verify that their votes have been
counted correctly.

The most verifiable systems allow all voters to verify their votes and correct any mistakes they
might find without sacrificing privacy. Less verifiable systems might allow mistakes to be
pointed out, but not corrected or might allow verification of the process by party represen-
tatives but not by individual voters.

In addition, we developed three extra properties that an electronic polling system should possess.
Two of these properties are important for ensuring a high voter turnout, something which is often
desired but not always achieved.

Convenience. A system is convenient if it allows voters to cast their votes quickly, in one session,
and with minimal equipment or special skills.

Flexibility. A system is flexible if it allows a variety of ballot question formats including open ended
questions (this is important for write-in candidates and some survey questions).

Mobility. A system is mobile if there are no restrictions (other than logistical ones) on the location
from which a voter can cast a vote.

We designed Sensus to possess all of the above properties, with one exception. Sensus does not
address the second part of the privacy property. Unless voters are required to cast their votes from
inside a solitary voting booth, voters will be able to prove how they voted by allowing another party
to observe them while they are casting their votes. We do not believe this problem can be addressed
without sacrificing mobility or convenience,

In addition, like most distributed cryptographic systems, Sensus does not address problems re-
lated to ballots being intercepted or delayed while in transit. The design of the Sensus system as-
sumes that voters have a reliable mechanism for delivering messages to the election authorities in a
timely manner.

3. Sensus Polling Protocol

Sensus has been designed as an easily adaptable modular system. The polling protocol requires the
existence of validator, tallier, and pollster modules. Additional modules may augment the Sensus
system.

4 Benaloh and Tuinstra [1] explain:

There are reports that in some small Italian villages, the voting system employed allows voters to list their
votes in any order. Political bosses are said to assign different permutations of their preferred candidates to
each voter. If a particular permutation fails to appear when the votes are counted, a boss can assume that the
voter to which that permutation was assigned did not vote “properly”, and reprisals can be taken.
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The responsibilities of the essential modules include all of the tasks described in Section 2, with
the exception of the registration task (which many be performed by human officials or by an optional
registrar module). The validator is responsible for the validation task, and the tallier is responsible
for the tallying and collection tasks. The pollster acts as a voter’s agent, performing all cryptographic
and data transfer functions on a voter’s behalf.

The Sensus protocol is based closely on a scheme proposed by Fujioka, Okamoto, and Ohta [10]
that uses blind signatures® to provide security while protecting voters’ privacy. The Sensus protocol
requires the voter to prepare a voted ballot, encrypt it with a secret key, and blind it. The voter then
signs the ballot and sends it to the validator. The validator verifies that the signature belongs to a
registered voter who has not yet voted. If the ballot is valid, the validator signs the ballot and returns
it to the voter. The voter removes the blinding encryption layer, revealing an encrypted ballot signed
by the validator. The voter then sends the resultant signed encrypted ballot to the tallier. The tallier
checks the signature on the encrypted ballot. If the ballot is valid, the tallier places it on a list of valid
ballots to be published after all voters vote. The tallier then signs the encrypted ballot and returns it
to the voter as a receipt. Upon receiving the receipt, the voter sends the tallier the ballot decryption
key. The tallier uses the key to decrypt the ballot and add the vote to the tally.

3.1. Sensus Modules

As mentioned above, the validator, tallier, and pollster modules are essential for conducting a Sensus
election. In addition, the registrar, ballot-authoring, and other such modules can automate election
tasks, saving time or reducing the chance of human error. In this section we will detail the use of
these modules to implement the Sensus protocol and describe our module implementations briefly.
A diagram illustrating the transactions that must take place between the pollster, validator, and tallier
modules is shown in Figure 1.

We have implemented basic registrar, pollster, validator, and tallier modules in C and Perl on a
Unix system. Qur implementation uses the RSAREF encryption library, which is distributed free of
charge by RSA Data Security, Inc. It also uses the Webget Perl script by Jeffrey Friedl. Our imple-
mentation requires the registrar, validator, and tallier modules must be run on a machine with a Web
server that supports CGI scripts.

For maximum security and privacy, the validator and tallier modules should be run on separate
machines and the pollster module should not be run on a machine that houses any of the other mod-
ules.

Registrar The registrar is responsible for registering voters prior to an election or poll. The
registrar must take a list of people eligible to register (population list) and a list of people who have

The Sensus polling protocol uses blind signatures to preserve privacy and democracy simultaneously. Firstintroduced
by Chaum [4], blind signatures allow a document to be signed without revealing its contents, The effectis similarto placing
adocument and a sheet of carbon paper inside an envelope. If somebody signs the outside of the envelope, they also sign
the document on the inside of the envelope. The signature remains attached to the document, even when it is removed
from the envelope.
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applied to register and whose identities have been verified (verified list), and produce a list of reg-
istered voters. Registered voters will generally be listed by their names or identification codes, a
public encryption key, and optionally, an e-mail address.

As with traditional voting systems, the main difficulty in implementing a registrar lies in verify-
ing the identity of applicants, a task that may be impossible without a face-to-face meeting. For this
reason, some election administrators may choose not to automate the registration process. However,
for most purposes, an automated registration process can produce sufficiently accurate results.

Our registrar implementation requires that each voter be sent a voter identification number (which
need not be secret) and a secret token T prior to the registration process. For example, university stu-
dents might be given these numbers when appearing in an administrative office to have their identi-
fication card photos taken, or members of a professional society might be sent these numbers in the
postal mail after joining the society.

Eligible voters generate public/private key pairs and register to vote by sending the registrar their
voter identification number, T', and public key. The registrar verifies that the applicants have submit-
ted the correct tokens and adds their identification numbers and public keys to the registered voter
list. The registered voter list also contains a validation field for each voter which is set to 0 before
each election and changed to 1 by the validator after a voter’s ballot is validated,

Polister The pollster acts as a voter’s agent, presenting human readable ballots to a voter, col-
lecting the voter’s responses to ballot questions, performing cryptographic functions on the voter’s
behalf, obtaining necessary validations and receipts, and delivering ballots to the ballot box. The
pollster is the only component of the Sensus system that voters must trust completely; voters con-
cerned about the privacy of their ballots may want to install personal copies of the pollster on trusted
machines. Pollsters may be implemented with a variety of user interfaces. Some pollsters may bave
the ability to display multimedia ballots with a graphical user interface; others will use a simple
text-based interface. The pollster may also be used to assist voters in verifying that their votes were
counted correctly or in contesting an election.

Our polister implementation has a simple text user interface. It has the ability to display unvoted
ballots described using our ballot description language, BLT. BLT was designed for maximum flex-
ibility in generating ballots. It allows for ballot elements to be presented in random order or condi-
tionally (although conditional presentation is not yet implemented). However, the Lisp-like format
of BLT makes it difficult for humans to use it to compose Sensus ballots. This problem can be re-
solved through the use of a batlot authoring tool.®

Now that World Wide Web browsers with HTML forms support have become widespread, HTML
may prove to be a better ballot specification language for most purposes.

Validator The validator is responsible for checking voter registration and ensuring that only
one vote is cast by each registered voter. The validator creates a blinded validation certificate by

5We have implemented a prototype ballot authoring tool called Ballot Paletie. This module was implemented using C
and the XView tool kit. It provides a graphical representation of a ballot and allows users to edit ballots by dragging icons
with a mouse. Ballot Palette then produces BLT code for the created bailot.
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signing a blinded ballot. The voter then unblinds the validation certificate and submits it to the tal-
lier with his or her ballot. The validator will issue no more than one validation certificate to each
registered voter.

Our validator uses the registered voter list to obtain each voter’s public key and check the sig-
natures on their ballots. The validator changes the contents of the validation field from 0 to 1 after
validating a ballot. With this method no record is kept of the order in which ballots are validated.

Tallier The tallier is responsible for collecting the voted ballots and tallying the results of the
election or survey. Voters first submit encrypted ballots, signed by the validator to the tallier. The
tallier checks the authenticity of the validation and verifies that the encrypted ballot is unique among
the encrypted ballots received thus far. If the ballot is valid and unique, the tallier issues a signed
receipt to the voter. The voter then submits the ballot decryption key. The tallier uses the key to
decrypt the ballot. After the election, the tallier publishes a list of encrypted ballots, decryption keys,
and decrypted ballots, allowing for independent verification of election results.

Our tallier computes a 16-byte digest of each encrypted ballot received and uses it to index the
encrypted ballots and receipts. A hash table could be added for greater efficiency in looking up en-
crypted ballots. This medification is probably necessary to accommodate large-scale elections.

Note that there is a very small chance that two or more voters may submit identical encrypted
ballots. If this were to occur, only one of these ballots would get counted.

3.2. Other Polling Protocols

A variety of cryptographic election protocols have been proposed over the past 14 years that have
been designed to minimize fraud and maximize privacy. In addition, some have been designed with
additional goals in mind, such as making it impossible for voters to prove that they voted in a par-
ticular way. Many of the proposed protocols are not practical to implement for a large number of
geographically distributed voters; however, they remain of theoretical interest. In this section we
provide a brief analysis of several other cryptographic election protocols as well as traditional elec-
tion protocols, and compare them with Sensus.

Traditional Election Systems Most traditional election systems are far from ideal. They tend
to rely on a number of trusted parties who have the ability to conspire to change the outcome of the
election or reveal the way particular voters voted. These systems generally work because most of the
trusted parties are either trustworthy or have little trust in each other, and thus no conspiracy takes
place.

The voting systems used for national elections in the United States are generally designed to sat-
isfy all of the core properties to some degree. However, there are few official criteria which voting
systems throughout the U.S. are required to satisfy [14]. In most systems there are opportunities
for votes to be changed, lost, or incorrectly recorded during the counting process. Although inac-
curate tallies may be the result of fraud, all documented inaccuracies in computerized vote tallying
have been the result of problems with or misuse of the voting equipment or software. For example, a
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1984 Carroll County, Maryland school board election was incorrectly tallied by a computerized tally-
ing system after an election administrator accidently installed the wrong utility program for reading
ballot cards [19]. The use of absentee ballots gives national elections the mobility property, allow-
ing voters to cast their votes from almost anywhere they want. However, absentee ballot systems
tend to reduce privacy further and increase the opportunity for ballots to be changed or lost. Despite
these procedural shortcomings, it would be difficult for a national election to be thrown because of
the large number of precincts and the diversity of voting systems used. In addition, vote buying is
probably rare because it is nearly impossible for a voter to prove how he or she voted after leaving
the polling booth. (However, vote buying can occur easily when absentee ballots are used.)

The systems used for national elections are usually also used for local elections in the United
States. However, when used for local elections these systems are more likely to be abused because
a relatively small number of precincts contribute to the final vote tally. With over 10,000 election
officials participating in U.S. national elections, widespread fraud or negligence is not likely to go
undetected [12].

Large professional, social, and special interest organizations tend to hold their elections through
mail-in balloting. These systems allow voters to cast their votes from virtually any location, however,
they often sacrifice accuracy and privacy. This method usually works because organizations that use
this system tend not to hold highly controversial elections. In addition, they often hire a disinterested
party to run their elections.

Many states also use mail-in balloting for some elections, especially in small precincts. Gener-
ally voters are asked to submit their ballots in double envelopes to protect their privacy. Probably
the largest organization to use mail-in balloting to date is the Teamsters. In 1988 the Teamsters sent
matl ballots to 1.5 million members. According to Teamsters election officers, the only problems en-
countered were a few attempts to vote multiple times or intimidate voters. Nonetheless, many people
are still skeptical about the security of mail-in balloting. The California and Kansas Supreme Courts
have both ruled on cases involving mail-in balloting. In both cases the courts refused to strike down
laws allowing miail-in balloting, despite the Kansas court acknowledging that “vote by mail increases
the potential for compromise of secrecy and opportunity for fraud” [13].

Most traditional election systems can be verified only by party representatives or trusted third
parties. It is generally not possible for voters to verify that individual votes were counted correctly.
In addition, while the verification process can often detect procedural problems and large discrepan-
cies between the final tally and the number of voters who visited the polls, it usually cannot correct
inaccuracies.

Cryptographic Polling Protocols Chaum proposed the first published cryptographic voting
protocol in a 1981 paper on anonymous electronic mail and digital pseudonyms [3]. This protocol
uses public key cryptography and relies on rosters of digital pseudonyms to conceal the identity of
voters. However, the protocol does not guarantee that the identity of voters cannot be traced. Chaum
later proposed a protocol which unconditionally conceals the identity of voters [5]. However, elec-
tions conducted with this protocol can be distupted by a single voter. Although Chaum’s protocol
can detect such disruptions, it cannot recover from them without restarting the entire election {11].

In 1985 Cohen (a.k.a. Benaloh) and Fischer published a description of a secure election scheme
in which it is very difficult for dishonest voters to disrupt the election [7]. However, the scheme
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does not protect the privacy of individuals from the election authority. Cohen later presented exten-
sions to this scheme which distribute the power of government and offer more privacy protection {6].
Benaloh claims this scheme is “reasonably practical” and cites political problems as a greater hin-
drance to implementation than technical problems. However, he also acknowledges that knowledge
of college-level mathematics is required for voters to independently verify election results [2). In
addition, because of the scheme’s large communication complexity, casting a vote may take an un-
acceptably long time [17].

In 1994 Benaloh and Tuinstra proposed a set of verifiable secret-ballot election protocols that do
not allow voters to prove the contents of their votes [1]. Unlike the other cryptographic protocols
discussed here, these protocols require voters to vote inside a voting booth, The authors maintain
that the simplest of their protocols does not require computations on the part of the voter that are
outside “the range of normal human ability.” However, the more complex protocols that have fewer
requirements for trusting election authorities would require the voter to bring a personal comput-
ing device into the voting booth. Even the Full Scale Receipt-Free Protocol does not guarantee that
voters cannot be coerced, unless one or more election authorities are trustworthy. Although not a
practical solution for Internet voting, the receipt-free nature of this system is significant because it
prevents voters from participating in vote buying schemes.

A number of other cryptographic voting schemes have been proposed that require interactions
between voters. These schemes, including [9], may be useful in a board room setting, but are not
suitable for most large-scale elections.

The more practical cryptographic schemes do not require any interaction between voters or use
of specialized equipment. However, none of these schemes prevent vote buying. One of the more
simplistic of these schemes requires two election authorities: a validator and a tallier. In this scheme,
shown in Figure 2, voters encrypt their ballots with the tallier’s public key, sign them, and forward
them to the validator. The validator strips off the voters’ signatures, checks to make sure the ballots
were submitted by registered voters who had not yet voted, and forwards the ballots to the tallier. The
tallier decrypts the ballots and records the votes. This scheme prevents non-registered voters from
voting and registered voters from voting multiple times. However, it only protects voters’ privacy
if the tallier and validator do not collude. In addition, it does not provide a mechanism for voters to
use to verify that their votes were counted correctly.

voter
voter K private
F)

voter'’s

=> DR = DI = o = mm
CESED

E? lldalor: veler
public
wstot
1L
ey 2 oters

Figure 2: A Simplistic Voting Protocol
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Figure 3: Phase 2 of the Two Agency Protocol

In the Two Agency Protocol developed by Nurmi, Salomaa, and Santean [15], the responsibilities
of validating registered voters and computing and publishing the results of the election are divided
between two agencies, as in the simplistic scheme. In the first phase of this protocol, the validator
sends a large prime identification tag to each of n voters who have previously reported an intention
to vote. The validator then sends the tallier a list of all n identification tags (with no record of the
corresponding voters). In the second phase, each voter B sends the tallier the pair (tg, ha(ts,vB)),
where ¢p is the voter’s tag, hp is a cryptographic hash function of two variables, and v is the vote.
The tallier then publishes hp(¢p,vgs). B responds by sending the tallier the pair (¢g, hgl), allowing
the tallier to determine vg. When the voting pericd is over, the tallier publishes a list of each vg and
its corresponding hg(tg,vp). At this point each voter can confirm that his or her vote was counted
properly. In phase 3, any voter who discovers that his or her vote was lost or not counted properly
can protest by submitting the triple (tg, hg{tp,vs), hz'). Because hp(tg,vp) was published in
phase 2, the tallier cannot deny the error. In phase 4 (optional), voters can change their votes by
repeating the procedures in phases 2 and 3 with a different hash function. (Note, the hash functions
used in this protocol can be implemented as public/private key pairs, as shown in Figure 3.) One of
the biggest problems with this protocol is that if the validator and tallier collude they can determine
the mapping between B and vg [18].

The One Agency Protocol is identical to the Two Agency Protocol, except for the tag distribu-
tion procedure in phase 1. In the One Agency Protocol, tags are distributed by the tallier (there is
no validator) using an ANDOS (all-or-nothing disclosure of secrets) protocol for secret selling of
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secrets. This solves the collusion problem, but not the vote buying problem. In addition, it requires
the use of a very complex protocol for distributing tags. Another problem with both the One and
Two Agency Protocols is that the tallier may cast votes for all voters who have been assigned a ¢t
but do not exercise their right to vote [18, 15]. The One Agency Protocol is more private than the
Two Agency Protocol, but is also considerably more difficult to implement.

When Chaum first introduced the concept of blind signatures in 1982, he suggested that blind
signatures could be used for secret ballot elections. Ten years later, Fujioka, Okamoto, and Ohta de-
veloped a practical voting scheme that uses blind signatures to solve the collusion problem inherent
in protocols like the Two Agency Protocol without significantly increasing the overall complexity
of the protocol [10]. (A number of other, less satisfactory blind signature protocols have also been
proposed. Sako, for example, proposed a protocol that is simpler but does not completely prevent
election administrators from linking ballots with the voters who cast them [16].) The Sensus proto-
col is based closely on the Fujioka, Okamoto, and Ohta scheme. The main difference between these
schemes emerges after the voter has submitted the encrypted ballot to the tallier. In the Sensus pro-
tocol, the tallier responds by sending a receipt to the voter. The voter may submit the decryption key
immediately after receiving this receipt, completing the entire voting process in one session (veri-
fication must still wait until the election is over). In the Fujioka, Okamoto, and Ohta protocol the
tallier responds by placing the encrypted ballot on a list that is published after all voters vote. Thus,
a voter cannot submit his or her decryption key until after the voting phase of the election is over.
As a result, votes cannot be cast in a single session.

The Sensus protocol satisfies most of the core properties well; however, it fails to correct one
of the problems inherent in the One and Two Agency protocols: the election administrators (in this
case the validator) can cast votes for abstaining voters. These invalid votes can be detected by the
abstaining voters themselves or by an auditor who checks the signatures on all the validation requests
submitted. However, there is no way to identify the invalid ballots and remove them from the tally.
If voters who wish to abstain submit blank ballots, then this problem can be avoided.

Another problem with the Sensus protocol is that it requires the voter to participate in a complex
set of transactions in order to cast a vote. However, by including a pollster module in the Sensus
system, we allow the voter to perform these transactions with ease.

4. Evaluation

We outlined seven desirable properties of polling systems in Section 2. In this section we will eval-
uate Sensus’ ability to satisfy these properties.

While evaluating the security and privacy aspects of the Sensus system, we make a few assump-
tions.

¢ We assume that a vote cannot be linked to a particular voter by tracing the packets in which the
vote is delivered to the tallier back to the sender. Thus, we assume all communication between
voter and election authorities occurs over an anonymous channel. This is not necessarily the
case using the current Sensus implementation; however, an anonymous channel could be se-
cured through the use of a chain of World Wide Web forwarding servers.
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e We assume that the voter is using a computer system in which it is not possible for clear text
messages to be intercepted. Thus we assume no parts of the voter’s computer system can be
snooped through physical or electronic means. The voter’s privacy while casting the vote can
only be violated if the voter allows someone to look over his or her shoulder. This is, of course,
not the case if the voter is using a multi-user system where other users have root privileges.

s We assume that messages from voters will not arrive at the validator and tallier in the same
order, allowing the validator and tallier to collude to link ballots with the voters who cast them.
This assumption is valid given a voter population large enough that multiple voters are likely to
attempt to vote at approximately the same time. In addition, voters concerned about this type
of collusion need not submit their ballots to the tallier immediately after obtaining validation
certificates from the validator. While it is possible for the validator to delay the processing of
a validation request until the previous voter has submitted a ballot to the tallier (thus ensuring
that the ballots arrive at the validator and tallier in the same order), such behavior would likely
be detected by voters who experience long delays.

e We assume that all encryption algorithms used are sufficiently strong that encrypted messages
cannot be decrypted without the proper keys. Thus, security in the current implementation is
based on the strength of RSA.

Accuracy Sensus satisfies all three parts of the accuracy property well. While it is possible to
alter, eliminate, or add votes, any such behavior is detectable. Voters whose votes have been altered
or eliminated from the final tally can discover the problem by examining the tallier’s published list.
These voters can submit their receipts anonymously along with their ballots and decryption keys to
protest the election results and have them corrected. The only party that can add invalid votes to
the final tally is the tallier, These can be detected by any party who checks the authenticity of the
validation certificates for all ballots; the final tally can then be corrected.

Democracy Sensus satisfies the democracy property completely when all registered voters sub-
mit ballots. However, if abstaining voters do not submit ballots, it is possible for the validator to sub-
mit and validate ballots in their names. By checking the signatures on all of the validation requests,
an auditor may detect that this has occurred and determine the number of inappropriately validated
ballots. However, it is not possible to correct the final election tally.

Privacy Sensus satisfies the first part of the privacy property well, but does not satisfy the sec-
ond part at all. Given the above assumptions, it is not possible for any party to link a ballot to the
voter who cast it. However, Sensus does nothing to prevent a voter from proving that he or she voted
in a particular way.

Verifiability Sensus satisfies the verifiability property completely. Voters can verify that their
votes were counted correctly and correct any mistakes they might find without sacrificing their pri-
vacy.
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Convenience Sensus satisfies the convenience property well, allowing voters to cast their votes
quickly, in one session, and with minimal equipment, or special skills. In mock elections voters were
able to mark their ballots, perform all necessary cryptographic functions, and complete all Sensus
transactions within a few minutes — an amount of time mock election participants found acceptable.
A more efficient implementation of modular arithmetic and other functions would likely reduce this
time to one or two minutes. Although, the computer science students and professors who participated
in mock elections found Sensus easy to use, incorporating the Sensus user interface with a World
Wide Web browser would make Sensus more accessible to less computer literate people.

Although Sensus allows voters to cast their votes in one session, voters may choose to cast their
votes in two sessions to ensure that their ballots cannot be linked back to them if the validator and
tallier collude. To make this two-session voting more convenient, the pollster could be programmed
to automatically begin the second session after a random delay.

Flexibility Sensus satisfies the flexibility property well, as it was implemented using a ballot
specification language that allows a variety of question and answer formats, including free text.

Mobility Sensus satisfies the mobility property well, as it can be used from any computer con-
nected to the Internet. The Sensus program is currently only implemented on a Unix system, but it
should be easily portable to other platforms.

5. Conclusions

We have presented seven desirable properties of polling systems, as well as the design and imple-
mentation of Sensus, a practical electronic polling system that satisfies these properties. Our system
protects voter privacy, even when election authorities collude. It also allows voters to verify that
their votes have been counted correctly, and anonymously challenge the results should their votes
be miscounted. Sensus will not accept ballots from those not registered to vote, nor will it accept
more than one ballot from each registered voter. Invalid ballots can only be introduced into the final
tally by the validating authority if some voters do not submit ballots.

Mock elections conducted with Sensus indicate that the system is convenient for voters to use.
Voters can generally mark a short ballot and complete all cryptographic functions and transactions
with election authorities within a few minutes. Integration of the user interface with a World Wide
Web browser would make Sensus even easier to use.
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