Abstract
b Your Opponent Does Not Need A Friend Request To See Your Page: Social Networking
Sites And Electronic Discovery
Prof. Derek S. Witte!
Thomas M. Cooley Law School

The law, which is by nature slow and deliberate, struggles to keep pace with
contemporary life. It should then be no surprise that it provides little guidance on
how we are to deal with some of the newest sources of evidence: social networking
sites, such as the ubiquitous, and some would say pernicious, Facebook. I will do my
best to pose the questions that should be asked when parties seek, or seek to
protect, the contents of a Facebook or social networking page, such as:

1. Are the contents ofia social networking page ESI and thus subject to
the laws of discovery and spoliation?

2. Must a social networking site, like Facebook, comply with a valid
subpoena?

3. How should the law change to balance a litigants’ right to access the
potentially rich sources of evidence stored on an individual’s social
networking page with an individual’s right to privacy?

‘ 1. Your Facebook Page Is ESI.
2. Social Networking Sites Provide Fertile Ground For Harvesting ESI.
3. So, You Must Preserve & Produce The Contents Of Your Page.

4. Itls Unclear Whether Social Networking Sites Must Comply With All Valid
Civil Subpoenas.

4.1.The Federal Stored Communications Act May Prohibit Enforcement Of Civil
Subpoenas Requesting Someone Else’s Social Networking Page Information.

4.2.Civil subpoenas from individuals seeking ESI from their own social networking
sites are however enforceable.

1 Prof. Derek S. Witte teaches Contracts and Commercial Law at Cooley Law School
in Grand Rapids, Michigan. Professor Witte is responsible for presenting the
Michigan ICLE on e-discovery. He recently spoke at the IQPC 8th E-Discovery
Conference in New York on the topic of Facebook and ESL. He has spoken about e-
discovery for the Federal Bar Association’s West Michigan Chapter and recently
moderated and hosted an e-discovery conference for the Grand Rapids Bar
Association, which focused on the new Michigan e-discovery rules.
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4.3.Governmental Entities Can Enforce Subpoenas Served On Social Networking
Sites If They Relate To A Criminal Matter Or Investigation.

. Suggestions & Conclusions

5.1.Until the law is clear, individuals and businesses should take all reasonable
steps to preserve the potentially relevant contents of any social networking
pages for which they are responsible.

5.2.The courts should interpret the federal Stored Communications Act, or the
legislature should amend the Act, to allow social networking sites to divulge
information pursuant to a valid civil subpoena.

5.3.5ocial networking sites should be required to enact a procedure and create a
mechanism through which an individual user can institute a litigation hold on
his or her page and all historical versions of the page still stored by the social
networking site.
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Your Facebook Page Is ESI
» ESlis "any writi'ngs', drawings, gfaphs, 'charts; _’-..
photographs, sound recordings, images, and -
. other data or data comnpifations — stored in any - -

medium from wh«ch information can be be '
obtained. ,: " Fed.R. Civ. B 34

: The contents of sociatmedia sites are ESL
See Sharon-D. Nelson, Capturing Quicksilver: Records: ..«
Management for Blogs, Twittering & Social Networks, 32, .
. Wyoming Lawyer 58 {June 2009) (Tweets are ESI;, .7,
" Ledbetter v. Wal-Mart, 2009 WL 1068018 {D. Colo, Apr
. 21..2009) {information from Facebook and MySpace
were pmpedy thhln a Rule 45 subpoena) :

Your Facebook Page ls ESI

Web 2.0 social networkmg s:tes '
. generate massive amounts of
discoverable information.
+ Facebook o
s Twitter
= Linkedln ‘-
X « Webmail applications .
. .= Thenext big thing. . .
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Social Media Sites Are Fertile Grounds For o
Discovery '

Social media svtes contam
"% -Blogaphical Information
Stetements & AdmISSYOfN
Pr-m -

* instant Messages

# Cantacts

= Metadats
{inkbacks
Figbacks - Lo
Trackbacks - |

- i captifed and recovered, this metadaza ¢an establish vmat 2 -
“USEr knew orsaw i anothef wetrpage orwhat others saw on

thi usér's page |

Social Networking Sites Are an
eDiscovery Treasure Trove

Users are infofmal becaase “lectronic:

. communication has a spontadgity that makesit

- seenyimpermanent” and casual Saih P Bermar

. Web 2.0:What s Evidaice BemeeaFnendsS Bc':tcn Bar
4B iFebruary 30095, - B

7. This informality 1§ encouraged by the fa!se sense
of security created by “private’ pages. =

Recently a New York Times article: fepared that

because Facebook offers a “slew of privacy

controls . ... you'll neverhaveto'worry. .." Sareh

Pearez. 5 Easv Steps to Stay Safs (and Privatelfon . 7 -
Facebook: N Y. Times-{Sept. 16, 2009) [eiemrgnvcedmm)
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So You Must Preserve & Prod ce:,

The Contents Of Your Page

Becatse the contents of a social med:a s;te

areindeed ESl thenthe rules of
preservation; productmn and spoltahon

his could hav far-reachmg tmphcatlon in

Jitigation.’

* This could mean that if: you update your
Facebook page when'you knowithat it may

. be potentially relevant to foresesable.
imganon you re spoliating evid nee,

Mackelprang ¥ de Nat TItle Agency of Nevada
' !nc 2007 WL 119149 (D Nev 2007) :

Defendant ina sexuat harassment case
subpoenaed emails from a MySpace - :
“pageallegedly created by the plamt:ff

MySpace refused to fully comply

The court held that the requesting party :

.. could not establish that the emails were -

“..- even from an account created by the
plaintiff or that, if produced; the -

o _mformatxon wou!d be relevan

_. Mackelprangv de Nat’l ﬂtJe Agency of Nevad
: lnc 200? WL 119149 {D. Nav, 2007} E

% However the courtheld thatif the defendant cou]d
. provethatthe MySpace accounts did belong 1o the

plaintiff usmg d;scovery served on piamﬂff not a thirg

cLL party

» g Then, :he p!amnffs fallure to provxde emails from the
+MySpace acconnt *cauld be grounds for | nmposmg
" sanctions.” Mackélorang'at™s.. .. - .
# Thisigremarkable, becsuse the court :

-'% 1) indirettly holds thatconténts of sockal nétwcrking"' -

VL Usitesican bediscoverable £81 and -
w2y seems.to putthe duty op the‘account fioids
- " preservéand prodice the contents of theirsoci
. networkmg pagsa-or face: Sanclions
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S0, untll The Law Is Clear, Take All Reasonzble
- Precautions To Preserve Your Social Networking Page
" AWhen It Becomes Relevant To AForeseesble Lawsuit

Stored ﬁs)mmumca{mu 1B UECE705 At WA o
phonsandhas o enappliod 1o Social Networking Sifes,

Evenif they dont som aiphave hetped tc prﬂtect yoursalf from
spoliatiot clgims; : . :
|- Forindividaals - ; hoe
v Printol pagEs fram Your Facabonk page, or
- w Take soreer Shots and savethaem, .
¢ Tryfosave theweb pagé as somathed me and store i somwh &
QA your computer .
& Forcoporations: ! B
® havea comgutcr formsm e,pert captire gach i m‘ your
cﬂmpany 8 acebmv OF Twittef page: usmg s forénsically Sound
method. -
»  Greats and Ol 8 pmltcy for updatsnn Xhﬂse Pagessp i
vamaons ate-gaplured

..The Problem Is That Much Of
. Your Page Is Not In Your '

* Control e
Although a Fasebook Lmkedln or Tw;tter S
usercanpostmessages, change content
and modify their page regularly, the - 7+

v contents-of the page are saved on the
- Cwebsites Servers. i

There s no easyway to archlve your
Facebook page and its many versxons
{which can change daily). T

i-Further, nformation aboutwho'is vgewmg

.your page, who you'visifed, and other
metadata is only held by Faceboo
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- The Problem Is That Much O

~Your Page Is Not ln Your
.Control. - .

Presumabl n}y the somat networkmg

retains copias of your old pages

But gventhal, isunclear, . i -

Some casessugdastihat s acebook and others have .
niemal data preservation procedures. inre Skerry, -

:2009 WL, 109726 (N0, Cal. Aprif 20, 2000} {stating that Lo
Facebook informed the petitiones that twas“creatinga -
" preservationorder” fo Keep ! :

+ However, othér sotia) networking shes mdinta the :
tght46 keep dopies of your past page, but-donot-
obligate themselvesta do-so or provide amechanis

- forinshituting & *fitigaticn hold™ onyourt-ow

- The Social Networkmg Site May :
Not Even Keep Your ES! :

LMns Pﬁvacy Poiicy.

You agknowledge and agree that we-may send you Impedant iInformation and rotices
regarding the Seevice by emall or through othar means, including mobile ox ctherband

o heid devices. You acknowledge and agree that we ghall havemllablhtyhsmuatpdwh
or arising from your failure to contact or ciher: G
but net limited to, your failurs to receive cotical ik abmxfheSwrv{ce. You
ackrowledge, consent and agrea that we may access, preserve, and distiosa your

and any other ¢ ywprwadnifm:mmdlodoso&ylmutna

faith betisf that such access
ta: {a} comply with legal process; (b} enforce th Agresmant; (e)mpcnd toclaims of 2
iolation ofthe rights of ihind-pasties; (g} respand to YOur faquests for customer seivice
o {2) protect the rights, croperty, orparscnal safety of Linkedin, thé Linkedin Affiliates,
#ts Users:and the public.

“Hinksdifs reservis the rightto withticld, remé&ie and &r-discard any corttent available as
part oF your account, with or without rictice, For sveidance of doubt, Linkedih bas oo
_ubiigation to store, mamtzlnofpmldcmt copy of any content that you orother
"Users provids when ustng the Services,

Litked!n may smmomamﬁc;aym links <o third pady web sltes ("Thrd
Party Sites™) hnksdin isnot resnonsidie




If You Are the Reques’ung Party, :
What Should You Do? "~ -

# Depending on stratégy. send proservation iétiers S
.. ‘boththe producing party &nd the soc"a' ne*worh fo snte :
- asE00nas possible. -
Servie detaied Rile 24 raquests on me defenda
L the statelaw egiitvalenty:
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