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"“SOX-RFID

By Nezih Altay and Porcher L. Taylor 111

ompanies expect to gain many benehts
from implementing Radio Frequency
(RFID)
'i'L'l‘hllil:- the one cited most olten is

[dentihication technology.

lower supply chain costs, which result
from the i|‘|'.|1r'm|.'¢.| Inventor ‘uir-.ihilil_x

that the technology atfords. But theres
another, often overlooked advantage that supply chain man-
agers should know about: RFID technology can help them

fulfill the requirements of the Sarbanes-Oxlev Act (SOX) if

implemented and integrated properly. Conversely, RFID can
complicate the already complex and costly internal mandates
of SOX if the implementation is not approached the right
way,

Sarbanes-( hh*} was enacted in 2002 in the wake ol

the Enron and WorldCom financial disasters. The act sets
tighter internal controls and reporting and auditing standards
for publicly held companies in order to protect sharehold-
ers and others. (For more on Sarbanes-Oxley Act, visit the
Government Accounting Office website at http://www.gao.
gov.) Compliance is neither easy nor inexpensive. Companies
are hinding that compliance with the SOX provisions can
entail significant costs and resources year alter year.

Let's take a closer look at the SOX-REFTD connection. Last
vear, in collaboration with the Richmond Chapter of APICS-
The Association for Operations Management, we organized
a conference on ftuture trends in supply chain manage-

Nezih Altay, Ph.D. (naltay@richmond.edu) is assistant professor
of operations management in the Robins School of Business

at the University of Richmond, Virginia. Porcher L. Taylor

I, ].D. (ptaylor@richmond.edu) teaches ethical, social and
legal responsibilities of business in the Robins School. He is

an associate professor in the university’s School of Continuing
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ment. REID technology and SOX compliance were promi-
nent among the topics discussed. During the conference, we
observed that many of the distributors and manutacturers in
attendance expected RFID 1o signiticantly increase supply
chain efficiency and visibility. The intuitive feeling was that
the enhanced visibility would make it easier to comply with
the SON reporting mandates.

Separately, two recent Supply Chain Management Revieu
articles ("The Seven Success Factors of RFID.,” September
2006 and "Looking for the Bang from the RFID Buck.”
Mav/June 2007) shed some light on the success tactors of
RFID. Another timely article in the November 2006 issuc
(“Sarbanes-Oxley: Is It Good for Your Supply Chain™) high-
lighted how SOX can enhance security and wisibility in
the supply chain while improving processes. Building on
these perspectives, we examined the advantages ol a care-
fully conceived RFID implementation. We also looked at
the underestimated consequences of poorly managed RFID
deplovments—those internal control problems that poten-
tially can dlhru[}l Hupp]} chain svstems. From our L|i.t|tngllt*
s at the Richmond-APICS

Conference, we sense that company teams responsible for

H.rl}‘l Ihl' u;wrulinnh ETTIIJ[‘L'F."-UII'I:‘I

internal control management under SOX might not tully
appreciate the symbiotic relationship between that compli-
ance effort and RFID. And vice versa.

Four Pitfalls to Overcome

Our research led us to conclude that RFID integration and
SOX compliance must be linked. In fact. we believe that
RFID technology can help companies improve their supply
chain operations as well as facilitate SOX compliance. The
kev is for companies to integrate the RFID technology through
their enterprise resource planning (ERP) systems. ERP would
ettectively act as the interface between RFID and the business
processes. The ERP system would process the data collected
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RFID, radio frequency identification, can help companies
improve their supply chain operations and facilitate compliance
with the Sarbanes-Oxley Act. The key is in the implementation.

And the key to implementation lies in the integration of the

company’s enterprise resource planning (ERP) system.
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SOX-RFID

Senior management must ensure that
there is a free flow of information

among the SOX compliance team, the RFID

implementation team, and the company’s
suppliers.

by the RFID technology into valuable information to be used
in the supply chain decision-making process. ERP systems, in
fact, are essential for retaining and extracting process critical
data quickly for an internal controls audit required by SOX.
As they move forward on their RFID and SOX initiatives,
managers need to be mindful of four common pitfalls:

1. Emphasizing Technologies over Processes

RFID is basically a tracking technology. And as with any
technology, it needs to be grounded on solid processes to be
effective. It is worth remembering that in the early davs of
ERP, many managers saw it as the magic supply chain man-
agement elixir. Today, they understand that unless their busi-
ness processes are aligned with the software’s algorithms,
implementation will neither be painless nor cheap.

If a process is faulty or ineflicient to begin with, imple-
menting a new technology with the intent of doing things
faster and more efhiciently will only backhfire. A team of
researchers at Harvard Business School has identified one
great example of how managerial policies can affect data
accuracy. They reported on a retailer that had discouraged
store managers from demanding credit trom distribution cen-
ters for shipment errors that cost below a certain amount so
as to minimize paperwork and auditing expenses. Because of
this policy, the managers lacked the motivation to carefully
check the accuracy ol deliveries from the distribution cen-
ters. This example reinforces the importance ol supply chain
managers viewing RFID implementation not as a techno-
logical challenge but as business initiative with a technology
component,

One of the seminar participants, Steve Holdych, Principal
of Captech Ventures, an information technology consulting
firm focusing on RFID technology, made the following obser-
vation: "RFID cannot be eftectively driven as simply a technol-
ogy project without addressing business and operational pro-
cesses. It a company is treating SOX and RFID as two separate
and isolated initiatives, they will experience problems.”

2. The Silo Syndrome

Business experts and authors have long cautioned that orga-
nizational and functional silos can impede cross-functional
teamwork. Yet the “silo syndrome” remains all too com-
mon within many companies. A March 2005 survey by the
Institute of Internal Auditors found that only 14 percent of

B4 Suverry CHain MAaxaGEMENT REVviEw « OCTOBER 2007

respondents said that their SOX compliance
teams pulled from multiple functional areas
of their organizations. The two units primarily
responsible for SOX compliance were internal
auditors (37 percent) and finance (28 percent).’
A May 2006 Aberdeen Group survey of supply
chain professionals who were designing and
implementing technology initiatives found that
63 percent of the respondents listed silo-based
supply chain processes as their top challenge.

How do these findings speak to the relationship of RFID
and SOXZ If the right hand is the SOX compliance team,
then the left hand is the RFID implementation team. These
two must get together and collaborate on the RFID-SOXN
interface. They need to strive for intra-lirm standardization of
compliance. Importantly, suppliers should be made aware of
the compliance efforts. After all, a supply chain can only be
as strong as its weakest link. Supplier issues should be part
of every planned audit, and supply chain managers need to
make sure that suppliers meet company quality control stan-
dards and specihcations.

Senior management within the organization must ensure
that there is a constructive dialogue and free flow of informa-
tion among the SOX compliance team, the RFID implemen-
tation team, other affected areas within the organization, and
the company's suppliers.

3. The People Factor
In almost every technology implementation scenario, the
main barrier is people—and quite often, lack ol senior man-
agement buy-in. If top management does not carefully assess
the benefits of RFID and its relevance to SOX compliance,
the technology will never realize anything close to its full
potential. RFID, like any technology, is an enabler of effi-
ciencies. Indeed, as Stanford professor Hau Lee points out
“technology can break the company as well as enable the
company to be hugely successful. The distinction is how peo-
ple use their technology. It depends on the people.™ A 1999
survey on ERP development issues within Fortune 500 hrms
by Deloitte & Touche found that the top three issues were
people, business processes, and information technology.
Comments like these have long been directed at ERP. Now
they can be applied with equal veracity to RFID. Consider
the following example. Upscale fashion retailer Prada opened
its New York store in SoHo in 2001 with the goal of bringing
high-tech to fashion retailing, including a RFID network that
was supposed the change the shopping experience. Three years
later, however, most of the technology deploved was either not
working or nowhere to be found. Reportedly, the main cause of
the problems with the RFID part of the project was the imple-
mentation approach. According to a report in Stores magazine,
the retailer “tried 1o merge different technologies without a solid
infrastructure” and rushed for a quick implementation.” *  This
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impatience, however, created an unin-

IL-ndL‘d conscequence: 1511‘ ASSOCIAeS never

accepted the new technology. In eltect,
the REID implementation became a peo-
ple problem.

LeC |umiug_5

Launching any new

requires training and buv-in by the

users., In l|'|i.- Case, there Wils nnlh-

ing wrong with technology selection,
I3ut companics need 1o recognize that
[t‘l.'hl'l”l”}_[}. will uh;mf_',-: the W the
users conduct their business—and no
one likes change. Rushing implemen-
tation does not allow people to digest
In short, technology lor

It's the

the change,
lt'L‘I‘II‘IHlU}_{} .'."h- f"-.'l]"-.{_' never "l.".”'l'lﬁ,:'{,
people who make the difference
4. Cultural and
Differences

In the rush toward g|::|1:t|if.‘|li{jaa. TS

Infrastructural

Casy to overlook the L‘u|[lll';1| ;im] ini'reu-
structural dillerences in *-;l||‘:|3|jn. chains
that elobal integra-

\s Bill Allen,

global marketine communications man-

can L'HI'i‘Il‘J-liL'JIl'

tion and standardization.

ager at lexas Instruments pointed out
in that same Stores article relerenced
al|m\'=:. “Belore a COMPany rolls  oul
REID. there are software issues to be
;uldl‘t'HhL'LL cultural hurdles 1o overcome
.IIH,I ['T‘F‘hilTJ‘l]ll\l'TTIilf CoOncerns lhill T-'IL'L'LE
o be tackled.™

IFrom an infrastructure standpoint,

the lack of a single global standard for

RETD poses major dithculties. Similarly.
dilterent radio irrl,’lll,lt‘l'l{.'} Hl;ll]dun'h In
some countries have impeded REFID
integration. Consider that Japan relus-

UHF,

quency ol choice in the United States.

es to allow which is the [Ire-
Fragmented standards can even olffset
gains made lowering the
tags. Gillette found this out the hard
way in Europe. The company had pur
chased 300 million tags at less than 10
cents apiece; 1I|‘|E'u|‘lttnult'|ju, [j'JL"_t soon
found out that these tags were not coms-
pliant with European standards. North
American firms operating in France,
in particular, will find that RFID inte-
gration is currently not possible there.
the UHF

The reason: standard is not

Www.secmr.com

costs :n|1

accepted in France because it inter-
feres with the countrv's military bands.
One supply chain scholar even goes as
lack of global

RETD

Lar as Walning that the
inh‘rl:|u‘:';1|1i|i1} “virtually renders
*-Jluhll.'l'l"t‘.'-i i.!*-n'h“.-:-‘- N t*l'*-q,';h,ﬁ

Despite the  treless

-.-H'::m ull

EPCalobal

development of worldwide standards—

the Oreanization It.';ll.“i!:-_{ the

commercial standards adoption has been
a rocky road. To cite one more example,
the Chinese government as of July 2007,
has remained silent about where the
national RFID standard is headine.
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SOX-RFID

has remained silent about where the national REID standard is
heading.

Intra-industry and cross-industry RE1D standardization is
further hampered by a confusing array of proprictary systems
offered by the major RFID manufacturers. As a result, ducl-
ing frequencies and protocols collide across various appli-
cations and industries. For instance, rail, truck, air trallic
control, and tolling authorities all have standards based on
incompatible RFID systems. Standardization progress can-
not be made without RFID manufacturers finding common

A flaw in the RFID implementation could
potentially constitute a material weakness in
internal controls, which could trigger an error in a

public company’s financial statements.

ground. Supply chain managers need to be involved in find-
ing the needed commonality across industries.

One might argue that the implementation of any new
technology will encounter these same four pitfalls. So, what
are some specihic challenges and opportunities regarding the
implementation of RFID and its integration with the enter-
prise systems in user And how do these challenges impact
the SOX compliance process? The remainder of this article
offers a blueprint for effectively overcoming the pitfalls and
linking BFID and SOX compliance through the ERP system.

ERP-SOX Challenges and Opportunities
Some sections ol SOX compliance call for the direct involve-
ment of information systems such as ERP. Section 409, lor
example, dictates the rapid and current disclosure of mate-
rial changes in the firm’s financial situation. In addition, sec-
tion 802 of the act requires immutable data retention. At the
same time, RFID data needs to be processed into operational
information betore it can be used for making inventory and
supply chain decisions The ERP system comes into play here
acting as a processing center of REID data. As such. it can
add 1o the potential compliance challenge for supply chain
managers. Supply chain managers will need to turn to their
ERP systems to manage changes rapidly and retain the data
for future use and reporting. In addition, thev need 1o be
aware ol the following potential challenges and opportunities
related to ERP and SOX compliance.

ERP systems and reporting: Scction 409 of SON
requires companies to report material changes in operations
and financial position within four days. Thus, companies that
are updating their data and systems in weekly or monthly
batches are not in compliance. Obviously, a better approach
is needed. In addition, Section 409 highlights the need for
ERP systems to receive real time data from REID systems to

B6 Surrry Cnarsy Masacemext Review « Octopenr 200-

enable quick reporting. ERP systems—and systems that are
integrated with ERP—must have absolute integrity to enable
managers report any changes within the short four-day lead
time.

Unless data input is somehow automated, the report-
ing process is vulnerable to manual input mistakes or even
emplovee tampering with transaction data. On top ol that,
many companies utilize multiple fragmented legacy systems
that are not necessarily linked to one other. posing addition-
al data quality problems. In cases where recent mergers or
acquisitions have taken place, the prob-
lem of disjointed systems is further exac-
erbated. Under section 409, the linkage
between SOX and ERP, and ERP and
REID becomes much more crucial. It's
exceedingly difficult to comply with the
reporting mandates when information
systems are disparate and disjointed.

A report by strategy consulting firm
The Hackett Group suggests that SOXN will accelerate the
move to consolidate and standardize ERP and supply chain
systems. According to the firm, companies on average have
three different enterprise systems from which to pull data.
In sum, companies will need to develop new and elfective
processes to consolidate financial and operational data from
multiple sources.”

Integration of compliance management software:
SOX compliance is too massive a task to be handled manually.
Therelore, companies are investing in soltware that can auto-
mate much of this work. Market research hirm 1DC estimates
the growth of the compliance software market at 22 percent
annuallyv. SOX compliance should not be treated as a stand-
alone process; instead, it needs to be integrated into existing
business processes, This means that in addition to integrat-
ing their legacy syvstems with the RFID systems, firms need
to integrate their ERP svstem with compliance-management
software. Theretore, th{:}' must ;||1|1r{1r.'u.'h software and vendor
selection not as an I'T purchase, but rather as a business pro-
cess improvement project. [ the firm’s existing ERP vendor is
capable of producing a compliance-management solution, this
may be an casy way out since systems integration could rea-
sonably be expected to be relatively less painful.

Consider the case of Loral Space and Communications,
a New York-based manufacturer of satellites. Loral chose to
use its enterprise planning vendor's compliance application
mainly because ol their Familiarity with the solution. Notably,
the company has been satished since. As a general rule of
thumb. though, the priority in selecting a compliance-man-
agement solution should be the ht to existing business pro-
COSSOS.

Enterprise information architecture: Most of the
challenges at the ERP-SOX interface originate from problems
in the enterprise information architecture, Generally, compa-
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nies use ditterent architectures tor dil

ferent tunctions ol their business. o

i"'-.,.il'i]|‘lll', retat! stores |H||*-. I]l:'l'tl Loy sLOe

and lorward BFID data, while distribu

tion centers need more data processing

power, Furthermore, companies build
[||L'|I' |.'HE|.'1'_]‘II'E'-L' .Il'k]']lll'x Lure on Lop ol
51'_*_1;11.‘-. svstems and |.I'L'1||.IL'[1[|". regLre
individual components to be revamped,
|'n'|1|.u.'n|, or redes R'|H|H'Ll

But every time the enterprise archi-
tecture is modihed, svstem parameters
,md ]I1|-t'.:*~1|'ll1_'1i!l'l' { |1.|||-'_11'. [|11'1'L_'F1&
requiring llpd.nilrj 0l HFIH|‘-'II.|IH_R' IO-
cesses and increasine |h||:||1|l~t1'|u' Costs,
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through an ERP implementation can
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the correct I'T intrastructure can turn the RETD implementa-
tion into a success story,

The RFID-SOX Linkage

REID technology will probably not be SOX-friendly until
Many vears from now when the lm.'hnu]ug} has been essen-
tiallv perfected as a regular component of supply chains. In
the meantime, RFID champions like Wal-NMart must accept
this new technology as a potential risk to their internal con-
trols under SOX. With about $1.2 trillion worth of inventory

Companies moving forward on SOX
compliance and RFID technology

should be aware of three potential vulnerabilities:

technical, security, and human.

waiting to be scanned by RFID readers at anv given point
in time in Wal-Mart's case, there is plenty of opportunity for
read errors to cause glitches in the SOX compliance process.

A flaw in the RFID implementation could potentially
constitute a material weakness in internal controls, which
could trigger an error in a public company’s financial state-
ments, Further, a supply chain glitch could negatively impact
a company’s stock price by nearly 20 percent.”  For supply
chain managers, the heart and soul of SOX compliance is
this: To identify material weaknesses in company processes
and implement a reliable check-and-balance system to miti-
gate those risks. Perfected and properly implemented RFID
technology would help supply chain managers accomplish
the task.

The REID-SOX linkage presents a real challenge to sup-
plv chain managers because SOX goes bevond hnancial
statement risks in mandating the monitoring of internal con-
trols. SOX makes the human factor the new audit point in
the supply chain. In effect, the whole supply chain becomes
an integrated accounting department, with every point in the
supply chain as a potential SOX audit crossing. Consider,
for example. that according to AMR Research most suppli-
ers have inventory accuracy that is already as high as 99,99
percent. Yet trial RFID deplovments reveal high failure rates
that can degrade that accuracy rate. Moreover, these failures
can only really be detected by redundant technologies and
the human eve. The internal control multiplier effect comes
into play here. If within vour managerial control and respon-
sibility you identity 20 risks that have 20 control points, then
suddenly you have 400 control points. All need to be moni-
tored and managed to effectively mitigate risk.

Vulnerabilities to Watch For
Companies moving forward on SOX compliance and RFID
technology should be aware of three potential vulnerabilities

B8 Surrey Cuarx Maxacevest Review « Ocrosen xo0-

that could hinder these efforts. They are technical, security,
and human.

At the top ol the list of technical vulnerabilities is the tag
failure rate, which can have a ripple effect in inventory accu-
racy across the supply chain. Many suppliers of Wal-Nlart,
for example, initially experienced high failure rates in their
REID deplovments. These were not isolated technological
aberration, but rather recurring problems in some instances.
During REID trials, pallet read rates of the tags electronic
product code ranged from 40 percent to nearly 100 percent.
A time- and resource-expensive hix to this
problem finds companies testing tag-reads
belore shipping their products to verily that
the label works properly and to collect track-
ing data. Yet this redundancy constitutes a
new internal control laver at a critical inte-
gration point that can impact the accuracy
and reliability of financial reporting for both
the supplier and the retailer.

An unintended consequence ol the tag failure rate could
be a slowing down or redesign ol processes since unread or
misread boxes or pallets need to be re-entered into the sys-
tem. Alternatively, redundant checks could be added, which
increases operational costs. How could the problem ol tag
failure rates be addressed in a manner that ensures effec-
tive SOX compliance? As a practical matter, individual cases
should be scanned as pallets are constructed or torn down.”
Users must keep in mind that water and metal in and around
products can lower readability rates. Significant changes in
the orientation of tags and readers, as well as a redesign of
the tags themselves 1o avoid the interference of the radio
waves, may be necessary. The result may be higher costs for
tags and/or the use of multiple types of tags, which can com-
plicate and add costs to the inventory process.

From a supply chain security standpoint. viruses present
a potential RFID headache. These viruses are no longer the-
oretical; tags, readers, and backend svstems could all be at
risk. Last vear, researchers at Vrije Universiteit in Amsterdam
presented a paper that outlined how a "RFID worm™ might
be introduced into the supply chain. An RFID tag can be
maliciously infected with a virus because of certain intrinsic
vulnerabilities in the RFID software. The propagation effect
can casily spread this virus to other tags. Such a virus dis-
ruption could cost the company millions of dollars, not to
mention the impact that virus-corrupted data could have on a
company’s quarterly profits statement.

Fortunately for supply chain managers, the researchers of
this study have provided details on how to defend against this
virus corruption. Significantly, up until now. no one thought
that a "BFID worm™ was even possible. In any case. supph
chain managers cannot afford to superficially trust RFID-
genera ted data.

Finally, as in any process, human error presents another
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operational control risk. Supply
chain managers must know who
handles the RFID readers, which
procedures they are supposed to
follow, the robustness of those pro-
cedures, and who inside or outside
the hirm should be involved in those
procedures. To avoid a possible inter-
nal control dehciency, hirms need to
develop a comprehensive education pro-
gram for essential emplovees involved in the
RFID-SOX interface. This training should be
conducted at least annually. It should involve both
inside resources and outside experts.

Necessary Actions Going Forward

The recent "watering down” of SOX’s internal controls
requirement (Section 404) by the Securities and Exchange
Commission to make it scalable based on the size of a com-
pany and the complexity of its business operations does not
detract from anything said so far. Managers at public compa-
nies must still focus on testing internal controls in those areas
that pose the highest risk or the most potential for fraud with
regard to the accuracy and integrity of their financial state-
ments. Although these new SEC guidelines seemingly grant
management considerable discretion in determining the SOX
audit points—and the SEC claims that this will make SOX
compliance less costly for smaller companies—we believe
companies pursuing RFID must continue to maintain their
compliance with rigorous due diligence. The reason: any new
technology when implemented using old processes would
pose a risk point for internal controls.

The emergence of RFID technology and SOX compliance
both offer a great opportunity for firms to reevaluate their
business processes. Toward this end. we recommend the fol-
lowing actions to supply chain managers:

* Be very patient and methodical as vou evaluate the RFID
technology and plan for its implementation. Remember, even
some highly regarded firms were forced to abandon their
ERP implementations after spending significant amounts of
money. The message: Do it right the first time. Also, before
implementing RFID, sell senior management on the idea of
linking this technology to SOX compliance to secure their
buy-in—an essential ingredient to success.
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® Treat RFID implementation as an
opportunity to reevaluate vour opera-
tional processes and merge your RFID
implementation and SOX compliance
teams. Consider inviting key suppli-
ers to join the merged RFID-SOX team.
Under no circumstances should vou treat
RFID implementation as an IT project.
¢ Develop new and effective processes to
consolidate financial and operational data from
multiple sources. SOX compliance should not be
treated as a standalone process. It must be fully
integrated into existing business processes.
® [nitially anticipate some technology glitches and budget
for additional expenses resulting from necessary redundan-
cies in business processes.
¢ Ensure that vour operators are fully trained and knowl-
edgeable about their instructions and clear about their
responsibilities with respect to the use of new technology in
business processes they are a part of.
® Don't be tempted to relax vour compliance efforts in
light of SEC’s recent watering down of certain SOX provi-
sions. For retailers, the RFID-SOX interface in the supply
chain should be a top priority, internal control audit point.
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