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TELEMEDICINE’S IMPERILLED FUTURE?
FUNDING, REIMBURSEMENT, LICENSING
AND PRIVACY HURDLES FACE A
DEVELOPING TECHNOLOGY

A physician located thousands of miles away may examine a patient in
a remote location, “listen to his heart and lungs . . . examine a lesion on
his skin magnified to almost any size, study his X rays, read his EKG,
endoscopically examine the mucosa in his bowel, diagnose his condition,
and prescribe his treatment.”! The convergence of health care and tele-
communications offers a tremendous opportunity to expand the availabil-
ity and affordability of health care services, including access to
specialists.? This convergence, labeled telemedicine by health care practi-
tioners, is defined as “the use of telecommunications for medical diagno-
sis and patient care.”® The practice of telemedicine is increasing
dramatically in the United States. Unfortunately, that growth has high-
lighted a host of problems that could eventually stall development of this
medical and technological breakthrough.

Simple conversations between physicians and hospitals or physicians
and patients over the telephone were the initial step in the evolution of
telemedicine.* Today, the telemedicine field has evolved from the use of
telephones and facsimile machines to telemetry readings such as electro-
encephalograms and electrocardiograms.® Telemedicine also can allow
for long distance consultation, diagnosis, and treatment, as well as the
transfer of clinical, administrative, and educational information. This in-
formation can be transmitted via audio, visual, and data communications
between health care facilities and physicians separated by substantial geo-

1. Joseph P. McMenamen, Telemedicine: Preparing for the Future, CCM, THE AM.
Law. Corr. Couns. Mag., June 1997 at 55.

2. Federal Communications Commission’s Telecommunication and Health Care Ad-
visory Committee, Findings and Recommendations, Submitted Oct. 15, 1996 [hereinafter
Findings and Recommendations).

3. Stacey Swatek Huie, Note, Facilitating Telemedicine: Reconciling National Access
With State Licensing Laws, 18 HasTiNgs Comm. & ENT. L.J. 377, 379 (1996).

4. Leslie G. Berkowitz, Is There a Doctor in the House? The Rise of Telemedicine,
CoLo. Law. June 24, 1996, at 19.

S. Id. As a result of advancements in technology, more sophisticated images are now
being transmitted. Id.
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graphic distances.

Telemedicine is a segment of the health care industry that is expected
to expand tremendously in the next decade.” One reason for the antici-
pated growth is that telemedicine addresses many of the problems facing
patients in rural areas. Rural Americans must often travel inordinate dis-
tances to receive medical treatment.® When these patients arrive at rural
health care facilities, often they are faced with inferior equipment, scarce
resources, and inadequate access to specialists.® Telemedicine addresses
these issues by offering patients the opportunity to “see” a specialist or a
well-equipped physician outside their primary care physician’s office.
The knowledge, experience, and state-of-the-art equipment that can be
made available to rural patients is invaluable. With full implementation
of telemedicine, no longer will patients have to travel to gain these bene-
fits. Instead, specialists can participate in a diagnosis or procedure with-
out the patient leaving the rural hospital.'®

In spite of its many benefits, the telemedicine system is not without its
problems.’! Issues of physician licensing, privacy of patient records, re-
imbursement for physicians, and funding plague telemedicine’s universal
acceptance.'? Policy papers, released jointly by the United States House
of Representatives Medical Technology Caucus and the National Infor-
mation Infrastructure Testbed, articulated fears that if legal obstacles to
telemedicine are not addressed, it will be difficult to implement the new
technology.!?

Legislatures must act to encourage and protect telemedicine by remov-
ing all the barriers to continued development. Telemedicine is already
credited with saving money and lives.” The Advisory Committee on
Telecommunications and Health Care (“Advisory Committee”)'® of the

6. Robin E. Margolis, Law and Policy Barriers Hamper Growth of Telemedicine,
HEeALTHSPAN, Nov. 1994 at 14.
7. See Lane F. Cooper, Telemedicine Market in Embryonic Stage, W AasH. TEcH., Oct.
24, 1996, at 38.
8. Findings and Recommendations, supra note 2.
9. Id
10. See Susan Lundine, Florida Hospital Picks Sprint for Telemedicine, ORLANDO Bus.
Jour., Oct. 18, 1996.
11. See Margolis, supra note 6, at 15. See also, Lynn F. Shotwell, Remarks at the D.C.
Bar Association’s Summer Series Luncheon Program (June 20, 1996).
12. Lynn F. Shotwell, Remarks at the D.C. Bar Association’s Summer Series Lunch-
eon Program (June 20, 1996).
13. Margolis, supra note 6, at 15.
14. Id. at 14.
15. Id. The Federal Communications Commission appointed the Advisory Committee
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Federal Communications Commission (“FCC”) is “united in the belief
that telemedicine holds significant promise to improve the availability of
needed health services to millions of Americans.”*® Before doctors em-
brace this emerging, yet viable, technology, the medical profession in con-
junction with the courts and legislative bodies should address the funding,
reimbursement, physician licensing, and privacy issues.

This Comment evaluates the problems facing the evolution and imple-
mentation of telemedicine, including legal and financial issues. Part I
outlines the current status of telemedicine, addressing issues such as fund-
ing and physician reimbursement. Part II discusses Congressional, State,
and Federal Communications Commission policy and public interest
statements that have advanced, and will continue to spur, the develop-
ment of telemedicine. Part III describes the legal issues concerning phy-
sician licensing with respect to the practice of telemedicine, and Part IV
addresses the problems of physician-patient privacy when information is
shared via telecommunications. This Comment concludes that an interim
solution is necessary for telemedicine to continue to grow, until federal
legislation is developed that acknowledges the key role telemedicine will
play in providing adequate health care to rural Americans while address-
ing the relevant legal issues.

I. CURrRRENT STATUS OF TELEMEDICINE DEVELOPMENT

Despite strong public interest arguments and bipartisan Congressional
support for telemedicine, future development and implementation will
have to overcome the obstacles of funding infrastructure development
and securing payment for physicians. Governmental expenditures for
telemedicine and related technologies exceeded $100 million in fiscal year
1994-1995.17 According to a recent study released by Feedback Research
Services, the telemedicine segment of the health care infotech market ac-
counted for $77 million in sales of telepathology and videoconferencing
systems, in 1995.1® Some states have even invested their own resources,
“in some cases up to $50 million, to build the necessary state-of-the-art

to provide advice to the Commission on telemedicine, particularly the rural telemedicine
provisions of The Telecommunications Act of 1996. It is made up of individuals with ex-
pertise and experience in health care, telecommunications, and telemedicine. Findings and
Recommendations, supra note 2.

16. Findings and Recommendations, supra note 2.

17. Berkowitz, supra note 4.

18. Cooper, supra note 7 (suggesting that the development of telemedicine is in its
embryonic stages, with tremendous growth predicted for the future).
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telecommunication infrastructure.”® Alex Linder, author of Global
Telemedicine Report, believes - that taking a broader look at the
telemedicine industry would reveal that, throughout the United States,
$750 million is being invested in telemedicine.?® This financial commit-
ment reinforces the fact that, although telemedicine is in its infant stages,
it has a strong future.

Aside from financial investments, some of telemedicine’s reported
growth can be attributed to technological advancements including the de-
velopment of the Internet. Telecommunications and computer industry
experts believe that the explosive growth of the Internet is just begin-
ning.?! Within several years, more than 100 million people will be con-
nected to the Internet?? providing telemedicine with an enormous
opportunity to expand internationally.?® Telemedicine, in fact, recognizes
no boundaries save those erected by financial limitations or by federal,
state, or foreign laws. As society moves into the telecommunication era
where geographic boundaries are inconsequential, governmental policies
that recognize this boundary-less society must be developed.?*

In spite of the continued development of the Internet, increased invest-
ments, and strong support from both state and federal governments,
telemedicine faces two significant financial impediments. Questions sur-
rounding funding for infrastructure development and physician reim-
bursement must be addressed.

A. Telemedicine Funding

A lack of funding for infrastructure development probably will slow
telemedicine programs in a number of geographic areas. An advanced
communications infrastructure is necessary to transfer patient data to
specialists. The funding of the telecommunications infrastructure, and as
a result, the funding of telemedicine, was addressed by a panel of experts
convened to examine the problems facing telemedicine.>

In several areas of the country . . . rural communities lack rudi-
mentary telecommunications services . . . . Where basic tele-

19. Berkowitz, supra note 4.

20. Cooper, supra note 7.

21. Conrad Burns, Development of Internet Services Hurt by Export Encryption Policy,
216 N.Y.L.J. 5 (1996).

22. Id at7.

23. Id

24. Id.

25. Findings and Recommendations, supra note 2.
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communications services for modern health care are available,
the cost is often four to five times the cost in urban areas, which
makes these services unaffordable for rural health providers.
While telemedicine holds much promise to improve the quality
of health care for rural residents, the Advisory Committee be-
lieves that the growth of telemedicine in rural areas will require
both an adequate rural infrastructure buildout and a discounted
rate.2%

Who will pay for developing the rural telecommunications infrastruc-
ture? The Advisory Committee believes the Universal Service Fund
should reimburse telecommunications providers for both the cost of in-
frastructure buildout and the lower rate paid by rural health care provid-
ers.?’” The Fund currently is used to provide basic communications
service to areas where the cost of service is greater than the cost that the
provider could charge. Those who wish to provide telemedicine services
should have access to financing from the Fund. Unless rural communica-
tions infrastructures can handle the transfer of data, the inestimable value
of telemedicine will not be recognized.

B. Physician Reimbursement

Apart from funding issues surrounding infrastructure development,
telemedicine also faces the problem of reimbursing telemedicine physi-
cians for their services. A bill was brought before Congress that ad-
dresses the issues of Medicare/Medicaid reimbursement for physicians
participating in telemedicine programs.?® Currently, some Medicare and
Medicaid rules require that patients and physicians meet face to face,
preventing telemedicine physicians from collecting revenues from these
programs.?® If growth in telemedicine is to continue, both programs need
a coherent plan to address telemedicine claims.*®

Along with reformed Medicare and Medicaid coverage, other forms of

26. Id. (Stating that rural telemedicine efforts are hindered by the lack of telecommu-
nications infrastructure and the high cost for telecommunications services in those areas.
Upgrading the infrastructure and provision of telecommunication services at discounted
rates is essential to the expansion of telemedicine.).

27. The Universal Service Fund, currently administered by the FCC, is a fund in which
interexchange carriers contribute $750 million each year to support the provision of tele-
communications services to rural areas. Interexchange carriers are telecommunications
carriers that provide service across state lines. LEoN T. KNAUER ET AL., TELECOMMUNI-
caTIoNs Act HANDBOOK 43, 42-43 (1996).

28. Rural Telemedicine Act of 1995, H.R. 851, 104th Cong. (1995).

29. Margolis, supra note 6, at 15.

30. Shotwell, supra note 12.
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insurance coverage for telemedicine would dramatically increase physi-
cian participation.?! In some cases, states have addressed this issue
through legislation that will mandate reimbursement for telemedicine
services.>? For example, Louisiana has enacted a law prohibiting insurers
from discriminating against telemedicine providers when making pay-
ments.>®> These efforts to guarantee reimbursement will attract physicians
in areas where telemedicine is viable.

C. Public Interest Arguments Supporting Telemedicine Development

Three strong public interest arguments favor full nationwide develop-
ment of telemedicine. First, telemedicine benefits patients. The technol-
ogy gives patients access to health care providers otherwise unavailable
to them because of timing constraints, cost, or geographic limitations.
Consider the following hypothetical:

A vacationer is injured in a car accident while driving through a

California desert. Over a computerized telecommunications

network, a team of physicians including a rural doctor, special-

ists at the University of Southern California Medical Center,

and the patient’s personal physician at Johns Hopkins Univer-

sity . . . share her prior medical records and currently generated

medical images, and engage in real-time consultation to make a

diagnosis and decide on treatment.>*
In rural areas, transfer to an urban facility may be physically or finan-
cially impossible. Telemedicine makes it possible to bring the urban facil-
ity to the rural patient. In situations where time is of the essence,
telemedicine alleviates the need to travel from one practitioner to an-
other. In each situation, the patient benefits from having the choice of
seeing a specialist via telemedicine.

A second public interest argument is that telemedicine increases public
knowledge about medicine. “Virtual hospitals” are beginning to appear
on the Internet. These hospitals give physicians and patients easy access
to the vast medical resources available on the Internet.>® Rural general

31. See Cooper, supra note 7 (addressing the fact that the outlook for telemedicine
would dramatically improve if reimbursement policies were established allowing for re-
mote teleconsults instead of standard face-to-face consultations).

32. Shotwell, supra note 12 (citing Louisiana law that prohibits payment
discrimination).

33. Id

34. Kathleen M. Vyborny, Legal and Political Issues Facing Telemedicine, 5 ANNALs
HeavLtH L. 61, 68 (1996).

35. Id
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practitioners will be able to monitor changes in the provision of health-
care, with patients benefitting from this increased knowledge. General
practitioners also will be able to “attend,” via telemedicine, specialists’
procedures involving their patients. Aside from being able to monitor
patients during procedures, general practitioners will be able to provide
better follow-up care after completion of the specialists’ procedures.
Third, telemedicine benefits rural health care facilities. “Telemedicine
not only distributes needed resources across the country, but may be a
lifeline for struggling rural hospitals.”®” It can offer rural hospitals access
to equipment that they cannot afford. Telemedicine can also provide ac-
cess to tests that are being performed at larger, more technologically ad-
vanced health care facilities. Furthermore, as patients are treated via
telemedicine, they will remain in rural hospital beds and be monitored by
rural health care providers instead of leaving the rural hospital for urban
specialists. This will result in a financial benefit to the rural facilities.

In sum, patients, physicians, and hospitals all benefit from this emerg-
ing technology. Congress and federal agencies have recognized these
substantial benefits, and have begun to advance programs aimed at devel-
oping telemedicine.

D. Congress and Government Agencies Fuel Growth

The rapid growth in telemedicine is due, in part, to federal and state
government efforts to increase the provision of universal health care.
Congress, government agencies, and individual states all are attempting
to facilitate telemedicine development.3® The result has been a surge in
telemedicine awareness, as well as an infusion of capital into a technology
still in its infancy. _

As of November 1994, at least thirty-five states conducted telemedicine
projects.® During fiscal year 1994-1995, at least thirteen federal agencies
began telemedicine research.*® The Department of Commerce’s Tele-
communication and Information Infrastructure Assistance Program
awarded a grant of $250,000 to the Nevada Rural Hospital Project Foun-
dation that “allow[s] four rural hospitals to consult with medical special-

36. A general practitioner who is present for a specialist’s medical procedure will be
better situated to provide specific follow-up care.

37. Huie, supra note 3, at 384.

38. See infra notes 39-42.

39. Margolis, supra note 6.

40. Berkowitz, supra note 4.
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ists in urban areas for diagnostic and emergency treatment support.”*!
The United States House of Representatives is considering a bill that will
facilitate the establishment of telemedicine pilot projects.*?

In January of 1996, President Bill Clinton signed into law The Telecom-
munication Act of 1996.** This Act contained a provision addressing the
cost, to rural health care providers, of telecommunications services neces-
sary for the provision of telemedicine.** In an attempt to implement the
‘wishes of Congress, the FCC convened a panel of professionals in the
fields of health care, communications, and law.*

On October 15, 1996, the FCC’s Advisory Commiittee on Telecommu-
nications and Health Care released its findings and recommendations.*¢
It concluded that the health care services, which many take for granted,
are often inaccessible to rural Americans.*’ This is due, in part, to the
lack of a developed communications infrastructure and the reduced ac-
cess to sophisticated health care in rural America.*®* The Committee be-
lieves, as noted above, that the advancement of telemedicine is of such
importance to the provision of health care in the United States that gov-
ernment should subsidize telecommunications providers as an incentive
for them to develop rural telecommunications and therefore aid in the
provision of telemedicine.*

In 1996, Congress demonstrated its support for telemedicine by remov-
ing a financial impediment facing health care providers. The language of
the Act reads:

A telecommunications carrier shall, upon receiving a bona fide
request, provide telecommunications services which are neces-
sary for the provision of health care services in a State, including
instruction relating to such services, to any public or nonprofit

41. Bryan and UNR Medical School Officials to Hold Press Conference Today to
Demonstrate Telemedicine, Government Press Release, Oct. 15, 1996.

42. Rural Telemedicine Act of 1995, H.R. 851, 104th Cong. (1995). The bill “directs
the Secretary of Health and Human Services to establish pilot projects to investigate the
effectiveness of the use of rural health care provider telemedicine networks to provide
coverage of physician consultive service under part B of the medicare program to individu-
als residing in rural areas.” Id.

43. Communications Act of 1934, as amended by The Telecommunications Act of
1996, Pub. L. No. 104-104 (codified at 47 U.S.C. § 151).

4. Id

45. See Findings and Recommendations, supra note 2.

46. Id.

47. Id.

48. Id. at 1-2.

49. Id.
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health care provider that serves persons who reside in rural ar-
eas in that State at rates that are reasonably comparable to rates
charged for similar services in urban areas in that State. A tele-
communications carrier providing service under this paragraph
shall be entitled to have an amount equal to the difference, if
any, between the rates for services provided to health care prov-
iders for rural areas in a State and the rates for similar services
provided to other customers in comparable rural areas in that
State treated as a service obligation as a part of its obligation to
participate in the mechanism to preserve and advance universal
service.>°

The clear intent of Congress is to offset the-actual cost of telemedicine
to rural health care providers. Through the use of the Universal Service
Fund, telecommunications providers are able to offer services to rural
health care providers below the actual cost of the service.”® The com-
bined actions of the FCC and Congress send a strong policy message: the
federal government wants to facilitate the continued growth of
telemedicine.

II. PHYSICIAN LICENSING

Despite the government’s interest in promoting telemedicine, legal bar-
riers such as state licensing laws for physicians inhibit telemedicine’s
growth. These licensing laws and various state-to-state waivers raise diffi-
cult questions for physicians wishing to participate in the practice of
telemedicine.’? Some would argue that, based on current state physician
licensing laws, physicians practicing telemedicine would have to be li-
censed in the states where their patients reside.> Since telemedicine is so
new, no case law exists that would allow a lawyer to say, with any cer-
tainty, how a federal or state court would address a case involving
telemedicine and physician licensing.>*

50. 47 U.S.C. § 254(h)(1)(A).

S1. See Findings and Recommendations, supra note 2.

52. See Berkowitz, supra note 4.

53. Barry B. Cepelewicz, Telemedicine: A Virtual Reality, But Many Issues Need
Resolving, 13 MED. MALPRACTICE L. & STRATEGY 1 (1996).

54. See generally, id. (This issue arises when physicians practice telemedicine across
state lines. Because no court has yet decided where physicians “practice” medicine when
they “see” a patient using telemedicine, physicians must be careful. Are physicians practic-
ing medicine where the patient is located, or where they themselves are located? Until a
court decides that question, to avoid malpractice claims, doctors may have to assume they
are practicing in both states.).
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Problems arise when physicians “cross” state lines to “practice”

medicine. For example:
[a] radiologist in Chicago is asked to interpret an MRI image
transmitted from a small, rural Indiana hospital. A dermatolo-
gist in New York City who specializes in rare skin conditions is
asked to review images of a patient’s skin condition from an out-
patient clinic in California . . . . Are these physicians lawfully
practicing medicine [if the physicians are not licensed in the dis-
tant state]?>°
The answer to this question is found in the language of each state statute
regulating the practice of medicine. Unfortunately for the development
of telemedicine, and for those physicians who choose to practice
telemedicine, the answer varies from state to state, as does the penalty
imposed for practicing without a license.

Aside from the criminal ramifications of practicing telemedicine within
a state’s borders without a license, doctors also face potential malpractice
or other law suits. For example, if “a doctor in New York diagnoses a
patient in rural Oklahoma through the use of interactive television and
real-time videoconferencing and a misdiagnosis occurs, does the misdiag-
nosis occur in New York or Oklahoma, and which law applies?”>® Again,
one must look to the statutory language of each state. In most cases, it is
arguable that the patient could avail herself of the laws of the state in
which she resides.

The uncertainty surrounding physician licensing and choice of law
presents a novel question for the courts.>” There is no precedent address-
ing the licensing and choice of law issues incidental to physicians practic-
ing telemedicine across state lines. Until such precedent is established,
physicians will have to rely on the uncertainty of their own statutory in-
terpretation of each state’s laws to understand the legal framework sur-
rounding their medical practice.>®

Currently, a physician must weigh the costs of obtaining a state license,
including filing fees and waiting several months, against the benefit of
providing telemedicine service.”® Unfortunately for some rural patients,
the costs and time factor involved may prohibit many physicians from

55. Advanced Health Information Systems, Telemedicine and the Law, HEALTH INFOR-
MATION SYSTEMS AND TELEMEDICINE NEWSLETTER (Arent, Fox, Kintner, Plotkin & Kahn,
Washington, D.C.) Sept. 1996 [hereinafter Arent Fox].

56. Berkowitz, supra note 4, at 20.

57. See Cepelewicz, supra note 53, at 1.

58. See Margolis, supra note 6, at 15.

59. Arent Fox, supra note 55, at 2.
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participating in telemedicine. Further, the uncertainty involved in the in-
teraction of differing state-to-state licensing laws and the practice of
telemedicine may chill physicians willingness to practice telemedicine
across state lines.®® This is not an issue when the physicians operate
within a state’s borders.5!

A. The Dilemma of Differing State-to-State Regulations

“Medical licensing statutes are necessary to protect the health, safety,
and welfare of [the citizens] of each state and thus are supported by the
police power of each state.”%? Because medical licensure is controlled by
each state, the result may be fifty different sets of regulations.®® To pro-
tect the welfare of its citizens, each state regulates the provision of health
care differently, creating a potential for innumerable malpractice suits as
telemedicine spreads throughout the country.®

As discussed above, physicians must look to the statutory language to
determine if they are, in fact, “practicing medicine.” Many state medical
practice acts define the practice of medicine quite broadly. They allow
only licensed physicians or other licensed health care providers, within
the bounds of their license, to practice medicine within the state.5® To
enforce licensing regulations, states may apply criminal sanctions against
unlicensed practitioners or revoke the license of any physician who aids
an unlicensed practitioner in the practice of medicine.%

A typical statutory definition of the practice of medicine can be found
in North Carolina General Statute, section 90-18, which states: “[a]ny
person shall be regarded as practicing medicine . . . who shall diagnose or
attempt to diagnose, treat or attempt to treat, . . . operate . . . prescribe
. . . administer to, or profess to treat any human ailment . . .. ”% The
practice of medicine as defined by this statute encompasses almost any
possible action a physician may take. In this context, one may strongly
argue that any type of telemedicine would be considered “the practice of

60. See Cooper, supra note 7.

6l. Id

62. BARRY R. FURROW ET AL., HEALTH LAaw, CASES MATERIALS AND PROBLEMS at
40-41 (2d ed. 1991).

63. Id. at 55.

64. Id

65. Id. at 57.

66. Id. See e.g., ME. REv. STAT. ANN. TIT. 32, § 3270-A (West 1988). See also, N.Y.
Epuc. Law § 6512 (McKinney 1985).

67. Arent Fox, supra note 55 (citing N.C. Gen. Stat., § 90-18) (1993)).
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medicine.” Another example of a state statute that could impact
telemedicine can be found in New York:
[In] making the unauthorized practice of medicine a crime, sec-
tion 6512 of the New York Education Law provides: 1. Anyone
not authorized to practice . . . who practices or offers to practice
or holds himself out as being able to practice in any profession
in which a license is a prerequisite to the practice of acts . . .
shall be guilty of a class E felony.®®

Unfortunately for physicians and patients seeking the benefits of
telemedicine, uncertainty may be the norm. Physicians cannot be assured
that if they understand the old language of state licensing statutes before
they begin practicing telemedicine, they will now be safe. In part, this is
because states are adapting their statutes to address telemedicine.®
Speaking at the District of Columbia Bar Association’s Summer Series
Luncheon on the topic of “Telemedicine in Cyberspace,” Dr. Leroy
Buckler stated that the interstate nature of telemedicine gives states com-
pelling reasons to enact special laws to regulate the practice of medicine
across state lines.”® Several states are considering requiring out-of-state
physicians to be licensed in-state if they plan on practicing telemedicine
within the state’s borders.”” Kansas, for example, is requiring out-of-state
physicians to be licensed in Kansas if they provide primary diagnosis and
treatment to residents in Kansas via telemedicine.”> The Kansas regula-
tion “requir[es] any physician who treats, prescribes, practices or diagno-
ses a condition, illness, ailment, etc. of an individual who is located in
Kansas to obtain a Kansas medical license.””® The regulation, although
commonly referred to as the “telemedicine regulation,” fails to expressly
address telemedicine.”* In May of 1995, Maine introduced a similar bill.”®
In Texas, the legislature amended the Texas Medical Practice Act as
follows: :

a person physically located in another jurisdiction is engaged in
the practice of medicine in Texas if he or she, through the use of

68. Id. (citing N.Y. Epuc. Law § 6512) (McKinney 1985)).

69. See Leroy Buckler, M.D., Remarks at the D.C. Bar’s Summer Series Luncheon
Program (June 20, 1996).

70. Id.

71. Arent Fox, supra note 55 (states include Kansas, Maine, Oregon, and Colorado).

72. See Margolis, supra note 6.

73. K.A.R. § 100-26-1 (1994).

74. Arent Fox, supra note 55, at 5.

75. Id. (citing 1995 Me. Acts S.P. 534, to amend § 2, ME. REv. StaT. ANN. TIT. 32
§ 2571-A (West 1988) & § 4, ME. REv. STAT. ANN. TIT. 32 § 3270-E) (West 1988).
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any medium (including an electronic medium), performs an act
or is part of a patient-care service initiated in Texas that would
affect the diagnosis or treatment of the patient.”®
In most cases, “physicians who practice medicine across state lines
without physically being located in the state where the patient encounter
occurs, are either required to have a full and unrestricted license in that
state or they are unregulated.””” If the physician lacks a license, and a
law suit is filed, the physician and his or her attorney face.uncertainty in
the outcome because in most cases, state laws do not address
telemedicine. A situation such as this may also lead to conflict of law
questions. Such questions will arise as interstate telemedicine actions
conflict with state statutes, court decisions, and regulations that specify
different duties of care for physicians.”®
The effect of licensing regulations that vary from state to state may be
that they prevent physicians from contributing their services to rural ar-
eas, in part, because both physicians and malpractice insurers will fear the
legal uncertainty. Unfortunately, each of these varying state medical reg-
ulations, while promulgated to protect the health, safety and welfare of
the citizens of a state, may in fact have the opposite effect. Citizens may
be denied access to physicians who would otherwise diagnose and/or treat
them via telemedicine due to language contained in a statute, a statute
that may be outdated.”
Whereas the practice of telemedicine is relatively new, the statutory
provisions addressing physician licensing have been around for decades.
Many state statutes:
were originally passed to protect patients by preventing or dis-
couraging “quack” physicians, and those who were not ade-
quately qualified, from practicing medicine. When enacted, the
legislators surely did not contemplate the practice of
telemedicine between states, across continents, or even across
oceans. Nonetheless, these laws may be construed to prevent
out-of-state physicians from practicing via telemedicine without
first obtaining a license in that state.’°

The antiquity of some of the licensing statutes, combined with states’ ef-

forts to understand and control telemedicine and physicians through new
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licensing legislation, may have an adverse impact on both the develop-
ment of telemedicine and on the health of each state’s citizens. A solu-
tion may be a form of reciprocity or waiver of licensing laws from state to
state when a physician practices telemedicine.

B. Consultations and Waivers - Working Around State Licensing Laws

States, seeking a way around subjecting out-of-state physicians to in-
state licensing laws, have addressed the problem of licensure in
telemedicine with a variety of approaches. One choice is to address the
practice of telemedicine as if it were merely a physician consultation oc-
curring within a state border. Another possible choice is to “abbreviate”
the licensing process for physicians practicing telemedicine. Further,
some states have chosen to grant waivers of their licensing rules for the
practice of telemedicine. By adapting their regulations to address the
emergence of telemedicine, states indicate their recognition of the bene-
fits of telemedicine.®!

One approach, the consultation exception, permits out-of-state
telemedicine physicians to consult with a locally licensed physician re-
garding an in-state patient.5? In these “consultation” cases, the local phy-
sician is always present. A state may justify allowing the out-of-state
licensed physician to “practice medicine” within its state for several rea-
sons. First, a state may view an out-of-state physician as having been in-
vited into the state by an in-state licensed physician. Otherwise, to
require an invited physician to be licensed would inhibit in-state physi-
cians from seeking second opinions or expert medical advice. Second,
states may claim that as long as an in-state physician is present, the duty
of care owed to the patient will be protected by the physician licensed
within the state.

A second approach that may be used by states to address the increasing
numbers of telemedicine practitioners is to facilitate licensing for out-of-
state physicians wishing to practice telemedicine in-state. Model legisla-
tion has been introduced by the Federation of State Medical Boards. As
outlined by Dr. Leroy Buckler, it calls “for a special purpose license — an
abbreviated but effective licensure process for physicians who will not
physically be practicing within a state’s jurisdiction, but wish to provide
services to patients located within that jurisdiction.”®® This solution pro-

81. Id
82. Cepelewicz, supra note 53.
83. Buckler, supra note 69.



1997] Telemedicine’s Imperilled Future 175

vides some protection for the local market for physicians, yet still pro-
motes telemedicine.

A third approach is the introduction of waivers into licensing statutes
for physicians who act as consultants to in-state practitioners.®* Idaho,?’
Indiana,®® New Hampshire,®” North Carolina,®® and Pennsylvania® have
provided exceptions to the “unauthorized practice of medicine” rules of
their states. In Arizona, the licensing requirement for out-of-state physi-
cians is waived if the physician is assisting in an emergency.”® However,
some of these state statutes place restrictions on telemedicine, requiring
that the consultation be initiated by an in-state physician, or limiting the
ability of telemedicine physicians to solicit patients within the state.
Other states may remove physicians from the exception if they practice
telemedicine too often within the state.*!

The need for a license and/or waiver may in fact depend on the service
being performed. To illustrate, “an argument may be made that an out-
of-state radiologist who receives and interprets either a static or dynamic
image and who has no direct contact with the patient is not ‘practicing
medicine.””®? Alternatively, if an out-of-state telemedicine physician is
consulting with, or treating a patient alone, without the aid of an in-state
licensed physician, the state medical licensing board may be more likely
to raise a licensing question. If the telemedicine physician is practicing in
conjunction with a local physician, the state board may look to the local
physician to ensure adequate care.®®

As highlighted above, the telemedicine licensing picture in many states
is, and will continue to be, clouded with uncertainty. Unfortunately, in
some of the states where the picture is clear, the clarity works against
telemedicine. “In an effort to protect their local specialists, [some states]
are working toward closing their consultation exceptions by such meas-
ures as outright requiring out-of-state physicians to be licensed in the
state.”® Another method of protecting in-state physicians from
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telemedicine competition includes requiring physicians with ongoing rela-
tionships with a state to become licensed in that state, thus prohibiting
out-of-state telemedicine physicians from establishing a regularly used
hospital connection. Further, some states require that consultation re-
quests come from an in-state physician practicing in the same specialty.”

Laws that protect in-state physicians may materially impact the provi-
sion of quality health care. Denying patients the ability to seek health
care providers, including specialists, through legislation will simply return
the patients to where they were prior to the development of telemedicine
technology. Unfortunately, the current trend in licensing physicians
seems to be toward protecting the in-state physicians and not the pa-
tients. Until more states adopt telemedicine-friendly legislation, or until
federal licensing statutes are promulgated to circumvent this uncertainty
in the definition of “practicing medicine” or physician licensure, physi-
cians will have to be acutely aware of the legal world in which they
choose to practice, assuming they are allowed to do so. This may mean
understanding and complying with the licensing laws of two or more
jurisdictions.

III. Privacy Issues

Licensing issues are not the only legal issues facing telemedicine prov-
iders. One of the most important obligations of the physician-patient re-
lationship is the protection of confidences revealed by the patient to the
physician.’® The information obtained in a consultation with a physician
is expected to remain private. Lawyers addressing health care issues re-
peatedly have had to address both physicians’ and patients’ fears in main-
taining privacy while sharing information.”’ State courts have imposed
liability on doctors not only for violating a duty of confidentiality ex-
pressly stated in state licensing and privilege statutes, but also for violat-
ing statutes where the duty is implied.”®

The physicians’ use of the telecommunications networks to exchange
information invariably raises two separate privacy questions. First, how
absolute is the duty of confidentiality and which state’s privacy laws apply
in a telemedicine proceeding. Second, what are the ramifications of send-

cerning Telemedicine Licensure, (requiring “regular” telemedicine practitioners to be li-
censed in Connecticut) (West 1989)).

95. Cepelewicz, supra note 53.

96. FURROW ET AL., supra note 62, at 310.

97. Berkowitz, supra note 4.

98. FURROW ET AL., supra note 62, at 310.



1997] Telemedicine’s Imperilled Future 177

ing confidential data over unsecured networks? Physicians must consider
these two issues if they want to transfer or store patient data using
telecommunications.

A. How Absolute Are the Privacy Laws and Which State
Law Prevails?

With the transmission of patient information over telecommunications
networks, the question arises: How absolute are the privacy laws that
govern the physician-patient relationship? The physician-patient rela-
tionship has been described as a moral equation with reciprocal rights
and obligations.®® One of a physician’s chief ethical obligations is to hold
confident all patient information acquired during treatment.’® The laws,
courts, and medical boards of each state protect this confidential informa-
tion. Doctors violating the confidentiality doctrine face potential tort
liability.!%?

The Privacy Act!?? states that the physician owns the data in a medical
chart, although only the patient can release it. However, this require-
ment is not applicable to the transfer of information to another physician
in the presence of the patient.'®® Under the Privacy Act, the question
arises whether a telemedicine consultation and/or treatment is an ex-
change of confidential patient information or an on-site consultation?%*

A patient injured by the release of his or her information may find
legal recourse under several theories, including invasion of privacy,
breach of an implied contract of confidentiality, malpractice, defamation,
and intentional infliction of emotional distress.'®> According to Don
Haines, legislative counsel for the American Civil Liberties Union, there
are two diverse approaches to the privacy issue. “One is that the individ-
ual should have control over the data. It’s to be expected that it is not to
be released without permission. The contending model is that other
agencies ought to have the right to manage the health care of the individ-
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ual for his well-being.”’® The conflict in these models is representative
of the conflict facing telemedicine physicians.

Competing with a physician’s duty to protect private medical informa-
tion is his/her duty to provide competent care. Physicians are morally
obligated to provide sound advice and practice.!” Denying one physi-
cian access to another physician, through telemedicine, based on physi-
cian-patient confidentiality issues may place medical practitioners in the
position of having to choose between providing inferior medical treat-
ment or submitting themselves to tort liability.1% In situations where the
health and safety of patients are at risk, many believe that privacy must,
at times, be surrendered to provide access to “information for the good of
both individual patients and for human society.”%

One of the provisions of the model legislation developed by the Feder-
ation of State Medical Boards “requires physicians holding a special pur-
pose license to abide by the confidentiality requirements of the state in
which the patient resides and permit state medical boards to approve pa-
tient-granted waivers of confidentiality by physicians holding a special
purpose license.”!1° This is in contrast to the thoughts of Lawrence Gos-
tin, Associate Professor of Law at Georgetown, who, when speaking at a
workshop on medical records privacy, stated that a state-by-state ap-
proach to health care information does not work.'’* Health care infor-
mation is rarely restricted to the state where it was collected. Having
laws that only address information collection and dissemination within a
state are “ill-suited to the collection and transmission of health data.”!1?

According to a newsletter distributed by the law firm, Arent, Fox, Kint-
ner, Plotkin & Kahn, “the current lack of uniform privacy and confidenti-
ality legislation negatively impacts the health care industry from
providers to self-insured employers, for they are transmitting health in-
formation without guidance on what protections are required, which
state’s laws govern, and which state’s courts have jurisdiction.”!® The
result may be similar to the effect of the licensing laws, in that physicians
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may choose not to practice due to the uncertainty, or they may do so at
their own risk. In either case, telemedicine is impacted negatively.

B. Unsecured Networks

In many instances, the choice to release confidential data is not made
by the physician practicing telemedicine. Unlike a case in which a physi-
cian makes a conscious decision to release private patient information,
with telemedicine, the only mistake a physician may make is in storing
and/or transmitting the information via computer. In such cases, infor-
mation is often released, or stolen by computer hackers, from unsecured
computer networks.

Computer hackers have existed for as long as there have been com-
puters. “Hackers have penetrated hospital computer systems, [and] al-

tered patient data . . .. In 1988, hackers accessed a computer system at
Barrow’s Neurological Institute . . . [creating problems] in accessing the
database.”114

Because the systems are not invulnerable, doctors must evaluate
whether or not to subject patient information to the risk of computer
networks. Physicians must ask themselves to what extent they will be
subject to disclosure of confidential doctor-patient information when that
information is taken from computer networks. Many types of insurers,
employers, and credit investigators are constantly seeking medical infor-
mation.'’> Secondary users of medical information commonly receive
their information through patient waivers, but at times these organiza-
tions receive their information surreptitiously.!® This “potential broker-
ing of health care information”!” raises questions about accessibility to
patient records and to what extent physicians will be held liable for inad-
vertent release of information.

The obvious concern is how fraudulently obtained information will be
used. “In recent months, popular magazine articles have relayed stories
of insurance companies denying coverage on the grounds that review of
patient’s medical records shows a potential health problem.”!'® Repre-
sentative Jim McDermott, M.D. a Democrat from Washington, speaking
at a workshop on medical records privacy in Washington, D.C., related
the story of a man who lost his automobile insurance because he was a
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carrier of a muscular dystrophy gene.!’® As highlighted above, the re-
lease of this information may result in harm to the patient, and possible
sanctions to the doctor.'?°

To compound the problems created by the interaction of telemedicine
and privacy laws, doctors may refuse to send information electronically
unless they can be assured that only the people they select will have ac-
cess to patient information.’?! In an era where people have complete and
simple access to one mode of electronic transfer, the Internet, this may be
difficult, if not impossible, to guarantee. The result could be a slowing or
even paralyzing of both the health care system and the nationwide imple-
mentation of telemedicine.'??> Physicians’ fear of violating state privacy
laws may lead them toward inactivity.

The privacy problem is not entirely in the technology, but rather in the
confusion surrounding what “privacy” entails. “In the context of a mod-
ern health information infrastructure, we’re hopelessly outdated in the
way we approach this privacy issue. . . . Our ethics and law is based on
this trusting, confidential relationship between doctor and patient. All
very well but it is not the reality.”'?* The issue then, may not be privacy,
but rather security. A report by the National Academy of Sciences noted
that the privacy issue has very little to do with unauthorized access, rather
it was legitimate access that was the problem.'?* Many organizations with
noble and legitimate purposes want access to medical data. Simultane-
ously, patients may not want their data released, for personal or profes-
sional reasons. The answer for physicians may be in securing the
information when it is entered into a computer network.

If physicians can secure patient information when placing it on a com-
puter network, they may be fulfilling their duty to keep the information
private. “One of the most effective ways of securing information sent
over the Internet is to encrypt it.”*>* Encryption is the process by which
digital information is scrambled on one end of a transmission and
decrypted on the other.'?® It uses mathematical formulas to hide the
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plain text of the message being sent.’?” The strength of the program, the
measure of how difficult the encrypted message is to decipher, “depends
on: (1) the integrity of the mathematical formulas used (i.e., that the for-
mulas have no “back doors”); and (2) the length of the formula (the key)
that encrypts and decrypts the message. The key is measured by the
number of digits, or bits, included in the formula.”**® Different levels of
encryption may be used depending on the sensitivity of the information
being transferred.!?

A software system developed through a grant awarded by the National
Library of Medicine (“NLM”) to West Virginia University is undergoing
field trials at two hospitals and a set of rural health clinics in West Vir-
ginia.}®® The system is attempting to use the Internet to locate, retrieve,
and assemble digital records from multiple sites using a Web browser.!!
Another new contract was awarded by the NLM. The project’s goal is to
“demonstrate the viability of secure clinical telemedicine via public com-
puter networks and measure how it can result in cost savings and im-
proved access to quality care for rural populations.”*?

While the technology is being developed to lessen the chance that con-
fidential physician-patient data may fall into the wrong hands, physicians
may find some security in common-law exceptions to privacy laws.'*
Under some of these exceptions, physicians would be under a duty
merely “not to gossip,” “promiscuously disclose,” or “disclose frivo-
lously” patient information.!** Although the exceptions exist, it is doubt-
ful that these decisions will .be controlling at the federal court level
because they would take from the patient the protection afforded to them
by the states.!3> ‘

Until legislation is adopted to address the interaction of telemedicine
and the privacy of patient information, physicians will have to find a way
to avoid the legal consequences of disclosing confidential patient infor-
mation, or face the uncertainty of common-law exceptions to privacy
rules. Even though no security system can guarantee patients’ privacy,
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health care providers, especially those practicing telemedicine, should im-
plement a system that guarantees access when needed, while maintaining
confidentiality and privacy.’*® The physician’s best defense to legal ac-
tion may, in fact, be taking the precaution of implementing a system that
is reliable.'®’ ' '

C. Legislative Proposals

“Technology has moved forward so rapidly that unless we get this pri-
vacy issue discussed we will wind up with a situation none of us want.”!®
How absolute the duty of confidentiality is and what the ramifications of
having confidential data on unsecured networks are, are not issues exclu-
sive to telemedicine. As doctors have converted from paper records to
computerized record keeping, they have faced privacy issues.'** Comput-
erized record keeping poses an undeniable threat to the confidentiality of
patients’ records.'®® But, the benefits of computerized record keeping
and electronic transfer are substantial.'*! As telemedicine is imple-
mented nationwide, these computerized systems become invaluable.
Physicians with access to the system will be able to determine patients’
allergies, their medical histories, and their prescriptions, at the click of a
button.’*? As our health care system changes, our laws must adapt to
keep pace.

The United States Congress is considering a legislative proposal that
deals directly with attempts to protect identifiable health care informa-
tion.'#? 1t relies on the principle of patient consent.!** Leaving the deci-
sion to share private information solely with the patient will remove some
of the liability from the physician. It also will address the problem of
dissemination of information to people with legitimate reasons to have
the information. The above-mentioned legislation must contain explicit
instruction for disseminating patient information to be effective. Profes-
sor Lawrence Gostin cited four general principles that should govern fed-
eral legislation intended to protect privacy:

1) The collection and use of information should include the in-
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formed consent of the individual so that he or she may exercise

some control over it . . ..

2) There should be rules regarding disclosure. If information is

gathered for one purpose such as treatment, and is then used for

another purpose, such as research, consent should be obtained.

3) Security is essential. When information is collected its secur-

ity must be adequately regulated. Ensuring this [through en-

cryption] would control unauthorized access.

4) Protection of the data is essential. An independent oversight

body should be created, its members appointed by the U.S. Con-

gress or the President, charged with ensuring that all the privacy

systems are kept secure and all complaints investigated.*
If federal legislation follows these four principals, it will protect both pa-
tients and doctors. Patients, on the one hand, will have control over dis-
semination of their private information, monitoring why and to whom the
information is given. Physicians, on the other hand, will have a clear pic-
ture of the laws governing the dissemination of patient information. For
any legislative proposal to work, it must preempt state laws. This may be
the only way to deal realistically with the issue of privacy of medical
records.!46

IV. THe Future ofF TELEMEDICINE - INTERIM AND
LonG-TERM SOLUTIONS

Conservative forecasts have suggested that sales of multiple use
telemedicine videoconferencing systems, teleradiology equipment, and
telecommunications services could expand to over $280 million by the
year 2000.'*7 In the next five years, as much as $15 billion may be spent
by health care providers on information technologies.'*® The results of
this increase in capital expenditures will be seen across telemedicine.!*°
Even with this infusion of capital, the long-term success of telemedicine
may be tied, in part, to its ability to lower health care costs.

Although many medical benefits of telemedicine have been chronicled,
the financial costs of such a system have not been analyzed in detail. Dis-
cussions regarding telecommunications infrastructure costs have been
ongoing at the FCC,'*° but actual total cost figures are not readily avail-
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able for an operating telemedicine system.'>! “In Texas there has been an
ongoing program since 1994 where they are really trying to crunch the
numbers to determine the cost-effectiveness of telemedicine. . . .”1%?

Health care costs are of major concern in the United States. They rep-
resent over 12% of the current Gross Domestic Product.'>® This number
is expected to increase to 18% by the year 2000.!>* Proponents of
telemedicine hope that it will help to lower health care costs.!>> Many of
the telemedicine projects currently being reviewed were initiated to de-
termine the cost-effectiveness of telemedicine.'>® Benefits such as early
detection of illnesses as a result of access to advanced equipment, more
extensive use of less expensive facilities, and the involvement of mid-level
health professionals are expected to produce cost savings.'>’ What is not
yet known is whether start-up costs and the increased number of patients
potentially generated by telemedicine will outweigh the cost savings.!®

The National Information Infrastructure Testbed (“NIIT”) suggests
that some federal and state law changes may be needed to implement
their telemedicine network, including, “a uniform federal medical records
privacy statute that would preempt state laws on the subject.”?>® NIIT
also suggests adoption of a national medical licensing standard, such as
the one used by the United States armed forces, to preempt state legal
and ethical requirements.’®® In the alternative, one solution discussed
above may be to classify telemedicine practitioners as consulting physi-
cians, thereby avoiding the need to be licensed in each state.'®! Because
present law is not designed to handle a nationwide health network, an
interim solution must be established for evolution to continue. '

An interim answer to the privacy question may be that medical practi-
tioners will have to solicit the permission of their patients'? prior to dis-
seminating private medical information over the Internet or via
telecommunication means, and then use the most advanced encryption
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equipment available. With respect to licensing, in order to avoid mal-
practice suits arising in either the state in which the doctor resides or the
state where the patient resides, medical practitioners will have to know
and comply with the licensing laws of both states.
So far, there are no legal or medical precedents to answer
whether a doctor in one state who telepractices in another state
is practicing without a license. Indeed, while the intrastate prac-
tice of telemedicine appears to be making inroads, at least five
states . . . bar physicians without a state license from practicing
telemedicine within that state, and about 20 other states are con-
sidering similar restrictions.'® ,
In the interim, as a result, knowledge of state laws surrounding
telemedicine is a must.

Without legal precedent, telemedicine physicians must proceed cau-
tiously. This may entail either being designated as a consulting physician,
thereby avoiding the need to be licensed, or simply going through the
licensing procedure in the states where the physician practices
telemedicine. Further, physicians may be forced to secure patient con-
sent before sharing any information. Although unwieldy, prior patient
consent may be the only way to avoid harmful legal ramifications until a
more permanent solution is found. The permanent answer to these legal
issues may be the promulgation of federal legislation that promotes the
rapid development of telemedicine while addressing state licensing and
privacy issues. Promoting development without addressing legal con-
cerns may stall the implementation of telemedicine.

V. CoNCLUSION

"Telemedicine’s time has come. The benefits to both patients and physi-
cians have been chronicled, and are invaluable. Further, cost savings
seem to be a beneficial by-product of the implementation of
telemedicine. Unfortunately, several imposing obstacles bar the ex-
panded development of telemedicine systems. Congress must address
funding, reimbursement, licensing, and privacy issues surrounding
telemedicine. Federal law that preempts the myriad of state laws and
regulations concerning reimbursement, licensing, and privacy will allow
physicians to understand better the legal world in which they are practic-
ing. However, federal laws must recognize that telemedicine is an evolv-
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ing technology that needs adaptable laws. Until that time, physicians will
have to be acutely aware of licensing and privacy laws of both the state in
which they are licensed, and the state where the patient resides. When
uniform federal laws unite with both individual states’ and the federal
government’s desire to implement telemedicine, and problems such as
the funding of telemedicine infrastructure and payments for telemedicine
services are addressed, the result will be nationwide implementation of a
much needed revolutionary approach to the practice of medicine.

Christopher Guttman-McCabe
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