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By Kristin J. Hazelwood

| n 1998, the KBA Ethics Committee
issued E-403, concluding that, absent
“unusual circumstances,” a Kentucky
lawyer may communicate with a client
via unencrypted e-mail without violating
the lawyer’s duty of confidentiality.!
Despite its popularity? and ease of use,
e-mailing with a client still poses special
concerns. Not all communications are
appropriate for e-mail, and, even when
e-mail is appropriate, drafting the e-mail
demands more of the writer than the typ-
ical e-mail.

Is E-mail Appropriate for this
Communication?

Here are some questions a careful
lawyer should consider before e-mailing
with a client:

Does this communication deal with
an extraordinarily sensitive matter?
In E-403, the Ethics Committee stated
that unencrypted e-mail with a client is
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appropriate absent “unusual circum-
stances.” “Unusual circumstances” that
can make e-mail inappropriate include a
communication involving an “extraordi-
narily sensitive matter.”? When the
client would suffer serious adverse con-
sequences from disclosure of the e-mail,
the lawyer should take extra steps (like
encryption) to ensure its security.

Does a third person have access to
the e-mail account or device that the
client uses? According to a recent ABA
ethics opinion, because a lawyer has the
obligation to use reasonable care to pro-
tect the client’s confidential information,
a lawyer ordinarily has an ethical obliga-
tion to instruct the client not to use a
computer or other telecommunications
device or e-mail account for sensitive (or
may even any attorney-client) communi-
cations if another person has a right to
access it.* Specifically, the ABA was con-
cerned with the situation in which a client
uses an employer’s e-mail account or an
employer’s computer or smartphone to
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access a web-based e-mail account.’ If
the employer’s policies give it a right of
access to e-mails sent via the employer’s
account or device, then the employee
does not have a reasonable expectation of
privacy in the e-mail.® That same analysis
applies when members of a family share
an e-mail account or when the client (or
the lawyer) uses a public or borrowed
computer such as at a library or hotel.”

Does the communication convey
bad or emotionally charged news? E-
mail’s short and direct form make
drafting e-mails that convey the appro-
priate tone challenging. Much as a
lawyer would call or meet with a client
to discuss a hearing with an unfavorable
result rather than write a letter, the
lawyer should similarly resist the tempta-
tion to e-mail such news to the client. In
conveying bad or emotionally charged
news to a client, the lawyer needs to be
able to respond to the client’s verbal and
nonverbal cues.® That responsiveness is
not possible with e-mail.

Would I want to hear this commu-
nication read in court? Just like with
letters, a lawyer should always be mind-
ful of the longevity of e-mail and the
ease with which it can be shared with
others. Forwarding e-mailed documents
is particularly problematic because of
the metadata that can unknowingly be
passed along with a document.

Does this E-mail Look Like
Professional Correspondence?

Writing professional e-mail is tricky
because it involves the use of an infor-
mal mode for serious matters. Consider
these questions in evaluating the content
and form of an e-mail:

Have I proofread and edited care-
fully? Shortcuts in social e-mail may be
the norm, but they should never become



part of professional e-mail.” Not much
calls into question a lawyer’s intellec-
tual capabilities faster than grammatical
errors.'? The careful lawyer proofreads
and polishes an e-mail just as carefully
as a brief being filed in court.!!

Is the e-mail concise? Recipients
expect e-mails to be short. At least one
scholar has recommended the “no
scrolling” rule: The recipient should be
able to read the entire message on a sin-
gle computer screen and should not
have to scroll down to read it.!> Now
that e-mails are often read on smart-
phones and tablets, the need for concise
e-mails is even more pressing.

Is the e-mail reader-friendly?
Focus the client on the legal issue by
creating a subject line that conveys the
specific purpose of the e-mail and
change it as the thread evolves.!3 To
make sure that the client understands
and knows how to respond to your mes-
sage, use a simple, block format for
your e-mail and put questions that need
to be answered at the beginning of the
message.'4 Put extra space between the
chunks (either paragraphs or numbered
items) for readability.

Have I double-checked the list of
recipients? Check the recipient list care-
fully to make sure everyone on the list
really needs to be included, especially
when replying to a message." It’s frus-
trating to have one’s inbox clogged with
unnecessary messages. Even more prob-
lematic, if the e-mail contains
confidential information and goes to an
opposing party or some other third party,
the consequences for the client could be
disastrous. Although the Kentucky Rules
of Professional Conduct deal with the
issue of inadvertent disclosure'® and
even if the e-mail contains a privilege
statement, the lawyer can easily avoid
the embarrassment and risk to the client
by double-checking the list of recipients.
Waiting until after writing the body of
the e-mail to add the recipients will help
identify who should receive it.

E-mail can be a valuable tool for
lawyers, but its misuse can create ethi-
cal and credibility problems. Carefully
considering the particular message and

client as well as the e-mail’s form and
content will help avoid missteps. @
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