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ABSTRACT 

This paper explores the social, technical and legal perspectives of cyberstalking in India. With the growth of the Internet, 

cyberstalking as a potential cybercrime has achieved many fold growths in India over the last decade. Factors such as, 

poor social perception towards the crime, cultural conflict and ignorance, subjective characteristics and habits of the 

victims, freedom and remoteness of Internet technologies and inadequacy of cyber legislation in preventing and 

penalising the crime have facilitated the rapid growth and proliferation of cyberstalking in India.  In addition to low 

levels of awareness on the part of the victim and law enforcement authorities, anecdotal evidence suggests there is a fear 

of secondary victimisation, both in victims and their relatives. This has become a major cause for the majority of stalking 

crimes to remain unregistered. In case of India, there is clear dearth of research in relation to the social, legal and 

technical perspectives of cyberstalking. None of the Indian studies have provided conclusive findings on these three 

perspectives. This paper recommends further comprehensive studies into cyberstalking in India. 
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1. INTRODUCTION 

The rapid proliferation and global integration of the Internet has provided both virtue and vice. On one hand, 

Internet driven information and communication technologies (ICT) have revolutionised communication, 

offering speed and convenience. On the other, it has facilitated cyberstalking as a prominent cybercrime 

(Madhavi & Prasad, 2014; Drebing et al, 2014). Cyberstalking refers to the repeated pursuit of an individual 

using electronic or Internet-capable devices (Drebing et al, 2014). It includes a range of unwanted behaviours 

such as, “name-calling, trolling, doxing, open and escalating threats, vicious sexist, racist, and homophobic 

rants, attempts to shame others, and, direct efforts to embarrass or humiliate people” (cited in Zarina et al, 

2016).  

Though as a technology enabled crime, cyberstalking has become a global phenomenon, in the Indian 

scenario it has received limited attention both in academic and social research fields. However, as per the 

available statistics, from developed countries such as the USA and UK, cybercrimes in India have achieved 

manifold growths over the last decade (Sadotra and Kour, 2016). The National Crime Records Bureau 

(NCRB) estimates the cyber victimisation of 100,000 persons a day. They report an increase of 2,400% in 

cybercrimes over the last decade .cybercrime registered cases in India have increased from 9,622 in 2014 to 

11,592 in 2015 with nearly one-third of the crimes committed for financial gain. The number of individuals 

arrested for cybercrime increased by over 41% during the same period (NCRB, 2015).  

In this paper we explore the social, technical and legal perspectives of cyberstalking in India.
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2. SOCIAL PERSPECTIVE 

From the social perspective, despite global and national reporting on the severity of cyberstalking 

consequences (Uptoti,2014; Drebing et al, 2014; Saridakis, et al, 2016), the level of cyberstalking awareness 

remains low (Kashmiria, 2014). General social ignorance and cultural conflict in part of the victims and their 

relatives regarding the possibility of extreme consequences pertaining to physical harm, suicide and murder 

threats contributes towards the perceptual ignorance (Roy, 2015; Sadotra and Kour, 2015). As a result, the 

majority of cyberstalking incidents go unpunished and unregistered in India (Roy, 2015).  
The available other country specific research works do not directly address the role of socio-cultural 

influences in shaping the perceptions of the victims towards cyberstalking, they view cyberstalking from 
perspectives of the victims’ personal habits, characteristics and life styles (Zarina et al, 2016; Saridakis et al, 
2016). For example, Zarina et al, (2016) in their research article explained the proliferation of the 
cyberstalking phenomena with the Routine Activity Theory (RAT) and Life Style Exposure theory from the 
victims’ perspectives. They found inconsistent empirical evidence in support of their explanation. Their 
findings suggest that, the extensions of those theories partially explain the victims’ roles in facilitating the 
crime. Similarly, Saridakis et al (2016) also view that from the perspective of the RAT, the victim’s regular 
and habitual activities provide opportunities for the stalker to be engaged in cyberstalking. Their findings 
observe a statistically dominant association between Social Networking Service (SNS) users and 
victimisation. Their findings also suggest that SNS users with high awareness of privacy and controlling of 
information are less likely to become victimised. The findings of the above mentioned studies may provide 
useful insights (particularly in the context of India) as the victims’ personal habits and lifestyles are often 
influenced by their prevailing socio-cultural set. 

Cyberstalking is a continuous, repeated and persistent activity of the stalker to disturb, harm and control 
the victim. The harmful message transits from the virtual world to the psychological and physical world of 
the victim on a continuous basis and ultimately puts the victim in severe distress (Frommholz et al, 2016). If 
the process of stalking activities are not stopped ‘in time’, it can result in severe consequences such as 
suicide, murder, depression and other severe incidences like rape and acid attacks. Here, a longer process 
time and transit time gap might influence the severity. The empirical and literature works in relation to the 
role of the process time and the victim’s perceptual transit time span from virtual world to the resulting 
consequences in the physical world remain limited. Cyberstalking takes place over multiple related incidents. 
Persistent delay in blocking the stalker’s activities through legal or technological means can put the victim in 
severe distress and in extreme cases lead to physical injury or death. Similarly, quick reactions on the part of 
the victim (i.e. to block, report or similar) can prevent such outcomes and can result in punishment of the 
stalker.  

3. LEGAL PERSPECTIVE 

From the legal perspective, unlike the countries like the US, UK, Canada and Australia which have penal 
provisions for criminalising cyberstalking (Joshi, 2013), the legal enforcement realisation of cyberstalking 
crime came very late in India. Though stalking incidents in India were reported two decades ago, the 
cybercrime related law came in to existence with the establishment of the IT Act, 2000 which was amended 
in 2008 (Sadotra and Kour, 2015). The IT Act is considered inadequate and it does not deal directly with 
cyberstalking as it states, “intrusion on to the privacy of individual”. After some disturbing and widely 
reported incidents such as the December 2012 ‘Delhi gang rape and murder’ (Joshi, 2013) and the 2013 
cybercrime related incident at the Delhi Metro station (Kashmiria, 2013), women’s safety has become a 
primary concern for law makers in India. Following these, the first legislation criminalising cyberstalking 
came into force in 2013 which added S.354D to the Indian Penal Code to define and punish the act of 
stalking (Sadotra and Kour, 2015). This law describes punishment of a minimum one year imprisonment with 
an extension limit up to 3 years and a fine. However, this law is considered inadequate in preventing the 
crime pertaining to certain acute concerns such as, poor perception in part of the victims and enforcement 
authorities; fear of secondary victimisation in part of the victims and the limitations of the existing 
enforcement law in relation to the difference in geographical jurisdictions between the place of the victim and 
that of the criminal (Halder & Jaishankar, 2011; Joshi, 2013; Roy, 2015).  
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Very few Indian perspective studies have discussed the legal enforcement status of cyberstalking in India. 

For example, Kashmiria (2014), views the emergence of the Internet as the opportunity and enabler for 

cybercrimes. By comparing the Indian cyberstalking enforcement legislation with UK and USA legislation, 

she finds inadequacy of the Indian cyberstalking laws in preventing the crime and punishing the criminals. 

Similarly, another comparative study by Halder & Jaishankar (2011) on India, UK and USA cyberstalking 

legislation has highlighted the importance of secondary victimisation and denial of justice as the main 

reasons for the proliferation of the crime. Sadotra and Kour’s (2015) study demonstrates the various ways 

current legislation and the common law can be used to deal with cyberstalking and harassment in India. 

However, none of the studies have addressed the prevailing perceptual gaps on the part of the enforcement 

authorities and victims regarding the degree of the criminality of the cyberstalking offence. 

4. TECHNICAL PERSPECTIVE 

Technology plays the dual role as the facilitator and preventer of cyberstalking behaviours. The problem is 

how to prevent the crime by blocking the stalker’s activities; and how to assist the enforcing authority in 

locating and identifying the stalker. The finding of a handful of HCI perspective studies suggest the factors 

such as ICT, internet technology and IP connected devices such as computer, smart phones and tablets 

coupled with communication applications such as IM and SMS together have facilitated the growth in 

proliferation of cyberstalking crimes (Madhavi & Prasad, 2014; Frommholz et al, 2016). These studies have 

also suggested the technological measures for preventing the crime and assisting the victim and the enforcing 

authorities in identifying and locating the stalkers Unlike face-to-face communications, text-based 

technology mediated communications such as email and instant messaging lack visual cues (e.g.facial 

expressions, body language), thereby increasing the likelihood of miscommunication which may in itself, 

lead to escalated conflict (Herring, S., 2003, p.612). The internet and in particular, Web also allow for the 

target to be researched. The resulting information may be correct or incorrect and may be taken out of the 

original context – again leading to an increased possibility of conflict and cyberstalking crimes. 

5. DISCUSSION 

The exploration of the cyberstalking phenomenon in India reveals the prevailing gaps in the socio-cultural, 

legal and technical parameters, leading to the following research questions and objectives. 

Q1. What is the role of socio-cultural influence in shaping the perception of Indian victims towards 

cyberstalking? 

Q2. What is the impact of process time and transit time gap of the message flow from the Indian victims 

‘cyber space to the psychological and physical world on the severity of the consequences? 

Q3. How do Indian law enforcement authorities perceive cyberstalking as a crime? 

Q4. What is the role of technology in enabling and preventing the crime? 

6. CONCLUSION 

With the growth of internet usage, cyberstalking as a potential cybercrime has achieved many fold growths in 

India over the last decade. Factors such as, poor social perception and awareness towards the crime, cultural 

conflict and ignorance, subjective characteristics and habits of the victims, freedom and remoteness of the 

technology and inadequacy of cyber legislations in preventing and penalising the crime have facilitated the 

rapid growth and proliferation of cyberstalking in India.  In addition, the fear of secondary victimisation on 

the part of the victims and their relatives has become the major cause for the majority of the stalking crimes 

remain unregistered. In case of India, there is a clear dearth of research in relation to the social, legal and 

technical perspectives of cyberstalking. None of the Indian studies provide conclusive findings and we 

encourage the research community to address this with future research.  
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