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Abstract 

Mobile learning has made a major impact on the security of Learning Management Systems 

(LMS) in higher education. The advancements in mobile technology have made mobile learning 

one of the top trending topics regarding education and technology. Students appreciate the 

convenience and flexibility that mobile learning offers. However, there is an added concern with 

the security in mobile learning. Instructors and students have little say in what software will be 

used in mobile learning. This paper will address the issues surrounding security management in 

LMS platforms, the basics of the Family Educational Rights and Privacy Act (FERPA), and the 

best practices to improve security management in mobile communications of higher education.   
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Security Management for Mobile Devices of Higher Education 

 

The Impact of Mobile Learning 

Mobile learning is equated with any module of e-learning that is accessed on a mobile 

device. It provides students and teachers the ability to utilize portable computing devices while 

connected to local and wireless networks. Teaching and learning is extended to spaces beyond 

the traditional classroom with the utilization of mobile learning ("Mobile Learning", 2016). 

Learners and instructors have increased flexibility and opportunities for greater interaction 

("Mobile Learning", 2016). Mobile learning offers students a convenient method to advance a 

new way of learning through mobile devices because content can be accessed whenever and 

wherever they want. ("Background of Mobile Learning or mLearning", 2014).  

Over the past two decades, mobile learning has grown to become a great advantage to 

students in higher education. Dating back as far as the 1970s, mobile learning became a part of a 

very significant decade. Hardware and software were developed beginning with the pioneering 

work done by Xerox, by setting up a group named Dynabook. Dynabook was a device that 

served as a “personal dynamic medium” and was the size and shape of a one regular book 

(Berge, Muilenburg, & Crompton, 2013). Handheld devices, like PDAs, became more flexible, 

smaller and personalized and could be used in schools to help teachers to create tests and teach 

lesson plans. It was not until the early 2000s that the concept of mobile learning expanded with 

the introduction of tablets, which evolved into compact devices that served as mobile computers 

for students and teachers. “By the year 2005, more than 50% of public schools included laptops 

for students in their technology budget, and 90% of schools had access to the internet” ("Trusted 

ICT Support for schools & IT solutions for the education sector.", 2017). The creation of 
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smartphones, tablets and laptops has provided a major opportunity for new experiences for 

students in education. Mobile learning has given students a another line of communication 

between each other and the teachers. 

With mobile learning and portable devices being accessible to users at any time and any 

place, it is easier for learners to remain on track, and this can result in less college dropouts 

(Laskaris, 2015).  It is estimated that the usage of mobile devices and applications by college 

students are greater than the usage in non-students, and that is about 79% of the students (Poll, 

2014). According to Poll, 2014, only 83% of students regularly use a smartphone or tablet, and 

51% use tablets daily which is an increase from 52% in the previous year. Educators make up 

about 74% of the support for students using technology, and this is due to teachers choosing to 

use mobile technology in their classes ("Trusted ICT Support for schools & IT solutions for the 

education sector.", 2017).  “In fact, the “Alliance for Childhood” discusses how advancements in 

technology are progressing faster than adults can understand the ethical ramifications of its use” 

(Mattison, 2017). However, according to Wagner, 2016, of the 97% of schools having access to 

internet, about 95% of all incidents relating to security breaches in mobile learning are because 

of human error. 

Security Breaches 

Security Breaches, caused by vulnerabilities in the network, are also known security 

violations that can result in an unauthorized access to data, applications, networks, desktop and 

mobile devices or system services (Technopedia, 2017). Security breaches occur when an 

individual bypasses an underlying security mechanism and enters an unauthorized perimeter of 

IT (Technopedia, 2017). The user plays a critical component in the cybersecurity of mobile 

devices, whether it is intentional or accidental. According to IBM and the Cyber Security 
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Intelligence Index report, human error accounts for 52% of security breaches because they 

cannot be controlled or relied upon (Pham, 2014). As of 2017, about 24% of security breaches 

were caused by users carelessly sharing their computer login credentials, or not logging out of 

their computers at all (Ford, 2017). Not using password protection on mobile devices and 

computers can result in users becoming the victims of cyber theft – like remote exploitation.   

The intent of remote exploitation is to cause damage to a user’s computer or mobile 

device by putting malware on the device or network to steal personal information. In remote 

exploitation, the hacker sends the device content such as an email or text message, and this will 

then send a flaw such as a buffer overflow. The remote attack will not affect the attacker’s 

device, but it will find points of vulnerability in the device or network. The points of 

vulnerability can provide the hacker with full control of the mobile device or computer, and this 

can be a security concern for many students. If a hacker gains full control of a student’s mobile 

device or computer, all personal information can be sent to the hacker’s computer. Remote 

Exploitation is not the only option for cyber-attackers to gain access to student information.  

Even the most sophisticated computer systems are not impenetrable, and recent cyber-

attacks have proven that higher education institutions are not an exception. (Harrie & 

Hammargren 2016). Mobile devices and software have made security breaches and identity theft 

a common occurrence; especially amongst the larger colleges and universities (“A University 

Security Audit for 2015”, 2015). According to Ford (2017), 63% of breaches can be attributed to 

the use of weak or stolen passwords. In a 2015 university security audit, it was found that about 

80,000 students were affected by a security breach or identity theft at state colleges in California, 

and 48 colleges were found with more than 1,000 public-facing IP addresses (“A University 

Security Audit for 2015”, 2015). The convenience of students having the visibility to see other 
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students’ personal information has become a major concern because mobile devices have become 

more accessible to features including internet capabilities and applications. This can cause the 

cost of cyber security controls to be expensive.  

Breaches in the network can be detrimental to sensitive data in many computer systems 

and mobile devices. According to the 2015 “Cost of Data Breach Study: Global Overview”, most 

of the contributing factors for a high cost per stolen record in the U.S. are because of high 

regulation and time. “Malicious attacks can take an average of 256 days to identify while data 

breaches caused by human error take an average of 158 days to identify” (“2015 Cost of Data 

Breach Study: Global Overview”, 2015). Therefore, if a security breach is detected in less than 

100 days, the cost of the security control remains at a manageable dollar amount. However, if the 

detection is greater than 100 days, then the average cost rises. While there is an understanding in 

the value of cost and protection against human error in mobile security, security breaches can 

also occur in Learning Management Systems (LMS).  

Security in Learning Management Systems 

Vulnerabilities in LMS platforms can have extreme consequences that can affect an 

educational institution and its reputation. Accessibility is a prime example of a major 

vulnerability for LMS platforms because there is a lack of security in the privacy of student 

information. Since some of the mobile learning platforms are available to the public, there is a 

chance that anyone can access private student information (Bourgeois & Bourgeois, 2014). 

Mobile learning platforms are more likely to be susceptible to a cyber-attack. This could be a 

reason why many Universities have stopped using Massive Open Online Courses (MOOCs).  

Massive Open Online Courses (MOOCs) are a cloud-based education technology that can 

be accessed on the internet (Young, 2015). A MOOC is a virtual classroom that performs the 
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same functions as the ones used in traditional education systems, and it is an inexpensive 

platform for students. The discussion of privacy regarding students using MOOCs has been a 

debatable topic due to students often submitting personal information like birth dates in 

discussion boards, and this information is not protected. Because the data stored in MOOCs is 

not protected, providers have an easy and open access to that information. This can raise a 

security concern for many students because MOOCs have the function to collect large amounts 

of data including student records and performance (Young, 2015).  

Big Data is data content that stores massive amounts of information to be kept for 

analysis regarding trends. Big Data raises a privacy concern because it is “shorthand for the 

ability to store so much information that even trivial details can be kept and analyzed for trends 

in areas such as consumer preferences, economic development, and crime mapping” (Young, 

2015). The most common issue of Big Data is the exploitation of Personally Identifiable 

Information (PII). Big Data can excel at revealing the correlations of someone’s identity, 

potentially creating a new “fact” about the individual without confirmation (Young, 2015).  

The data in MOOCs is not always protected by the Family Educational Rights and 

Privacy Act (FERPA). This is due to MOOCs not being funded under federal student aid. Big 

Data is also not covered under FERPA because the statute of the law can break down and cause a 

breach in the system when confronted with technology that can collect and use this type of data 

(Young, 2015). This would mean that students are unable to knowingly consent to the terms of 

what personal information would be collected for a service because the future of the information 

used is not detailed at the time of the collection (Young, 2015). Therefore, if there is a breach in 

the system, this can cause private information collections to be linked and analyzed. “MOOCs 

managed to defy categorization under FERPA and provided a bigger picture of the disadvantages 
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that arise when existing privacy legislation attempts to regulate a technology that does not clearly 

fit into the statute's domain” (Young, 2015).  

Blackboard is a platform used by professors and students to obtain and post work 

assignments. According to Pauli, 2011, Blackboard Learn was discovered to have several “zero-

day security vulnerabilities”. This means programmers have zero days to address an attack 

before it is exploited after learning about it. According to Schultz 2012, staff and students who 

worked at the University of Texas Brownsville admitted to using admin access to steal exams 

through the university Blackboard system in 2008. It was also reported that a student 

compromised the personal data of over 500 students and staff members by causing a breach in 

the Blackboard system at Baylor University (Schultz 2012). Although Blackboard is rated 

number five on the top 10 favorite technologies used in 2017 (Kelly, 2017), many universities – 

like La Salle University and Community College of Philadelphia – have transitioned from using 

Blackboard to using Canvas 

Canvas is a leading LMS platform that has made teaching and learning more efficient and 

easy. Canvas provides notifications on student coursework, and provides instructors the option to 

choose which Canvas tools they would like to use during the duration of the courses. Although 

Canvas is a cloud-based platform, it is difficult to hack the system because it is easy to deploy 

security fixes almost immediately. In November 2014, Instructure paid Bugcrowd $10,000 to 

find security flaws in their system. In the vulnerability assessment, Canvas by Instructure yielded 

59 validated bugs (Locke, 2015). Out of the 59 unique bugs found, about 33 of them were ranked 

with a severity of a 2 or lower (Locke, 2015). This would have caused an exploitation in student 

information and privilege escalation. Researchers from Bugcrowd informed the engineering team 

about the bugs, and Instructure immediately addressed the security flaws. Then, in 2015, the 
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same vulnerability assessment was conducted again, and only 10 validated bugs were found, 

none of which were deemed critical because they had all been resolved within 24 hours (Locke, 

2015). Because of Instructure’s success, Canvas has been replaced by Blackboard in more than 

1600 educational institutions, ("Global Study from Canvas Ranks Teachers' Concerns and 

Attitudes on Technology in the Classroom", 2016). Unlike MOOCs, Canvas is covered under 

FERPA, but there is still a growing concern from students about the privacy of their personal 

information.   

Family Educational Rights and Privacy Act (FERPA) 

The Family Educational Rights and Privacy Act (FERPA) is a privacy law that was 

enacted by Congress to protect the privacy of students and parents (Easterly, 2015). FERPA was 

created to ensure educational records could be accessed by students. The FERPA law applies to 

any state or agency, higher educational institutions, universities and schools ranging from 

preschool to 12th grade (“Parents' Guide to the Family Educational Rights and Privacy Act: 

Rights Regarding Children’s Education Records”, 2007). According to Easterly (2015), federally 

funded institutions that are administered by the U.S. Department of Education – like universities 

and colleges – must comply with certain procedures regarding disclosing and maintain 

educational records. FERPA was provisioned to provide students with ownership of their own 

educational records and personal data because schools were only mere custodians of that 

information. 

In colleges and universities, the privacy rights of FERPA are assigned to students who are 

18 years of age or older. Therefore, if the students were not attending school, they would be a 

part of the working class (Ramirez, 2009). FERPA includes the protection of student report cards, 

grades, transcripts, disciplinary records, contact and family information as well as class 
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schedules (“Protecting the Privacy of Student Education Records”, 1997). The FERPA law does 

not cover medical records, but it allows parents the right to view their children’s educational 

records. Schools are required to send parents and eligible students notifications annually 

regarding their rights under FERPA, and students or parents can request to have changes 

implemented based on a limited number of circumstances. When a student turns 18, schools are 

not obligated to provide student information to the parent unless (“FERPA for Parents”, 2015):  

• The student is claimed as a dependent for tax reasons (i.e, the student is in 

school/college). Only then can schools provide student educational records to the 

parents.  

• If there is a health emergency, schools can provide the parent with educational 

records of the student.  

• If the student is under the age of 21 and he or she has violated any policy or law. 

 

FERPA allows teachers and federal officials the permission to utilize student information 

to gain an understanding of the achievements of the student, but they are not allowed to use that 

information in making decisions (“FERPA for Parents”, 2015). According to the U.S. 

Department of Education, 2015, schools are required to retrieve written permission from the 

parent or students, who are over the age of 18, if they need to release any information from the 

student’s educational record. In addition, schools must inform parents and students about 

directory information, (i.e., student’s name, address, telephone or date of birth) that has been 

disclosed. Schools must provide the parents and students adequate time to request the student’s 

information not be released (“FERPA for Parents”, 2015).  

Under FERPA, there are many educational institutions that use protected online systems 

to give students and parents the access to class materials or educational records. This includes 

school websites that require password and user IDs (“Protecting Student Privacy While Using 

Online Educational Services: Requirements and Best Practices”, 2014). About 95% of school 

districts send student records to companies like Google and Microsoft to help control the 
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management of their school services (Nava, 2015). Out of that percentage, 7% of the school 

districts signed contracts that will prevent the selling of student data, but this does not include 

Metadata (Nava, 2015).  

While FERPA provides protection for the confidentiality of a student’s educational record, it 

is the responsibility of the Family Policy Compliance Office (FPCO) to enforce the law. FPCO 

works with educational institutions, parents, students and other local departments of education. 

All communication between the office and schools should include basic information such as, 

name and contact information, name of the school and location of school because it affects the 

response from the FPCO (“Parents' Guide to the Family Educational Rights and Privacy Act: 

Rights Regarding Children’s Education Records”, 2007). FPCO has the responsibility to 

maintain any information regarding the FERPA law received on the website for the Department 

of Education. This includes proper communication provided to parents and students in a timely 

manner. It is under the authority of the FPCO to respond to any complaints filed by the parents or 

students regarding violations under the FERPA law and mediate those complaints with a 

response that will assure parents of the compliance with FERPA (“FERPA for Parents”, 2015).  

Since the implementation of FERPA, there have been Amendments to the law over the years 

following the practices in educational applications (Ramirez, 2009). Refer to list of examples 

regarding Privacy Initiatives in the United States Below.  
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Recent research studies 

have made mention that 

the practices in 

educational applications 

in relation to laws and 

disclosures for privacy 

show a lack of 

transparency. The lack 

of transparency is due to 

the privacy policies of 

applications. In a 2016 

interview survey, it was 

found that schools issued devices to students without the knowledge and consent of the parents 

(Gebhart, 2017). This keeps parents in the dark about what data is being collected by the schools. 

There is a lack of usability for students, and as a result, online learning systems do not provide 

the necessary rights of control to enable protection on mobile devices (Bourgeois &Bourgeois, 

2014). “Since 2015, the Electronic Frontier Foundation (EFF) has been taking a closer look at 

whether and how educational technology (or “ed tech”) companies are protecting students’ 

privacy and their data” (Gebhart, 2015). That lack of transparency in privacy policies can cause 

providers of online learning to make mistakes in offering students the protection they need most. 

However, the implementation of legislative measures – like FERPA – are not enough to suppress 

the security and privacy concerns.  
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The future of information security in mobile learning  

 Best Practices in mobile learning, security and mobile devices 

 The need to provide proper security for mobile learning and mobile devices should never 

be underestimated. Mobile devices are often thought of as not being the most secure means of 

storing personal data. This has been the primary concern for IT departments because of the 

malicious software that can specifically target mobile devices and tablets. The average number 

for app downloads completed by a user can be over 100, but once a smartphone app is infected 

with malware or a virus, it is easy for personal information to be stolen by a hacker (Ivec, 2015). 

Therefore, it is important for students and teachers to educate themselves on the importance of 

using the best practices to properly protect mobile content. 

Bring Your Own Device (BYOD) policies are becoming increasingly popular for many 

educational institutions, and they are striving to remove the dividing line between work and play. 

BYOD allows students and teachers to use their mobile devices for educational use, which gives 

them instant access to a variety of educational apps (Campbell, 2017). BYOD is a mere effort to 

better utilize resources and cut costs for many educational institutions because the devices are 

already owned by the students and teachers (Siddiqui, 2014). BYOD allows educational 

institutions to spend more money on improving their network infrastructure and security systems 

to better accommodate students’ and teachers’ mobile devices (Keengwe, 2015). BYOD is 

supposed to improve student experience by using the internet, and students expect schools to be 

more supportive of BYOD programs since mobile technologies are already used for work and 

play.  

Colleges and universities need to implement BYOD policies that will address support for 

mobile devices and offer provisions for institutional liability (DiFilipo, 2013). Many Universities 
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and colleges – like the University of Georgia – have put a BYOD policy in place that details the 

expectations and the need for security precautions with the user who may be signing in or taking 

a quiz on an LMS platform. Universities and colleges should be formalizing BYOD by 

implementing policies – like acceptable use, security requirements for data and devices, 

employee privacy and liability of devices or services – to prevent private information from being 

exposed. According to Negrea (2015), without rules for BYOD, mobile devices can be brought 

on campus undetected. For some policies, it is required for students to register their mobile 

devices with the school. Other BYOD policies will only allow university-issued devices access 

to private student information (Negrea, 2015). According to Rayome (2017), collegiate IT staff 

need to understand where key data is located and ensure protections are in place – like two-factor 

authentication – for those who use the data.  

Running LMS platforms can be risky for educational institutions because they usually 

carry a lot of users on one network. A great way to mitigate and reduce the risks of a user 

compromise is through 2-factor authentication. 2-factor authentication is a two-step verification 

method that requires a username, password and an extra piece of information that only the user 

knows – like a physical token or a 4 to 6-digit code (“What Is 2FA?”, 2018). In 2011, Google 

introduced the use of 2-factor authentication for their users, and shortly after, MSN and Yahoo 

followed behind with their introduction of 2-factor authentication (“What Is 2FA?, 2018). 

Educational institutions should be encouraging teachers and students to enable 2-factor 

authentication on their mobile devices because it can reduce the chances of a hacker accessing 

their personal information. One of the downsides to 2-factor authentication is that new hardware 

tokens need to be ordered and issued, which can cause delayed problems for the user because the 
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tokens can easily be lost (“What Is 2FA?, 2018). However, this security process can help lower 

the number of incidents regarding identity thefts on the network.  

Mobile Device Management (MDM) tools are another great way that can help 

educational institutions cut the risks of cyber-attacks in mobile learning. MDM is a type of 

software system that is used for mobile security to monitor, manage and secure a user’s mobile 

device (“Everything You Need to know about MDM, 2018). MDM is available for multiple 

providers and operating systems – like DaVita, INC. and Apple. One of the biggest downfalls in 

protecting personal information and mobile devices is the user. Mobile device users put a high 

value on personal data stored on their phones, but do not think about the risks behind information 

being accessed by someone other than themselves. MDM tools can be used to either protect data 

or wipe content from mobile devices if it has been lost or stolen – like PIN/password protection 

or control app distribution. For instance, DaVita, Inc. uses a tool called AirWatch, a MDM tool 

that lets users activate their mobile devices and tablets in a single step without needing an iTunes 

account or other generic software. Teammates at DaVita are required to submit an access request 

through our Teammate Self-Service tool to gain access to use AirWatch. Once the teammate is 

enrolled into AirWatch, the company can make changes to the environment. IT departments can 

maintain compliance and monitor the device through the admin console application for 

AirWatch. If the mobile device is stolen or lost, automated responses can be sent to 

administrators. The device can be locked down so that no one is able to utilize any of the device 

features or access any personal information. Some other functionalities of AirWatch include 

(Hein, 2012): 

• The ability to update each device configuration profiles. This can be for the entire group or 

the enterprise.  
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• Send a request for information to the device, lock the device or wipe off all data remotely, if 

needed. 

• If the device is being retired, a user can un-enroll the device by using the Admin console or 

deleting the MDM profile through their settings app depending on the type of device. 

• Finally, queries can be created and customized, and those queries can be used to report 

device information to users or administrators. 

Mobile devices can be found on most college campuses today. Some universities – like St.  

Edward’s University – use MDM to help protect the information stored on mobile devices  

(Wong, 2014). Depending on the type of information students and teachers are putting on mobile  

devices, other Universities may want to consider MDM as an option. According to Wong (2014),   

MDM enables central configuration, monitoring and security as well as efficient management of  

sensitive data. MDM enables collegiate IT departments to enforce password policies, sync users  

to email, and configure devices to connect to the WIFI (Wong, 2014). Collegiate IT staff can  

effectively manage mobile devices regardless of the operating system or type of device  

(Mourning, 2015). This makes the learning experience better for students because they will feel  

safe using their personal devices on college campuses. MDM tools can help organizations – like  

universities and colleges – decrease the exposure to vulnerabilities that can compromise private  

information. Without the use of MDM tools, confidential data can be at risk for a cyber- attack,  

and the ease of achievement for data breaches can greatly increase.  

With the evolution of mobile technologies, mobile devices have managed to transform 

the way students process information and access the internet. However, there is an ever-growing 

shift in the nature of security threats. The number of ways to enhance the convenience of 

mobility and security within mobile devices are increasing. Lawmakers are enforcing stricter 

security measures through regulation, and advanced security software are being pushed out to 

users to respond to the number of security threats (“What is the Future of Mobile Security”, 
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2018). There is a belief that the next generation of mobile security will consist of characteristics 

that can contribute to the upgrade in security. These characteristics include (Goode, 2016):  

Focus on user- The user should be at the center of the design for mobile security. This ensures 

that the user’s experience is consistent with any mobile device used. Security applications should 

be easily accessible, and ease-of-use should be implemented to lessen the burden on the user’s 

experience. 

Agile Multi-Factor Authentication – Authentication methods should be used and implemented 

in the design process. The idea of a strong multi-factor authentication has become widely 

expected by users and organizations due to the “result of industry regulation and vulnerable 

legacy authentication mechanisms such as passwords” (Goode, 2016). Apple has already 

managed to implement fingerprint scanning into the iPhone. Apple has since changed the home 

button to only use fingerprint scanning as well as facial recognition for the iPhone X.  

Mobile Single-Sign-On (SSO) – The support for Single Sign-On (SSO) is essential for modern 

institutions and enterprises because it is more convenient. Although this can be a downfall in 

mobile security due to a stolen or loss device being tampered with, most users believe it will 

allow them more time to complete what they need to without requiring authentication. 

Simplified Unified Security – The next generation of mobile security needs to implement a more 

simplified approach to managing a variety of security features. Taking steps toward this type of 

approach means meeting the needs of convenience in mobile security, and it will avoid the major 

problems businesses and schools face. “Next generation mobile security solutions need to 

provide a simple, unified, solution to enable an enterprise to take control of both their BYOD and 

enterprise-owned mobile fleet” (Goode, 2016).  
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Mobile learning has grown to dominate the generation of traditional classrooms because  

of the advancements in wearable technology. Wearable technology – like the iWatch, has gained  

major popularity amongst users, and they are only a mere extension of the mobile phone. Smart  

watches have changed how students learn because they have the option to find expert advice  

through utilizing text messaging when they have a question either by phone or on a smartwatch  

(“What to Expect for the Future of Mobile Learning”, 2018). Smart watches have become more  

user friendly, and each time operating systems are updated, there is a new function available.  

According to recent research from CCS insights, it is projected that “wearable technology will be  

worth $25 billion by 2019, with smartwatches commanding a 60% share of the market” (“The  

Future of Wearable Technology”, 2018). Manufacturers are now wanting to design tether-free  

smartwatches. Tether-free smartwatches will have the capability to perform similar tasks that  

smartphones do without the need to pair them together (“The Future of Wearable Technology”,  

2018). Smartwatches will enhance the communication between the student and the teacher, and it  

will help students to monitor their own learning experiences (Lynch, 2017). This could also  

include future advancements in LMS platforms.  

 LMS platforms of the future will become more hands-on, all-access tools for mobile  

learning (Lynch, 2018). Institutions will no longer have to purchase the same LMS products 

because they will be designed to meet the needs of each individual institution. According to  

Lynch (2018), LMS of the future will be designed for multiple uses – like homework help,  

purchasing, communication and more. LMS is expected to use more cloud-like functionalities so  

educators will be able to store information and access it for later use outside of the classroom  
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(Lynch 2018). Instead of communicating through general discussion boards, students will be able  

to communicate with each other and instructors through chat rooms and social media. In  

addition, LMS will be optimized for easy viewing and functionality (Lynch, 2018). For example,  

Blackboard and Canvas recently introduced Ally, an accessibility tracker that provides instructors  

guidance on how to check and correct common accessibility issues in class materials to make  

them more accessible ("Blackboard Ally Helps Make Course Content More Accessible for  

Students", 2017). The future of LMS will no longer be limited to desktops, and the advancements  

in LMS platforms will continue to provide a better learning experience for students. 

Conclusion 

Mobile learning offers the chance to provide an engagement of creative learning  

 

experiences for the student as well as the teacher. Mobile learning allows more insight on the  

 

idea of how students learn in the classroom and the mobile world. However, there is a need to  

 

promote security awareness in mobile learning especially amongst learners in higher education.  

 

Students and teachers should be aware of the security risks in mobile learning, and should be  

 

using their best efforts to protect their personal information. Using simple prevention measures –  

 

like pin/password protection, Mobile Device Management (MDM) and 2-factor authentication –  

 

can help improve mobile learning and create a better learning experience for the student. Privacy  

 

laws like – The Family Educational Rights and Privacy Act (FERPA) – can be complex, but it  

 

was created with a purpose to protect the rights of students in education. Educational institutions  

 

should be putting forth their best efforts to protect the rights provided to eligible students under  

 

FERPA and to avoid any possible breach of privacy in student information.  Ignoring the misuse  

 

in mobile security and privacy may not result in the best opportunities for students, but  
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approaching them head on can prevent a collapse in mobile learning for the future.   
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Table 1 – LMS Strengths & Weaknesses 

This chart displays the strengths and weaknesses of LMS platforms. The more common 

weaknesses displayed are permission, restriction and privacy.  
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Table 2 - Privacy Initiatives in the United States Regarding FERPA. 

This chart displays a list of examples of Privacy Initiatives in the United States.  
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