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ABSTRACT

Organizations thrive on efficient information management systems as they support activities. Hence,
these systems need to be protected from attacks that threaten their existence and use. Although non-
technical information security ideas have been espoused by researchers, they have excluded the role
of organizational communication. As such, this study explains information security from an
organizational communication perspective. Drawing upon a framework of discourse and
organizational change, we analyze an empirical case of how information security in an organization is
implicated by communicative actions, deep structures, and communication traits. The analysis reveals
that (1) prevention of security breaches is achieved by structures of domination and clarity in
communicative action mediated by a reserved communication trait; and (2) response to information
security breaches is achieved by structures of signification and legitimation, inter-departmental
collaboration, and knowledge-rich communication mediated by an outspoken communication trait.
Implications of these insights for theory and practice are discussed.

Keywords

Information security, communication traits, organization, communication, structure, interpretive
schemes

INTRODUCTION

In today’s global context, effective communication between employees within an organization is key
to its growth and development (Karanges et al., 2015; Neves and Eisenberger, 2012). Heracleous and
Barrett (2001) emphasize that communication facilitates organizational change or reality. In this paper,
we present information security as one of such organizational realities (Safa et al., 2015). Thus, in an
organizational context, communication can function as a mechanism for securing or compromising
information through the management of people and technology (Backhouse and Dhillon 1996). This
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is inherent in the work of Ahmad et al. (2015) who establish that information security is an inter-
departmental effort rather than an 1T-department-only effort— and inter-departmental collaboration
requires a good communication culture (Hoof et al., 2004).

Earlier strategies for securing information were technical in nature with products and tools such as
firewalls, intrusion detection systems and antiviruses (Crossler et al., 2013). To complement these
efforts, non-technical measures have been espoused to enhance information security. For instance,
before an antivirus can work, the user’s effort to install it should be considered as part of strategies for
securing information. This act of the user can be achieved through organizational policies and training,
among others (Safa & Von Solms, 2016). Technical and non-technical measures must be combined at
both the prevention and response levels of developing information security interventions (Baskerville
et al., 2014). Information security is therefore the process of enhancing the confidentiality, integrity
and availability of information (Ning et al., 2013) through preventive and responsive strategies.
However, a review of information security literature reveals that the role of organizational
communication is under-researched.

This limitation suggests the need for a focused research attention on the problem of organizational
communication as an approach to the understanding of information security. A focused attention will
transcend the limited attention paid to the problem in existing explanations because it will allow a
more comprehensive study of the dynamics of organizational communication in terms of deep
structures, communicative actions, and individual communication traits. In view of this, the paper
draws upon Heracleous and Barrett’s (2001) framework of discourse to explain how and why
organizational communication implicates information security. Data from an empirical study of an
employment agency’s efforts to secure information through communication are analysed to provide
the explanation. Hence the research answers the question how is organizational communication
implicated in information security? This research reveals that (1) prevention of security breaches is
achieved by structures of domination and clarity in communicative action mediated by a reserved
communication trait; and (2) response to information security breaches is achieved by structures of
signification and legitimation, inter-departmental collaboration, and knowledge-rich communication
mediated by an outspoken communication trait. The paper is divided into seven distinct sections.
Section one introduces the background and motivation of the study. This is followed by the literature
and theory section which discusses perspectives of existing research in information security. The
methodology follows with the justification for the selected philosophy, strategy, approach and data
collection methods. Section four displays the results of the data collected. The data collected are
analysed in section five and is proceeded by the discussion and conclusion.

LITERATURE AND THEORY
Information Security

Literature is replete with the usefulness of information to organizations. However, there continues to
be a rise on attacks on organizational information resources (Ab Rahman & Choo, 2015; Thomson and
van Niekerk, 2012). Von Solms and Van Niekerk (2013) posit that all information security efforts are
founded on three principles namely; the confidentiality, integrity and availability (CIA). These three
principles are collectively known as the CIA triangle. Although there have been arguments suggesting
the CIA is not broad enough, Sumra et al. (2015) assert that the CIA triad is the major component of
all information security goals. Confidentiality of information refers to a state whereby information is
inaccessible to unauthorized persons. Integrity means that information cannot be modified or corrupted
by unauthorized persons. Availability refers to the ability to access information when it is needed. For
the purposes of data collection, the study adopted Farahmand et al.’s (2004) breakdown of threats to
organizational information into five (5) broad headings. These include i) destruction of information
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and other resources (Availability), ii) corruption or modification of information (Integrity), iii) theft,
removal or loss of information and/or other resources (Confidentiality, Availability), iv) disclosure of
information (Confidentiality) and v) interruption of services (Availability). Evidently, the inability of
an organization to secure its information is a threat to the organization’s very existence.

Baskerville et al. (2014) assert that strategies to tackle threats to information security should be
implemented at both prevention and response levels. In agreement with this, Cezar et al. (2013) reveal
that it is impracticable to attain information security goals in an organization without combining
prevention, detection and response strategies. However, we find detection to be an initial part of the
response to security breaches as explained by Baskerville et al. (2014). Previous strategies for tackling
challenges with information and computer security in organizations have been technical in nature
(Kolkowska and Dhillon, 2013). Examples of these technical strategies include antivirus, firewalls,
intrusion detection systems, among others. However, threats to information continue to rise (Crossler
etal., 2013). As such, non-technical measures of securing information have been proffered to augment
technical efforts (see for example Dhillon et al., 2017). Although there is a growing emphasis on
literature that advocate for non-technical strategies, the role of organizational communication in
securing information has been overlooked.

Pattinson and Anderson (2007), in an attempt to contribute to information security from a
communication perspective focus on one aspect of verbal communication, that is, text, and the initial
stage of information security strategy, that is, prevention. They admit that their findings could have
been improved had they expanded the concept of communication and information security strategy.
They however argue that their findings were enough to claim that communication does play a vital
role in securing information. Stavrou et al. (2014) also relate information security concerns with
organizational communication and people’s intentional acts. However, their explanation of
information security is only conceptual because it draws upon a literature survey of existing
approaches. Moreover, it also focuses more on the broad issue of responsible organizational actions
than the subsidiary issue of organizational communication.

Other proponents of a broader socio-technical approach to addressing organizational information
security problems advocate for involvement of managers to enforce policies to prevent external attacks
(Baskerville et al., 2014). This has also contributed to the development of frameworks, manuals, and
strategies of communication to align employees to organizational goals. However, Richmond, et al.
(2001) argue that the fact that an employee is “told” something does not necessarily mean that the
same employee has been communicated to. For example, in the situation where an employee is
provided a security manual to study and adhere to, there is no guarantee that he or she is going to act
according to what has been communicated in the manual. Uffen et al. (2012) also in a bid to explain
how personality traits affect information security in organizations focus on the role of managers,
ignoring other employees who are one of the main targets of information security interventions. Their
work centers on personality traits rather than communication when throughout the study it is evident
that one can identify a person’s behavioral trait through the way they communicate whether verbally
or non-verbally. Lowry et al. (2015) also espouse the need for studying why individuals react the way
they do to organizational information security policies. They found that clearly communicated actions
have the tendency to deter computer abuse in organizations. However, their study fails to explain the
factors that influence communication within the organization such as the structure, traits of the
individual and the nature of communication (Heracleous and Barrett, 2001) with regard to the
organizational policies.

Burns et al. (2017) adopt the Psychological Capital framework in explaining and predicting approaches
to securing information in organizations. They emphasize the role of employees (insiders) in securing
information. Their study reveals that security goal setting, participation and contingency planning,
among other strategies are required to enhance security in organizations. However, without an
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understanding of communication, these strategies cannot be achieved (see Neves and Eisenberger,
2012).

This paper therefore advances arguments for an organizational communication approach to securing
information.

Organizational Communication

Communication has been conceptualized diversely as verbal and non-verbal dialogue between a
speaker and a listener (Nickolayev et al., 2015), as informing, entertaining, rousing and irritating
(Wallace and Roberson, 2009), and as a movement of information from a source through a channel to
a destination (Shannon, 1948). Hahn et al. (2001) also point to factors such as individuals and common
set goals as playing vital roles in communication. Contextual factors such as deep structures, set goals
and task satisfaction levels interplay in interactions between individuals (Goffman, 1982). Through
interactions, Heracleous and Barrett (2001) suggest that organizational communication is influenced
by relations which are not visible but observable. According to their Discourse Framework of
Organizational Change (see figure 1), these relations are shaped by a combination of people’s
communicative actions, their interpretive schemes and the deep structures. As shown in figure one
below, the theory assumes that discourse is a duality of communicative actions and deep structures
which are mediated by interpretive schemes.

DISCOURSE

Deep Structures

I

Interpretive Schemes

Organizational

Y

Change

A

A\ 4
Communicative Actions

Figure 1: Organizational Change as Discourse [Adapted from Heracleous and Barrett (2001)]

Deep Structures

Organizational deep structures are categorized as structures of signification, legitimation, and
domination (Giddens, 1984). These structures are considered to be abstract in nature and require a
deeper understanding of what is seen (Jones and Karsten, 2008). They provide a subtle understanding
of how and why things are done in society. For example, one is able to identify a soldier by the uniform
he or she wears. Their choice of dressing is informed by structures of signification. Additionally, we
can determine the role an employee plays in an organization by observing the tasks performed and the
tools used. For instance, resolving information security issues is a preserve for employees with some
knowledge in information security. The power that the management of an organization possesses that
enables it to implement policies to guide the behavior of employees is an example of structures of
domination. Safa & Von Solms (2016) emphasize that top management play a critical role in securing
information through the development and execution of information security policies. When an
employee goes against such policies, management can draw on structures of legitimation to contend
with or apply sanctions to the culpable employee. However, Ahmad et al. (2014) postulate that giving
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managers the right to sanction employees who do not comply with information security policies may
have an adverse effect on securing organizational information resources (see also Herath and Rao,
2009).

In an organization, communication is affected by the structures of signification, legitimation, and
domination (Heracleous and Barrett, 2001). Hage et al. (1971), in agreement with this assertion,
explain that it is these structures that influence coordination and design of organization processes.
Teixeira et al. (2012) also proffer that the structure of an organization informs the way individuals in
an organization communicate, relate with one another and use their authority. Structures provide the
rules and resources within which communication can be performed (Heracleous and Barrett, 2001).
While Giddens explains that societal behavior is founded on the structures of signification, domination
and legitimation, Heracleous and Barrett explain that communication occurs within the context of these
structures. As such, it is not prudent to discuss information security policies and behavior in
organizations without an understanding of these structures.

Communicative Actions

During organizational communication, what is communicated is as important as the factors that
influenced the action performed after the communicative action (Searle, 1969). Searle describes what
is communicated during an interaction as a Locutionary act. The goal of locutionary acts is to get
things done. However, locutionary acts when uttered could result in more than one possible action.
These possible actions are called illocutionary acts. Perlocutionary acts are the actions that are
performed after an utterance (or a locutionary act) has been made. Collectively these make up the
constructs of the Speech Act Theory (Searle, 1969).

Therefore, locutionary acts are the first stage of communication. Once a message is constructed and
communicated, regardless of whether it has been received by the intended recipient or not, it can be
classified as a locutionary act. This is because these words can be independently analyzed.
Illocutionary acts are the intended meaning of the message that was constructed. That is the second
stage. They are then followed by Perlocutionary acts. Perlocutionary acts are the actions performed
after the constructed message was communicated. That is the third stage. We realize therefore that the
messages constructed at the first stage (locutionary) lead to an action performed at the third stage
(perlocutionary). These classifications are necessary because the theory espouses that locutionary acts
do not always lead to perlocutionary acts. However, for a perlocutionary act to have been performed,
there should have been an initial locutionary act. For example, Herath and Rao (2009) reveal that
directives contained in information security policies in organizations are not always adhered to. This
points to an inherent gap between “what is communicated” (locutionary) and “what is done”
(perlocutionary). While Siponen et al. (2014) emphasize that compliance to organizational information
security policies is essential to securing information, it is germane to understand the critical role of
locutionary, illocutionary and perlocutionary acts contained in these organizational policies.

Interpretive Schemes

Apart from deep structures and communicative actions, the interpretive schemes of people influence
how they receive or react to communicative actions. These interpretive schemes are manifested by
people’s communication traits. Communication traits are described in terms of what is labeled as an
individual’s communication area (Beck, 1994; Brown and Harvey, 2011); namely, the open / free
activity, blind, hidden, and unknown activity areas. The open area (FA) refers to the phenomenon
where people’s motivation and behavior are known to themselves and also to others through
communication. The blind area (BA) is where others know more about us than we know about
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ourselves through our interaction with them. The hidden area (HA) represents the experience where
we know more about ourselves than others do about us through communication. The unknown activity
(UA) area explains the occurrence where neither a person nor other people are aware of certain
behaviors or motivation through communication or the lack of it. According to Beck (1994) the free
activity area is characterized by a balanced giving and receiving feedback regularly. People with a
dominant blind area are quick to express their views and rarely make room for receiving feedback.
Receiving but not giving feedback during communication characterizes a dominant hidden area.
People in this quadrant avoid decision-making and are quick to delegate powers to others. People with
a dominant area of unknown activity are neither good feedback givers nor receivers. Unless the
situation critically demands it, they rarely initiate a communication process. Hence, they are seldom
able to receive feedback.

Boorom et al. (1998) explain that communication apprehension and interaction involvement are traits
exhibited by people during the communication process. They emphasize that communication
apprehension influences interaction involvement which ultimately affects the outcome of sales in an
organization. Limon and La France (2005) also present another perspective of individual
communication traits. They emphasize that communication is influenced by a person’s willingness to
communicate, interpersonal communication competence, and verbal aggressiveness. In addition to
communication apprehension, Martin and Myers (2006) introduce additional traits namely;
“talkaholicism,” assertiveness, responsiveness, and flexibility. We find that the explanation given by
Boorom et al., Limon and La France and Martin and Myers overlap one another, and are largely
influenced by Beck’s classification, although not explicitly stated by the authors. As such, we argue
that communication apprehension, interaction involvement, competence, verbal aggressiveness are all
influenced by a dominant open area, hidden area, unknown area or hidden area.

Sommestad et al. (2014) allude to the fact that not all employees adhere to organizational information
security policies and directives. As such, it is necessary to understand the individual interpretive
schemes that mediate these communicative actions performed by management who are the custodians
of information security policies.

In summary, we adopt Heracleous and Barrett’s theory to explain how organizational communication
contributes to securing information within an organization. The framework views organizational
communication as an iterative composition of deep structures and communicative actions, mediated
by interpretive schemes. The framework posits that it is through communication that actions are
performed in the organization. For instance, for a security breach to be resolved, it needs to be reported
to the appropriate department. This report is made in the form of a communicative action and will
eventually lead to the recovery of operations. Our adoption of the framework is founded on the
apparent gap in literature regarding the explanation of information security from an organizational
communication perspective. We therefore perceive information security as one of the organizational
realities presented in the organizational communication framework by Heracleous and Barrett (2001).

METHODOLOGY

This research is informed by an interpretivist philosophy (Venkatesh et al., 2016; Sobh and Perry,
2006). Interpretivist research is founded on the principle that people are intelligent enough to create
and infer their own meanings from their interaction with the world around them (Orlikowski and
Baroudi, 1991). The ontology of interpretivism is that reality is socially constructed, subjective, may
change, and is multiple in nature. Leeds-Hurwitz (2009) explains that, central to social construction
are two underlying assumptions: people rationalize their experience by developing a model of the
world and how it works; and through language, people construct reality. Also, the epistemological
dimension for interpretivism points to the explanation of social phenomena through subjective
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meanings (Sobh and Perry, 2006). Our choice of philosophy is based on our understanding that
organizational communication is an interaction between people influenced by external factors, hence,
it requires an explanation of findings based on intelligence and reason.

The strategy employed for this research was case study. This was informed by the authors’ choice of
organizational communication and information security as the variables for this study. Baxter (2006)
suggests that a case study is required when the focus of the study is to answer “how” and “why”
questions; when the researcher cannot influence the behavior of the subjects of the study; when the
research seeks to be conducted in a specific context; and/or when there is no clear-cut boundary
between the phenomena under study and its context. This research satisfies at least the first three
conditions. It addresses the question of how organizational communication affects information
security; the researcher has no stake in the organization that will make respondents feel obliged to heed
to his instructions or commands and the context for this study is organizations that create, store and
share digital and non-digital information.

The methods used to collect data were interviews, questionnaires, observation and document studies.
Data collection was done between the periods of January 2015 to March 2015 by the authors of this
study. Interviews were required to provide an understanding of responses given in questionnaires and
observed phenomena. These methods were combined to ensure that responses given were as close to
the truth as possible. For instance, if an employee was said to have a dominant UA area, there had to
be some form of interaction between the researcher and the employee to confirm the case. Data were
collected over a period of ninety days. A total of twenty-one respondents were covered in the data
collection process. This covered all employees of the organization used as the case study. Interviews
elapsed an average of thirty minutes whereas the administration of questionnaires took a mean duration
of twenty minutes per respondent. It was necessary to conduct interviews after respondents completed
questionnaires to gain a deeper understanding of some of the responses given. Also, three meeting
sessions were observed on three different days to assist in establishing inter-departmental collaboration
efforts. Data collected sought to group employees of the organization according to Beck’s (1994)
classification, identify the prevailing organizational structure, collect data on information security
breaches, and observe processes and interactions between employees while executing their duties,
among others. After explaining the attributes of each communication area to respondents, they were
asked to choose which of the areas they belonged to. To confirm the results, employees were observed
during the period of the data collection to ensure that responses given were accurate. The interviews
conducted also sought to facilitate discussions on organizational information security policies.

To help analyze the data collected, this paper adopts a semiotic (Fiol, 1989) mode of analysis. Semiotic
analysis identifies rules that regulate the activities of an organization with regards to how signs are
interpreted. Myers (1997) proffers that semiotic analysis emphasizes the conceptualization of words
and signs that can be grouped into categories. However, these categories must be related to the theory
that guided the arguments advanced in the research. Hence, relevant data collected were grouped
according to our theoretical framework adopted from Heracleous and Barrett (2001). There are three
types of semiotic analysis: content analysis (Hsieh and Shannon, 2005), conversation analysis
(Wooffitt, 2005) and discourse analysis (Dijk, 2011). According to Hsieh and Shannon (2005), content
analysis is used to interpret data from texts. The task of the researcher is to find structures and patterns
in text and present their meanings based on regularities. Wooffitt (2005) establishes that, conversation
analysis is concerned with interpreting verbal interactions. Conversation analysis assumes that
interpretations can be draw from exchanges between people. Van Dijk (2011) proffers that discourse
analysis is a combination of both content and conversational analysis. The processes of content,
conversation and discourse analysis started by first using data collection methods that supported the
collection of data on text, verbal, and non-verbal communication between employees of Cadabra. For
instance, the study used observation as one of the methods to monitor and record conversation between
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respondents. The data was then coded into themes under deep structures, communicative actions,
interpretive schemes, information security issues, information security prevention, and information
security response. This was done by going through the data repeatedly and categorizing them according
to their relevance to the research topic. Inferences were then drawn to highlight facts, patterns and
knowledge that helped to explain the role organizational communication plays in securing information.

RESULTS

Cadabra Recruitment (pseudonym), the selected organization for the case study, is a Ghanaian Human
Resource Company with twenty-one (21) employees. The organization works with three (3) key target
client groups, namely, employers, job seekers and micro, small and medium scale entrepreneurs. It
was also discovered that the dominant communication area at Cadabra was UA (38%), followed by
HA (29%), and BA(19%) and then FA(14%). We arrived at this by asking respondents to determine
which area they belonged to after explaining the four different traits to them. They were also asked to
identify the areas in which other employees in the organization belonged to. We then proceeded to
confirm the results through observation and interviews. For the purpose of this study, we replace the
names of employees with pseudonyms. The Chief Executive Officer is the CEO, the Chief Operating
Officer is the COO, AA is the head of the Information Technology (IT) department or the IT Manager.
Pseudonyms starting with A work in the IT department. BB is the head of Finance and Administration
or the Finance Manager, hence all initials starting with B work in the Finance and Administration
Department. CC is the head of Recruitment or the Recruitment Manager, therefore all initials starting
with C belong to the Recruitment department. DD is the head of Training and Development or the
Training Manager, as such, all pseudonyms starting with D work in the Training and Development
department. The table in the Appendix summarizes the results regarding the four communication traits
and the frequency of communication.

At Cadabra, data pertaining to transactions include new business volumes (that is, the number of new
customers who request for services), number of vacant positions filled for customers (pertaining to
recruitment), total revenue, total expenditure, available jobs, website traffic, and total number of
registered users. According to them, the listed transactions recorded information that was meant to be
kept secure. These are stored on Cadabra’s online server with restricted access and designated roles
for each user. The server hosts Cadabra’s website and the software that is responsible for capturing the
information presented in the previous section. These are hosted on an online Linux Database. The
website is open to the public and serves as a portal 1) for jobseekers to create profiles which are
eventually stored in the database, 2) for employers to create profiles and advertise vacant positions,
and 3) for recruiters to post new jobs. All employees have access to the software based on their
individual roles.

In addition to the online server, Cadabra makes use of Google Servers to store important digital
documents. These are stored on Google’s online Google drive. Documents stored on Google drive
include customer agreements, sample of employee contracts, monthly reports prepared from
information retrieved from the TPS, employee manual, standard operating procedures, company
profile, and service policy. This server also stores a list of all employee tasks. Access to all of these
technologies and systems require internet connection. Cadabra does not have an elaborate information
security policy or framework. However, organizational documents contain information security
components which are discussed in this section. Upon recruitment, new employees are presented with
some official Cadabra Recruitment documents. The documents are 1) employee manual 2) standard
operating procedure and 3) employee contract. It was discovered that 67 percent of employees were
aware of information security policies; and 23 per cent of employees were not aware of documented
policies. We went beyond the responses given to find out if employees who claimed to be aware had
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indeed read them. It was discovered that employees with UA communication characteristics formed a
greater proportion of those who were aware of the policies. Below is an extract from the employee
contract:

“No Cadabra team member shall share or divert information from the Cadabra clients’ database
of both jobseekers and employers to ‘self’ or any third party for any use that is not authorized
by Cadabra. Any such action will be treated as illegal and result in prosecution.”

“Cadabra team members will respect and adhere to all Non-Disclosure Agreements (NDAS)
signed by the individual, and by other team members who represent the company as a whole, in
business transactions for internal Cadabra purposes, or with external clients. The employee
agrees not to use or disclose to any person or entity, any confidential information or materials
of Cadabra or any other Cadabra clients and its partners, except as directed by Cadabra in the
performance of Cadabra-related duties. The employee agrees not to use or disclose to any
person or entity any confidential information on Cadabra or any other Cadabra clients —
including, but not limited to vendors and other third party clients.”

“The employee agrees not to use or disclose to any person or entity, any confidential information
or materials of Cadabra Human Capital Ltd. and its partners, except as directed by Cadabra in
the performance of Cadabra-related duties. The employee agrees not to use or disclose to any
person or entity any confidential information on Cadabra clients — including, but not limited to
Jobseekers, employers and vendors”.

Cadabra’s monthly reports included information security breaches that had occurred over the years.
However, only those of January to March 2015 were made available for the study. Within this period,
Cadabra’s reports recorded four (4) security breaches. Aside these security breaches, three (3) other
breaches were recorded in February and March during data collection through observation. These three
(3) security breaches were caused by the disruption of Cadabra’s internet services. Hence, employees
could not access information on the server.

Below is the interaction that ensued during a security breach that occurred on February 09, 2015. C6
was the first to discover that the internet was not working, however, it was D2 who reported it first by
going to A2’s office. The conversation that ensued were between A2 (UA trait), AA (HA trait) and D2
(BA trait).

D2 to A2: “A2, please the internet is down again!”

A2 to D2: “Ok, I'll work on it.”

After about thirty minutes, AA walks into A2’s office with the same issue.

AA to A2: “Hey, the internet isn’t working. Have you restarted the broadband?”’
A2 to AA: “Yes, I have”

AA to A2: “Have you called, Momo Internet Services (pseudonym)?”

A2 to AA: “No, I haven't”

AAt0 A2: “Please do”.

A2 proceeds to call Momo Internet Services. After another thirty minutes, the internet is restored. A2
receives a call from Momo.

A2 to Momo representative: “Yes it’s working now. Thank you.”
A2 sends a Skype message to employees.

A2 to all staff: “The internet is working now everybody”
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In another instance, the availability of information was compromised. In the data gathered below, we
describe what ensued at Cadabra. C4 successfully entered her username and password in Cadabra’s
online system and then the following interaction proceeded:

C4 to C5: “Barona Survey is the only client to be registered?”
C5 to C4: “Yes, that is the only new client”

At this moment C4 completes the form and proceeds to confirm the entry but an error is displayed.
The interaction continues below.

C4 to C5: “unable to register client” That’s what the form is saying! Please help!”
C5 then tries to register the new client herself but also fails. The interaction continues.
C5 to C4: “Yup. True true. Hold on™

C5 to CC: “Hi CC. Please the system is not allowing C4 to register Barona. Can you please talk to
A2?”

CCto C5: “Ah again? Sure will do ™.

All the above conversations were done through instant messaging. C5 then went to A2’s (IT
Manager’s) office but he was not present. She proceeded to send him an email.

CCto A2: “A2, I asked C4 and C5 to register Rabona Survey but they are having challenges with the
system again. Can you please check and sort us out? Please, CC.”

A2 to CC: “I'm out of the office. I will check it out tomorrow when I come to work.”

The above ended interactions for day one of trying to register a new client. The following day, A2
perceived that Rabona had already been registered so he decides to confirm this.

A2 to DD: “Has anyone in your department registered Rabona Survey?”

DD to A2: “Yes we did that yesterday. Why?”

A2 to DD: “C4 tried to register them again but never mind.”

A2 to C4: “Hey, Rabona has already been registered by the Training and Development department.”
C4 to A2: “Aha, ok, merci beaucoup.”

Again, another instance of security breach occurred when an employee (D3 from the Training and
Development Department) received a warning from an antivirus software that Cadabra’s website
contained malicious content. This incident was neither reported to the IT department nor to superiors.
Throughout the data collection period, this warning was observed once and only on D3’s computer.
The warning however disappeared the following day. Further interaction with the A2, the IT Assistant
revealed that he had ran a server virus scan the following day. According to him (A2), this was
routinely done to ensure security of Cadabra’s online data resource. A separate interaction with D3
revealed that he was not aware of this organizational effort (ie. the server scan) to secure information.

In the next section, we analyze how these interactions affected information security at Cadabra using
the Discourse as Organizational Change framework.

ORGANIZATIONAL COMMUNICATION AND INFORMATION SECURITY

In this section we present analysis of the data, explaining how and why organizational communication
influences securing information. The analysis that follows is twofold: how and why prevention of and
response to breaches are achieved by organizational communication. In each argumentation, we
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explain how deep structures and individual communication traits bear on communication actions to
enable the achievement of information security.

Organizational Communication and Prevention of Security Breaches

Cadabra’s communication for the prevention of security breaches is the use of text contained in their
employee manual, contract and Standard Operating Procedures (SOPs) as revealed in the previous
section. These texts signify locutionary acts as they were given to make employees aware of security
risks and sanctions. Adams and Sasse (1999) and Straub and Welke (1998) suggest that awareness of
security policies contributes to prevention and deterrence. The locutionary acts contained in the
organizational documents were in the form of written directives. A close look at the written policy
shows that it has a lot of statements with the words ‘agrees not to use or disclose,” signifying that
inaction was a significant perlocutionary act. Awareness of policies was the overall reality the
organization hoped to achieve.

However, complying with these policies is largely dependent on the dominant communication area of
the employee. It was found from the empirical study that a greater proportion (seven out of eight) of
employees with a dominant UA communication trait were aware of the contents of the organizational
information security policy texts. People with this trait rarely initiate a communicative action unless
the situation critically demands it, signifying that they are more reserved than others. Thus, the
intended perlocutionary act of preventing security breaches through the use of organizational written
communication was more favorable to such people with UA communication traits than others. Other
communication traits give and/or receive feedback either because they find it more difficult to interpret
communication or are more likely to challenge messages in a communication. This is not the character
of employees with UA communication traits. They neither give nor receive feedback because they
either interpret messages more easily or are more likely to accept and comply with them. Prevention
of information security breaches is therefore attributable to inaction of employees with a UA
communication trait.

The content of organizational policies was evident of structures of domination and legitimation. This
is because the policies contained directives and sanctions that were developed by management.
However, the nature of domination (because policies were given to subordinates by superiors) and
legitimation (because policies were developed and issued by management) were not enough to compel
all employees to familiarize themselves with security policies. This played a role in the observation
that 67 per cent of employees were familiar with the content of organizational information security
policies in the employee manual and contract. Since employees with UA communication traits
generally were found to have the highest awareness rate in comparison to other traits, we infer that
employees with UA traits abide by policies based on the fact that the documents were passed on from
people with a higher authority in the organization. They do this to avoid any form of confrontation or
query that might follow their inaction. Hence, structures of domination play an influential role in
inducing employees with UA communication traits to gain awareness of organizational
communications that are aimed at prevention of information security breaches.

In sum, prevention of security breaches is achieved by structures of domination and clarity in
communicative action mediated by a reserved communication trait. Figure 2 below provides a
graphical perspective of this assertion.
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Figure 2: Organizational Communication and Prevention

Organizational Communication and Response to Security Breaches

In the empirical study, it was found that D2 (Training Assistant), whose dominant area is BA (which
is characterized by the frequent voicing out of opinions with little opportunity for receiving feedback)
initiated the conversation with A2 (IT Assistant) to get the Internet restored (see previous section). We
can reason that the Training Assistant’s condition for satisfaction was not met because the IT Assistant
could not get the Internet fixed at the Training Assistant’s request. We deduce that this was the direct
result of the Training Assistant belonging to a different department. As such, the Training Assistant
did not have knowledge regarding all the possible options that could lead to the resolution of the
pertaining security breach. Had this been the case, the Training Assistant would not have stopped at
reporting the security breach at the locutionary stage. She would have included what she expected the
IT Assistant to do, which is, sharing with him the intended perlocutionary action she expected from
reporting the breach to the IT Assistant. Another reason why the IT Assistant refused to try other
alternatives to resolve the breach was the fact that the request was made by his colleague and not a
superior. Hence, there was no influence by structures of domination.

Although the Training Assistant did not see the process of resolving the security breach to the end, she
initiated it. This is key in responding to security breaches. Once discovered, incidents need to be
reported (Schwartz and Janger, 2007). The Training Assistant’s dominant communication trait is BA,
which is characterized by the tendency to give feedback regularly without receiving. Hence, employees
who are outspoken, are key to responding to security breaches. This is because they are naturally
inclined to speaking out first about issues. Also, we can deduce that the Training Assistant did not
inquire about the progress of resolving the breach due to the nature of BAs which prevents them from
willingly receiving feedback. Had the Training Assistant followed up on the initial request, other
alternatives could have been executed by the IT Assistant.

The IT Assistant who was already aware of the security breach did not take any action. He perceived
that the Internet Service Provider (ISP) was already aware of the problem which was not the case. His
conclusion on this matter was as a result of his communication trait (UA) which is characterized by
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avoiding interaction. Although he could have called the ISP after his first action (restarting the router)
did not work, his communication trait (UA), which is characterized by avoiding giving and receiving
feedback, influenced his decision not to call the ISP. This trait led to the prolonged resolution of the
security breach. We can therefore conclude that interpretive schemes, during security breaches,
influence the identification and resolution of threats. Although BA traits contribute positively to
resolving security breaches, it falls short with regards to following up on reported security breaches.

AA (IT Manager), a superior of the IT Assistant, initiated a locutionary act (reporting the breach) that
began the process of restoring the internet service. While the IT Manager performed a locutionary act,
he subsequently followed it with the intended perlocutionary action. His ability to follow his
locutionary act with the intended perlocutionary is attributed to his role as the Manager of the IT
Department. His headship of the department gives him the privilege of invariably knowing more about
the organization than his subordinates. Headship also gives him the privilege to receive more
departmental communications than subordinates to increase his knowledge. Additionally, his
communication trait affords him the ability to receive feedback and not to give out information. Since
more knowledge is gained by listening than speaking (Sticht, 1972), it can be said that his listening
had enabled him to know more about the range of possible actions that could address the security
problem through interaction with others in the organization. In fulfilment of this expectation, the IT
Manager demonstrated a more superior knowledge in IT issues than the Training Assistant. The role
of an IT Manager signifies a structure of legitimation. The IT manages role as the head of the IT
department is also a structure of signification. Therefore, in responding to security breaches, structures
of legitimation and signification are important factors to consider. Again, the Training Assistant’s
request was left at the locutionary level which occasioned the IT Assistant’s interpretation. However,
the IT Manager who urged his assistant (A2) to contact the ISP, showed that locutionary acts that are
not backed by the intended perlocutionary act left the receiver of the message to decide what to do
based on the number of illocutionary options. This is evident in the fact that, while the training assistant
did not provide options on how to tackle the pertaining breach, the IT Manager did.

In the third incident observed during the data collection period, D3 from the Training and Development
Department, whose dominant area is FA (characterized by the constant voicing out of opinions while
leaving little or no room for feedback), failed to reported a security breach to his managers or superiors.
We can induce that D3’s tendency to give little or no room for feedback influenced his decision not to
pay attention to the feedback he was receiving from his computer at the time. Hence, the message that
was communicated was mediated by D3’s interpretive scheme which supports the constant voicing out
of opinions without allowing others to provide feedback. Again, the message that was communicated
by the anti-virus was also left at the locutionary stage. The message exposed the threat but did not
provide any information on what to do next. This also contributed to D3’s inaction since the intended
perlocutionary act was not communicated. The lack of interdepartmental collaboration also contributed
to D3’s inaction. It seems that D3 was not aware of the severity of the security message. He would
have paid more attention to security promptings had he belonged to the IT department.

In summary of the arguments advanced in this section, we posit that organizational response to security
breaches can be achieved by structures of signification and legitimation, inter-departmental
collaboration, and knowledge-rich communication mediated by an outspoken communication trait. A
graphical perspective is provided in figure 3 below.
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Summary of Analysis

Based on the arguments advanced so far, we conclude this section by emphasizing that structures of
domination, combined with clarity in communicative action, mediated by a reserved communication
trait, supports information security prevention efforts in organizations. In addition, organizational
response to security breaches can be achieved by structures of signification and legitimation, inter-
departmental collaboration, and knowledge-rich communication mediated by an outspoken
communication trait. Figure 4 below shows a synthesized framework from the analysis.
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Figure 4: Organizational Communication and Information Security

Figure 4 emphasizes that no single variable leads to organizational reality but rather a combination of
at least one variable of communicative action, interpretive schemes and deep structures. The figure
also emphasizes the point that improved prevention and response to security breaches are combined to
result in enhanced organizational information security.

DISCUSSION

The arguments presented in the previous section suggest that organizational communication cannot be
overlooked in developing organizational information security strategies. The structure of the
organization, which informs the way communication is done, and the individual communication traits
of people are critical factors that need to be considered. Previous research on non-technical measures
of securing information in organizations, to a large extent, failed to demonstrate how and why the
constructs of organizational communication contribute to organizational realities in the manner in
which they do (Baskerville et al., 2014).

Some researchers have focused on the significance of managerial issues in information security
compliance (Johnston and Warkentin, 2010). Aside the fact that most of them focus on prevention
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only, they present an inadequate explanation of what influences different employees to react differently
to the same policies. The study however, provides a deeper understanding on what, how and why
employees react or respond to security-related issues in organizations. We emphasize the relevance of
frequent collaboration in the analysis. Although this may seem rudimentary, the aim was to represent
its significance with regards to information security. The findings revealed that without this, both
information security prevention and response strategies will undoubtedly fail to achieve the desired
outcome. In addition to frequent collaboration, policies and strategies must be clearly stated and
communicated backed by the desired actions. For instance, it is not enough to say that “all employees
must act in a manner that does not compromise the security of the organization” Additional
information on what constitutes insecure actions should be provided.

Crossler et al. (2013) assert that one of the challenges for behavioral research on information security
has been improving information security compliance in organizations. Their study is only one of
several papers that emphasize that, for a security breach to occur, the individual might have done
something wrong, whether intentionally or unintentionally. However, we have presented another
dimension of individual behaviors demonstrating that an individual in exhibiting their natural
characteristics within an organizational setting also has the tendency to contribute positively or
negatively to information security. These naturally characteristics cannot be termed as misbehavior or
deviant behavior.

This paper contributes immensely to research in this direction as we have explained why one employee
may be compliant while another may not be without any malicious intention. We have explained that
it is due to the person’s communication trait, the pertaining organizational structure and the type of
communicative action received. We asserted that the components of structure, communication traits
and communicative actions cannot be overlooked in defining organizational communication. This is
due to the critical role these components play in discourse. These three components have not been
combined and explained critically as we have sought to do in this paper. Although we adopted
Heracleous and Barrett’s (2001) framework, we explained further their generalizations. For instance,
their framework mentions deep structures but we discussed the different types of deep structures that
exist in organizations. The same was done for interpretive schemes and communicative actions.
However, we also revealed that one of the shortfalls of their framework was to view discourse as a
duality of deep structures and communicative actions mediated by interpretive schemes. We found that
interpretive schemes are not always the mediator.

Although organizations may have existing technical and non-technical strategies for securing
information, our study provides an additional layer of security to bolster information security. This is
because the study provides an understanding of how and why employee response to communicated
directives and tendency to react to security threats differ from person to person. We have explained
that these differences are as a result of an interplay between deep structures, interpretive schemes and
communicative actions. These exposes can form the foundation for information security efforts in
organizations. The theoretical contribution of this paper cannot be over-emphasized. The study
contributes a theory for explaining (see Gregor, 2006) information security through an organizational
communication perspective. This paper therefore contributes to theory building in Information
Systems research through explanation; specifically, non-technical information security research.

This study was subject to some limitations. First, the organization used for the data collection is an
SME. However, the constructs used in advancing arguments in this paper were not SME-specific. For
instance, deep structures, interpretive schemes and communicative actions exist in large organizations
too. It is therefore expected that any research conducted using the same constructs should validate the
knowledge shared in this study. Secondly, claims were not tested due to the scope of this paper. The
focus of the paper was to explain information security through an organizational communication
perspective. For further research, we advocate for a positivist study aimed at testing the arguments
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advanced herein. Hypotheses can be developed and data collected to contribute to the discourse on
securing information through the lens of organizational communication. Also, since the study used
data from an SME, we advocate for a separate research using a larger organization to verify the
objectivity of the findings and discussions provided in this study.

CONCLUSION

This study sought to provide an organizational communication explanation of information security
prevention and response in organizations. Previous studies on non-technical measures for securing
information have to a large extent relegated the discourse to the background. The analysis above
suggests that clearly written, knowledge-rich, intra-departmental collaboration, reserved and
outspoken personalities are the means to achieve information security prevention and response. In view
of this paper’s deliberations, it is necessary to ensure that communication, whether through
organizational documents or any other channels, are supported with the desired result. Findings from
the study also show the need for frequent communication within departments to provide a shared
platform for interactions between employees. In a department where frequent communication is
encouraged, employees who naturally would not communicate with others are presented with the
opportunity to do so. From the study, we discovered that to be able to prevent and respond to
information security breaches, collaboration allows for the acquisition of knowledge that would have
taken, for instance, a catastrophe to be aware of. These ideas are important for an organization is to
achieve the security of its information.
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