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Abstract

The objective of this project is to provide an overview of how to create a secure network
test environment using virtual machines with Red Hat CentOS 7. Using virtual machines to create
a secure network test environment simplify the workflow of testing several servers including
network segmentation, network path redundancy, and traffic control using a firewall. This study
suggests a set of guidelines for building a secure network test environment that includes a Domain
Name Server (DNS), Web Server, File Transfer Protocol (FTP) Server, and a firewall. The
documentation provided in this project is primarily useful for IT students looking to recreate a

similar environment of their own and to practice special skills needed within their field of study.

Keywords: Secure network test environment, Virtual machine, Red Hat CentOS 7,

Windows, DNS, Web Server, FTP, Firewall, Iptables



Building a secure network test environment using virtual machines iii

Table of Contents

DT Tor= 11 o] o I OSSP RSPRPRPIN i
AADSTIACT. ...ttt b bR bbb R bR b E bRt E et b bbb n e ii
I 1 g £ T [0 Tox £ o] o PO SO U RO 1
2. ProbDIem STAEIMENT... ..o ettt bbbt e e st bbb b bt e e 2
3. PrOJECT IMALEITAIS. ...ttt b et n e 2
4. PrOJECT STIUCTUIE......cuiitiitiiteie ettt bbbt bbb bbb et e b e bbbt nn e 4
5. LITEIATUIE REVIBW ...ttt ettt bbb bt bt s e bbb bt b e 4
6. ProjeCt MEtNOAOIOY ........cviiiiiiiiiit ettt 5
7. DNS, Web server, and FTP Components, Implementation, and ANalysis ..........cccoovvvriereneneniennn. 6
7.1. Test case for Domain Name Server (DNS)........ccooiiiiiiiiiieece e et 6
7.1.1 Domain Name Server (DNS) — COMPONENTS.......ccciieiiiieiieieseeie e erreseseesee e eee e sreesresrees 7

7.1.2 Domain Name Server (DNS) — Implementation and Analysis..........ccccooereininiinnicncneienns 8

7.2. TESE CASE TOr WD SEIVET ...ttt 9
7.2.1 Web Server — COMPONENTS ......ccveiueieieiieieriisiesiesie ettt sb ettt sb et e s e e 9

7.2.2 Web Server — Implementation and ANAIYSIS ..........ccceiviiiiiiineeeee e 10

7.3. Test case for File Transfer Protocol (FTP) SEIVEr ... 11
7.3.1 File Transfer Protocol (FTP) — COMPONENTS.........coveviieiiriiriinieriesieseeieeeese e 11

7.3.2 File Transfer Protocol (FTP) — Implementation and AnalysisS...........ccccovvviiinienencnenennn. 12

8. Firewall Components and ANGIYSIS ..........coeiiiiiiiiiieieiesei e 13
8.1. TeSt Case TOr FIFEWAIL..........c.coiiieiiii ettt steeraenrenne s 13
8.1.1 Access control policy SPECITICATIONS .........civiviiiriiieeee e 13

8.1.2 Firewall - COMPONENTS. ......eivititeieiieii ettt bbbttt b b 14

8. L3 FIreWall - ANAIYSIS ...t 15

LI o] oy = o] T = TSR 18
9.1 Vulnerability testing done by Cyber Graduate StUAENTS..........ccevvreeieieeiesi s 18

0.2 SYN FLOOA ... ettt e e e s be s e e s besreebesteaneesaeeteenbenres 19
0.2.1 SYN floOd AtACKS — TESE.....eiiiieeiiee sttt st et nee e 19

9.2.2 SYN Flood attaCks — SOIULION ...ttt ettt e e et e st e e e e e e e e reeeeeeesaeenereees 20



Building a secure network test environment using virtual machines WY

9.3 SYIN-ACK ettt E b E Rttt 21
9.3.1 SYN-ACK AEACKS — TESE....c.eiviiiiiiiiiieie e 21

9.3.2 SYN-ACK attaCks — SOIULION .....c.couviiiiiiiiiiiite e 22
CONCIUSION ..t b b bt bbb e bbbt b bbb bbbttt et b b an s 23
RETEIEINICES ...ttt bbb b bRt h e Rt E R R Rt R Rt R b n e n e 24
N o] o 1=] 0o | TSSOSO PR PR PR PP 26
1. Domain Name Server (DNS) — CONfIQUIALIONS ...........ooveieiiiiisisese e 26

2. Web Server — CONfIQUIALIONS. ........oiiiiiriiiee et 31

3. File Transfer Protocol (FTP) Server— Configurations ............ccoveveirininenienreieesesese e 38

4. Firewall — CONFIGUIATIONS .....c.oiviiiiiiiiteiieieee bbbttt 41



Building a secure network test environment using virtual machines 1

1. Introduction

With the rapid development of electronic devices and the Internet of Things, there are
numerous network security threats in our daily lives. For decades, network security exploits
happen frequently. These threats include malicious programs, worm, Trojan horse, spyware,
rootkit, and ransomware. For this reason, most organizations require secured servers within their

network to protect their data.

Students are met with several major challenges when it comes to building servers, one
being budget constraints. Nevertheless, virtual machines make it possible to create a diversified
virtual network lab at a minimal fee. Tsihouridis et al. (2014) noted that “students were able to use
both real and virtual lab according to their educational needs.” “A virtual machine (VM) is a logical
process (most often an operating system) that interfaces with emulated hardware and is managed
by an underlying control program. Originally, virtual machines were run on mainframes to provide
resource multiplexing and isolation” (Gum, 1983). “Most modern virtual machine systems use
the virtual machine monitor (VMM) model for managing and controlling individual virtual

machines” (Zhao, Borders & Prakash, 2009).

Although Windows is a very popular system, this virtual environment also focuses on
Linux systems. Linux is a completely open-source operating system that is more secure in
comparison to other operating systems, even Windows. “The Linux OS has had about 60 to 100
viruses listed until date. But now-a-days unfortunately none of these are actively working. On the
other hand, there are more than 60K kwon viruses in Windows.” (Abhilash & Abhinay, 2015). For
example, Linux does not require the installation of an anti-virus program because the virus cannot
execute without the administrator’s password. This system also offers Iptables, an application that
allows a system administrator to configure the specific access control rules provided by the Linux
kernel’s Netfilter framework. The objective of this project is to build a secure network test
environment utilizing virtual machines consisting of the Linux system as well as Windows system

for IT students looking to expand their skills at minimal costs.
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2. Problem Statement

The objective of this project is to provide IT students with suggested guidelines for building
their own secure network test environments using virtual machines. The documentation includes
how many machines are required, how the servers should be configured, which open-source tools
are needed and how to ensure the secure network works. This allows student users to practice their
desired network security skills at the minimal costs of $918 compared to using physical machines
that may cost well over $8,000 depending on the types and number of servers used. Detailed costs

can be reviewed in the Project Materials section below.

3. Project Materials

The design of this project requires one physical computer that has multiple virtual machines

running on it. The hardware specifications are as follows:
< Physical Machine > - $ 768.00

e CPU — Intel ® Core ™ i7-7500U @ 2.70GHz 2.90
e RAM-12GB
e Operating System — Windows 10 64-bit

e Hardware — Solid State Drive 1TB
<VVMware Workstation Pro 15> - $150.00

e Memory -2 GM
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e Processors - 1
e Hard Disk (SCSI) -80 GB
e CD/DVD (IDE) — CentOS 7 and Auto Detect

e Network Adapter -NAT and Bridged

As previously mentioned, it is more cost effective to build a secure network environment
using virtual machines. The total cost for building the physical test environment using the physical
machines shown below is $ 9,291.00. Here is an example price comparison of how much building

a similar environment using physical machines would be.

< Server > requires 2 machines

e PowerEdge R640 Rack Server - $1,969.00

< Firewall > requires 1 machine

e Cisco Meraki MX100 Cloud Managed Security Appliance - $3,447.00

< Switch > requires 2 machines

e Netgear JGS524 ProSafe 24 Port Gigabit Ethernet Desktop Switch - $185.00

< Physical computer > requires 2 machines

e HP Pavilion 15.6-inch FHD 1080P Laptop PC, Intel Core i7 Processor, 12GB Memory,

1TB Hard Drive, Backlit Keyboard, Webcam, Bluetooth, USB 3.1, Windows 10 - $ 768.00

The thus, building a test environment using virtual machines is significantly more cost-
effective than a test environment using physical machines. There are selected the price based on

Amazon website.
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4. Project Structure

The structure of this project is for building a secure network test environment using virtual

machines, as shown in Figure 1.

Literature rewview

.'\-..‘- Domain Name Server (DMNS)
Project methodology l.
~
l. Web Server
Project component, implementation, and analysis | e l.
l. File Transfer Protocol (FTP) Server
~
Penetration test !”
l. Firewall
.

Conclusion

Figure 1. The flow of the entire project.

5. Literature Review

This project presents the experiences from using virtual machines to test a secure network
environment on Linux or Windows operating systems. “Virtual Machine technology has increased
in popularity over the last few years because production environments have had success using
Virtual Machines to reduce many types of operational costs” (Baker Hart, 2002). In addition, “with
limited educational resources and dramatically increasing number of students, efficient and timely

access to physical computer labs becomes more difficult [for students]” (Alharbi, 2018). Therefore,
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it is possible for a virtual machine to support self-contained and potable security experiences to
improve student technical skills because it is essentially another computer inside a physical
computer. “The resources of lab computer systems can be utilized more effectively, multiple
environments can be configured quickly and easily, and access to external resources can be

provided without permitting attacks to those resources” (Bulbrook, 2006).

A virtual machine requires an operating system such as Linux or Window and several
programs may operate separately on the same physical computer. Although one may think
guidelines for building a secure network test environment are readily available, it has proven to be
difficult to come across one. As a result, building a secure network test environment using virtual
machines and the Linux operating system, as presented in this project, provides a unique, cost-

effective and easy guide for IT students to improve their technical skills.

6. Project Methodology

A configuration of network servers run based on access control policy specification
implemented using virtual machines. To accomplish the final network architecture, the 3 test
environments such as Domain Name Server (DNS), Web Server, and File Transfer Protocol (FTP)
Server should be prerequisites to execute a secure network test environment. The goal of this
architecture is to implement a test environment through several virtual machines within the private
network and one virtual machine with the public network. For example, Server A has a private

network of 10.0.0.0/24 with bridged and a public network of 192.168.111.0/24 with Network
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Address Translate (NAT). Server B and Linux client have a private network of 10.0.0.0/24. On the

other hand, Window client has a public network of 192.168.111.0/24.

7. DNS, Web server, and FTP Components and Analysis

The final network architecture shown in Figure 2, building the 3 virtual environments such
as Domain Name Server (DNS), Web Server, and File Transfer Protocol (FTP) Server is necessary

for a secure network test environment, which I will build in a later chapter.

| Private IP address | Public IP address
o

WihvIneTo| VIMINetB{MAT) |

i s ey o
s = AT

Linux Client Server B Server A Window Client

Figure 2. Secure network test environment using virtual machines

7.1 Test case for Domain Name Server (DNS)

Domain Name Server (DNS) serves a specific purpose in this project and is necessary for
a secure network test environment. A DNS is a computer server that contains a database of public

IP addresses and associated hostnames. Mainly, a DNS is used to resolve or translate the requested
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IP addresses (Margaret, 2019). In order to build the DNS server, two things are required: a
Caching-only name Server and a Master Server. A Caching-only name Server, in a secured
environment with a strict firewall implementation, allows local clients to obtain name service
without having to pierce the firewall. A Master Server is authoritative and contains a complete
copy of all information for all hosts in the DNS domain. Lastly, a Web server processes incoming

network requests over HTTP (Port 80).

7.1.1 Domain Name Server (DNS) — Components

As shown in Figure 3, Server A (10.1.1.1) has the Caching-only Name Server and Master
Server. Server B (10.1.1.20) has the Web Server. Both server A (10.1.1.1) and server B (10.1.1.20)
support for a highly configurable secure network environment. Detailed configurations can be

reviewed in the Appendix (Domain Name Server (DNS) — Configurations).

e Server A — Caching-only Name Server and Master Server

e Server B — Web Server

4| ROOT Mams Server I
———o cOon Name Server |
| { CSUSB.com |—‘
B — = e —
- L =
- Cromain MName Server (External) Data Base
Oriélnal
!
\
1
133]531,34
- — 1
" e — I'ATter_nﬁtE— — ’:
™, - T~
" e e
R [
== ==
R PP £ £

wWindowe Client Linuee Client Server B Server A
(DHCP} (10.1.1.10) wWeb Server Caching-only Mame Server & Master Server
10.1.1.20 10.1.1.1

Figure 3. Domain Name Server (DNS)
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7.1.2 Domain Name Server (DNS) — Implementation and Analysis

In order to implement the Domain Name Server (DNS), the Linux client requests not only
the IP address to a Caching-only name Server which translates from A Uniform Resource Locator
(URL) to IP address but also a Master Server which manages all information for hosts in the DNS

domain then the Linux client can access the Web Server.

| tested and reviewed the proposed configuration and components to ensure they work as
expected. As a result, | was able to verify the Domain Name Server (DNS) through Linux Client
(10.1.1.10) as shown in Figure 4. Both Server A (10.1.1.1) and Server B (10.1.1.20) were
successful through the Linux client (10.1.1.10). Here are the steps to verify if the system is

correctly configured:

Step 1. A user in the Linux client (10.1.1.10) types www.CSUSB.com

Step 2. DNS into Server A (10.1.1.1) responds to Linux client (10.1.1.10)

Step 3. Linux client with IP (10.1.1.10) accesses Web Server into Server B (10.1.1.20)

Here is the analysis of Linux Client as shown in Figure 4

Edit WView History Bookmarks : Tools : Healp
7] http:/fcsusb.com/ | =& |
csusb.com aL:: ] < 4

Califormnia State University, SanBernardino.

Figure 4. Linux Client can access the Sever B
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7.2 Test case for Web Server

Web Servers serve a specific purpose in this project and is necessary for a secure network
test environment. A Web Server is a computer server that stores and transmits data via the Internet
(Art, 2010). They are mainly used to ultimately dictate the data upon the request of guest’s browser.
In order to build Web server, there are two things required. The first is a set of software subsystems
or components needed to create a complete web hard (Pydio). The software needed include Linux,
Apache, PHP, and MariaDB (LAPM). The second is a Web hard (Pydio). A web hard is an open-
source file sharing for the practice of providing access to an online storage service and

synchronization software that runs on the own server. (Kanghyun & Jongmoon. 2013).

7.2.1 Web Server — Components

The main goal of setting up this environment is for IT students to gain experience building
a secure web server. More specifically, these students will learn how to configure a web hard. As
shown in Figure 5, Server B (10.1.1.20) has the Linux, Apache, PHP, and MariaDB (LAPM), as
well as the Web hard. Server B (10.1.1.20) supports for a highly configurable environment.
Detailed configurations can be reviewed in the Appendix (Web Server — Configurations).

e Server B —Linux, Apache, PHP, and MariaDB (LAPM), and Web hard

<a w|a-,| — - )
ﬁ B

llllllllllll Lirmvuse Clieny = Server A
(DHCP) (10.1.1.10% _ et Server cach ne-onhy Mame Server & hiaster Sarvar
{(ro.3.3. )t (A0o.21.31.31)

I@
/
- d

S —

S —

—o-—— —os——-

w He==r =
_—
w

Figure 5. Web Server
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7.2.2 Web Server — Implementation and Analysis

In order to implement the Web Server, the Linux client requests the IP address to a Domain
Name Server (DNS) then the Linux client can access a Web hard (Pydio) to share an open source
file to an online storage service and synchronization software.

I tested and reviewed the proposed configurations and components to ensure they work as
expected. As a result, | was able to verify if the Web server correctly functions through the Linux
client. Here are the steps to verify if the system is correctly configured:

Step 1. A user in the Linux client (10.1.1.10) types 10.1.1.20/webhard/

Step 2. DNS into Server A (10.1.1.1) responds to Linux client (10.1.1.10)
Step 3. Log into Pydio (10.1.1.20) through identification (CSUSB) and password (1234)
Step 4. Admin access - admin in admin identification (admin) password (12345678)

Global options - English in default language
Configurations storage — user identification (xeUser) and password (1234)

Add some users — identification CSUSB, email (admin@csusb.com), and password

(1234)
Step 5. Linux client (10.1.1.1) accesses Pydio (10.1.1.20)

Here is the analysis of Linux Client as shown in Figure 6

Pydio — / — Mozilla Firefox
File Edit View History Bookmarks Tools Help
= Pydio -/ [| ==
g 10.1.1.20/webhard ~ & B~ Google x| 4L )

Welcome to Pydio

LOGIN
PASSWORD

Wiemernmber Me

Figure 6. Linux Client can access the Sever B
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7.3 Test case for File Transfer Protocol (FTP) Server

File Transfer Protocol (FTP) Server serves a specific purpose in this project and is
necessary for a secure network test environment. An FTP Server is a computer server that
communicates between the client and the server to control data transmission. Mainly, FTP uses
credentials in the form of username and password in order to allow or deny authorization. In order
to secure an FTP server, Very Secure FTPD (VSFTPD) is necessary because it is designed to
secure systems against most common attacks, providing for more security, scalability and

simplicity (Chris, n.d.).

7.3.1 File Transfer Protocol (FTP) — Components

As shown in Figure 7, Server B (10.1.1.20) has Very Secure FTPD (VSFTPD). Server B
(10.1.1.20) supports for a highly configurable security environment. Detailed configurations can

be reviewed in the Appendix (File Transfer Protocol (FTP) — Configurations).

e Server B — Very Secure FTPD (VSFTPD) for server

|

Window Client
[(DHCPF)
I

S
=i g T,

Limnux Cliernt III . Server A
(101 1 109 Server B Caching-onlhy Mame Server & Master Server
Web Server 2 FTP Serwer (10.1.1.1)
(10.1.1_20)

Figure 7. File Transfer Protocol (FTP)
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7.3.2 File Transfer Protocol (FTP) - Implementation and Analysis

In order to implement the File Transfer Protocol (FTP), the Linux client requests the IP
address to a Domain Name Server (DNS) then the Linux client can access the File Transfer
Protocol (FTP) to control data transmission to allow or deny authorization.

| tested and reviewed the proposed configuration and components to ensure they work as
expected. As a result, 1 was able to verify the File Transfer Protocol (FTP) through Linux Client
as shown in Figure 8. Server B was successful through Linux Client. Here are the steps to verify

if the system is correctly configured:
Step 1. A user in the Linux client (10.1.1.10) machine types ncftp 10.1.1.20
Step 2. DNS into Server A (10.1.1.1) responds to Linux client (10.1.1.10)
Step 3. Logging in File Transfer Protocol (FTP) server (10.1.1.20)
Step 4. Linux client (10.1.1.10) accesses successfully

Here is the analysis of Linux Client as shown in Figure 8

root@ localhost: ~ = L >

File Edit Wiew Search Terminal Help

[root@localhost ~]# ncftp 10.1.1.2@

NcFTP 3.2.5 (Feb 82, 2811) by Mike Gleason (http://www.NcFTP.com/scontact/).
Connecting to 10.1.1.20...

(vsFTPd 32.0.2)

Logging in. ..

Login successful.

Logged in to 1@.1.1.20.

ncftp / =

Figure 8. Linux Client can access the Sever B
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8. Firewall Components, Implementation, and Analysis

Now, students are ready to build a secure network test environment and should successfully

reach these objectives:

1. Translate security policy specification to actual implementation via Iptables.
2. Test if the firewall correctly enforces the security policy specifications and explore the

vulnerabilities of the firewall.

8.1 Test case for Firewall

Firewalls serve a specific purpose in this project and is necessary for a secure network test
environment. A Firewall is as security setting that is intended to act as a barrier or shield from
unauthorized internet users from accessing a private network. Mainly, a Firewall is used to monitor
the packets of data between servers and clients to accept or reject request based on access control
policy specification such as Iptables. Iptables is a generic table structure for access control
specification rules as part of the netfilter framework that facilitates Network Address Translation

(NAT), packet filtering, and packet mangling in the Linux operating systems. (Margaret, 2005)

8.1.1 Access control policy specifications

| configured three Iptables in the Firewall which can enforce the access control
specification. If 1 do not configure correctly both letters and spaces as well, Iptables will not
operate. Detailed configurations can be reviewed in the Appendix (Firewall — Configurations).

Here is a list of access control rules to enforce:
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Rule 1. The users (any machine) within a private network can access the public network.

Rule 2. If the Window Client within a public network attempts to access the Web Server
or the FTP Server, which is installed on Server B, the Firewall, that is installed on Server

A, allows access into Server B within the private network.

Rule 3. The users (any machine) within a public network cannot access the private network

other than the exception shared in Rule 2.

8.1.2 Firewall - Components

As shown in Figure 9, Server A has two IP addresses: one for private network address of
10.1.1.0/24 and another one for public network address of 192.168.111.0/24. It also contains the
Iptables. Server B (10.1.1.20) runs the Web Server and FTP Server, which was installed in the
previous chapter. Both Server A and Server B provide for a highly configurable security
environment as shown in Figure 9. Detailed configurations can be reviewed in the Appendix

(Firewall — Configurations).

e Server A — Two IP addresses: one for private network address of 10.1.1.0/24 and
another one for public network address of 192.168.111.0/24, and iptables
e Server B — Web Server (Port 80) and FTP Server (Port 21) run two services

e Window Client — Nmap

[ Private network agdaress of 10.1.1 as24 | Pubilic network address of 192 1658111 0/24

R -

I e TR AT I
Gavewviay
- — - T — T —
Sa - B =1 — =
-— o~
| . I
p— - ferver o - — - — —
—— ine— - o
[ — m Caching-only Mame Servel & FETer Server B

& Firewwall
R — {10.1.31.2 anis 192 165.1131.100) tDHCe)

Figure 9. Firewall
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8.1.3 Firewall — Analysis

| tested and reviewed the proposed configuration and components to ensure they work as
expected. The following three subsections will explain how | tested and verified if the firewall
(Iptables) is able to correctly enforce the access control rules. Here is the test result of Rule 1 for

access control specifications as shown in Figure 10:

CAS - California State University, San Bernardino - Mozilla Firefox = a >

== CAS — California State Ur X ==

< <~} @ & https://weblogon.csusb.edu/cas/login?service = https%3A%2F%2Fidp.csusb.edu - @ r [\ =} =

myCoyote irector Map & Directions Support CSUSB

Admissions Academics Library Athletics Campus Life AboutUs
/e CSUSB

ST —

Technology Support Center

Website: https://supp:
Phone Suppo!
Email Support edu
Office Location: PL-1108 (Pfau Library
Wedge)

in-Person Support Available: Mon-Fri 7:00
am — 10:00 pm, Sat-Sun 7:00 am — 7:00 pm

Figure 10. Linux client with private network address accesses the pu

D <

bIc n

etwork address

Here is the test result of Rule 2 for access control specifications as shown in Figure 11 and

Figure 12, Figure 13, and Figure 14:

< Web Server >
Step 1. A user in the window client (DHCP) types 10.1.1.20
Step 2. Firewall in Server A checks Iptables then responds to window client (DHCP)
Step 3. Window client (DHCP) tries to access Web Server (10.1.1.20)

Step 4. Window client (DHCP) can access successfully
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e B hittpy /10011207 O = = || =N oq0.1.1.20

California State University, SanBernardino.

Figure 11. Window client with public network address accesses the Web server with private
network address

Zenmap — B

Scan Tools Profile Help
Target: 192.168.111.100 b Profile: | b Scan Cance

Command: nmap -sT -p 80 -v -v 192.168.111.100

Services MNmap Output | Ports / Hosts | Topology | Host Details | Scans
0OS 1 Host - nmap -sT -p 80 -v -v 192.168.111.100 he Details

L2 192.168.111.10 Starting Mmap 7.78 ( https://nmap.org ) at 2019-86-12 15:12 Pacific
Daylight Time
Inmnitiating ARP Ping Scan at 15:12
Scanning 192.168.111.18 [1 port]
Completed ARP Ping Scan at 15:12, @8.56s elapsed (1 total hosts)
Initiating Parallel DMNS resclution of 1 host. at 15:12
Completed Parallel DMNS resclution of 1 host. at 15:12, @.88s elapsed
Initiating Connect Scamn at 15:12
Scanning 192.168.111.168 [1 port]
Discovered open port 88/ /tcp on 192.168.111.188
Completed Connect Scan at 15:12, 8.88s elapsed (1 total ports)
Mmap scan report for 192.168.111.1ee
Host is wp, receiwved arp-response (8.812s latency).
Scanned at 2819-@6-1@ 15:12:12 Pacific Daylight Time for 2Zs

PORT STATE SERWICE REASON
s8/tcp open http syn-ack
MAC Address: 808:8C:29:BB:78:11 (VWMware)

Read data files from: C:“Program Files (x8&)%“MNmap
Nmap done: 1 IP address (1 host up) scanned in 3.42 seconds
Raw packets sent: 1 (28B) | Rcwd: 1 (28B)

Filter Hosts

Figure 12. Nmap was used to scan HTTP (Port 80) state
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< File Transfer Protocol (FTP) >

Step 1. A user in the window client (DHCP) types host (10.1.1.20), username (anonymous),

and password (1234)

Step 2. Firewall in Server A checks Iptables then responds to window client (DHCP)

Step 3. Window client (DHCP) tries to access File Transfer Protocol (FTP) server

(10.1.1.20)

Step 4. Window client (DHCP) can access successfully

File Edit View Transfer Server Bookmarks Help New version available!

A - | = S T e e | e . )
Host | 10.1.1.20 Username: | anonymous Password: essss Port: Quickconnect -
Response 150 Accepted data connection -~
Response 226-Options: -a -
Response: 226 5 matches tota
Status: Directory listing successful -
Local site: | % ~ | Remote site: | /pub/srilet ~
| Documents ~ = 7
-4l This PC =k pub
-2 C: L. filel
o O ~
Filename Filesize Filetype Last modified Filename - Filesize Filetype Last moc
e C: Local Disk ..
b D: CD Drive vmlinuz-3.10.0-123.e17.x86_64 4,902,656 XB86_64 F.. 5/21/201
vmlinuz-3.10.0-957.12.2.e17 .x86_64 6,643,904 X86_64 F.. 5/21/201
wmlinuz-3.10.0-957.e17.x86_64 6,639,904 X86_64 F.. 5/21/201
< >
2 directories 3 files. Total size: 18,186,464 bytes
Server/Local file Direc.. Remote file size Priority Status
Queued files | Failed transfers Successful transfers

2 M Queue: empty - -

Figure 13. Window client with public network address accesses the File Transfer Protocol (FTP)

server with private network address

Zenmap — = 2=
Scan Tools Profile Help
Target: | 192.168.111.100 ~ Profile: ~ Scan Cance
Command: nmap —sT -p 21 —v —v 192.168.111.100
Services NMmap Output | Ports / Hosts | Topology | Host Details | Scans
OS <« Host ] nmap -sT -p 21 -v -w 192.168.111.100 ~ Details
= 192.168.111.10 Starting Mmap 7.7@ ( https: s /nmap.ors ) at 2019-86-1@ 15:24 Pacific

Daylight Time

Initiating ARP Ping Scan at 15:24

Scanning 192.168.111.16e [1 port]

Completed ARP Ping Scan at 15:24, 2.86s elapsed (1 total hosts)
Initiating Parallel DNS resclution of 1 host. at 15:24
Completed Parallel DMS rescolution of 1 host. at 15:24, ©.82s elapsed
Initiating Comnect Scan at 15:24

Scanning 192.168.111.16@ [1 port]

Discowered open port 21 /tcp on 192.168.111.100

Completed Connect Scan at 15:24, @.98s elapsed (1 total ports)
Mmap scan report for 192.168.111.166

Host is up, receiwved arp-response (0.808s latemcy).

Scanned at 2019-@86-18 15:24:52 Pacific Daylight Time for 3s

PORT STATE SERVICE REASON

231 /ccp open Frp syn-ack

MAC Address: ©08:8C:29:BB:78:11 (WPuare)

Read data files from: C:“WProgram Files (x86)\MNmap

Nmap done: 1 IP address (1 host up) scanned in 4.7 seconds
Raw packets sent: 1 (288) | Rcwd: 1 (28B)

Filter Hosts

Figure 14. Nmap was used to scan FTP (Port 21) state
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9. Penetration Test

| wanted to see if my security test environment can be efficiently used for educating IT
students. In order to do so, | had two Cyber Security Graduate Students from California State
University, San Bernardino conduct penetration tests on my secure network test environment to

see if they could find any vulnerabilities.

9.1 Vulnerability testing done by Cyber Graduate Students

| first asked them to recreate the steps and commands I previously used on Nmap, as shown
in the Firewall-Analysis section of this project. Then, both of them used other Nmap commands
of their choice to further try and scan for vulnerabilities of the firewall. This process is needed to
see if the firewall is at least faithfully following the access control rules and so that the Graduate
Students get familiarized with the secure network test environment, as shown in Figure 15, and

Figure 16.

B winClient - VMware Workstation - o x

Ele Edit view VM Tabs dep | Il - | &= | D @ & [0 B O P -

x

Y Homa G servar [ winchient I chent I sarvarce)
Zenmap

Scan Tools Profile Help

Target: |192.168.111.100 ~ | profile

Command: |Amap -sT -p 80 -v -v 192.168.111.100]

Hosts | Services Nmap Output | Ports / Hosts | Topatagy | Host Details| scans

OS 4 Host . |nmap -sT -p 80 -v -v 192.168.111.100
19216811110 Nmap 7.76 ( https
R

g ng Scan &
192.168.111.100 [
ARP Ping 1 at

======== (9.00s latency).
Pacific Daylight Time for 4s

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. [=] | J

Figure 15. Penetration test- Nmap
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Zenmap
Scan Tools Profile Help
Target | 192.168.111.100 ~ | Profile:
Command: | nmap -sC 192.168.111.100]
Hosts || Services Nmap Output | Ports / Hosts | Topology | Host Details | Scans
05 « Host . |nmap -sC 192.168.111.100

# 192.168.111.10 | Starting Nmap 7.7@ ( https://nmap.org ) at 2019-86-21 @1:21 Pacific Daylight Time
Nmap scan report for 192.168.111.100
Host is up (@.811s latency).
shown: 995 filtered ports

nymous FTP legin allowed (FTP code 23@)
a 16 Feb 13 @8:34 .

] 16 Feb 13 @8:24 ..

a 18 Jan 31 2018 pub

ssh-hostkey:
2048 c6:01:1F:40:63:b0:38:e2:aa:26:cc:c0:48:1b:89:d1 (RSA)
256 67:69:2b:00:c1:99:b2:a5:3d:ba:b0:5c:30:aa:0F:27 (ECDSA)

|_ 256 36:97:62 74:67:2d:7F:35:2a:31:cd:11:52:75:b4 (ED25519)

sion: 9.9.4-RedHat-9.9.4-73.e17_6
£

ods: TRACE
have a title (text/html; charset=UTF-8).

title (text/html; charset=UTF-8).
2018-99-21T00:13:03
2019-69-21T00:13:03
5 randomness does not represent time
i 90:8C:29:BB:78:11 (VMware)
Nmap done: 1 IP address (1 host up) scanne d in 28.31 secon ds
>

Filter Hosts

Figure 16. Scan for vulnerabilities of the firewall

9.2 SYN flood

=
ocalhost/organizationName-SomeOrganization/stateOrProvinceName-SomeState/countryName=- -

19

v Scan C

| gave them Iptables rules and had them scan for vulnerabilities of the firewall again. They

were able to find two vulnerabilities of Iptables. One of them is that the Firewall cannot protect

against SYN flood attacks.

9.2.1 SYN flood attacks — Test

The Graduate Students used Hping3 and Wireshark security tools to analyze its

vulnerability of Iptables. Finally, they tested SYN flood attacks from the Linux Client with a public

IP address to the Web Server with a private IP address. They then verified the Firewall does not

fully protect HTTP from SYN flood attacks (200,471 packets transmitted, 186,438 packets

received, 7% packet loss) as shown in Figure 17.
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root@tocalhost:~ = Tax e

Fite Edm View Search Terminal Help

len=46 ip=10.1.1.201ttl=64 DF id=6 sport=86 flags=SA win=29200 rtt=6.7 ms
len=46 ip=10.1.1.20Ttt1l=64 DF id=©0 sport=86 flags=SA Win=29200 rtt= 7 ms
len=46 ip=10.1.1.20tt1l=64 DF id=0 sport=80 flags=SA Wine29200 rtt=0.5 ms
len=46 ip=10.1.1.20t id=8 sport=8© flags=S win=29200 rtt=e.5 ms
len=46 1p=10.1.1.20¢ id=6 sport=8e flag win=29200 rtt=0.4 ms

26 -1.1.20¢ id=8 sport=86 flags ret=e.3 ms

46 1.7.20¢ id ret=9e.3 ms

46 -1.31.20¢ id rte= 6 ms

2 11zt id= rtt=6.5 ms

a6 101 201 id rtt-0.4 ms

ae 1120t ig rtt-6.6 m=
- -10.1 1.20 hping statistic ---
200471 packetls transmitted,186438 packets received. 7% packet loss
round-trip min/avg/max = 0.2/2.9/71027.8 ms l
[root@localhost —1# h = .
Fite Eda Vie Go Capture Analyze Statstics Telephony Tools Internals Help
© ® 4 = &) - S - § > 2 = = = o B S sa = =
Filter: ~  Expression

23788 7.2766062755 192.168.111.200 io.1.1.20 TCP 54 11626 > http [SYN] Seqe0 Win=S12 Len=0
23789 7.27666331S 10.1.1.20 192.168.111.2060 TCP 60 http > 11624 [SYN., ACK] Seq=0 Ack=1 Win=29200 Len=90 MS55=1460 '

23791 7.276724956 10.1.1.20 192.1638.111.260 TCP 60 http > 11625 [SYN., ACK] Seq=0 Ack=1 Win=29208 Len=95 MSS=1460

23793 7.276778691 192.168.111.2 19.1.1.20 TCP 54 11627 > http [SYN] Seq=0 Win=S12 Len=@

23794 7.276838684 192.168.111.200 10.1.1.20 TCcP 54 11628 > http [SYN] Seq=6 Win=512 Len=0
23795 7.277568419 10.1.1.20 192.168.111.200 TCcP 60 http > 11626 [SYN, ACK] Seq=8 Ack=1 Win=29200 Len=9 MSS=1460

eeee 88 S8 56 e8 S3 57 88 ec 29 35 6b <8 68 86 45 08
eo10 00 60 20 3e 00 00 80 11 ba 74 cO a8 6f 87 co a8
ee26 6f ©2 ©0 89 00 89 00 4c 48 1d bO 99 40 00 00 °1 o... H...@...
0930 00 ©0 ©9 G0 90 01 20 46 48 45 4a 35 4f 45 43 45 ++ss. F _HEJEOEDE
© *F enc16777736: <live capture in progr Packets: 111421 - Displayed: 111421 (100.0%9 Profite: Default

Figure 17. SYN flood attacks to the Firewall were successful

9.2.2 SYN flood attacks — Solution

They made new Iptables to protect against SYN flood attacks. The Graduate Students
conducted another test using these new Iptables to verify if it works. As a result, the firewall now
protected HTTP against SYN flood attacks (30,926 packets transmitted, 3624 packets received,

88% packet loss) as shown in Figure 18.

e iptables -1 INPUT -p tcp --dport 80 -i ethO -m state --state NEW -m recent --update --

seconds 1 --hitcount 10 -j DROP

roct@ilocalhost: ~ =
Search  Terminal
1 oF seq=28452 8 ms
b DF seq=28453 7 om=
1 DF se 7 m=
1 DF seq=28455 6 m=
1 DF seq=28456 6 ms
' DF 5 ms
1 DF .4 ms
1 DF seq=28459 .8 ms
1 bF seq=28458 8 ms
1 DF 7 ms
1 DF seq—28462 7 ms

- - 1.1.20 hping statistic - -

38926 packets transmitted, 3624 packets receiwved. 88% packet loss

round-trip minsavg/max = ©.2/6.7/1833.4 ms

[root@localhost —]&

File Edit Wiew Go Capture Analyze

e @& & -

Tetephony Tools Internals  Help

61.5867413
51 . 506812341
19562 61.50688756:
19503 61.5069903310

Seq=8 Win=siz Len—8 |
ACK] Seqo® Ack—1 Win—29288 Len—8 MSS—1460

11829 > http
http = 11828
11828 > http =
54 11838 > http [SYN] Seq=80 Win=512 Len—8
&8 http > 11829 [SYM. ACK] Seq=@ Ack=1l Win=29200 Len=0 MSS=1466

ACK] Seq=8 Acks Win=29288 Len—8 MSS=13468
T

@@@e Tr fr ff Tf ff ©7 Ba 88 27 00 DO B6 65 B8 45 68 [

sele @8 2c 51 96 @9 20 11 Tl Ol cO a8 38 @L ff Tf e N l
BE2B T ff 9 9Ff 21 a3 80 18 3I9 26 42 4a 4 S8 81 81 IDielll esmanel

AAIA a6 66 31 10 a6 G0 A6 H6 86 06 A8 68

b N
O 5 enol67 77736 <live capture in progr Packets: 48099 _ Displayed: 45094 (100 0%) Profile: Default

Figure 18. SYN flood attacks failure — Blocked by the Firewall
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9.3 SYN-ACK

They tested against SYN-ACK attacks from the Linux Client with a private IP address to

the Firewall with a public IP address to determine if it is stateful or stateless.

9.3.1 SYN-ACK attacks - Test

The Graduate Students used Hping3 and Wireshark security tools to analyze its
vulnerability of Iptables. Finally, they sent several SYN-ACK packets from a private IP address
to a public IP address. All SYN-ACK attacks (sent 242,335 Tx packets, received 242,335 Rx
packets) passed the Firewall without first sending SYN of a Three-way handshake to the Firewall

with a public IP address, as shown Figure 19.

root@localhost:~ - o LS

File Edit View Search Terminal Help

[root@localhost ~]# hping3 -i ul -S -A -p 80 192.168.111.100
HPING 192.168.111.100 (enol6777736 192.168.111.100): SA set, 4@ headers + @ data bytes

~C
- 192.168.111.100 hping statistic ---
296142 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = ©.06/0.0/0.0 ms -~ o x
[root@localhost ~1#
File Edit View Go Capture Analyze —Statstc T [ ¥y Tools Internar Help
e ®© 4 W 4 B R x @ Q3 P» e a2 | |BE = e e BFE aEEEE B
Filter: ~ | Expression... Clear Apply Save
No Time Source Destination Protoct Lengt Info
SRS T SN Wit e SO Lo A
42512 29.85622204:160.1.1.106 192.168.111.100 TCP 54 55462 > http [SYN, ACK] Seg=0 Ack=1 Win=512 Len=8
42513 29.85625516:10.1.1.10 192.168.111.100 TCP 54 55463 > http [SYN, ACK] Seq=8 Ack=1 Win=512 Len=8
42514 29.85642034(10.1.1.10 192.166.111.160 TP 54 55464 > http [SYN. ACK] Seq=6 Ack=1 Win=512 Len=8
42515 29.85646246:160.1.1.106 192.168.111.100 TCP 54 55465 > http [SYN, ACK] Seg=0 Ack=1 Win=512 Len=0
42516 29.85661208(10.1.1.10 192.168.111.100 TCP 54 55466 > http [SYN, ACK] Seq=e Ack=1 Win=512 Len=e
42517 29.85667597!10.1.1.10 192.168.111.100 TCcP 54 55467 > http [SYN, ACK] Seq=0 Ack=1 Win=512 Len=8
42518 29.85684141(160.1.1.16 192.168.111.100 TCP 54 55468 > http [SYN, ACK] Seg=0 Ack=1 Win=512 Len=0
42519 29.85690651(160.1.1.106 192.168.111.100 TCP 54 55469 > http [SYN, ACK] Seg=0 Ack=1 Win=512 Len=8
42520 29.85785352:10.1.1.10 192.168.111.100 TCP 54 55478 > http [SYN, ACK] Seq=8 Ack=1 Win=512 Len=8
42521 29.85712091:10.1.1.10 192.166.111.100 TCcP 54 55471 > htto [SYN. ACK] Seo=6 Ack=1 Win=512 Len=0
IPv4 Endpoints: enol6777736 - o x
IPv4 Endpoints: 6
Address Packets Bytes Tx Packets Tx Bytes Rx Packets Rx Bytes
192.168.56.1 29 2 447 29 2 aa7 o o
255.255.255.255 24 1440 o o 24 1440
10.1.1.10 242 335 13 086 090 242 335 13 086 090 o o
192.168.111.100 242 335 13 086 090 o o 242 335 13 086 090
239.255.255.250 4 864 o o 4 864
224.0.0.251 1 143 o o 1 143

Figure 19. SYN-ACK attacks to the Firewall were successful
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9.3.2 SYN-ACK attacks — Solution

They made new Iptables to protect against SYN-ACK flood attacks. The Graduate Students
conducted another test using these new Iptables to verify if it also works. As a result, the firewall
now blocked SYN-ACK flood attacks (sent 113,933 Tx packets, received 0 Rx packets) as shown

Figure 20.

e iptables -A OUTPUT -p tcp --tcp-flags SYN.ACK SYN,ACK -m state --sate NEW -j

root@ localhost: ~ - o £
di Wiew earch erminal lelp
[root@localhost —]# hping3 -i ul -5 -A -p 80 192.168.111.160
HPING 192.168.111.100 (enol6777736 192.168.111.100): SA set, 40 headers + @ data

bytes
~c

-- 192.168.111.100 hping statistic ---

329192 packets transmitted, @ packets received, 1868% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

*enol6777736 [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - o =

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

® ® A WA DM X e Q dE P e ¥ EE O = @ [ e PPy 7] | (e

IPva Endpoints: enol6777736 = o =

IPv4 Endpoints: 4
Addre Packet Byte Tx Packet Tx Byte Rx Packet Rx Byte
192.168.56.1 10 600 10 600 o o

255.255.255.255 10 600 o ] 10 600
10.1.1.10 113933 6 152 382 113 933 6 152 382 (s} o
192.168.111.100 (s} (s} o (] o o

Figure 20. SYN-ACK attacks failure — Blocked by the Firewall

As a result, both Cyber Security Graduate Students were successful in penetrating the
system. Although the proposed configurations enforce security, it is impossible to create a 100%
vulnerability-free system. Nonetheless, security can always be improved upon, which was evident
through the Graduate Students’ penetration tests. This clearly shows that the test environment can
be an effective tool for IT students to learn from. The Cyber Graduate Students were able to secure

the Firewall by adding new Iptables rules to prevent SYN flood attacks and SYN-ACK attacks.
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Conclusion

This set of guidelines to build a secure network test environment using virtual machines
provide guidance for IT students. This study provides the workflow of testing several servers
including network segmentation, network path redundancy, and traffic control. In order
accomplish this, a Domain Name Server (DNS), Web Server, File Transfer Protocol (FTP) Server,
Caching-only Name Server, Master Server, and Firewall were installed within virtual machines.
Graduate Students were provided with a secure network test environment to verify all services, to
test the access control rules, to find vulnerabilities of the Firewall, and to create solutions to protect
the Firewall vulnerabilities they found. The suggested architecture provided within these
guidelines are invaluable for IT students to help them recreate a similar environment of their own

and to improve their technical skills.
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Appendix

1. Domain Name Server (DNS) - Configurations

Each machine requires a different process in order to be built. Here are the necessary

components for each server machine and client machine.
Configurations of Server A:
1) Caching-only name server
1.1) Start the Linux operating systems (Server A), by clicking Applications / Terminal.
1.2) Type yum -y install bind bind-chroot
1.3) Type vi /etc/named.conf
1.3.1) Type :set number
1.3.1) Change IP address from 127.0.0.1 to any - around 13 columns
1.3.2) Change IP address from ::1 to none - around 14 columns

1.3.3) Change IP address from localhost to any - around 21 columns

root@localhost:~ = (=] >

File Edit Wiew Search Terminal Help

4 S Provided by Red Hat bind package to configure the ISC BIND named(8) D
[ E=3

S /s server as a caching only nameserwver (as a Llocalhost DMNS resolwver only
¥ -

S LSS

T oSS See JSusrySsharesdocrsbind*ssampleys Tor example named configuration Tile
s .

8 S

@ Sy See the BIMD Administrator's Reference Manual (ARM) fTor details about
The

12 » configuration lLlocated in Sfusry//sharey/sdocysbind-{wversion} BvoAaARM.html

11

12 options {

1= lTisten-on port 53 4 any:; ¥

14 listen-on-ve port 53 { none; ¥

is directory " svarsnmamed™ ;

16 dump-file “svarysnamedysdatascache dump . db ™ ;

17 statistics-file " svars/named/sdatasnmamed_ stats.txt™;

18 memstatistics-Tfile "/ svarys/nmamed s datars-named mem stats.txt™;

i recursing-file TFvarysnamedysdatarsynamed .. recursing™ ;

2 secroots-Tile “svarysnamedysdatasMmamed . secroots ™

21 allow-qguery { anv;: F:

=zz N
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1.4) Change named for active
1.4.1) Type systemctl status named
1.4.2) Type systemctl restart named

1.4.3) Type systemctl enable named

root@localhost:~ - =] >

File Edit Wiew Search Terminal Help

Active: since Wed 2819-07-17 16:30:00 PDT; 12min ago

Process: 7522 ExecStart=/usrysbin/named -u named -c ${NAMEDCOMF} $O0PTIONS (codl
e=exited, status=0,/SUCCESS)

Process: 7480 ExecStartPre=/bin/s/bash -c if [ ! "$DISABLE_ ZOMNE CHECKING" == "ye
s" 1; then fusr/sbin/named-checkconf -z "$NAMEDCONF"; else echo "Checking of zon
e files is disabled"; fi (code=exited, status=0/SUCCESS)

Main PID: 7534 (named)
Tasks: 4
CGroup: J/system.slice/named.service
L 7534 susrs/sbins/named -u named -c¢ setc/named.conf

1.5) Change firewall
1.5.1) Type firewall-config
1.5.2) Change configuration from runtime to permanent
1.5.3) Click dns in public zone

1.5.4) Click reload firewalld in options

Firewall Configuration = [=] >
File Options View Help
~ Active Bindings Configuration: Permanent -
Connections Zones Services IPSets
Palm Spring (ens32) D —
Default Zone: public A firewalld zone defines the level of trust for network connections, interfaces and source addresses
San Bernardino (eno’] bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding,
Default Zone: public il icmp filters and rich rules. The zone can be bound to interfaces and source addresses.
wirbro (virbro;
Drefault (chne: p)ubllc block ] Services Ports Protocols Source Ports »
dmz —_—
Interfaces d Here you can define which services are trusted in the zone. Trusted
Sources rep services are accessible from all hosts and networks that can reach the
external machine from connections, interfaces and sources bound to this zone.
home Service
int L —
interna ] ctdb
pubtic
T ted —
ruste [ dhcpvé
work [+ dhcpvB-client
[~ dns
| docker-registry
] docker-swarm
| dropbox-lansync
|| elasticsearch
= - < || freeipa-ldap

Change Zone
Connection to firewalld established.

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled
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2) Master name server
2.1) Start the Linux operating systems (Server A), by clicking Applications / Terminal.
2.2) Type vi /etc/named.conf
2.2.1) Type :set number
2.2.2) zone  “CSUSB.com” IN { - around 62 columns
type master;
file “CSUSB.com.db”;

allow-update { none; };

}, EY)
b
root@localhost: ~ = =]

File Edit View Search Terminal Help

44 session-keyfile "/run/named,/session.key™;

45 };

46

47 Llogging 4

18 channel default_ debug {

49 Tile "datasnamed.run®;

5@ severity dynamic;

51 ¥

52 )

53

54 zone "." IN {

55 type hint;

56 file "named.ca";

57 }:

58

59 include "/setcy/named.rfcl91l2.zones";

60 include "/etcy/named.root.key™;

61

62 zone "CSUSB.com"™ IN {

63 type master;

64 file "CsUsSB.com.db™;

B85 allow-update { none; };

66 H:
:set number

2.2) Type cd /var/named

2.3) Type touch CSUSB.com.db

2.4) Type vi CSUSB.com.db
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2.4.1)$TTL 3H

@ SOA @  root. (21D 1H 1W 1H)

IN NS @

IN A 10.1.1.1

www IN A 10.1.1.20

root@ localhost/ rar/named = (=] >

File Edit Wieww Search Terminal Help

[ pm 3H

(=] S0O8 @ root . { 2 1D 1H 1w 1H )
ImM NS a
ram LY 19.1.1.1

eaat I A 19.1.1.20

2.5) Change named for active

2.5.1) Type systemctl status named

2.5.2) Type systemctl restart named

2.5.3) Type systemctl enable named

root@localhost:~ = o x

File Edit View Search Terminal Help

Active: since Wed 2019-07-17 16:30:80 PDT; 12min ago

Process: 7522 ExecStart=/usr/sbin/named -u named -c ${NAMEDCONF} $0OPTIONS {codl
e=exited, status=0/SUCCESS)

Process: 7480 ExecStartPre=/bin/bash -c if [ ! "$DISABLE ZONE CHECKING" == "ye
s 1; then susr/sbin/named-checkconf -z "$MAMEDCONF"; else echo "Checking of zon
e files is disabled"; fi (code=exited, status=0/SUCCESS)

Main PID: 7534 (named)
Tasks: 4
CGroup: /system.slice/named.service
L7534 susr/sbin/named -u named -c /etc/named.conf
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Configurations of Server B:
3) Web Server
3.1) Start the Linux operating systems (Server B), by clicking Applications / Terminal.
3.2) Type cd /var/www/html
3.3) Type touch index.html
3.4) Type vi index.html

3.4.1) California State University, San Bernardino

root@ localhost: — = =
File Edit WView Search Terminal Help

Brhi= california State University, SanBernardino. -—=«shLl=

TAvAarSvwerw s html s dindesx  hteml e L. 55C

3.5) Change firewall
3.5.1) Type firewall-config
3.5.2) Change configuration from runtime to permanent
3.5.3) Click http in public zone

3.5.4) Click reload firewalld in options

Firewall Configuration

— o
File Options WView Help
~ Active Bindings Configuration: | Permanent —
Connections
Palm Spring {(ens32)
Default Zome: public
San Bernardino {eno] t X ' wding, portd/packet forwarding,
Drefault Zome: public icmp filters ar rich rules. The addresses .
wirbro (virbro
M, e pt.m..: block - Services Ports Protocols Source Ports .
R dmz — e
Intarfaces dro Here you can define which services are trusted In the zone. Trusted
Sources L i

services are accessi ble from all hosts and networks that can reach the

extermnal machine from connections, interfaces and sources bound to this zone

home . —
ganglia-master
ait

are
high-avallability
http

internal —
(=]
[ ]
! ]
[~
[~ https
[ ]
[ ]
(]
[ ]

trusted

ek

imap
imaps

PP
ipp-client

Change = Lzt =

Connection to firewalld established.

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled
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3.6) Change named for active

3.6.1) Type systemctl status named

3.6.2) Type systemctl restart named

3.6.3) Type systemctl enable named

root@localhost:~ - o x

File Edit WView Search Terminal Help

Active: since Wed 2819-87-17 16:30:00 PDT; 12min ago

Process: 7522 ExecStart=/usr/sbin/named -u named -c ${MNAMEDCONF} $O0PTIONS (codl
e=exited, status=0/SUCCESS)

Process: 7480 ExecStartPre=/bin/bash -c if [ ! "$DISABLE ZONE CHECKING" == "ye
s" ]; then fusr/sbin/named-checkcont -z "$MAMEDCONF"; else echo "Checking of zon
e files i1s disabled"; fi (code=exited, status=0/SUCCESS)

Main PID: 7534 (named)
Tasks: 4
CGroup: /system.slice/named.service
L7534 susr/sbin/named -u named -c¢ fetc/named.conf

2. Web Server — Configurations

Each machine requires a different process in order to be built. Here are the necessary

components for each server machine and client machine.
Configurations of Server B:
1) MariaDB

1.1) Start the Linux operating systems (Server B), by clicking Applications / Firefox web

browser.
1.2) Type http://www.mariadb.org/

1.2.1) Click download mariadb now! then download 10.4.6
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1.2.2) Click Red Hat, Fedora, and CentOS Packages

For best results with DEB packages

== Rackspace

1.3) Click Applications / Terminal

1.4) Type yum -y localinstall maria*

1.5) Type yum update

1.6) Type yum -y install mariadb-server mariadb php php-mysgind

1.7 Type "rpm -ga httpd php mariadb-server

1.8) Change httpd for active

1.8.1) Type systemctl status httpd

1.8.2) Type systemctl restart httpd

1.8.3) Type systemctl enable httpd

root@localhost:~ = =] >

File Edit Wiew Search Terminal Help

httpd.service - The Apache HTTP Server
Loaded: LlLoaded (susr/Llib/ssystemd/s/system/httpd.service; enabled; wendor preset
disabled)
Active: since wWed 2019-07-17 16:3@:84 PDT; 2h 54min ago
Docs: man:httpd(s)
man:apachect1(8)
Process: 92896 ExecReload=susryssbins/httpd $0PTIONS -k graceful {(code=exited, st
atus=00,/SUCCESS)
Main PID: 7762 (httpd)
Status: "Total requests: ©; Current requests/sec: @; Current traffic: 8 B/Ss
ec™
Tasks: 7
CGroup: Jssystem.sliceshttpd.service
7762 ysusry/sbinshttpd -DFOREGROUNMD
929903 Jusr/Ssbin/s/httpd -DFOREGROUMND
9906 Jfusr/Ssbins/httpd -DFOREGROUMND
9987 JSusry/sbinshttpd -DFOREGROUMND
9908 susryssbinshttpd -DFOREGROUMD
9909 Jusr/S/sbinshttpd -DFOREGROUMND
9910 susryssbinshttpd -DFOREGROUMND
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1.9) Change mariadb for active

1.9.1) Type systemctl status mariadb

1.9.2) Type systemctl enable mariadb

1.9.3) Type systemctl restart mariadb

root(@ localhost:~ = o b4

File Edit View Search Terminal Help

mariadb.service - MariaDB database server
Loaded: loaded (/fusr/lib/systemd/system/mariadb.service; enabled; wvendor pres
et: disabled)
Active: since Wed 2019-07-17 16:30:85 PDT; 3h 44min ago
Process: 7555 ExecStartPost=/usr/libexec/mariadb-wait-ready $MAINPID (code=exi
ted, status=0/SUCCESS)
Process: 7478 ExecStartPre=/usr/libexec/mariadb-prepare-db-dir %n (code=exited
, status=0/SUCCESS)
Main PID: 7553 (mysqld safe)
Tasks: 20
CGroup: /system.slice/mariadb.service
7553 /bin/sh fusr/bin/mysqld safe --basedir=/usr
7779 fusr/libexec/mysqld --basedir=/usr --datadir=/var/lib/mysql...

1.10) Change firewall

1.10.1) Type firewall-config

1.10.2) Change configuration from runtime to permanent

1.10.3) Click mysql in public zone

1.10.4) Click reload firewalld in options

Firewall Configuration - a =
File Options View Help
~ Active Bindings Configuration: | Permanent —
Connections Zones Services IPSets
Palm Spring (ens32) ———
D efault Zome: public A firewalld zone defines the level of trust for network connections, Interfaces and source addresses
iIrbro (virbro) bound to the zone. The zone combines services, ports, protocels, masquerading, port/packet forwarding,
D efanlt Zome: public icmp filters and rich rules. The zone can be bound to interfaces and source addresses.
San Bernardino (eno’
D mfmslt Zornm: rxuhllf block - Services Ports Protocols Source Ports .
dmz —
Interfaces Here you can defime which services are trusted in the zone. Trusted
Sources drop services are accessible from all hosts and networks that can reach the
external machine from connections. interfaces and sources bound to this zone.
home e rvice
internal T mountd
[ pubuc R mssal

trusted ms-wihit

)
]
]
wwork | murmur
~  mysql
| nfs
| nfs3
| nmea-0l83
| nrpe
: (et
o e - = = = L

Connection to firewalld established. Changes applied.
Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disablecd
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1.8) Type cd /var/www/html/
1.9) Type touch phpinfo.php
1.10) Type vi phpinfo.php
1.22) Type <?php phpinfo(); 7>

root@ localhost: /M var anwww S htmil =

File Edit Wiew Search Terminal Help
Brphp phpinfo(); =

“"phpinfo.php™ 1L, 20C

2) Web hard

2.1) Start the Linux operating systems (Server B), by clicking Applications / Firefox web

browser.

2.2) Type https://sourceforge.net/projects/ajaxplorer/files/pydio/stable-channel/6.0.2/

2.2.1) Click to download pydio-core-6.0.2.tar.gz

Pydio - Browse /pydio/stable-channel/6.0.2 at SourceForge.net - Mozilla Flrerox

Customer
Service
s Weah . co

Start Your Sitel

2.3) Click Applications / Terminal


https://sourceforge.net/projects/ajaxplorer/files/pydio/stable-channel/6.0.2/
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2.4) Type cd /varlwww/html/

2.5) Type mv /root/Downloads/pydio-core-6.0.2.tar.gz .

2.6) Type tar xfz pydio-core-6.0.2.tar.gz

2.7) Type mv /pydio-core-6.0.2 webhard

2.8) Type chmod 707 webhard

2.9) Type chown -R apache.apache webhard

2.10) Type yum -y --skip-broken install php-*

2.11) Type yum -y install epel-release

2.12) Type yum -y install php-mcrypt

2.13) Type vi /etc/httpd/conf/httpd.conf

2.13.1) Type :set number

2.13.2) Change from AllowOverride None to AllowOverride All - around 151

columns

root@ localhos it Mrar M wreereer s hitm L = [=] >

File Edit W ienw Search Terminal Help

148 # It can be "ALL™, “Mone ", or any combination of the kewywords:
149 = Options FileInfo AuthConfig Limit

15@ =

151 AllowOowverride AL1L

152

153 =

154 #F Controls who can get stuff from Tthis serwver.

155 #F

156 FReqguire all granted

157 =/s/Directory=

158

159 #

160 # DirectoryIndex: sets the fTile that Apache will serwve if a directory
161 # is requested.

162 &

162 =<=IfModule dir module=

164 DirectoryIndex index.html

165 =y//IfModule=

166

167 #

168 # The Tollowing 1lines prewvent -htaccess and .htpasswd files from being
165692 # wiewed by Web clients.

170 #

2.14) Type vi /etc/php.ini

2.14.1) Type :set number



Building a secure network test environment using virtual machines 36

2.14.2) Change from max_execution_time = 30 to max_execution_time = 300

- around 384 columns

2.14.3) Change from post_max_size = 8M to post_max_size = 100M - around 672

columns
2.14.4) Change from upload_max_filesize = 2M to upload_max_filesize = 100M

- around 800 columns

root@ localhost/ M var/wwhiww/ htmil - = >
File Edit Wi Search Termimal Help
TET i iiiiis s sasiosos
88
a9 wWhether to allow HTTP file uploads.
=151 http:  sphp.netysfFile-uploads
91 File uploads = O0On
=
T3 Temporary directory fTor HTTP uploaded fTiles (will use swstem default i
T not
Toa specified) .
Tos http:  »Pphp.netcsupload-tmpep-dir
7oe ;upload__tmp_dir =
TFoOT
TFos Maximum allowed size fTor uploaded fTiles.
oo http: s php.net s supload-max-filesize
206 upload max filesize = 186M
s861
802 Maximum number of files that can be uploaded wia a single request
B803 max_ Tile wuploads = 20
sS04
BBS z::z:zszz:fszszzEz=z::Es
806 Fopen wrappers
BOT 5533555 FFFGEGGG
ses W

2.15) Type cd /var/www/html/webhard/data/cache/

2.16) rm -f plugin*

2.17

) Change httpd for active

2.17.1) systemctl status httpd

2.17.2) systemctl restart httpd

2.17.3) systemctl enable httpd

rooct@ localhost:~ = (=] >

File Edit WView Search Terminal Help

httﬁd.service fiThe-Apache H P Serwver

Loaded :

lToaded (susry/sLib/s/systemd/s/systems httpd.serwvice; enabled; wvendor preset

disabled)

Active:
Docs :

Process:

Status:

ec™

Tasks :
CGroup:

since wWed 2Z019-087-17 16:30:904 PDT; 3h S4min ago
man:httpd(8)
man:apachectL{8)
9896 ExecReload=susry/s/sbins/httpd $OPTIONS -k graceful (code=exited, st

atus=@,/SUCCESS )
Main PID:

7762 (httpd})
"Total reguests: o ; Current reguests/sec: (o Current traffic: a2 B/Sss

r

Sfsystem.slices httpd.service
FFE2 Jusryssbinshttpd -DFOREGROUMND
2983 Jusrys/sbinshttpd -DFOREGROUND
2906 Jusryssbinshttpd -DFOREGROUMND
9907 Jsusryssbinshttpd -DFOREGROUND
2998 Jusrys/sbinshttpd -DFOREGROUND
9909 Jusrs/sbins/httpd -DFOREGROUMND
29910 Jsusry/sbinshttpd -DFOREGROUND
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Configurations of Linux Client:
3) Install Web hard

3.1) Start the Linux operating systems (Linux Client), by clicking Applications / Firefox

web browser.
3.2) Type 10.1.1.20/webhard
3.2.1) Click pydio, English, Start wizard
3.2.2) CSUSB in id, 1234 in password
3.2.3) Admin access - admin in admin login, admin in admin display name,
12345678 in admin password
3.2.4) Global options - English in default language

3.2.5) Configurations storage - Click Database system in stroage type, xeDB
in database, xeUser in user, 1234 in password click try connecting to the

database

3.2.6) Add some users - Type "CSUSB in login, admin@csusb.com in user email,

User in display name, 1234 in password" then click install pydio now

Pydio — / — Mozilla Firefox

File Edit View History Bookmarks Tools Haelp
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3. File Transfer Protocol (FTP) Server — Configurations

Each machine requires a different process in order to be built. Here are the necessary

components for each server machine and client machine.
Configurations of Server B:
1) FTP Server
1.1) Start the Linux operating systems (Server B), by clicking Applications / Terminal.
1.2) Type yum -y install vsftpd
1.3) Type cd /var/ftp/
1.4) Type cd /pub/
1.5) Type cp /boot/vmlinuz-3* filel
1.6) Type vi /letc/vsftpd/vsftpd.conf/
1.6.1) Type :set number

1.6.1) Change from #write_enable=YES to write_enable=YES - around 19

columns
1.6.2) Change from #anon_upload_enable=YES to anon_upload_enable= YES
- around 29 columns

1.6.3) Change #anon_mkdir_write_enable=Yes to anon_mkdir_write_enable=Yes

- around 33 columns

root@localhost: fvars/ftp = [=] >
File Edit Wieww Search Terminal Help

25 % Uncomment this to allow the anonymous FTP user to upload files. This o
Ly

26 # has an effect if the above global write enable is activated. Also. WO
Wil

27 #F obwviously need Tto create a directory writable by The FTP user.

z8 # when SELinux is enforcing check for SE bool allow ftpd anon write, all

ow Ttpd full access
29 anon_ upload enable=YES
30 #
=1 ## Uncomment this if wou want TtThe anonymous FTP user to be able to create
22 # new directories.
22 anon_mkdir_ write enable=YES
34 #F
=5 #F Actiwvate directory messages - messages giwven to remote users when TtThew
26 #F go into a certain directory.
=27 dirmessage enable=YES
38 #
29 & Actiwvate Logging of uploads/downloads.
4@ xferlog enable=YES
41 #
42 #F Make sure PORT transfer connections originate from port ze {(ftp-data).
43 connect from port Ze=YES
44 #F
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1.7) Type chown ftp.ftp /var/ftp/pub/

1.8) Change firewall
1.8.1) Type firewall-config

1.8.2) Change configuration from runtime to permanent

1.8.3) Click ftp in public zone

Firewall Configuration

File Options View Help

~ Active Bindings Configuration: Permanent «

Connections

Zones Services IPSets

Palm Spring (ens32)

Default Zone: public

San Bernardino (enol

Default Zone: public

A firewalld zone defines the level of trust for network connections, interfaces and source addresses
bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding,
icmp filters and rich rules. The zone can be bound to interfaces and source addresses.

wirbrQ (virbro) block
Default Zone: public -
dmz

Services Ports Protocols Source Ports »

Interfaces Here you can define which services are trusted in the zone. Trusted

Sources drop services are accessible from all hosts and networks that can reach the
external machine from connections, interfaces and sources bound to this zone.
home Service
internal — b

pubtic  H
[ freeipa-lda
trusted . .pa P
|| freeipa-ldaps
work —
[ | freeipa-replication
[ | freeipa-trust
[~ fp
[ ] ganglia-client
[ ] ganglia-master
[ git
. £ _ = [ ] gre
Chang

Connection to firewalld established.

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled

1.9) Change vsftpd for active
1.9.1) Type systemctl status vsftpd
1.9.2) Type systemctl restart vsftpd

1.9.3) Type systemctl enable vsftpd

root@localhost:/fvar/ftp/pub = =] >
File Edit Wiew Search Terminal Help
vsTtpd.service - Vsftpd ftp daemon
Loaded: loaded (/susr/libs/systemd/system/vsTtpd.service; enabled; wvendor prese
t: disabled)
Active: since Fri 2e19-07-19 ©@0:11:15 PDT; 8s ago
Process: 9977 ExecStart=/usr/sbin/vsftpd /setc/vsTtpd/vsftpd.conf (code=exited,
status=0/SUCCESS)
Main PID: 9978 (vsfTtpd)
Tasks: 1
CGroup: JSsystem.slice/vsftpd.service

Lag7sg Jusry/sbin/wsfttpd setc/wsTtpd/wsTtpd.conf
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Configurations of Linux Client.

2) FTP Linux Client

40

2.1) Start the Linux operating systems (Linux Client), by clicking Applications / Terminal.

2.2) Type yum -y install epel-release

2.3) Type yum -y install filezilla

2.4)

Type filezilla

2.4.1) Type 10.1.1.20 in host

2.4.2) Type anonymous in username

2.4.3) Type 1234 in password

2.4.4) Type 21 in port

2.4.5) Click quickconnect

anonymous@192.168.111.100 - FileZilla

File Edit VWiew Transfer Server

Al
A

Host: 10.1.1.20 Username: anonymou| Password:

Command: LIST

==* = %

=1

Bookmarks Help
& | = s 3

Response: 150 Here comes the directory listing.|
Response: 226 Directory send OK.
Status: Directory listing successful

Local site: r

Port: 21 Quickconnect | -~

Remote site: £

T/

Filename -~
bin

boot

dew

etc

FPRERETRY

home
o lib
19 directories

Serwver/Local file

Queued files

Filesize Filetype
Directory
Directory
Directory
Directory
Directory
Directory

Last modified

O7/19/2019 O30
06/20/2019 12:...
O7/19/2019 O30
O7/19/2019 O30
041142018 12:...
06/20/2019 12:...

Directior Remote file

Failed transfers Successful transfers

» _

Filemname - Filesize Filetype

W pub Directory

Last modified Permissions

O

1043042018 drwxr-xr-x 14 £

1 directory

Size Priority Status

£ e [Queue: empty
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4. Firewall - Configurations

Each machine requires a different process in order to be built. Here are the necessary

components for each server machine and client machine.
Configurations of Server A:
1) Network setting
1.1) Start the Linux operating systems (Server A), by clicking Applications / Terminal.
1.2) Type cd /etc/sysconfig/network-scripts/
1.3) Type vi ifcfg-enol6777736
1.3.1) Type :set number

1.3.2) Change from BOOTPROTO="dhcp" to BOOTPROTO=none — around 3

columns

rooti@d localhost: fetorfsysconfig/ network-scripts —_ = >

File Edit Wiew Search Terminal Help
HWADDR=—"08:8C:29:BB: 78: L1™
PE="Ethernet"
BOOTPROTO=nNone
IPADDR=16&.1_.1.1
METMASK=—255 .255 .255 .0
GATEWAY=16& . 1. 1.1
DMNS1=8.8.8.8
DEFROUTE="yes "
PEERDMNS="wes "

18 PEERROUTES="yes"™

11 IPWV4 FAILURE FAaTAL="no"
12 IPVBIMNIT="yes"

13 IPVE AUTOCOMF="wes "™

12 IPV6 DEFROUTE="wes"

15 IPWVE6 PEERDMNS="yes"™

16 IPW6 PEERROUTES="wes™

17 IPWVE FAILURE FAaTAL="no"
18 MAME="enol&6777736"

ir9 UUID="fego96d3b3-a92e©ee0-a4705-b8s8ec -ae9bdba3zaesc"™
20 OMBOOT="wes"

z1 zZzonmeE=1

VOSNOMAUWNK

—— EINSERT - —

1.4) Change httpd for active

1.4.1) Type systemctl status httpd
1.4.2) Type systemctl restart network

1.4.3) Type systemctl enable network

root@localhost:/etc/sysconfig/network-scripts - o x

File Edit View Search Terminal Help

network.service - LSB: Bring up/down networking
Loaded: loaded (/etc/rc.d/init.d/network; bad; vendor preset: disabled)
Active: since Thu 2019-87-18 23:59:07 PDT; 1h 5min ago
Docs: man:systemd-sysv-generator(8)
Tasks: @
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1.5) Type vi letc/sysconfig/selinux
1.5.1) Type :set number

1.5.2) Change from SELINUX=enforcing to SELINUX=disabled — around 7

columns

root@localhost: fetc/sysconfig/mnetwork-scripts = (=] >
File Edit Wi Search Terminal Help
b |
2 # This file controls Tthe state of SELinux on the system.
2 # SELINUX= can take one of these three wvalues:
3 #HF enforcing - SELinux security policy is enfTorced.
5 #F permissiwve - SELiIinux prints warnings instead of enforcing.
o #F disabled - Mo SELinux policy is Loaded.
7 SELIMNMUX=disabled
8 # SELINUXTYPE= can take one of these two wvalues:
(=T 3 targeted - Targeted processes are protected,
1o #F minimum - Modification of targeted policy. Oonly selected processes
are protected.
11 #F mlLs - Multi Lewel Security protection.
12 SELINUXTYPE=targeted
i3
12

:set number

2) First IP address

2.1) Virtual machine settings

2.1.1) Click network adapter

2.1.2) Click nat: used to share the host's IP address

Virtual Machine Settings >

Hardwsare options

Summany Device status
Memory 2 GB [-] connected
rocessors 1 Connect at poveer on
C—Hard Disk (SCSI) 80 GB
CDYDVWD (IDE) Using file C:\CentOS\CentOS.___ Metwork connection
[t retrvork Adapter AT ¢ Bridged: Connected directly to the physical network
o Network Adapter 2 Bridged (Automatic) Replicate physical network connection state
[Jpisplay Auto detect
(@) MAT: Used to share the host's IP address
) Host-only: A private network shared with the host
) Custom: Specific virtual network
VMneto
O LAM segment:
LAN Segments. .. Advanced. ..
Add... Remowve

Cancel Help
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2.2) Click Applications / Terminal.
2.3) Type nmtui edit Wired connection 1
2.3.1) 10.1.1.1/24 in addresses
2.3.2) 10.1.1.1 in gateway
2.3.3) 8.8.8.8 in DNS servers
2.3.4) Click ok

2.3.5) reboot

root@localhost:~ = =] >

File Edit WView Search Terminal Help

Profile name

T
L]
Device 78 5
ETHERMNET =Show=
IPv4 CONFIGURATION =Hide=
1

Addresses 9. 1.1.1/24 <=Remowve=

Gateway
DNS servers S ] <Remove=

Search domains

Routing (No custom routes) <Edit...=
Never use this network for default route
Ignore automatically obtained routes
Ignore automatically obtained DNS parameters

3) Second IP address

3.2) Virtual machine settings
3.2.1) Click add
3.2.2) Click network adapter

3.2.3) Click bridged: connected directly to the physical network
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44

S erreary S e
(L) Processars 1 [=-] Connect at powvear on
A Hard Disk (SCSI) B0 GB
=2 Co/DWVD (TDE) Using file C:hvCentOSwCentoS. .. Metwork connection
o Metwwork Adaptar AT - Bridged: Connected directly to the physical netveork
e R P S
g Homt-only: A private nefvork shared with the host
cancel Help
3.3) Click Applications / Terminal.
3.4) Type nmtui edit Wired connection 2
2.3.1) 192.168.111.100/24 in addresses
2.3.2) 192.168.111.2 in gateway
2.3.3) 192.168.111.2 in DNS servers
3.11) Click ok
3.12) reboot
i root(@ localhost:~ = [ =] > )

File

Edit WView Search Terminal Help

Edit Connection

Profile name [JENg=TsRalsTolsT-TahsNaly!
DISVERSSNO0 : OC:29:BB: 78: 1B (ens32)

T
L)
ETHERNET =S how=
IPv4 CONFIGURATION <Manual> <Hide>
i

Addresses 2.168. . 24 =Remove=

Gateway z
DNS serwvers 2 . . . 2 <Remowve:>=

Search domains

Routing (No custom routes) =<Edit...=
Never use this network for default route
Ignore automatically obtained routes
Ignore automatically cobtained DNS parameters
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4) iptables

4.1) Click Applications / Terminal.

4.2) Type vi /etc/sysctl.conf

4.2.1) Type :set number

4.2.2) Type net.ipv4.ip_forward = 1 - around 11 columns

root@ localhost:~ — =] >

File Edit WView Search Terminal Help

1 # sysctl settings are defined through files in

2 # Jusrylibysysysctl.dy., srunssysctl.dys, and setcssysctl.dys .

3 #

4 # Vendors settings live in Jusry/libssysctl.d/s.

5 # To override a whole file, create a new file with the same in
6 # Jetcysysctl.dys and put new settings there. To override

7 # only specific settings, add a file with a lexically later
8 # name in setcsrsysctl.dys and put new settings there.

= -3

1@ # For more information, see sysctl.conf{(5) and sysctl.d{(5).
11 net.ipv4.ip_forward = 1

:set number

4.3) Type echo 1 > /proc/sys/net/ipv4/ip_forward

4.4) Change iptables policy

4.4.1) Type iptables --policy FORWARD DROP

4.4.2) Type iptables --policy INPUT DROP

4.4.3) Type iptables --policy OUTPUT DROP

4.5) Iptable policy specifications

4.5.1) iptables --append INPUT --in-interface ens32 --source 10.1.1.0/24 --match

state --state NEW,ESTABLISHED --jump ACCEPT
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4.5.2) iptables --append OUTPUT --out-interface ens32 --destination 10.1.1.0/24
--match state --state NEW,ESTABLISHED --jump ACCEPT

4.5.3) iptables --append FORWARD --in-interface ens32 --source 10.1.1.0/24 --
destination 0.0.0.0/0 --match state --state NEW,ESTABLISHED --jump
ACCEPT

4.5.4) iptables --append FORWARD --in-interface eno16777736 destination
10.1.1.0/24 --match state --state NEW,ESTABLISHED --jump ACCEPT

4.5.5) iptables --table nat --append POSTROUTING --out-interface eno16777736
--jump MASQUERADE

4.5.6) service iptable save

4.6) Change firewall
4.6.1) Type firewall-config
4.6.2) Change configuration from runtime to permanent
4.6.3) Click masquerading then masquerade zone

4.6.4) Click reload firewalld in options

Firewall Configuration = =] >
File Options View Help
~ Active Bindings Configuration: | Permanent =
Connections Zones Services IPSets
Palm Spring {(ens32) -
Default Zone: public A firewalld zone defines the level of trust for network connections, interfaces and source addresses
San Bernardino (eno’ bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding,
Default Zone: public | icmp filters and rich rules. The zone can be bound to interfaces and source addresses.
wirbrQ {virbrO,
Default(ZUne: p}ublic block 4 Ports Protocols Source Ports Masquerading >
dmz e
Interfaces Masquerading allows you to set up a host or router that connects your
Sources drop local network to the internet. Your local network will not be visible and the
external hosts appear as a single address on the internet. Masquerading is IPva
home only.
internal (w4 Masquerade zone
_ If you enable masquerading, IP forwarding will be enabled for your IPv4
trusted networks.
work
. = Edf <
Change Fone
Connection to firewalld established.
Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled
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5) iptables for http
5.1) Click Applications / Terminal.

5.2) Type iptables --table nat --append PERROUTING --proto tcp --in-interface
en0l6777736 --dport 80 --jump DNAT --to-destination 10.1.1.20

5.4) Type service iptable save
6) iptables for ftp
6.1) Click Applications / Terminal.
6.2) iptables --table nat --append PERROUTING --proto tcp --in-interface eno16777736
--dport 21 --jump DNAT --to-destination 10.1.1.20
6.3) service iptable save
Configurations of Server B:
7) Network setting
7.1) Start the Linux operating systems (Server B), by clicking Applications / Terminal.
7.3) Type cd /etc/sysconfig/network-scripts/
7.4) Type vi ifcfg-enol6777728
7.4.1) Type :set number

7.4.1) Change from BOOTPROTO="dhcp" to BOOTPROTO=none

root@localhost:/etc/sysconfig/network-scripts = (=] >

File Edit WView Search Terminal Help

1 HWADDR="©0:08C:29:81:75:D1"
2 PE="Ethernet"
= BOOTPROTO=none
4 IPADDR=10.1.1.20
5 METMASK=255.255.255.0
6 GATEWAY=10.1.1.1
7 DNS1=8.8.8.8
8 DEFROUTE="yes"”
9 PEERDMNS="yes"
18 PEERROUTES="yes"”
11 IPw4 FAILURE FATAL="no"
1z IPWGIMIT="yes"
12 IPW6 AUTOCONF="yes"™
14 IPW6_DEFROUTE="yes"
15 IPW6 PEERDNS="yes"”
16 IPW6_PEERROUTES="yes"
17 IPW6_ FAILLURE FATAL="no"
18 MAME="enol&6777736"
12 UUID="60e2308c-e9e0-4c47-b4cd-73e90e91Toaa"
e ONBOOT="yes"
21 zone=

-= IMNSERT --
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7.5) Change network for active
7.5.1) systemctl status network
7.5.2) systemctl restart network
7.5.3) systemctl enable network
root(@localhost:~ - o x

File

Edit

View Search Terminal Help

network.service - LSB: Bring up/down networking
Loaded: loaded (/etc/rc.d/init.d/network; bad; wvendor preset: disabled)
Active: since Fri 2019-07-19 16:18:36 PDT; 1h 15min ago
Docs: man:systemd-sysv-generator(g)
Process: 7129 ExecStart=/etc/rc.d/init.d/network start (code=exited, status=0/
SUCCESS)
Tasks: ©

7.6) Type vi /etc/sysconfig/selinux

7.6.1) Type :set number

7.6.2) Change from SELINUX=enforcing to SELINUX=disabled — around 7

columns

root@localhost: fetc/sysconfig/network-scripts = [=] >

File

:sel

Edit

FHER B
AUWUNH QUONOUAEWNE

Wi Search Terminal Help

This file controls the state of SELinux on Tthe system.
SELTMNUX= can take one of these three wvalues:
enforcing - SELinux security policy is enfTorced.
permissiwve - SELinux prints warnings instead of enforcing.
disabled - Mo SELinux policy is TLoaded.
SELINUX=disabled
# SELIMUXTYPE= can take one of these two wvalues:
Ttargeted - Targeted processes are protected,
minimum - Modification of targeted policy. Only selected processes
are protected.
- mlLs - Multi Lewel Security protection.
SELINUXTYPE=Ttargeted

LER R3] |

4

numbe r

8) IP address

8.

8.

1) Virtual machine settings

2) Click network adapter
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8.3) Click bridged: connected directly to the physical network

49

Virtual Machine Settinas =
Hardwrare options
[—— Summany Device status
E==l pMemory 2 GB Connected
ik Processors 1 [~ Connect at poveer an
- AHard Disk (SCSI) a0 GR
CODWD (IDE) Using file C:hywCentO S\ Cantos. .. Metwwork connection
=] Metvrork Adapter Bridged (Automatic) - Bridged: Connected directly to the physical netveork
L dDisplay Auto detect [[[] replicate physical network connection state
O MAT: Used to share the host's IFP address
) Host-only: A private netvwork shared with the host
) Custorm: Specific virtual network
VRAneto
D LAM segment:
LA Segments. Advanced. ..
Add... Ramowve
Cancal visip
8.4) Click Applications / Terminal.
8.5) Type nmtui edit eno16777728
8.5.1) 10.1.1.20/24 in addresses
8.5.2) 10.1.1.1 in gateway
8.5.3) 8.8.8.8 in DN servers
8.5.4) Click ok
8.5.5) reboot
(=] g

Ir root@ localhost:~ =

File Edit Wiew Search Terminal Help

Profile name
Device

ETHERNET

IPva4 CONFIGURATIOMN
Addresses

Gateway
servers

domains

Routing
Newver use this

=Remowve=

=Remowve>

{No custom routes) =<Edit...=>
network fTor default route
Ignore automatically obtained routes

Ignore automatically obtained DNS parameters
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Configurations of Linux Client:

9) Network setting

50

9.1) Start the Linux operating systems (Linux Client), by clicking Applications / Terminal.

9.2) Type cd /etc/sysconfig/network-scripts/

9.3) Type vi ifcfg-en0l6777736

9.3.1) Type :set number

9.3.1) Change from BOOTPROTO="dhcp" to BOOTPROTO=none — around 2

[root@localhost —~]# systemctl status network

network.service LSB: Bring up/down networking
Loaded: loaded (setc/rc.d/sinit.ds/network; bad;:; wvendor preset:
Active: since Sat 2019-087-20 03:04:14 EDT;
Docs: man:systemd-sysv-generator(s8)
Process: 10888 ExecStop=/s/etc/rc.dysinit.ds/network stop (code=exited,
UCCESS)
Process: 11@87 ExecStart=ysetcy/rc.dysinit.dys/network start {(code=exited,

/SUCCESS)

columns
[ root{@m localhost: fetcfsysconfig/network-scripts —_ (=] > N
File Edit Wieww Search Terminal Help
1 @iY¥PE=Ethernet
2 BOOTPROTO=nNnone
= DEFROUTE=yes
4 IPV4 FATLURE _FATAL=NnO
S IPVEOINIT=yves
& IPWGE_ _AUTOCOMNF=yes
T OIPVE DEFROUTE=yes
2 IPVSe FAILURE FATAL=NO
9 MNAME=Information
1@ UUID=bf8c4@532-77dl-4683-bd71-72ed221766459
11 OMBOOT=wves
12 GATEWAYO=10.1.1.1
12 DMNS1=8.8.8.8
14 HWADDR=O:0C:29:B8:34: 12
15 PROXY_METHOD=nNnone
16 BROWSER OMLY=no
17 IPADDR=12.1.1.1@
18 PREFIX=24
19 GATEWAY=18.1.1.1
:- set number
9.4) Change network for active
9.4.1) systemctl status network
9.4.2) systemctl restart network
9.4.3) systemctl enable network
r
root@localhost:~ = =] =
File Edit View Search Terminal Help

disabled)
2min 22s ago

status=0/5

status=@
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9.5) Type vi /etc/sysconfig/selinux

9.5.1) Type :set number

9.5.2) Change from SELINUX=enforcing to SELINUX=disabled

o1

root@localhost:fetc/sysconfig/network-scripts = >

File Edit View Search Terminal Help

1l

2 # This file controls the state of SELinux on the system.

32 # SELINUX= can take one of these three wvalues:

4 # enforcing - SELinux security policy is enforced.

5 # permissiwve - SELinux prints warnings instead of enforcing.

6 # disabled - Mo SELinux policy is TLloaded.

7 SELINUX=disabled

28 # SELINUXTYPE= can take one of these two wvalues:

D # targeted - Targeted processes are protected,

10 # minimum - Modification of targeted policy. Only selected processes

are protected.

11 # mls - Multi Lewvel Security protection.

12 SELIMUXTYPE=targeted

13

14
:set number
10) IP address

10.1) Virtual machine settings

10.2) Click network adapter
10.3) Click bridged: connected directly to the physical network

Wirtual Machine Settings ><

Hardwware options

Device

E=lmMemory

A Processors

LA Hard Disk (SCSI)
CD/DVD (IDE)
=] Mietrwork Adapter
uUsSB Controller
19 Sound Card

£=n Printer
[Jdpoisplay

Summary
2 GB

1

40 GB

Auto detect

Bridged (Automatic)

Present
Auto detect
Present

Auto detect

Add.. . Remove

Device status
Connected
Connect at poveer on

MNetwork connection
@) Bridged: Connected directly to the physical network
[ 1 Replicate physical network connection state
2 mAT: Used to share the host's IP address
) Host-only: A private network shared writh the host
O Custom: Specific virtual netvwork
WMMNneto

) LAaMN segment:

LAaM Segments._ Advanced. ..

Cancal Heip
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10.2) Click Applications / Terminal

10.3) Type nmtui edit eno16777736

10.3.1) 10.1.1.10/24 in addresses

10.3.2) 10.1.1.1 in gateway

10.3.3) 8.8.8.8 in DNS servers

10.3.4) Click ok

10.3.5) reboot

52

root@® localhost:~

File Edit Wiew Search Terminal Help

Edit Connection

Profile name [
Device 4:12 (enol&6777736)

ETHERNET

IPv4 CONFIGURATION <Manual=>
Addresses o) oy =Remowve=

Gateway
DNS servers |[s - =Remowve=

Search domains . =

Routing (No custom routes) <Edit...=
Never use this network for default route
Ignore automatically obtained routes
Ignore automatically obtained DNS parameters

Configurations of Window Client:

11) IP address

11.1) Virtual machine settings

11.1.1) Click network adapter

11.1.2) Click nat: used to share the host's IP address
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wirtual Machine Settings

Hardweare  options
Device status

Device Surmmary
E==] Mermory 2 B [~] connected
) Processars 1 Connect at povsear on
A Hard Disk (SCSI) 20 GB
oD CO/DVD (SATAY Auto detect Metwork conne ction
o Metvrork Adapter AT o Barndged nected directhy to the physical netvwark
A pisplay Auto detect Rep physical network connection state
Y LA U to sha the host's IF address
2 Host-only: A private network shared with the host
O Custom: Specific virtual network
wranero
O LAN segrment:
LAMN Segments... Advancad...
A
cancel Help

11.2) Network connections
11.2.1) Click Ethernet 0 / properties
11.2.2) Click Internet Protocol Version 4 (TCP/IPv4)
11.2.3) Click obtain an IP address automatically
11.2.4) Click use the following DNS server address automatically
11.2.5) Type 192.168.111.100

11.2.6) Click ok
Inmntermnet Protocol Wersion <4 {TCTPAIPWwE) Properties

Senaeral Adb=rmatse Configuratorm

o carn get IP settngs assigned aubomatcally iF your mnetwork supports
this capability . Othervwiss, you neaed o ask your mnetwwork administrator
for the appropriate IF s=ethdmas.

s Db taim an IP address automatcallw
3 Use the followwimng IP address:

D Obtaim DS server address automatcally

7 Use the followwimng DS serwer addresses:

Preferred DMNS serwer: 192 | 1588 . 111 . 100
Aldbtermate DRNS serwver:
[ walidats s=tdngs upon =xit A mee—d . ..

I L | I Carmcel
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12) Install FTP Client

12.1) Click Internet explorer

12.2) Type http://lwww. filezilla-project.org

12.3) Click download

12.4) Click download Filezilla client

( 3 [ EER rttpe s Filasilla s project.orgs download. php fhrpe = client 5= - & == || B cownioad FileZilla Climnt fo... | |
r=3rFrilezZ= | W ——
—

Ei.lezjl_l.a .P o (=] —— GET IN MNOw >

Dowvwnload FileZillaa Client for w-ndows (G4bll:)

The IBtest stable varsion of FileZilla CHant is 3.43.0

Flease selaect the file SpPRropriate For Your RIStron s below .

> wirindoves (Galit) S5

This in=
more coHons.

may Include Bundied Sffers. Check Balow For

The &4bit versions of Windows 7. 8. 8.1 and 10 are
clomma B e L

Niantly ‘IU"‘J=‘ <> More dowvenload options

S p

oraien Hiatery Other platrarms: &8 33

Shanoeiog

Tmmoie tracker Mot what you are leoking Ffors e

13.1) Click Internet explorer

13.2) Type https://nmap.org/download.html

13.3) Click download

13.4) Click nmap-7.70-setup.exe

=2 hittps

Abont/Contact License. as noted in the copyright page.

Microsoft Windows binaries

Sponsors:

Please read the Windows section of the Install Guide for limitations and installation
instructions for the Windows version of Nmap. You can choose from a self-installer
(includes dependencies and also the Zenmap GUT) or the much smaller command-line zip
file version. We support Nmap on Windows 7 and newer. as well as Windows Server 2008
and newer. We also maintain a guide for users who must run Nmap on earlier Windows
releases

nmap.arg/download.htrml =R K- || B2 Download the Free Nmap S... | |

Note: The version of Npcap included in our installers may not always be the latest version.
If you experience problems or just want the latest and greatest version, download and install
the latest Npcap release.

The Nmap execulable Windows installer can handle Npcap installation. registoy

per A essing the e les and data files into your preferred
Security locat:on It also includes the Zexnnap graphical frontend Skip all the complexity of the Windows zip files with a self-installer:
Best

Latest rel 1£-i : nmap-7.70-set e
Latest Npcap release self-installer: npcap-0.996.exe

Practices

We have written post-install ructions. Please notify us if you encounter any problems or have suggestions for the

installer.

age ins

For those who prefer the command-line zip files (Installation Instructions; Usage Instructions), they are still available. The

1 is rot 1 d with these. so you need to run nmap.exe from a DOS/command window. Or you
can download and install a superior command shell such as those included with the fiee Cygwin system. Also, vou need to
run the Npcap and Microsoft Visual C++ 2013 Redistributable Package installers which are included in the zip file. The main
advantage is that these zip files are a fraction of the size of the executable installer:

Latest bl d-li ipfil nmap-7.70-wi

32 zip

Linux RPM Source and Binaries ~
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