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ABSTRACT 
 
 
 
 

In recent past, Wireless Local Area Network (WLAN) has become more 

popular because of its flexibility. However, WLANs are subjected to different types 

of vulnerabilities. To strengthen WLAN security, many high security protocols have 

been developed. But those solutions are found to be ineffective in preventing Denial 

of Service (DoS) attacks. A ‘Connection Request Flooding’ DoS (CRF-DoS) attack is 

launched when an access point (AP) encounters a sudden explosion of connection 

requests. Among other existing anti CRF-DoS methods, a client puzzle protocol has 

been noted as a promising and secure potential solution. Nonetheless, so far none of 

the proposed puzzles satisfy the security requirement of resource-limited and highly 

heterogeneous WLANs. The CPU disparity, imposing unbearable loads on legitimate 

users, inefficient puzzle generation and verification algorithms; the susceptibility of 

puzzle to secondary attacks on legitimate users by embedding fake puzzle parameters; 

and a notable delay in modifying the puzzle difficulty – these are some drawbacks of 

currently existing puzzles. To deal with such problems, a secure model of puzzle based 

on DNA and queuing theory is proposed, which eliminates the above defects while 

satisfying the Chen puzzle security model. The proposed puzzle (OROD puzzle) is a 

multifaceted technology that incorporates five main components include DoS detector, 

queue manager, puzzle generation, puzzle verification, and puzzle solver. To test and 

evaluate the security and performance, OROD puzzle is developed and implemented 

in real-world environment. The experimental results showed that the solution 

verification time of OROD puzzle is up to 289, 160, 9, 3.2, and 2.3 times faster than 

the Karame-Capkun puzzle, the Rivest time-lock puzzle, the Rangasamy puzzle, the 

Kuppusamy DLPuz puzzle, and Chen's efficient hash-based puzzle respectively. The 

results also showed a substantial reduction in puzzle generation time, making the 

OROD puzzle from 3.7 to 24 times faster than the above puzzles. Moreover, by asking 

to solve an easy and cost-effective puzzle in OROD puzzle, legitimate users do not 

suffer from resource exhaustion during puzzle solving, even when under severe DoS 

attack (high puzzle difficulty).  
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ABSTRAK 
 
 
 

Pada masa lalu Wireless Local Area Network (WLAN) menjadi semakin 

popular kerana fleksibilitinya. Walau bagaimanapun, WLAN adalah tertakluk kepada 

beberapa jenis kelemahan. Untuk mengukuhkan keselamatan WLAN, banyak protokol 

keselamatan yang tinggi telah dibangunkan. Tetapi penyelesaian ini didapati tidak 

berkesan dalam mencegah serangan Denial of Service (DoS). Satu serangan 

permintaan banjir DoS (CRF DoS) dilancarkan apabila pusat akses (AP) menghadapi 

permintaan sambungan yang tinggi secara tiba-tiba. Antara kaedah anti-CRF-DoS lain 

yang sedia ada protokol puzzle pelanggan yang telah diambil sebagai penyelesaian 

yang baik dan boleh dipercayai. Walau bagaimanapun, setakat ini tidak ada satu 

jangkaan yang dicadangkan pun memenuhi syarat-syarat keselamatan sumber yang 

terhad dan WLAN yang heterogen. CPU perbezaan beban yg tidak berdasarkan pada 

pengguna yang sah, generasi teka-teki yang tidak cekap dan algoritma pengesahan 

untuk pengenalan; kelemahan teka-teki untuk serangan kedua pada pengguna yang 

palsu; mengubah dan kelewatan yang luar biasa dalam kesukaran teka-teki - ini adalah 

beberapa kelemahan teka-teki kini yang sedia ada. Untuk menguruskan masalah ini, 

satu model teka-teki yang selamat berdasarkan DNA dan teori teratur telah 

dicadangkan yang pasti menghapuskan kelemahan di atas dengan melengkapkan 

model keselamatan teka-teki. Teka-teki yang dicadangkan (Teka-teki OROD) adalah 

teknologi yang kompleks, yang menggabungkan lima komponen utama termasuk 

pengesanan DoS, pengurus barisan, generasi teka-teki, teka-teki termasuk pengesahan 

dan teka-teki penyelesaian. Untuk menguji dan menilai keselamatan dan prestasi, 

OROD Puzzle dibangunkan dan dilaksanakan dalam persekitaran dunia sebenar. 

Keputusan eksperimen menunjukkan bahawa masa pengesahan penyelesaian Teka-

teki OROD adalah sebanyak 289, 160, 9, 3.2, dan 2.3 kali lebih cepat daripada teka-

teki karamel Capkun, masa-kunci teka-teki Rivest teka-teki Rangasamy teka-teki 

Kuppusamy DLPuz dan  teka-teki cekap berdasarkan hash Chen. Keputusan juga 

menunjukkan pengurangan yang ketara daripada masa generasi teka-teki, menjadikan 

OROD teka-teki 3,7-24 kali lebih cepat daripada teka-teki di atas. Selain itu, dengan 

menyelesaikan teka-teki yang mudah dan kos efektif dalam teki OROD, pengguna 

yang sah tidak mengalami kekurangan sumber semasa menyelesaikan teka-teki 

walaupun di bawah serangan DoS (Teka-teki kesukaran tinggi).  
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CHAPTER 1 
 
 
 
 

INTRODUCTION 
 
 
 
 

1.1 802.11 based Network Authentication  

 
 

IEEE standard 802.11 defines two classes of security algorithms for 802.11 

based networks (IEEE LAN/MAN Standards Committee, 2012):  

 
 

i. Robust security network association or RSNA algorithm 

 
ii. Pre-RSNA algorithm 

 
 

This standard defines a number of authentication algorithms under both 

security classes. Open system and shared key authentication algorithms are classified 

under the pre-RSNA algorithm class, while the RSNA security class introduces 802.1x 

and SAE (simultaneous authentication of equals) as its authentication algorithms.  

 
 

It should be stressed that an open system authentication is a null authentication 

algorithm. In other words, any STA requesting open system authentication may be 

authenticated if the recipient STA (e.g. AP) operates in open system authentication 

mode. Open System authentication is the default authentication algorithm for pre-

RSNA equipment. 
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1.2 Wireless Threats 

 
 

Due to the broadcast nature of wireless access, however, the future of WLAN, 

as they get more popular, presents challenges (Tupakul et al., 2011; Gherghina and 

Petrică, 2013) that can only be met by a reliable and secure wireless communication 

system (Arockiam et al., 2012).  

 
 

In order to simplify the attachment of STAs to a wireless network, the 

connection procedure in wireless networks has been designed without providing an 

authentication mechanism on MAC frame header fields (Soryal and Saadawi, 2014) 

particularly in open authentication mode. This security hole makes forging the source 

address of an MAC frame so easy that identifying the source of traffic is virtually 

impossible. The following critical evaluations have been made: 

 
 

i. While a number of security enhancements to the standard 802.11 have already 

been proposed and implemented to protect WLANs, a key challenge for 

defense is how to discriminate legitimate requests for service from malicious 

access attempts. 

 
ii. In the public area, there is no mechanism to check the authorization of a source 

wishing to gain access to a service. Thus, to deliver MAC frames to their 

destination, only the AP - at the heart of the network - can decide whether or 

not these requests are accepted and served. 

 
iii. The pervasiveness of wireless communication demands sophisticated resource 

sharing mechanisms - which unfortunately become security loopholes in the 

whole system. 

 
iv. Sending bogus connection requests is much cheaper than validating those 

requests. When the authentication server is not protecting limited-resource AP 

against false requests (whose aim is to exhaust available resources), the 

solution becomes more challenging.  
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Even though a series of security extensions to the standard 802.11 have already 

been proposed and implemented to protect WLANs, most of them are primarily 

effective against attacks seeking to create unauthorized APs, or to breach 

confidentiality. As we depend ever more on wireless access, the issue of availability 

must be also considered, thus becoming another important security requirement 

(Bicakci and Tavli, 2009; Singh and Sharma, 2015). 

 
 

As in all information technologies, the three core security objectives for 

wireless networks are confidentiality, integrity, and availability. The first two are 

easier to resolve than the third.  The confidentiality objective is mostly encountered 

through passive attacks, which are carried out by eavesdropping. Confidentiality can 

be solved by data encryption. Integrity is threatened by active attacks, while the 

availability is usually placed in the arena of active attacks (Jing and Wen, 2011). 

 
 

The necessary availability of wireless networks means that it is vulnerable to 

denial of service (DoS) attacks (Eian and Mjølsnes, 2011). A DoS attack intends to 

deny legitimate users access to shared services or resources (Rangasamy et al., 2011). 

Because wireless networks rely on broadcasting signals, launching DoS attacks 

remains straightforward. Furthermore, there are numerous DoS vulnerabilities to the 

standard 802.11 – as demonstrated through experiments noted in the literature. 

 
 

Note that the effort required by an attacker is relatively limited, while the 

wireless networks quickly exhausts its resources by allocating them to the unfinished 

access attempts (Malik and Singh, 2015). Moreover, not only do DoS attacks on 

wireless systems cripple the communication infrastructure of an organization, they can 

also be the first phase of more sophisticated attacks (Thapa, 2012). After making a 

wireless network disappear, a forged system belonging to the attacker can pose as the 

main system and launch a ‘man-in-the-middle attack’. An attacker mounting a DoS 

attack on a wireless network used in safety critical applications could cause injury or 

death, as well as significant material damage. 
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Guarding against DoS attacks should be a critical component of a security 

system in the current modern day era (Jerschow and Mauve, 2013). Threats like virus, 

worm, and malware are old school when compared to DoS attacks because DoS attacks 

in wireless data networks have a potential to undermine the advantages that come with 

wireless networks. A WLAN AP, in general, has limited capacity and limited resources 

like processing power and memory. Hence, an AP can easily fall prey to DoS attacks 

as its queue can be easily choked and flooded by attack packets (Sharma and Barwal, 

2014). The aftermath of DoS attacks range from crippling the network performance to 

completely bringing it down. So for an organization that has critical operations like 

point of sales, security cameras over wireless network, surveillance systems and so on, 

any hiccups in the network can cause severe impact on their business (Hangargi, 2015; 

Ragupathy and Sharma, 2014). Easy availability of DoS attack tools and mechanisms 

deteriorates the situation (Singh and Sharma, 2015). For traditional wired networks 

DoS have been extensively studied but there has been a lack of research study to 

prevent such attacks on wireless data networks (Singh and Sharma, 2014). 

 
 

Similarly with wired networks, DoS attacks are very commonplace in wireless 

networks (Mendyk-Krajewska et al., 2012; Jing and Wen, 2011) and no security 

mechanisms or standards to date can resist them (Fragkiadakis et al., 2014; Sharma 

and Barwal, 2014; Singh and Sharma, 2015). In order to demonstrate the potential 

severity of the problem, an overview will be conducted of the literature pertaining to 

DoS attacks on 802.11 standard wireless networks. 

 
 

It is well-known that in the case of wireless LANs, Wi-Fi sniffer tools make it 

an easy task for attackers to learn authorized MAC addresses. Other available tools 

help him to change his MAC address accordingly. Thus authenticating STAs via their 

MAC is not a secure process. 

 
 

Moreover, the association protocol, designed as a stateful procedure, is 

susceptible to a depletion attack on the AP’s resources. The idea which underlies this 

is to transmit a flurry of connection requests (probe requests, authentication requests, 

and association requests (Sharma and Barwal, 2014)) identified by MAC addresses of 

spoofed sources – thus forcing a heavy workload onto an AP. 
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Among WLAN security protocols, WEP and WPA have no consideration for 

DoS attacks. IEEE 802.11i does not give enough priority to AP security because of 

computational limitations and for accommodating a large number of existing 

authentication methods (Gherghina and Petrică, 2014). During initial entity 

authentication, the STA is authenticated to authentication server (AS) only, but not to 

the AP. Because of this, attacks like DoS pose a threat and deprive services to 

legitimate users (Singh and Sharma, 2015).  

 
 

MAC layer DoS attacks are perpetrated by spoofing messages exchanged 

between a client and Access Point. There are vulnerabilities in the protocols at the 

MAC layer (Sharma and Barwal, 2014). Although protection for data frames is 

addressed through encryption, there is lack of protection methodologies implemented 

for control and management frames (Arockiam et al., 2012). 802.11 management 

frames like authentication/association and deauthentication/disassociation remained 

unprotected and unauthenticated; that is, they are neither authenticated nor encrypted. 

Also the first message of the four-way handshake proposed by standard 802.11i is not 

protected; it can be utilized in DoS attacks for blocking the protocol (Singh and 

Sharma, 2013). This means that these unauthenticated STA frames can be used to 

cause a DoS attack. In fact, there is no cryptographic mechanism to determine if a 

frame is sent by a genuine client or AP (Tupakul et al., 2011). IEEE 802.11w (2009) 

is developed as a solution against DoS conducted using management frames, but it is 

not useful against connection request flooding DoS attacks (Ahmad and Tadakamadla, 

2011; Eian and Mjolsnes, 2012). Thus, no security protocol protects effectively against 

connection request flooding DoS attacks while various control frames and 

management frames are subject to manipulation by an intruder making it feasible for 

him to carry out connection request flooding DoS attacks. 

 
 

At the 802.11 layer, shared-key authentication by WEP (wired equivalent 

privacy) is flawed and rarely used. The other alternative is the open system 

authentication (null authentication), which relies on higher-level authentication such 

as 802.1x or VPN. Open system authentication allows any client to be authenticated 

and then associated. An attacker, can take advantage of such vulnerability, and exhaust 

an AP’s resources (most importantly the client association table) by emulating a large 
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number of wireless STAs with spoofed MAC addresses. Each one of these emulated 

STAs attempts association and authentication with the target AP, but exits the protocol 

transaction before completion. When the AP's client association table is filled up with 

these emulated STAs and their incomplete authentication states, legitimate STAs can 

no longer be serviced by the attacked AP – the DoS attack has succeeded. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.1   Different targets on which to launch DoS attacks in WLAN deployment 

 
 

Authentication methods such as Wired Equivalent Privacy (WEP), Wi-Fi 

Protected Access (WPA) and Wi-Fi-Protected Access 2 (WPA2) are standards used to 

authenticate users so that only authorized clients can access the network. Being 

computationally intensive process, however, there is evidence that shows when an AP 

accepts such authentication methods as the security protocol, it must deal with more 

of a load, thus can be overloaded with comparatively less traffic (Singh and Sharma, 

2014; Singh and Sharma, 2015; Jerschow and Mauve, 2013). Moreover, frequent 

association requests are responded to by many APs when the requester is in the initial 

stages. This flaw allows the attacker to fill up the EAP packet identifier's capacity 
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(since it is only 8-bits long) by association request flooding (in situations where the 

standard 802.11i has been implemented (Arockiam et al., 2012)). 

 
 

In wireless networks, various targets are threatened by connection request 

flooding DoS attacks. As shown in Figure 1.1, the wireless infrastructure, specific 

service, and mobile devices (STAs) are all vulnerable (Ratnayake et al., 2014). 

 
 
 
 
1.3 Background of the Problem 

 
 

Even though the impact of distributed denial of service attack (DDoS) is 

provably high (Sharma and Barwal, 2014), it needs tremendously more investment to 

launch than DoS attack. Despite of spreading mobile devices, gathering numerous 

zombies in a certain place at a certain time is not possible without paying a high cost. 

Consequently, launching connection request flooding DoS attack on WLANs is much 

more likely than DDoS attack. Hence, almost all researchers have mainly focused on 

WLAN connection request flooding DoS attack (Jerschow and Mauve, 2013; Soryal 

and Saadawi, 2014; Ragupathy and Sharma, 2014; Abraham and Vincent, 2012). 

 
 

Over the past decades, a whole set of countermeasures have been proposed by 

researchers to mitigate or even eliminate the harmful effects of DoS attacks, 

particularly the connection request flooding (CRF) DoS attacks on computer networks 

(Loukas and Öke, 2010; Singh and Sharma, 2015; Arockiam et al., 2012; Soryal and 

Saadawi, 2014). However, a key challenge for DoS defense schemes is how to 

discriminate legitimate requests for service from malicious access attempts 

(Rangasamy et al., 2012). A number of countermeasures both in the physical and MAC 

layers have been discussed by researchers (Bicakci and Tavli, 2009; Singh and 

Sharma, 2015). These solutions are: cryptographic protection, security protocol repair, 

client puzzle, intrusion detection systems (IDS), decreasing the retry limit, identifying 

with signal strength info, identifying through RF fingerprint. 
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The cryptographic solution, such as authentication by WEP, is a promising way 

to treat DoS attacks by restricting connections to only authorized users. However, 

authentication itself is typically a computationally intensive process. Hence, the 

authentication protocol may become a valuable target for CRF DoS attacks as the 

attackers may force the AP to perform expensive operations by sending a large number 

of bogus connection requests (Hwanga et al., 2010). To eliminate any security hole in 

current protocols, backward compatibility is vital. However, undertaking efficient 

reparations are a serious challenge to any new standardization effort, without risking 

compatibility. IDS/IPS systems such as Cisco adaptive wireless intrusion prevention 

system (WIPS) detect DoS attacks based on attack signatures and trigger an alarm 

when bogus MAC addresses are noticed. However, these systems require a human 

interaction to react to DoS attacks. Moreover, false positive errors are significantly 

high in IDS/IPS systems (Morais and Cavalli, 2014). On top of this, attackers can 

easily bypass this system, just like a wired IDS. There are many signs that WIPS are 

vulnerable – they have become an epicenter of failure. Using RSSI (receiver signal 

strength indicator) measurements to identify spoofed MAC addresses is a practical and 

effective defense against CRF DoS attack (Faria and Cheriton, 2006). However, this 

technique is not applicable when all the STAs are served by a single AP. Moreover, 

distinguishing two devices in close physical proximity is almost impossible with an 

RSSI measurement. It is also unable to identify STAs that use multiple antennas. 

 
 

Undoubtedly, by standardizing cryptographic defenses, the overall resistance 

of WLANs against DoS attack can be improved. There is a good understanding of the 

necessity of protecting servers which employ a cryptographic protocol with a client 

puzzle: several developing Internet standards (Moskowitz et al., 2008) have already 

adopted this combination. In WLANs, where highly heterogeneous STAs are often 

hosted, these wire-adopted standards need to stand up to close scrutiny. Nevertheless, 

it is clear that client puzzle protocols need to be researched, studied and developed 

further before being incorporated into WLAN standards which rely on cryptographic 

protection. One of the most active research areas in wireless networking currently is 

puzzles (Chibiao et al., 2011; Groza and Warinschi, 2013). The goal is to find out 

whether a truly effective puzzle can be designed for wireless network security - a 

puzzle that is easy for legitimate STAs to solve with moderate resources, but difficult 
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enough to hinder attackers who might be undertaking a flooding attack. Some of the 

issues in existing client puzzles include CPU disparity, inefficiency, overloading 

legitimate STAs, forgeability, imposing attack on legitimate STAs, and impractical 

puzzle difficulty system. 

 
 
 
 
1.4 Problem Statement 

 
 

Despite promising role of client puzzle to combat DoS attack, there are several 

reasons which make client puzzle impractical in wireless environment. 

 
 

i. Basically mobile devices are categorized in low end devices where resources 

are limited. Hence, a computational-intensive process like client puzzle is not 

a desirable countermeasure.  

 
ii. Due to the broadcast nature of wireless access, exhausting the target resources 

are much easier than those in wired environment. Hence, applying puzzles 

designed for wired networks in a WLAN environment may allow an attacker 

to launch a secondary DoS attack on APs or STAs - where all three phases of 

the client puzzle protocol (puzzle generation, verification, and solving) become 

valuable targets for attackers. 

 
iii. Often wireless networks host highly heterogeneous devices. Puzzle difficulty 

changes have a big impact on wireless network quality so that no wireless 

vendors accepted client puzzle so far to combat DoS attack. 

 
Even though many puzzles have been proposed in literature, above reasons 

make those puzzles unsuitable in WLANs. Hence, there is a big need to design a 

WLAN specific puzzle with following properties to combat CRF DoS attack while 

saving resources. 
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The statement of the problem can be put as follows: 

 
 

i. Designing a secure puzzle which imposes an extra cost only on the attacker is 

yet to be achieved. Solving puzzles demands more computational and/or 

memory resources from a legitimate STA. This situation becomes worse when 

an attacker increases the attack intensity, hindering or stopping legitimate 

STAs from joining the network (Singh and Sharma, 2015).  

 
ii. Designing an efficient puzzle that eliminates the problem of CPU disparity in 

WLANs is yet to be achieved. CPU disparity is a serious issue in existing 

puzzles, particularly for implementation in wireless networks where highly 

heterogeneous devices are often hosted (Tang and Jeckmans, 2011). Even 

though some researchers have tried to remove the harmful effect of CPU 

disparity from their puzzles, they significantly increased the work overload of 

the AP (Wu et al., 2015). 

 
iii. A secondary CRF DoS attack can be launched on client puzzle protocol if the 

puzzle is not efficient enough on the AP’s side (Abraham and Vincent, 2012; 

Jerschow and Mauve, 2013). Puzzle setup, generation, and verification must 

cost as little as possible to achieve the puzzle goal. 

 
iv. A puzzle which maintains the property of uniqueness for requests while 

delegating the uniqueness of processing to the STA without any security breach 

is yet to be designed. Puzzle uniqueness is an important property to prevent 

bogus puzzle solutions (Wu et al., 2015). To achieve this, the AP has to produce 

a unique puzzle for every request, which leads to a security hole for the 

network. One solution is to delegate puzzle generation to client. However, that 

raises another issue called pre-computation attack (Jerschow and Mauve, 

2012). 

 
v. Designing a puzzle which makes puzzle solving a worthless target for 

launching a second DoS attack on benign STAs is yet to be achieved. Forging 

a connection request bearing a bogus MAC address is much easier in a wireless 

network, thereby forging puzzles with a high level of difficulty is very 

commonplace (Jerschow and Mauve, 2013; Jerschow and Mauve, 2012).  
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vi. A puzzle which is able to modify the current puzzle difficulty instantaneously 

based on the current attack status is yet to be designed. So far, for all existing 

puzzles, the modification of puzzle difficulty always suffers from a significant 

lag behind changes in attack intensity (Koh et al., 2013; Abraham and Vincent, 

2012). Consequently, the current puzzle is solved with an old and inefficient 

difficulty level, while only the new puzzle generated in the next cycle will carry 

the new difficulty level.  

 
 
 
 
1.4.1 Research Question 

 
 

The main questions which this research aims to answer are: 

 
 

i. What features should have a puzzle before it can be used in WLANs? 

 
ii. How does a puzzle exhaust only attacker’s resources while legitimate STAs 

stay safe from any resource exhaustion? 

 

iii. How does a puzzle consume the same resources in all types of devices 

while the operational environment, like WLANs, hosts a highly 

heterogeneous devices? 

 
iv. Considering resource constraint, how should a WLAN puzzle be designed 

that all STAs, but attacker, can easily solve it even under sever attack?  

 

v. Why is the puzzle uniqueness vital and how does it achieved? 

 
vi. How does the attacker make the puzzle difficulty ineffective to prevent 

DoS attack and how does the proposed puzzle stop him? 
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1.5 Research Aim 

 
 

The aim of this study is to examine and analyze a common DoS attack on 

wireless networks; namely resource depletion or connection request flooding attacks 

which are run through flooding connection requests including probe, authentication, 

and association requests on APs. Also, it aims to propose a solution based on a client 

puzzle protocol, which will protect the AP’s resources by forcing an attacker to exhaust 

their resources, while at the same time, allowing legitimate users to pass the 

association procedure with only a negligible payment. 

 
 
 
 
1.6 Research Objectives 

 
 

This research focuses mainly on connection request flooding DoS attacks on 

WLANs. Hence, the ultimate goal of this project will be to achieve the following 

objectives: 

 
 

i. To determine which properties and features a client puzzle protocol (CPP) 

should have to suit WLANs 

 
ii. To propose a WLAN puzzle to impose resource cost only on attacker while 

it takes the same time to solve for heterogeneous STAs. 

 
iii. To develop a WLAN puzzle to protect all puzzle phases against a second 

CRF DoS attack while controlling the puzzle difficulty instantaneously 

 
iv. To analyze the security of WLAN association and authentication 

procedure based on developed puzzle  

 
v. To evaluate the performance of the proposed client puzzle protocol. 
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1.7 Significance of the Study 

 
 

Secure wireless communication is not only important in the military field, but 

has an equal significance in civilian and commercial fields as well. Wireless 

applications monitor national landmarks and critical infrastructures, wireless networks 

administer aviation traffic, and wireless communication allows for remote access of 

patients’ medical records. All of these uses of wireless communication need a 

robustness1 and security similar to that of a wireless reconnaissance mission on the 

battlefield, even if the immediate importance of the latter may be greater (Thapa, 2011; 

Rangasamy et al., 2012). 

 
 

Finding and developing an efficient and effective puzzle improves and secures 

wireless communication, so users can safely connect to wireless networks whenever 

they need to get access to it (particularly the Internet). Additionally, implementing the 

proposed puzzle in a real wireless infrastructure will result in a significant increase in 

the cost of DoS attacks, so that it dissuades an attacker from launching them. 

 
 
 
 

1.8 Research Scope 

 
 

This research will focus mainly on the 802.11-based networks in infrastructure 

mode, where they are using open system authentication. It proposes a solution to 

protect WLANs against connection request flooding DoS attacks. Figure 1.2 

demonstrates diagrammatically how this research has been narrowed down to cover 

the existing gap, the arrows show the path. 

 
 
 
 
 
 
 
 

                                                 
1 A secure system is robust (Stapko, 2010) 
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Figure 1.2   The Narrow-down View of the Research Scope 
 
 

Based on the availability of the software and hardware, this research has been 

narrow down within the following scopes: 

 
 

i. To implement and test the proposed solution, two open source device 

drivers are used, namely RT73_Linux_STA_Drv1.0.4.0 and hostapd-

0.5.8, for wireless cards which use rt73 and prism chipset running on 

Linux operating systems. Other wireless NIC cards can be used as long as 

the device drivers for LINUX can be obtained. 
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ii. The above drivers will be modified using C/C++ programming language 

to add the proposed solution to the wireless association procedure. 

 
iii. The research will not target other DoS attacks on WLANs such as 

jamming attacks. Hence, it is assumed that the test environment is immune 

to other types of DoS attacks. 

 
iv. This research will not support ad hoc wireless networks, but it will be 

recommended as a support for ad hoc wireless networks in future work. 

 
v. This research targets those WLANs that have been deployed in public area 

so that no MAC filtering scheme is in place. 

 
 
 
 
1.9 Outline of the Thesis 

 
 

Chapter 1 introduce the WLAN security challenges and highlighted the 

harmful impact of connection request flooding (CRF) Denial of Service (DoS) attack 

on WLANs. In addition, the countermeasures were introduced and compelling reasons 

that why the current puzzle are not suitable to protect WLAN were provided. 

Ultimately, the chapter presented the objectives that this research is going to achieve. 

Chapter 2 provides a fact-finding mission on WLANs technologies and security 

challenges it has been faced. The client puzzles are studied deeply in three classified 

groups including hash-based puzzles, number theoretic puzzles, and other payment 

schemes ,while the weaknesses and strengthens of each are detailed. Moreover, the 

chapter presents the DNA protein synthesizing process in four steps: Transcription, 

Initiation, Elongation (Translation), and Elongation and Termination. 

 
 

Chapter 3 provides an academic pathway to achieve the research objectives. 

The chapter specifies the security and performance analysis models. Chapter 4 mainly 

focuses on design and implementing the proposed puzzle (OROD puzzle). It also 

displays the results coming from implementing the real-world test-bed of proposed 

puzzle. Chapter 5 analyzes the results deeply and a comprehensive performance 
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comparison between OROD puzzle and current puzzle is presented. In addition, the 

OROD puzzle is studied from a security perspective where the Chen security model is 

employed. This research comes to end with Chapter 6 where a comprehensive 

conclusion is reached. All achieved objectives and contributions of the research are 

exhibit in this chapter. 
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