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An Umbrella in a Hurricane:
Cyber Technology and the December 2013
Amendment to the Wassenaar Arrangement

By Innokenty Pyetranker~

Scenes of near-apocalyptic devastation resulting from good software gone bad are no
longer the stuff of science fiction flicks starring bodybuilders-cum-governors. Lightning-
fast technological progress and the ubiquity of the Internet have made it easy for our
imaginations, as well as our political leaders, to conjure up realistic images of cyber
nightmares come true. Now that fears about what lurks inside cyberspace have gone
mainstream, I examine one action ostensibly aimed to allay such fears: the December 2013
amendment to the Wassenaar Arrangement on Export Controls for Conventional Arms and
Dual-Use Goods and Technologies (commonly known as the Wassenaar Arrangement).
My analysis of the December 2013 amendment—which was passed to prevent certain dual-
use cyber technologies from falling into the wrong hands—proceeds in three parts. First,
I argue that history teaches that cyber products are not generally amendable to export
controls. Second, I find that the Wassenaar Arrangement’s institutional flaws are so
enfeebling that the Arrangement’s very utility is questionable. Third, I assert that economic
incentives, globalization, and the intangibility of cyber technology all present formidable
obstacles to the December 2013 amendment’s success. Although the December 2013
amendment is likely doomed to irrelevance, I conclude that concerted action—rather than
passive pessimism—must be our response to cyber threats.
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I. INTRODUCTION

A. The New (Cyber) Normal

1t doesn’t take much to imagine the consequences of a successful cyber attack. In
a future conflict, an adversary unable to match our military supremacy on the
battlefield might seek to exploit our computer vulnerabilities here at home. Taking
down vital banking systems could trigger a financial crisis. The lack of clean water
or functioning hospitals could spark a public health emergency. And as we 've seen
in past blackouts, the loss of electricity can bring businesses, cities and entire
regions to a standstill.!

That people now reside in something of a cyber world is a truism; it is a given that a
multitude of our experiences from the cradle to the grave—from instagrammed sonogram
shots? to online education modules to corporate web conferencing* to mobile dating apps’
to virtual memorials for lost loved ones®—have gone or will eventually go cyber to some

! Barack Obama, Taking the Cyberattack Threat Seriously, WALL ST. J. (July 19, 2012, 7:15 PM),
http://online.wsj.com/news/articles/SB10000872396390444330904577535492693044650.

2 See, e.g., Esther Lee, Snooki Shares Sonogram Picture of Baby Girl: Pregnant Star Says Daughter
“Already Applying Lipstick” in Womb, US WEEKLY (May 19, 2014, 5:50 PM),
http://www.usmagazine.com/celebrity-moms/news/snooki-sonogram-picture-pregnant-stars-baby-girl-
applying-lipstick-2014195.

3 See, e.g., Sarah Mishkin, Saudi Arabia to use edX web courses to train unemployed, FIN. TIMES (July
14,2014, 7:55 PM), http://www.ft.com/intl/cms/s/0/67fe0cb8-0c3d-11e4-943b-00144feabdc0.html; Chris
Parr, Mooc makeover saves refugee course, TIMES HIGHER EDUC. (July 17, 2014),
http://www.timeshighereducation.co.uk/news/mooc-makeover-saves-refugee-course/2014493 article.

4 See, e.g., June Bower, 4 Ways Video Conferencing Can Benefit Small Businesses, MASHABLE (June 2,
2011), http://mashable.com/2011/06/02/online-meetings-small-biz/; Yardena Arar, Web conferencing
showdown: What’s the best software for online meetings?, PCWORLD (Sept. 24, 2012, 3:30 AM),
http://www.pcworld.com/article/2010325/web-conferencing-showdown-whats-the-best-software-for-
online-meetings.html.

5 See, e.g., Devjyot Ghoshal, Mobile dating apps suggest that the World Cup is a potent aphrodisiac,
QUARTZ (June 25, 2014), http://qz.com/225744/the-world-cup-is-a-potent-aphrodisiac-for-mobile-dating-
apps/; Julie Spira, Mobile Love: 10 Dating Apps to Ramp Up Your Love Life, HUFFINGTON POST (Nov. 27,
2013, 2:08 PM), http://www.huffingtonpost.com/julie-spira/mobile-love-mobile-dating b 4318293 .html.

6 See, e.g., Maya Socolovsky, Cyber-Spaces of Grief: Online Memorials and the Columbine High
School Shootings, 24 JAC: A JOURNAL OF RHETORIC, CULTURE & POLITICS 467 (2004); Kenneth
Emmerling, Online memorials and cyber immortality, EXAMINER (Nov. 9, 2009),
http://www.examiner.com/article/online-memorials-and-cyber-immortality; Geoffrey A. Fowler, Online
Memorial Services: After a Death, Celebrating a Life Online, WALL ST. J. (Jan. 28, 2014),
http://online.wsj.com/news/articles/SB10001424052702303553204579348752262042642.
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extent.” The Internet is so embedded in and indispensable to our day-to-day lives that
access to it is described in the language of human rights.® All the benefits of living in a
networked society are, however, tempered by concomitant risks. In addition to the familiar
perils of warfare, crime, espionage, and terrorism, new threats of cyberwarfare, °
cybercrime,!® cyberespionage,'! and cyberterrorism'? have emerged. In this brave new
cyber-world, these dangers and others are poised to exploit our reliance on e-lifestyles.
Cyberspace is already an established arena for confrontations. Virtual attacks
regularly harm or even cripple individual businesses.!® Cybercriminals threaten entire
sectors of the global economy.'* In late 2014, a single act of “cyber-vandalism” caused a

7 See WORLD ECONOMIC FORUM, RISK AND RESPONSIBILITY IN A HYPERCONNECTED WORLD 5 (2014),
http://www3.weforum.org/docs/WEF_RiskResponsibility HyperconnectedWorld Report 2014.pdf
[hereinafter WORLD ECONOMIC FORUM] (“Digital technology touches virtually every aspect of daily life
today. Social interaction, healthcare activity, political engagement or economic decision-making — digital
connectivity permeates it all, and the dependence on this connectivity is growing swiftly.”).

8 See Nathan Olivarez-Giles, United Nations report: Internet access is a human right, L.A. TIMES (June
3,2011, 6:42 PM), http://latimesblogs.latimes.com/technology/2011/06/united-nations-report-internet-
access-is-a-human-right.html.

% See, e.g., TED Talks, Chris Domas: The 1s and Os behind cyber warfare, YOUTUBE (June 30, 2014),
https://www.youtube.com/watch?v=cWpRxyqDgpM; Ellen Nakashima, U.S. cyberwarfare force to grow
significantly, defense secretary says, WASH. POST, (Mar. 28, 2014),
http://www.washingtonpost.com/world/national-security/us-cyberwarfare-force-to-grow-significantly-
defense-secretary-says/2014/03/28/0a1fa074-b680-11e3-b84e-897d3d12b816_story.html; Spencer
Kimball, NATO moves to apply armed conflict law to cyber warfare, DEUTSCHE WELLE (July 2, 2014),
http://dw.de/p/1CUid.

10 See generally CYBERCRIME: DIGITAL COPS IN A NETWORKED ENVIRONMENT (Jack M. Balkin, James
Grimmelmann, Eddan Katz, Nimrod Kozlovski, Shlomit Wagman & Tal Zarsky eds., 2007); Nimrod
Kozlovski, A Paradigm Shift in Online Policing - Designing Accountable Policing (June 2005) (J.S.D.
dissertation, Yale Law School) (available at http://crypto.stanford.edu/portia/papers/Kozlovski.pdf)
(describing the nature of cybercrime).

1 See, e.g., Lizzie Dearden, Germany ‘may use manual typewriters’ to fight cyber espionage,
INDEPENDENT (July 15, 2014), http://www.independent.co.uk/life-style/gadgets-and-tech/germany-may-
use-manual-typewriters-to-fight-cyber-espionage-9607697.html; Juhana Rossi, Finland Victim of Long-
Term Cyberespionage, WALL ST. J. (July 2, 2014), http://online.wsj.com/articles/finland-victim-of-long-
term-cyberespionage-1404309676.

12 See generally Aviv Cohen, Cyberterrorism: Are We Legally Ready?,9 J. INT’LBUS. & L. 1 (2010);
Gabriel Weimann, Cyberterrorism: How Real Is the Threat?, UNITED STATES INSTITUTE OF PEACE (May
13, 2004), http://www.usip.org/sites/default/files/sr119.pdf.

13 See WORLD ECONOMIC FORUM, supra note 7, at 2-3 (“Risks of cyberattacks are starting to have a
business impact. Controls put in place to protect information assets have at least a “moderate” impact on
front-line employee productivity for nearly 90% of institutions [that were surveyed]. Moreover, security
concerns are already making companies delay implementation of cloud and mobile technology capabilities.
And while direct cyber resilience spend represents only a small share of total enterprise technology
expenditure, some chief information officers (CIOs) and chief information security officers (CISOs)
estimate that indirect or unaccounted security requirements drive as much as 20-30% of overall technology
spending, crowding other projects that could create business value.*). See also Jonathan Zittrain,
Intensifying Cyber Threats, HUFFINGTON POST (Jan. 22, 2014, 12:36 PM),
http://www.huffingtonpost.com/jonathan-zittrain/intensifying-cyber-threats b 4645548.html (“[T]he
Syrian Electronic Army, which supports Bashar al-Assad’s regime, has successfully managed to
temporarily cripple the online operations of companies like Twitter and The New York Times.”).

14 See, e.g., Craig Newman & Daniel Stein, Talking heads: why regulators are looking at cyber security,
FIN. TIMES (Sept. 1, 2013), http://www.ft.com/cms/s/0/53125dc0-00ec-11e3-8918-00144feab7de.html
(“[T]he International Organization of Securities Commissions reports that 53 per cent of the world’s
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national scandal and diplomatic kerfuffle.!® Indeed, cyber controversies play a
consequential role in some bilateral relationships; between the United States and China,
for instance, allegations and counter allegations of cyber espionage consistently threaten
to mar ties between the two countries.'® Some have convincingly argued that an actual war
conducted on a cyber battlefield “is still more hype than hazard,”!” but signs of the future
are already visible. For instance, the use of cyber assaults by Russian forces against
Georgia in 2008, illuminated—in the words of Professor John Arquilla—*the potential of
cyberwar in a manner not unlike the way the Spanish Civil War foreshadowed the rising
dominance of air power 75 years ago, offering a preview of World War II’s deadly aerial
bombings.”'® More bluntly, Professor Ty Cobb predicts that cyberspace will be the setting
in which 21st century conflicts will be fought. !’

Cyberspace is also an established arena for regulation. Many sovereign states address
cyber issues in domestic legislation.?® Politicians from a number of countries—including

securities exchanges were hit last year by cyber attacks, and that nearly every exchange recognises cyber
crime as a significant, systematic risk...The annual worldwide cost of cyber crime has been estimated at
$100bn, and studies have shown that financial services companies are among the most frequently
affected.”).

15 See, e.g., Brent Lang, Obama Calls Sony Hack ‘Cyber Vandalism,” Not Act of War, VARIETY, (Dec.
21,2014, 9:52 AM), http://variety.com/2014/film/news/obama-calls-sony-hack-cyber-vandalism-not-act-
of-war-1201384777/ (“President Barack Obama told CNN that North Korea’s hack attack on Sony Pictures
Entertainment is an act of ‘cyber-vandalism,’ not an act of war.”); Patrick Frater, Sony Hacking Spells
Diplomatic Farce as China Weighs in With Equivocal Position, VARIETY (Dec. 21, 2014, 4:20 AM PT),
http://variety.com/2014/film/news/sony-hacking-spells-diplomatic-farce-as-china-weighs-in-with-
equivocal-position-1201384689/ (“The chorus of accusations over the hacking of Sony Pictures
Entertainment this weekend developed into a bout of diplomatic baiting and back-biting.”).

16 See, e.g., William Wan & Ellen Nakashima, Report ties cyberattacks on U.S. computers to Chinese
military, WASH. POST (Feb. 19, 2013), http://www.washingtonpost.com/world/report-ties-100-plus-cyber-
attacks-on-us-computers-to-chinese-military/2013/02/19/2700228e-7a6a-11e2-9a75-
dab0201670da_story.html (reporting that senior U.S. officials, including President Obama, have repeatedly
raised the issue of Chinese cyber attacks on commercial targets with Chinese government officials); Eyder
Peralta, U.S. Files Criminal Charges Against Chinese Officials Over Cyberspying, NPR (May 19, 2014,
9:42 AM), http://www.npr.org/blogs/thetwo-way/2014/05/19/313935588/reports-u-s-files-criminal-
charges-against-chinese-officials-over-cyber-spying (describing the U.S. government’s 2014 decision to
file criminal charges against five Chinese military-affiliated hackers for stealing commercial secrets from
American companies); Jonathan Kaiman, China reacts furiously to US cyber-espionage charges,
GUARDIAN (May 20, 2014, 1:31 PM), http://www.theguardian.com/world/2014/may/20/china-reacts-
furiously-us-cyber-espionage-charges (“China’s foreign ministry called the allegations preposterous and
accused the US of double standards. The assistant foreign minister, Zheng Zeguang, summoned the US
ambassador, Max Baucus, to lodge a formal complaint...China also accused the US of hypocrisy, tacitly
recalling Edward Snowden’s revelations last year that Washington had overseen the hacking of Chinese
companies, including the Shenzhen-based telecommunications company Huawei.”).

17 Thomas Rid, Think Again: Cyberwar, FOREIGN POL’Y (Feb. 27, 2012),
http://www.foreignpolicy.com/ articles/2012/02/27/cyberwar.

18 John Arquilla, Cyberwar Is Already Upon Us, FOREIGN POL’Y (Feb. 27, 2012),
http://www.foreignpolicy.com/articles/2012/02/27/cyberwar is_already upon_us.

19 Ty Cobb, Cyber Warfare: Where the 21st Century Conflicts Will be Fought, HARV. NAT’L SEC. J.
(Mar. 5, 2012, 10:36 PM), http://harvardns;j.org/2012/03/cyber-warfare-where-the-2 1st-century-conflicts-
will-be-fought/.

20 See, e.g., ERIC A. FISCHER, CONG. RESEARCH SERV., R42114, FEDERAL LAWS RELATING TO
CYBERSECURITY: OVERVIEW AND DISCUSSION OF PROPOSED REVISIONS 52-61 (2013),
http://www.fas.org/sgp/crs/natsec/R42114.pdf (listing U.S. laws with provisions related to cybersecurity);
Pavan Duggal, Indian Cyber Law Developments 2013, ECON. TIMES (Dec. 26, 2013, 1:46 PM),
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the United States—have been especially adamant about improving cyber security in the
private sector.?! Multilateral efforts to tackle cybercrime,?? cyber crises,?* and the export
of cyber technology?* illustrate the seriousness with which world leaders treat cyberspace.

B. Article Outline

Cyber menaces looming on the horizon pose grave risks for individuals, businesses,
and sovereign members of the international community alike. Recognizing the
multifaceted nature of cyber threats, this Article takes a single, discrete danger—the
proliferation of certain potentially destabilizing cyber products—and analyzes a single,
discrete action that the international community has collectively taken to address that
danger. Thus, this Article concentrates on the Wassenaar Arrangement—a global export
control regime that has been labeled “the only important multilateral arrangement that
addresses the conventional arms trade and high-technology items with military
applications”*—and a recent Wassenaar Arrangement amendment intended to regulate the
trade of certain dual-use cyber technologies (i.e., technologies that have both civilian and
military uses). Part Il provides background information on the global system for regulating

http://blogs.economictimes.indiatimes.com/Cyberlawsintodaystimes/entry/indian-cyber-law-developments-
2013 (describing recent developments in Indian cyberlaw); Michael Knigge, German jitters over cyber
attacks, DEUTSCHE WELLE, Mar. §, 2013, http://www.dw.de/german-jitters-over-cyber-attacks/a-16658040
(“This week Germany’s Interior Ministry released a first draft of a new law aimed at ‘raising the security of
IT systems.””); Brazil aims to bring order to lawless cyberspace, REUTERS (Feb. 26, 2013, 3:35 PM),
http://uk.reuters.com/article/2013/02/26/brazil-cyberfraud-idUKL1NOBP52J20130226 (“Long seen as the
Wild West of online fraud, Brazil is about to implement its first cyber-crimes law in an attempt to protect
its rapidly expanding banking and e-commerce industries.”).

21 See, e.g., Remarks as Prepared for Delivery by Special Assistant to the President and White House
Cybersecurity Coordinator Michael Daniel — 007 or DDoS: What is Real World Cyber?, WHITEHOUSE.GOV
(Feb. 28, 2013), http://www.whitehouse.gov/sites/default/files/docs/2013-02-28 final rsa_speech.pdf
(“One governmental role is clear and uncontroversial: the government should help you — private sector
companies — help yourself, particularly in the area of prevention.”); South Africa launches National Cyber
Security Advisory Council, IT NEWS AFRICA (Oct. 15, 2013, http://www.itnewsafrica.com/2013/10/south-
africa-launches-national-cyber-security-advisory-council/ (describing South Africa’s “National Cyber
Security Policy Framework,” a statute that seeks to foster cooperation between the government, private
sector, and civil society in the realm of cyber security); Kelly Ng, Cyber Security Remains a Priority for
Singapore Government, FUTUREGOV (Jan. 29, 2014),
http://www.futuregov.asia/articles/2014/jan/29/cyber-security-remains-priority-singapore-governme/
(summarizing the Singaporean government’s strategy to improve cyber security in the country; embedded
in the strategy are partnerships between the government and the Singaporean private sector).

22 See Convention on Cybercrime, Nov. 23, 2001, C.E.T.S. 185, available at
http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm.

23 See Scott J. Shackelford & Amanda N. Craig, Beyond the New ‘Digital Divide’: Analyzing the
Evolving Role of National Governments in Internet Governance and Enhancing Cybersecurity, 50 STAN. J.
INT’L L. 119, 141 (2014) (describing the “International Multilateral Partnership Against Cyber Threats,” a
comprehensive alliance against cyber threats that is tasked with providing cybersecurity assistance and
support to the International Telecommunication Union’s 192 member—states as well as to other United
Nations organizations).

24 See infira Part IV (providing background information on the Wassenaar Arrangement, a multilateral
export regime that controls the export of, inter alia, cyber technology products).

25 Michael Lipson, The Reincarnation of CoCom: Explaining Post-Cold War Export Controls, 6
NONPROLIFERATION REV. 33, 33 (quoting William W. Keller, The Political Economy of Conventional Arms
Proliferation, 96 CURRENT HIST. 179 (1997)).
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exports. Part III summarizes key elements of the Wassenaar Arrangement. Part IV
examines the December 2013 amendment to the Wassenaar Arrangement. Part V argues
that the Wassenaar Arrangement, even with the addition of the December 2013
amendment, is ill-equipped to stem the export of dangerous cyber technologies for
historical, institutional, and theoretical reasons. Part VI concludes.

II. EXPORT CONTROLS AT A GLANCE

Also known as “export restraints” or “export restrictions,” export controls are defined
as “measures instituted by exporting countries to supervise export flows.”?® Governments
utilize export controls to manage the flow of goods, services, and technologies across
borders. Export controls are different from export bans in that the former give government
regulators the legal authority to review, approve, and deny exports.?’” Generally,
governments manage exports as a means of implementing any number of public policy
objectives. Some products are controlled in order to support domestic industries.?® Other
products are controlled for the maintenance of the admittedly amorphous concept of
“international security.” Professor Philippe Achilleas explains international security in the
following way:

The protection of international security is based on three complementary
techniques. Firstly, there is disarmament, which is aimed at eliminating one
category of weapon. Secondly, there is arms control, which is aimed at reducing
the risk of war, making it less destructive when war starts, and reducing defense
costs through the signing of agreements between countries. These agreements are
aimed at reducing, limiting or regulating the use of certain weapons. Finally, non-
proliferation is aimed at preventing the development and sale of particular
weapons.?’

Although export control regimes do not contribute to the first technique described
above, which is better represented by initiatives like disarmament treaties,>® multilateral

26 Joanna Bonarriva, Michelle Koscielski, & Edward Wilson, Export Controls: An Overview of Their
Use, Economic Effects, and Treatment in the Global Trading System 1 (Office of Industries, U.S. Int’l
Trade Commission, Working Paper No. ID-23, 2009), available at
www.usitc.gov/publications/332/working papers/ID-23.pdf (citation and internal quotation marks omitted).

27 Tim Maurer, Exporting the Right to Privacy, SLATE (May 15, 2014, 7:54 AM),
http://www.slate.com/articles/technology/future_tense/2014/05/wassenaar_arrangement u_s_export contro
1 reform keeping surveillance tech.html.

28 See, e.g., Michael William Lochmann, The Japanese Voluntary Restraint on Automobile Exports: An
Abandonment of the Free Trade Principles of the GATT and the Free Market Principles of United States
Antitrust Laws, 27 HARV. INT’L L. J. 99, 99 (1986) (“In May of 1981, the Japanese government announced
that it would restrict the number of automobiles its car manufacturers exported to the United States market
during the following three years. This restriction was the apparent result of intense political pressure by
domestic industry and labor organizations.”).

2 Philippe Achilleas, Infernational Regimes, in EXPORT CONTROL LAW AND REGULATIONS HANDBOOK
20 (Yann Aubin & Arnaud Idiart eds., 2007).

30 Disarmament treaties generally take three forms: security disarmament treaties, humanitarian
disarmament treaties, and hybrid disarmament treaties. Bonnie Docherty, Ending Civilian Suffering: The
Purpose, Provisions, and Promise of Humanitarian Disarmament Law, 15 AUSTRIAN REV. INT’L & EUR. L.
7, 12 (2010). Security disarmament treaties “focus on the elimination of certain weapons of war.* Id.
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export controls geared towards controlling the spread of potentially dangerous cutting-edge
technologies—the subject of this Article—function as part of the latter two techniques.
That is, these types of export controls aim to both moderate the destructiveness of cyber
conflicts (arms control) and preemptively forestall the transfer of weaponizable
technologies (non-proliferation). Countries are incentivized to participate in export control
agreements for essentially the same reasons. Indeed, Professors Ron Smith and Bernard
Udis posit that a state might participate in an export control regime to, inter alia, stop the
spread of weapons that “may prolong a war,” avert both “an expensive arms race” and
“pre-emptive aggression,” and “prevent the sale of weapons to a potential enemy.”>!

Modern export controls emerged during the Cold War. After receiving reports
detailing the Soviet Union’s acquisition of Western technology for military purposes, the
United States and its allies “worried that, as Lenin had predicted, the Capitalist West would
sell the Communist East the rope with which to hang it.”*? In response, Western Bloc
powers formed the Coordinating Committee for the Control of Multinational Trade
(CoCom) to prevent the transfer of arms, nuclear-related items, and dual-use technologies
to the Eastern Bloc.?? Following the end of the Cold War, CoCom was disbanded and
replaced by the Wassenaar Arrangement on Export Controls for Conventional Arms and
Dual-Use Goods and Technologies, a regime that embraced many former Eastern Bloc
countries as “parties rather than adversaries.”>*

Commonly known as “the Wassenaar Arrangement” or “the Arrangement,” the
Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods
and Technologies is but one element of today’s multilateral export control system; that
system comprises four “separate and almost wholly independent” regimes.*> Aside from

Humanitarian disarmament treaties focus on “reduc[ing] the suffering of individuals in times of war.” /d. at
16. Hybrid disarmament treaties “represent a blend of elements characteristic of security disarmament and
humanitarian disarmament, while moving increasingly toward the latter.” Id. at 13.

3 Ron Smith & Bernard Udis, New Challenges to Arms Export Control: Whither Wassenaar?, 8
NONPROLIFERATION REV. 81, 82 (2001).

32 Christopher F. Corr, The Wall Still Stands! Complying with Export Controls on Technology Transfers
in the Post-Cold War, Post-9/11 Era, 25 HOUS. J. INT’L L. 441, 450 (2003). See also Robert Y. Stebbings,
Export Controls: Extraterritorial Conflict—The Dilemma of the Host Country Employee, 19 CASE W. RES.
J.INT’L L. 303, 313 (1987) (“According to U.S. intelligence sources, the Soviet KGB is directing a massive
campaign to acquire Western technology, coordinated at the highest levels of the Soviet government.
Although deficient in military manpower and perhaps even firepower, the NATO countries have
maintained a technological advantage over Warsaw Pact countries. Therefore, defense experts wish to
assure the maintenance of technological “lead time” by restricting exports and reexports of the most
advanced technology and goods which can be used militarily, as well as commercially, or from which the
technology can be gleaned.”) (citation omitted).

33 See Corr, supra note 32, at 450-51. See also Stebbings, supra note 32, at 312 (“The main purpose of
COCOM is to implement a system of multilateral control of various commodities and technical data that
may affect the national security of a given member nation. COCOM member countries agree to monitor all
imports and exports as they may affect each country’s national security. Reexportation from a COCOM
member country to a “controlled country” is not allowed without consent from the original exporting
member and requires a unanimous vote of COCOM members. Controlled countries include almost all
communist nations, the interests of which are deemed inimical to the interests of the COCOM member
nations. These nations are: Cuba, Vietnam, Kampuchea, Angola, Tibet, North Korea, South Africa, Libya,
Nicaragua, Albania, Laos, Outer Mongolia, Namibia, the U.S.S.R. and the Warsaw Pact nations.”).

3% Charles B. Shotwell, Export Controls: A Clash of Imperatives, in 1 THE GLOBAL CENTURY:
GLOBALIZATION AND NATIONAL SECURITY 335, 455 (2001).

35 Daniel H. Joyner, Restructuring the multilateral export control regime system, 9 J. CONFLICT & SEC.
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the Wassenaar Arrangement, which is intended to “contribute to regional and international
security and stability by promoting transparency and greater responsibility” in the global
trade of munitions and dual-use products, the other three regimes are the Nuclear Suppliers
Group, the Australia Group, the Missile Technology Control Regime.*® The Nuclear
Suppliers Group is made up of countries that have been working together to restrict the
proliferation of nuclear weapons since 1992.37 The Australia Group focused only on
“international export controls on chemical weapons precursor chemicals” when it was first
formed in 1985, but eventually the organization “expanded its focus to include chemical
production equipment and technologies and measures to prevent the proliferation of
biological weapons.”*® Created in 1987, the Missile Technology Control Regime includes
“member countries that have agreed to coordinate their national export controls to stem
missile proliferation.”*® The principal aim of all four regimes is to control exports of certain
items via the coordination and harmonization of member states’ nonproliferation policies.*

III. THE WASSENAAR ARRANGEMENT

In July 1996, representatives of 33 countries met in Vienna, Austria and agreed to go
forward with the Wassenaar Arrangement.*! To implement the agreement, the founding
members of the Arrangement placed export controls on items enumerated in two lists: the
Munitions List and the List of Dual-Use Goods and Technologies.** “Munitions” are easy
to conceptualize as they are basically synonymous with military weapons; munitions that
are regulated by the Arrangement include bombs, torpedoes, and grenades.** “Dual-use
goods and technologies” are best explained by way of illustration:

A personal computer (PC) is the quintessential example of an item that has
both military and commercial purposes. John Q. Citizen in America uses his Apple
Powerbook laptop to keep his financial house in order, a commercial use of a PC.
However, an underground terrorist organization in a dark corner of the world could
use that same Powerbook to build a dirty bomb, using the laptop for weapons

L. 181, 183 (2004).

3% Multilateral Export Control Regimes, BUREAU OF INDUSTRY AND SECURITY, UNITED STATES
DEPARTMENT OF COMMERCE, http://www.bis.doc.gov/index.php/policy-guidance/multilateral-export-
control-regimes (last visited Sept. 8, 2015).

1.

38 Id.

¥Id.

40 See Joyner, supra note 35, at 184-85.

41 See Press Statement, THE WASSENAAR ARRANGEMENT ON EXPORT CONTROLS FOR CONVENTIONAL
ARMS AND DUAL-USE GOODS AND TECHNOLOGIES (July 12, 1996),
http://www.wassenaar.org/publicdocuments/1996/press120796.html. The 33 countries were Argentina,
Australia, Austria, Belgium, Bulgaria, Canada, the Czech Republic, Denmark, Finland, France, Germany,
Greece, Hungary, Ireland, Italy, Japan, Luxembourg, the Netherlands, New Zealand, Norway, Poland,
Portugal, the Republic of Korea, Romania, the Russian Federation, Slovakia, Spain, Sweden, Switzerland,
Turkey, Ukraine, the United Kingdom, and the United States. /d.

4 See id.

4 List of Dual-Use Goods and Technologies and Munitions List, THE WASSENAAR ARRANGEMENT ON
EXPORT CONTROLS FOR CONVENTIONAL ARMS AND DUAL-USE GOODS AND TECHNOLOGIES 170 (2013),
http://www.wassenaar.org/controllists/2013/WA-LIST%20%2813%29%201/WA-
LIST%20%2813%29%201.pdf.
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proliferation. Therefore, the laptop is a “dual use” item - it has both commercial
and military applications.*

In setting up the Arrangement, members of the group had four primary goals. First,
members sought to promote “transparency and greater responsibility with regard to
transfers of conventional arms and dual-use goods and technologies” and thereby forestall
“destabilizing accumulations” of those items.* Second, members aspired to use domestic
policies to ensure that transfers of conventional arms and dual-use goods and technologies
would not contribute to the development of military capabilities.*® Third, members wanted
to complement and reinforce “the existing control regimes for weapons of mass destruction
and their delivery systems, as well as other internationally recognized measures designed
to promote transparency and greater responsibility.”*” Fourth, members were interested in
“enhancing cooperation to prevent the acquisition of armaments and sensitive dual-use
items for military end-uses, if the situation in a region or the behavior of a state is, or
becomes, a cause for serious concern.”*® To achieve these collective goals, the founding
members of the Wassenaar Arrangement committed to sharing information, controlling the
distribution of items on the munitions and dual-use lists, and notifying one another of
transfers and denials of listed items to non-members.*’

The declared goals of the Wassenaar Arrangement, lofty as they may be, have always
been subject to institutional realities. The earnest commitments made by member states are
not really enforceable.®® Those enforcement issues are only worsened by the
Arrangement’s notification mechanisms.>! Funding for the Arrangement is far from
transparent and only mentioned once in its guiding documents.>> And reforming any of the
Arrangement’s flaws is a tough row to hoe because all decisions need to be “reached by
consensus of the Participating States.”> Consensus-based decision-making plainly
becomes harder as the number of decision-makers grows. Decision-making proved
difficult with the thirty-three original members; with new additions Croatia, Estonia,
Latvia, Lithuania, Malta, Mexico, Slovenia, and South Africa, the organization now
embraces forty-one member states.>* Technically, the Arrangement could become even

4 Jordan Collins, Same Laws, Different Century: The Bureau of Industry & Security’s Role in Global
Trade & National Security, 15 CURRENTS INT’L L. J. 108, 110 (2006).

45 See Press Statement, supra note 41.

4 1d.

Y1d.

®Id.

4 See Jamil Jaffer, Strengthening the Wassenaar Export Control Regime, 3 CHL J. INT’L L. 519, 520
(2002) (“The Wassenaar Arrangement attempts to control proliferation of dual-use technologies through a
variety of mechanisms, including controls on distribution, information-sharing among member states, and
notification of transfers or denials of dual-use goods to non-member states.”) (citation omitted).

30 See infira Part V.B.1 (describing the Wassenaar Arrangement’s enforceability problems).

5! See infira Part V.B.2 (describing the Wassenaar Arrangement’s counterproductive notification
provisions).

52 Guidelines & Procedures, including the Initial Elements, THE WASSENAAR ARRANGEMENT ON
EXPORT CONTROLS FOR CONVENTIONAL ARMS AND DUAL-USE GOODS AND TECHNOLOGIES 6 (2014),
http://www.wassenaar.org/guidelines/docs/Guidelines%20and%20procedures%20including%20the%20lnit
ial%20Elements.pdf (“Financial needs of the Arrangement will be covered under annual budgets, to be
adopted by Plenary Meetings.”).

S 1d.

5% Participating States, THE WASSENAAR ARRANGEMENT ON EXPORT CONTROLS FOR CONVENTIONAL
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more unwieldy in the future; more countries could theoretically join the Arrangement
provided they fulfill the “agreed membership criteria,” which include adherence to the
other three multilateral export control regimes and maintenance of both “adequate” export
controls and “responsible” policies towards countries that threaten international peace and
security.”

IV. THE CYBER AMENDMENT TO THE WASSENAAR ARRANGEMENT

The Wassenaar Arrangement’s control lists are not static; members agreed from the
beginning that the lists would “be reviewed regularly to reflect technological developments
and experience gained by Participating States.”*® With a cyber menace looming on the
horizon®” and no single international agency or body with the mandate to deal with cyber-
security, the Wassenaar Arrangement eventually sprang into action. Growing calls for
action on matters of cybersecurity came to fruition during a December 2013 meeting.®
Following that meeting, the Arrangement issued a public statement proclaiming that
member states had agreed on new export controls for technologies that “under certain
conditions, may be detrimental to international and regional security and stability.”>’
Daniel Reisner and Doron Hindin suggest that these new export controls, which effectively
constituted a “cyber amendment,” were a bid “to curtail the proliferation of ‘active’ or
‘offensive’ cyber technologies [that are] used to initiate offensive cyber attacks or actively
mine and analyze protected data.”%’

ARMS AND DUAL-USE GOODS AND TECHNOLOGIES, http://www.wassenaar.org/participants/index.html (last
visited Sept. 8, 2015).

35 See RICHARD F. GRIMMETT, CONG. RESEARCH SERV., RS20517, MILITARY TECHNOLOGY AND
CONVENTIONAL WEAPONS EXPORT CONTROLS: THE WASSENAAR ARRANGEMENTS 3 (2006),
http://www.fas.org/sgp/crs/weapons/RS20517.pdf.

6 Guidelines & Procedures, including the Initial Elements, supra note 52, at 4.

57 See supra Part 1 (explaining the dangers emanating from cyberspace).

38 See Sam Jones, Arms deal sets limits on cyber technologies, FIN. TIMES, Dec. 15, 2013,
http://www.ft.com/cms/s/0/d4653¢c82-641d-11e3-98e2-00144feabdc0.html (explaining that leaders of
Wassenaar Arrangement member states were particularly concerned about “the notion that technologies
may end up in the hands of terrorist groups or hostile organisations and be used to thwart western
surveillance operations or mount cyber attacks.”). See also Willie Jones, Treaty Limiting Weapons Exports
Updated to Include Cyberweapons, IEEE SPECTRUM, Dec. 6, 2013,
http://spectrum.ieee.org/riskfactor/telecom/security/treaty-limiting-weapons-exports-updated-to-include-
cyberweapons (“Diplomats representing several Western governments are huddling in Vienna this week in
the hopes of finalizing new, Internet-related additions to the Wassenaar Arrangement. That pact—under
which the United States, Russia, Japan, France, Germany and dozens of other signatories agree to strictly
limit exports of certain weapons—is being updated in order to control access to complex surveillance and
hacking software and cryptography. These countries hope to keep sop