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AKTyasnibHOCTb TeMbl 00yCJ/I0B/IeHa
HeobxoAMMOCTbIO COBEepLLUeHCTBOBaHUS
yrnpasJsieHUs CJIOXHbIMU TPAHCMOPTHbIMU
cucreMamum B yCJIOBUSIX BO3PAaCTaHUS
06bEMOB MHGOPMaLNUN N MHOTOMEPHOCTU
ynpassieH4ecKkux cutyauuii. B ocHose
unccsieqoBaHUs — OL€HKa OnbITa U HOBbIX
BO3MOJHOCTeW NpuMeHeHnst knbepguandeckmnx
cuctem (K®C) B ynpaBneHun TpaHcrnopToMm.
CTaTtbsi 3BHAKOMUT C KOHLLENTYasibHOW N
KOMIOHeHTHow mogensamu KPC, noka3bisaet
MX CXOACTBO U Pa3JiNnyus C APYyruMmu
cuctemamm. B kauecTBe MeTo0/10rn4ecKoro
WHCTPYMEHTapusi aBTOpamMu UCroJib30BaH
CUCTEMHbIVi U CTPYKTYPHbIV aHann3. BoisiBrieHbl
KOMMYHUKaLMUOHHbIe 0co6eHHocTu KPC,
KOTOpbI€e ABJIIIOTCS yC/I0BUEeM €€ peannsaunm
npuv opraHn3aumnmn BbICOKOCKOPOCTHOIO
AsmkeHnss. KPC oueHnBaloTcs Kak eLyé oaquH
wiar K cosjaHuio NHTEJIJIEKTYaslbHbIX CUCTEM
HOBOIO TOKOJIEHUSI.

KnioyeBble cnoBa: TpaHCnopT, knbepguandeckme
CUCTEMBbI, yripaB/ieHNe, BCTPOEHHbIE CUCTEMBI,
MOBCEMECTHbIE BblYUCIEHWS, IHTEPHET BeLLen,
TEXHOJ10rvsl, MOAEJIN YrPaBICHUSI.
|
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NPOBJIEMBbI YIIPABJIEEIA

Knoepdunasunueckue
CUCTEeMbl B yNpaBieHuun
TPaHCMNOPTOM

Jléeun bopuc Aaexceeeun — 0oKkmop mexnuvecKux
Hayk, npogheccop, pekmop Poccuiickozo
yHugepcumema mparcnopma (MHUHUT), Mockea,
Poccus.

Ilsemroé Buxmop Sxoeaesur — dokmop mexnuueckux
Hayk, npogheccop, 3amecmumens pyKogooumens
UeHmpa cmpamezu4ecKo20 aHanu3a u pa3eumus
HUUAC, Mockea, Poccus.

pobJieMa ympaBJIeHUsT TPAHCTIOPTOM

TECHO CBsI3aHA C COBPEMEHHO Ipo0Jie-

MOl «OombImx qaHHbIX» [1, 2]. Poct
CJIOXKHOCTH YTPABJICHYECKUX CUTYAIINi U CUC-
TEM yTpaBlieHUsT TpeOyeT MPUMEHEHUS paiv-
KaJTbHBIX HAYYHBIX pellieHHii. Takum BapuaHToOM
B YHUCJIE TPOYETO MOXKET OBITh pACIIPEACTEHHOE
WHTEJUIEKTYaTbHOE CETEBOE YITPABJICHUE, OCHO-
BaHHOE Ha TIPUMEHEHUN Kubepduznueckmx
cucrem [3].

Kubepduznueckue cucrtembl (KDOC) win
cyber-physical system (CPS) mpumensroT nH-
TEJIEKTyaIbHOEe BHYTPUCETEBOE MOJIEINPOBA-
Hue. KoHuenTyaqsbHO MeXaHU3M UX paboThI
aHaJIOTMYeH MYJBTUATEHTHBIM cUcTeMaM [4],
HO C 00JIbI1IEN MOOMTBHOCTBIO aT€HTOB U BKJTIO-
YEHUEM B 3Ty CPe/Iy PACIpeieIEHHOTO KOJIIeK-
TUBHOTO BhIYMCIIeHMsI. Peanu3anius BHyTpuce-
TEBOTO MHTEJUIEKTYAJIbHOTO MOJIEINPOBAHUS
MOXKET CYIIECTBEHHBIM 00pPa30M MOBBICUTH
9Gh(GEKTUBHOCTD yMPaBIeHUsT TPAHCTIOPTOM
1 ero MH(MPACTPYKTYPOil, 0COOEHHO B CIIOSKHBIX
¥ Ype3BBIMANHBIX cuTyalnsx. Knbephpusuae-
CKHE CHCTEMBI OCBEIIIEHBI B JIUTEpaType AOCTa-
TOYHO IMPOKO. OO MX TPUMEHEHWY /TS yTIPaB-
JIEHUST TPAHCTIOPTOM HAIMCaHO MEHBIIE, YTO
00YCJIOBJIEHO HEOOXOIMMOCTBIO MCCETOBAHUS
CIIELIMAJIHBIX TEXHOJIOTUN U MOJeJIeil. DTo
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JieJTaeT aKTyaTbHBIM aHaJIM3 PEATbHBIX YCITOBHIA
Y MOJIEJTBHBIX CXEM [UTSI peaTi3aiiy popMUpYyIo-
IIeTOCs TTOIXOA.

TEXHOJ1OM'M NOAOEPXXKU KDC

Kubepduzuueckne crucreMbl co3aaBaanuch
Ha OCHOBE MHTETPAIIVHU Psi/ia TIPEIIIECTBYIOIINX
TexHosoruit. K OCHOBHBIM TEXHOJIOTHSIM TIOJT-
JIEPKKN KNOepOU3NIecKX CUCTEM OTHOCSIT:
texHosoruto Mntepuet Beweit (IoT), BcTpoeH-
HbIe crucTeMbI (embedded system), TEXHOIOTHIO
noBceMecTHBIX BhluuciaeHuit (Ubiquitous
computing), crieliabHbIe TEXHOJIOTHH CETEBO-
ro oOMeHa.

Hnmepnem eeweti (Internet of Things —
1oT) — TexHomorus [5], B KOTOPOI 100011 hui-
3UYECKUIT 0OBEKT MOXET ObITh COEAUHEH
C JIIOOBIM JApYyTUM (PU3NUYECKUM OOBEKTOM.
CrpykrypHo [oT MOXeT OBITh ITpeICTaBIeHA KaK
CIielMaIbHas CETh WU pacIpene¢HHas CUC-
TeMma, BKITIOYAIOIasi MEKCETeBOE B3anMOIET -
CTBUE (DU3NUECKUX YCTPOUCTB, TPAHCITOPTHBIX
CPEJICTB, 3IaHUI U APYTUX OOBEKTOB, BCTPOCH-
HBIX B 2JIEKTPOHUKY (ITPOrpaMMHOE obecrieue-
HUe, TaTYNKU, UCTIOTHUTETLHBIE MEXaHU3MBI ).
Texnonorust loT no3BoJisieT 00beKTaM, 00be I~
HEHHBIM B 3Ty CHEIUATBLHYIO CeTh, COOUpATh
ITaHHBIE 1 0OMEHUBAThHCSI UMU. B acriekre 00-
paboTku uH@opMaluuu U BeluuciaeHuit [oT
paccMaTpUBAIOT ¥ HA3bIBAIOT BHIYUCIUTETLHON
cetbio. Otmmune [oT Kak cCTeMbI OT OOBIYHBIX
KOMMYHMKAITMOHHBIX CUCTEM (OOBIYHAST CETh,
OOBIYHBIN MIHTEpHET) B HATMINK BO3MOXHOCTH
CaMOCTOSITEJTbHO TIPOM3BOINTH BHIYMCIIUTEITh-
Hble onepaly. IMEHHO 3TO CBOMCTBO Cyllle-
ctBeHHO pa3suTo B KOC.

B 2013 romy IItobambHass MHALIMATHBA TI0
cranmaptuzaimu B MuTtepuere Bemieit (IoT—
GSI) onpenemmna [oT xak «uHMpacTpyKTypy
MH(GOPMALIMOHHOIO 001LECTBa [6]. TexHOoorMs
WHurtepHeT Belieil mo3BoJsieT (hUKCUPOBATh
¥ KOHTPOJIMPOBATH OOBEKTHI YIAIIEHHO Yepe3
CYIIIECTBYIONIYIO CETEBYIO MH(MPACTPYKTYDY.
DTM 0Ha cO3MAET BO3MOXHOCTH JJIsT MHTETpa-
1 (GU3NIECKOTo MUpa B KOMITBIOTEPHBIE
CHUCTEMBI, UTO 00JIeTYaeT yCIIOBUSI 15T (DYHKITU -
onnpoBannst KOC. Ecim [oT mormomHseTcst
JATINKaMU U TIPUBOJIAMHU,, TO 3Ta TEXHOJIOTYE-
cKasl cucteMa TpeobpasyeTcst B 6osiee oOLmi
KJ1acc pacIpeneIEHHbIX CUCTEM — Kubepdusu-
YECKUE CUCTEMBI.

Ha npaktuke HTEpHET Bellei TpaKTyeTCs
KaK TEeXHOJIOTHSI, KaK CeTh M KaK KOMMYHUKa-
IIMOHHAsSI CUCTeMa. DTO OOYCIIOBICHO ITTABHBIMU
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¢yskuysmu [oT: cepBUCHBIMU, KOMMYHMKALIM-
OHHBIMU U HHGbOpMUpPYIOIUMU. Bee a1 hyHK-
1M CBSI3aHbI C TEXHOJIOTHEH U TEXHOJIOTUYe-
ckoii coctasstonieii. B ormuune ot [oT kubep-
(usnyeckas crcTeMa TpaKTyeTCsI UMEHHO Kak
cucrteMa. DTo 00YCIOBIEHO TEM, UTO TJIaBHBIM
B HEl SIBJISIIOTCST TEXHUYECKUE YCTPOMCTBA: MC-
TTOJTHUTEJTbHBIE MEXAHU3MBI M PacIipe/ie/IEHHAs
crcTeMa JIATYMKOB U IPUBOIOB. TexHOIOTNYe-
CKasi KOMITOHEHTa OCTAETCsT BCTIOMOTATENIbHOIA.
K®C 6omnee 3akpsbitast o cpaBaeHuto ¢ [oT.
Bempoennas cucmema (embedded system —
ES) (takxe — BcTparBaemasi cUCTeMa) sIBJISIET-
€51 B&XKHBIM TEXHUYECKUM U TEXHOJIOTMUECKIM
kommoHeHTOM KDC. Dra KOMIIOHEHTA TIpel-
CTaBJIIET COOOI KOMITHIOTEPHYIO CHCTEMY CO
CHELMATA3APOBaHHBIMU (DYHKIIMSMU KK 4aCTh
KPYITHOM MEXaHUYECKOU WJIU YITPaBICHUYECKOM
cucteMbl. [Tpr 3TOM OHa YacTo MMEeT orpaHu-
YEeHUSI B peasTbHOM BPEMEHM 110 BBIYMCITUTETb-
HbIM BO3MOXHOCTSIM [ 7]. ES BcTpoeHa Kak yacThb
MOJIHOTO YCTPOMCTBA, BKITIOYAIOIIAs arapar-
Hble U MexaHndeckue aetasn. OCHOBHOE Ha-
3HAYCHME BCTPAMBAEMbIX CUCTEM — KOHTPOJIb
JIPYTUX YCTPOUCTB. JIeBSIHOCTO BOCEMB IPOIICH-
TOB BCEX MUKPOTIPOLIECCOPOB ITPOU3BOJISTCS KaK
KOMITOHEHTbI BCTPOEHHBIX CUCTEM [8].
CoBpeMeHHbIE BCTpanBaeMble CHCTEMBI
4acToO OCHOBaHbI HA MUKpOKOHTposuiepax (CPU
€O BCTPOEHHOI MaMsThI0). Micriob3yeMblii B ES
TPOIIECCOP MMEET pa3HbIe TUIIbI, HAUMHAS OT
00111eTO Ha3HAYCHMSI 1 3aKaHUMBasT CIIeIalIi -
3UpOBaHHBIMU. OOIIM KJTaCCOM BbIIECICHHBIX
MPOLIECCOPOB SBJISIETCS IU(PPOBOI CUTHATbHBIA
npoueccop (DSP). BerpanBaemble cucTeMbl
BapbUPYIOTCST OT MTOPTATUBHBIX YCTPOUCTB,
Bpozae 1udpoBbiXx yacoB 1 MP3-meepos, 10
TaKWX KPYITHBIX CTAllMOHAPHBIX YCTAHOBOK, KaK
cBeToOpbl, OOPTOBBIE KOMITBIOTEPHI,
YIPaBJISIONIUE PACXOIOM TOTLTMBA B ABTOMOOU-
Jie, TuopuaHbie aBTomoorau, MPT u aBroHuMKa.
CJT03KHOCTb BapbUPYETCS OT OTHOTO MUKPOKOHT-
poJiiepa 10 CUCTEM BBICOKOTO YPOBHSI C He-
CKOJIbKUMU YCTPONCTBAMU, NepudepruitHbIMU
YCTPOMCTBAMU U CETSIMU, YCTAHOBJICHHBIMU
BHYTpPHU OOJIBIIIOTO IIIACCH WJIA KOPITYCa.
BriepBrle BcTpamBaeMble CUCTEMBI ObLITN
TIPUMEHEHBI TS YITPaBJIeHUsI TPAHCTTOPTHBIMU
Cpe/ICTBaMM, MpaBa, B KOCMUIECKON OTPACIIH.
OnHOI1 U3 TaKMX IMTMOHEPHBIX CUCTEM OBLIT KOM-
nwtotep Apollo Guidance Computer, pa3pabo-
TaHHBII Kak 2jieMeHT npoekTa Apollo. bonee
paHHel Bepcreil BCTpOEHHOM CHUCTeMBbI ObLI
Autonetics D-17 — koMnbloTep, BBITYIIEHHBIA
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B 1961 rony 171t ynipasieHus pakeToiiMinuteman.
B 1966 romy D-17 3aMeHWT HOBBIM BAPHAHTOM.

B niporieccax TpaHCITOPTUPOBKHU PETYJISIPHO
WCITOJTB3YIOT BCTPOEHHBIE cucTeMbl. MHepim-
aJbHbIE CUCTeMbl HaBeAEHUSI U TIPUEMHUKHU
GPS 6asupyrorcst Ha HuX. VIX comepskar pa3imd-
HBbIE 2JIEKTPOIBUTATENTN — OECIIIETOUHBIE TTOCTO-
STHHOTO TOKa, ACUHXPOHHBIE JIBUTATENIN U IBU -
raTejid MOCTOSTHHOTO TOKa — TPUMEHSIOT
3JIEKTPUUECKIE/3TEeKTPOHHBIE KOHTPOJLIEPHI
JnBUraresieii. ABTOMOOWJIM, 2JIEKTPOMOOUIN
U TUOPYIHBIE aBTOMOOWIM BCE Yalle UCIOJb-
3YIOT BCTPOEHHBIE CUCTEMBbI, YTOOBI MAKCUMU-
3upoBaTh 3G HEKTUBHOCTh U YMEHBIINTD 3a-
rpsisHeHue. JIpyrue aBToMOOMIIbHBIE BCTPOSH-
HbIE CICTeMbI 0€301TaCHOCTH BXOJIST B AHTUOJIO0-
KHPOBOYHYIO TOPMO3HYIO cuctemy (ABS),
CUCTEMY 3JIEKTPOHHOTO KOHTPOJIST YCTONYMBO-
ctu (ESC/ESP), cucremy kontposst tsiru (TCS)
1 aBTOMaTUYeCKUI1 MPUBOJL Ha Bce Koseca. Ta-
Koe o0uIMe TIPUMEPOB B aHAJIOTOBOM cdepe
CO3MaéT MPEANTOChUIKY TSl ipuMeHeHust KOC
Ha XXeJIe3HOIOPOXKHOM TPaHCIIOPTE.

Iloscemecmuute eviuucaenus (Ubiquitous
computing) — TexHoJIornyeckasi KOMIOHEeHTa
K®C. DroT TepMUH IepeBOIST TAKXKE KaK BCsI-
yeckue BerarciieHust. [ToBceMecTHbIE BEIIUCIe-
HUS SIBJISTIOTCST 00$13aTeTbHBIM KOMITOHEHTOM
U oTIMunTeTbHBIM KoMIToHeHToM KDC. Onu
331al0T OTVINIME KNOep(hU3MUECKIX CUCTEM OT
CUCTEM OOBIYHBIX MCTIOTHUTETLHBIX YCTPOCTB
1 ITAaCCUBHbBIX pacpeesieHHbIX cucTeM. [ToBce-
MECTHBIE BBIYMCIIEHUSI CO3/Ial0T BO3MOXHOCTb
CaMOCTOSITEJTLbHOTO aHaJIn3a 1 00pabOTKKU WH-
opmarmm BHyTpr KOC.

Kaxk camocTosiTeTbHast KOHIIETTIIVS TTOBCe-
MECTHOE BBIYMCIIEHUE CYIIIECTBYET HE TOJIHKO
B KOC, HO 1 B TIporpaMMHOIT MHXKeHepuH [9]
1 nH(GOPMAaTHUKe, T/ BEIYUCICHUS TIPOU3BO-
JATCSI B II0OOE BpeMs U Be3ze. B otmune ot
MIPUMEHEeHUs] HACTOJbHBIX KOMITBIOTEPOB
TTOBCEMECTHOE BBIYUCIIEHUE MOXKET IIPOMCXO-
JIATH C UCTTOJIb30BAHUEM JIFOOOTO YCTPOMCTBA,

WHdopmaums

KommyHukaums Ynpasnexue

Puc. 1. TpuHurapHas KoHuentyanbHasa cxema K@C.
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B J11000M MecTe U B 1100oM dopmare. [Tosb-
30BaTesIb B3aUMOJICCTBYET C KOMITBIOTEPOM,
KOTOPBI MOXET CYIIECTBOBATh BO MHOTHX
pa3IMIHbIX (hopMax, BKIIto4ast IOpTaTUBHbBIE,
TUTAHIICTHl ¥ TEPMUHAIBI, B TAKNX OBITOBBIX
00beKTaX, KaK XOJOAWIbHUK Wi 04ku. Oc-
HOBHBIE TEXHOJIOTUU TSI TIOIEPKKHU TTOBCE-
MECTHBIX BEIUMCIIEHUH BKIItoyaloT MHTepHeT,
paciIMpeHHOE TPOMEXYTOYHOE ITPOrpaMMHOE
obecrieueHue, ONePallMOHHYIO CUCTEMY, MO-
OWJIBHBIN KOJI, TaTYNKK, MUKPOIIPOIIECCOPHI,
nHTepdeiick BBOIa/BbIBOIA U TIOJIb30BaTE b~
cKkue nHTepdeiichl, ceTH, MOOWIbHBIE ITPOTO-
KOJIbI, MECTOITOJIOKEHNE U TTO3UITMOHUPOBA-
HUE.

DTa TEXHOJOTUS TPAKTYeTCsI TakKe Kak
«pacTpoOCTPaHSIIOIINECS BBIYUCIEHUS»
(pervasive computing) [10], «okpykarouuii
vHTeJUIeKT» (ambient intelligence) [11] win
«BCsIKOE obecrieueHme» (everyware) [12]. Kaxk-
JIbI TEPMUH TTOAYEPKUBAET OIpeneEHHBIC
acrekThl TexHosiornu. Kpome Toro, 3Ty TeXHO-
JIOTWIIO Ha3bIBAIOT: (hM3MIECKUE BBIUMCIICHNS,
WMuTepHeT Belleil, TaAKTUIbHbIE BHIYUCICHUSI.
BMmecTo TOro YTOOBI IpeUIaraTh €AMHOE OMpe-
JIeJICHUE JUTST 3TUX CBSI3aHHBIX TEPMUHOB, ObLITa
MpeUTosKeHa TAKCOHOMMUST CBOMCTB IS TTIOBCE-
MECTHOTO BBIYMCJICHUSI, U3 KOTOPON MOXHO
ONMCATh Pa3TMYHbIC BUIIBI MM PA3HOBUIHOCTH
TTOBCEMECTHBIX CUCTEM U TIPUIIOKEHUTA.

Besnecyiiie BEIaMCIeHUS KacaloTCsI IITUPO-
KOTO KpyTa TeM MCCIIeI0BaHUH, BKITIOUast pac-
nmpeneJéHHbIE BBIYMCIEHUSI, MOOMIIbHBIE
BBIYMCJIEHUST, JIOKATbHbBIE BBIYMCIICHUS, MO-
OMJIbHBIE CETU, KOHTEKCTHO-3aBUCUMBIE
BBIUMCIIEHYsI, CCHCOPHBIE CETH, B3aUMOJIEICT-
BHE MEXIY JTIOJIbMU M KOMITHIOTEPOM U MCKYC-
CTBEHHBIN MHTEJUIEKT. [1o cyTH, moixydaercs,
YTO 3Ta TEXHOJIOTHSI JIOTIOHSIET IPYTUE TEXHO-
Jjoruu uisi popMUPOBaHUS KUOEphU3UIECKIX
CUCTEM M 00eCIeurMBaeT UX aJalnTUBHOCTD
¥ aKTUBHOCTb.

PA3BUTUE KUBEPOU3NYECKON
CUCTEMDI

Kubeppusznmueckre cucTeMbl BO3HUKIN
B pe3y/bTaTe Pa3BUTUS TEXHUYECKUX CPEICTB
U BBIYUCJIUTENIbHBIX TexHosoruit. Ha puc.1
npuBeneHa TpuHUTapHas [ 13] KoHIenTyaibHast
cxema Kubepdusnieckoii cuctembl. OHa ompe-
JIeJISIeTCS TPEMSI CYIITHOCTSIMU: KOMMYHUKALIMS,
BBIYMCJIEHUE U YITPABJIEHUE, KOTOPbIE 00bEeIU-
HseT uH@opmauusi. [MaBHBIMUA QYHKUUSIMU
K1OephU3NIECKIX CUCTEM SIBJISIETCSI 00paboTKa
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vHbOopMalK (BBIYUCIEHNE), UHTEUIEKTYaIb-
Has KOMMYHUKAaIWs U yIIpaBJIeHUE.

Ha puc. 2 npuBeneHa KOMIIOHEHTHAsI MO-
JeJib Kubepu3nueckoit CucTeMbl, KOTopasi
BKJTIOYAET JIBE IPYIITbl KOMITOHEHT — SBOJTIOLIU-
OHHYIO U TEXHOJIOTUYECKYIO.

DBOJIIOLIMOHHBIE KOMIIOHEHTHI TTOCTY KN
0a30i1 1S MOSIBJIEHUST MPENTOCHIIOK K CO3/1a-
a0 KOC. TexHOTOTMYECKIE KOMIIOHEHTHI
CJIy>KaT OCHOBOI pealu3allud KOHKPETHOM
K®C. Onu paccmoTpeHs! BeIIe. EcTecTBeHHO,
pea3alus CUCTEMbI MOXET ObITh PA3TUYHOM,
MOCKOJIbKY OHa afanTUPYeTCs «I10J1 3a1a4y».

bonbiioe 3HaueHue Kubdbephusnueckue
CUCTEMBI MMEIOT JJIsI KpYIMHOMACIITaOHbBIX
pacnpeaes€HHbIX CUCTEM aBTOMAaTU3ALUU
W yIpaBJeHUs], K YUCITYy KOTOPbIX OTHOCUTCS
cepa TpaHcnopTa.

OBLUASA XAPAKTEPUCTUKA
U MOOEJIN

Kubepdusmueckme cucTeMbl SIBISIIOTCS
BBICOKOA/IANTTUBHBIMU, TIOITOMY VX PEaT3alInsT
3aBUCHUT OT CTaBsIIeHCS 3aJa4u U 00beKTa
ynpasieHus. LlenecoodpazHOCTb MPUMEHEHUST
KNOep(PU3NICCKMX CUCTEM BO3HUKACT IIPU
YIPaBICHUN CIOXHBIMU CUCTEMaMM U CIIOXK-
HBIMM yIIpaBICHUYCCKUMU CUTyanmnsIMu. B ac-
nexte BeranciaeHniit KOC MoXHO cpaBHUTH
C cCTeMaMU MapalyIeSIbHBIX BRIYUCIeHUI. 11
TIPOCTHIX CUTYaLINii OH1 He3(h(PEKTUBHEIL, a TSI
CJIOXKHBIX HE3aMEHUMBbI.

Henocratkom KDC sBisteTcss UX CIIOXK-
HOCTb, UTO TPEOYET IMPUBJICUEHUS CIIEIIUATMCTOB
JUTSL UX CO3/IaHusT U moanepkku. CIIOXKHOCTh
Ku1bepduznueckrx NocTpoeHuit odyciaBiInBa-
€T U CJIOKHOCTh OOIIETO OTPeeSIEHUST ITUX
cucteM. Ha mpakTuke qatot ornpenesyieHne yepe3
nepeurciaeHue GyHkuuii. [ToaToMy MOXKHO 1aTh
HeckoJibko onpeneneHnit KOC mo pazHbiM
acrieKTaM.

B acnekTe MHTErpMpPOBaHHBIX CUCTEM KH-
OepdusnuecKre CUCTEMBI TTPEICTABIISTIOT COOOH
KOMIUTEKC BBIMMCIIATEIIBHBIX, CETEBBIX U (PU3H-
YEeCKUX MTPOLIECCOB.

B acniekre ynpasneHus: kubepbusnueckue
CHUCTeMbl — 3TO pacTpelne€HHbIE CUCTEMbI
yIpaBJIeHUsI, KOTOPbIe COMEPKaT BCTPOSHHbIE
KOMMBIOTEPHI U BHIYMCIUTEIbHBIC Y3JIBI
U YIPaBIISTIOT (PU3NIECKUMU TIPOIIECCaMMU.

B acniekte MeTOAMKU BbIYMCIEHUS] KUOEP-
(busnueckme cucTeMbl TIPEACTABISIOT COOOM
pacrnpenenéHHbIE CUCTEMBbI YIIPaBJIEHUST, KOTO-
pBI€ coziepskar 1enyu 00paTHON CBsI3U, B KOTO-
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5801110 UOHHbIE KOMITOHEeHMb!

[ Ludposble cuctembl |+

[ WHTerpupoBaHHble cucTeMbl

[ PoBoToTeXHMYECKMNE CMCTEMbI |

PacnpeneneHHble
MHTENMEKTYarnbHbIe CUCTEMbI

Embedded
system

Ubiquitous
of Things computing

= i =

KuGepdguamnyeckne cuctemsl

(BHymp e oe

Internet

MOOenUPOBaHUE U 8bIYUCTEHUE)

Puc. 2. KomnoneHTHasi Mogenb knbepgpunuanyeckon
CUCTEMBI.

PBIX (pM3MYECKIIE TIPOIIECCHI BIMSIOT Ha BBIYMC-
JIEHUSI 1 HA00OPOT.

Mognenu, ncnonbsyembie B KOC, nemsarcs
Ha KOHIIeTITyaJIbHbIC, MaTeMaTUIeCKIE, YIIPaB-
JICHYECKHE, TeXHOJIOTUUECKUEe U 0a3nCHBIC.
K®C xak cucreMsl yIpaBieHUe OPUEHTUPO-
BaHBI NIPEUMYIIECTBEHHO Ha YIIpaBICHUS
MOABMXHBIMU o0bekTamu [14]. T1pu stom
CJIENYeT OTMETUTD, YTO OIHOM M3 LieJIeN mpUu
cozpannu KOC Ob110 OTpaxkeHre KNOepyrpo3
1 IIpourx yrpo3. [TomoOHas 11e1b coxpaHuIach
1 B HacTostiee Bpemst. OmHaKo Takast BO3MOX-
HocTh o3HavaeT, uto KDC npucrocobieHb
K paboTe ¢ OBICTPOMEHSIOIINUMUCS CUTYALIMSI-
MU ¥ U3MEHEHMEM ILIeJU. DTO cO30aéT UM
MPENMYIIECTBO KaK CHCTEMaM MHOTOIICJIEBOTO
yrpasieHus [15].

Konuenryansubsie Mmogesn KOC crpositest
Ha OCHOBE MH(MOPMALIMOHHBIX KOHCTPYKIINA
[16]. Ba3ucHbIe MOIEIN CTPOSITCSI HA OCHOBE
nH(opMaMoHHbIX equHul. MHbopMalinoH-
HbIE SAMHULIBI 00Pa3yIOT SI3IKOBYIO CPEIY, UYTO
B COOTBETCTBUHU C TECOPHEH CEMUOTUIECKOTO
YIPaBJICHUS CIYKAT OCHOBOM MHTEJUIEKTYa b~
HOTo yIpaBieHus. B acniekre B3anMoneiicTBrst
Kroepu3nIecKre CUCTEMbI UCTIOIBb3YIOT HO-
BBIN TUIT MoJIeseit MHGOPMalMOHHO-(U3Je-
cKoro B3ammoelicTBusl. B acmekre ceteBoro
B3aMMOJICHCTBUS KNOep(PU3NMUIECKIE CUCTEMBI
WCTOJIb3YIOT HOBBIM THUIT MOJEJIEN CETEBOTO
B3aMMOJICICTBUS — BHYTPUCETEBOE OHJIAMH
MoOJeIMpoBaHue. B aciekTe MHTe UIeKTyaTbHOM
00paboTKM MHpOPMALIN KUdephUu3ndecKue
CHCTEMBI WCITOJIB3YIOT HOBBIN THUIT CaMOBEPH-
(ULMpPYyEeMbIX MOJIE/IEH U MOJIE/Iel BHYTpEHHEH
OHJIalH ONTUMMU3ALIUU.

HMMeHHO HannuMe MHTEIICKTYaIbHBIX MO-
neneit genaer KOC ycroitunBeIMU K KOepara-
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KaM U TIOBBIIIIAET CTETNeHb X 0Ee30IMaCHOCTH.
DTO CBOMCTBO BaXKHO MpU OOecrieyeHuu 0e3-
OIMACHOCTHU JIBUXKEHUS Ha TPAHCIIOPTE.

Brinensiercst HarpaBiieHUe TTPUMEHEHUS
K®C nHa TpaHcmopTe B BUIE TPAaHCITOPTHBIX
kubepduzmueckux cucrem (TKDC). [Tpu atom
pa3nmessioT ABa KadecTBeHHBIX ThITa TKDC:
BHYTPEHHSISI CICTEMa BHYTPU JIBIKYIIETOCS
00BbEeKTa U BHEITHSIS CUCTEMA, OObEANHSIONIAS
KOMITJIEKC JIBVKYIITUXCSI OOBEKTOB, HAIIpUMep
BHyTpM Meranoinca. CUCTeMbl BTOPOTO TUTIA
pelaloT 3a1a4uu yrpasjieHusT TpahKOM JIBU-
JKEHMS B CICTEMEe TPAaHCTIOPTHBIX TOTOKOB [17].
CucTeMBblI TIEpBOTO TUTIA PEIIAIOT 33/1a4M YIIPaB-
JIEHUS OTIEIBHBIM OOBEKTOM B CJIOXKHOM IMHA-
MMYECKU MeHsItoLLeics cuTyauuu [ 18], Hampu-
Mep CKOPOCTHOM Moe3n uiv 6autMcThuiecKas
pakeTa B YCJIOBUSIX TTPOTUBOPAKETHOM CUTYya-
LM,

BbIBOAbl

Iloka He cyuiecTByeT (DOpMaILHOTO U CTPO-
TOr0 OMpeAeeHUs TOHATHS KUOepdU3nIecKon
CHUCTEMBI, XOTsI B psifie paboT ChopMyTMPOBAHBI
XapaKTepHble CBOMCTBA TakuX cucteM. [TpuHIm-
maTbHBIM cBoicTBoM KDC siBjisieTcst BKITIove-
HUE B UX CTPYKTYPY UHTEJUIEKTYaTbHBIX Y3JIOB
00paboTKN MH(pOPMAILIMN. DTO OTHOCUT UX
K pacrpene€éHHbBIM MHTEJUICKTyaJTbHBIM CHCTe-
Mam.

K®C 6onee ciosKHbIE CUCTEMBI YITPABIICHUST
BCpPaBHEHUY CO BCEMU CYIIIECTBYIOIIIUMU CUCTE-
MaMU yTpaBJieHHsI TpaHcriopToM, BKmodast U'TC.
K®C cunratorcs pacrpeneIé HHBIMA CETCBBIMI
CUCTEeMaMU, HO OT/IMYAIOTCS OT KOMMYHUKAITN-
OHHBIX CHCTEM HAJIMYMEM WHTEJUIEKTYaTbHBIX
Y3JIOB U CBOMCTBOM CaMOBEpU(PUIINPYEMOCTH
Y OHJIAMH MOAM(UKAIIMK TOTOKOB. B 0OBIYHBIX
CEeTEeBBIX CUCTEMaX 3TO OCYIIECTBIISIETCS] U3BHE
TIOJTE30BATEIIEM.

OmnbiT npumeneHust KOC B TpaHCTIOPTHOM
cepe (B TIepByrO ouepeb aBUALINS, PaKeTHAS
TeXHWKa) Ja€T OCHOBaHMe BUICTh MX 1 KDOC
B cepe XKeJTe3HOTOPOXKHOTO TpaHCTIOPTa,
TIPEXJIE BCETO BHICOKOCKOPOCTHOTO [ 14]. KOC
B ommmure ot U'TC Gosee ycToiunBBI K KMOEp-
atakam, Oyiaromapsi HUIMYUIO aBTOHOMHOTO
YIpaBJICHUST ¥ TIPUHIIUTIOB CAMOPETYJISIIINN.

B 1iesiom ananmm3 BodmoxHocteit KOC mo-
3BOJISIET HAJIEATHCSI HA TIPOTPECC B OCBOCHUU
KnOepU3MIeCcKrx MoIXo10B U MOJIeTIeH yITpaB-

JIEHUSI, UHTETPALlUU VCTIOJIHUTEIbHBIX U CEH-
COPHBIX YCTPOICTB B €IMHBIN KOMILIEKC, PE00-
Pa30BaHUU OTAEIbHBIX MHTEJIEKTYATbHbIX y3-
JIOB B KJIACCUYECKOI aBTOMATU3UPOBAHHOM
cucteme yrpasieHus. [IpomyKTUBHBIM clieyeT
CUYUTATh Y MPOJOJIKEHUE BCEX UCCIICIOBAHUI B
obmact KOC, mpuiyém B paBHOI CTETIEHU 3TO
KacaeTcs U TEOPUU, U TEXHOJIOTUIA, Y 2JIEKTPOH-
HOTO COTMPOBOXIEHUS UWHOOPMALIMOHHBIX
MPOLIECCOB.
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ABSTRACT

The article describes the results of a study of a
cybernetics and physical system (CPS) as a transport
management tool. The relevance of the topic is due
to the need to improve management of complex
transport systems in the face of increasing volumes
of information and multidimensionality of management
situations. The study is based on an assessment of
the experience and new opportunities for using CPS

in transport management. The article introduces the
conceptual and component models of CPS, shows
their similarities and differences with other systems.
As a methodological tool, the authors used system
and structural analysis. The communication features
of CPS are revealed, which are a condition for its
implementation in organization of high-speed traffic.
CPS is evaluated as one more step towards the
creation of intelligent systems of a new generation.

Keywords: transport, cybernetics and physical systems, management, embedded systems, ubiquitous
computing, Internet of things, technology, management models.

Background. The problem oftransport management
is closely related to the modern problem of «Big data» [1,
2]. The increasing complexity of management situations
and management systems requires the use of radical
scientific solutions. Distributed intelligent network
management based on the use of cybernetics and
physical systems [3] can be an appropriate option.

Cybernetics and physical systems or cyber-physical
systems (CPS) use intelligent intra-network modeling.
Conceptually, the mechanism of their operation is
analogous to multi-agent systems [4], but with greater
mobility of agents and inclusion of distributed collective
computing in this environment. The implementation of
intra-network intelligent modeling can significantly
improve the efficiency of transport management and its
infrastructure, especially in complex and emergency
situations. Cyber-physical systems are covered in the
literature quite widely. It is written less about their
application for management of transport that is caused
by necessity of research on special technologies and
models. This makes the analysis of real conditions and
model schemes for implementation of the emerging
approach actual.

Objective. The objective of the authors is to consider
cybernetics and physical systems for transport
management.

Methods. The authors use general scientific and
engineering methods, comparative analysis, evaluation
approach.

Results.

Technologies for CPS support

Cyber-physical systems were created on the basis
of integration of a number of previous technologies. The
basic technologies for supporting cyber-physical systems
include: Internet technology of things (loT), embedded
systems, Ubiquitous computing technology, special
technologies for network exchange.

Internet of Things (loT) — a technology [5], in which
any physical object can be connected to any other
physical object. Structurally, loT can be represented as
a special network or a distributed system, including
interworking of physical devices, vehicles, buildings and
other objects builtinto the electronics (software, sensors,
actuators). loT technology allows objects, united in this
special network, to collect data and exchange them. In
the aspect of information processing and calculations,
the loT is considered and called a computer network. The
difference between IoT as a system from conventional
communication systems (usual network, usual Internet)
is the presence of the ability to independently perform
computing operations. This feature is essentially
developed in CPS.

In 2013, the Internet of Things Global Standards

Initiative (loT— GSI) defined loT as an «information society
infrastructure» [6]. The Internet of things technology
allows capturing and monitoring objects remotely through
the existing network infrastructure. In this way it creates
opportunities for integrating the physical world into
computer systems, which facilitates the conditions for
functioning of CPS. IfloT is supplemented by sensors and
drives, then this technological system is transformed into
a more general class of distributed systems — cyber-
physical systems.

In practice, the Internet of things is treated as a
technology, as a network and as a communication
system. This is due to the main functions of IoT: service,
communication and information. All these functions are
related to technology and technological component.
Unlike IoT, the cyber-physical system is treated exactly
as a system. This is due to the fact that its core elements
are technical devices: actuators and a distributed system
of sensors and drives. The technological component
remains ancillary. CPS is more closely compared to loT.

Embedded system(ES) is animportant technical and
technological component of CPS. This component is a
computer system with specialized functions as part of a
large mechanical or management system. Moreover, it
often has real-time limitations on computational
capabilities [7]. ES is integrated as part of a complete
device, including hardware and mechanical parts. The
main purpose of embedded systems is to control other
devices. Ninety-eight percent of all microprocessors are
manufactured as components ofembedded systems [8].

Modern embedded systems are often based on
microcontrollers (CPU with built-in memory). The
processor usedin the ES is of different types, from general
purposed to specialized. A common class of dedicated
processors is adigital signal processor(DSP). Embedded
systems range from handheld devices, such as digital
watch and MP3-players, to large stationary installations
such as traffic lights, on-board computers that manage
fuel consumption in a car, hybrid cars, MRI and avionics.
The complexity varies from one microcontroller to high-

Computation

Communication Control

Pic. 1. Trinitarian conceptual scheme of CPS.
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Evolutionary components tactile computing. Instead of offering a single
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Pic. 2. Component model of a cyber-physical system.

level systems with multiple devices, peripherals and
networks installed inside a large chassis or a body.

For the first time embedded systems were used
for driving vehicles, albeit in the space industry. One
of such pioneer systems was Apollo Guidance
Computer, developed as an element of the Apollo
project. An earlier version of the embedded system
was the Autonetics D-17, a computer produced in
1961 to control the Minuteman missile. In 1966, the
D-17 was replaced with a new version.

In transportation processes, the built-in systems
are regularly used. Inertial guidance systems and GPS
receivers are based on them. They contain various
electric motors — brushless DC, asynchronous motors
and DC motors - that use electric/electronic motor
controllers. Cars, electric cars and hybrid cars are
increasingly using embedded systems to maximize
efficiency and reduce pollution. Other automotive
built-in security systems make part of anti-lock brake
systems (ABS), electronic stability control (ESC/ESP),
traction control (TCS) and automatic all-wheel drive.
Such an abundance of examples in the analogue
sphere creates prerequisites for application of CPS
in railway transport.

Ubiquitous computing is a technological
component of CPS. Ubiquitous computing is an
obligatory component and a distinctive component
of CPS. They define the difference between cyber-
physical systems from systems of conventional
actuators and passive distributed systems. Ubiquitous
computing creates the possibility of independent
analysis and processing of information within CPS.

As anindependent concept, ubiquitous computing
exists notonlyin CPS, butalso in software engineering
[9] and computer science, where calculations are
made at any time and everywhere. Unlike the use of
desktop computers, ubiquitous computing can occur
using any device, anywhere and in any format. A user
interacts with a computer that can exist in many
different forms, including portable ones, tablets and
terminals, in such household objects as a refrigerator
or glasses. Core technologies to support ubiquitous
computing include the Internet, advanced middleware,
operating system, mobile code, sensors,
microprocessors, I/0 interfaces and user interfaces,
networks, mobile protocols, location and positioning.

This technology is also treated as pervasive
computing [10], ambient intelligence [11], or
everyware [12]. Each term emphasizes certain
aspects of technology. In addition, this technology is
called: physical computing, the Internet of things,
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properties was proposed for ubiquitous computing,
from which various kinds or varieties of ubiquitous
systems and applications can be described.

Ubiquitous computing covers a wide range of
research topics, including distributed computing,
mobile computing, local computing, mobile
networks, context-sensitive computing, sensor
networks, human-computer interaction and artificial
intelligence. In fact, it turns out that this technology
complements other technologies for formation of
cyber-physical systems and ensures their
adaptability and activity.

Cyber-physical system development

Cyber-physical systems arose as a result of
development of technical facilities and computing
technologies. Pic. 1 shows a trinitarian [ 13] conceptual
scheme of a cyber-physical system. It is defined by
three entities: communication, calculation and
control, which are united via information. The main
functions of cyber-physical systems are information
processing (computation), intellectual communication
and control.

Pic. 2 shows a component model of a cyber-
physical system, which includes two groups of
components — evolutionary and technological.

Evolutionary components served as a basis for
emergence of prerequisites for creation of CPS.
Technological components serve as a basis for
implementation of a specific CPS. They are discussed
above. Naturally, implementation of the system can
be different, because it adapts to the «task».

Of great importance are the cyber-physical
systems for large-scale distributed automation and
control systems, including the sphere of transport.

General characteristics and models

Cyber-physical systems are highly adaptive, so
their implementation depends on the task being put
and the control object. The expediency of using cyber-
physical systems arises when managing complex
systems and complex management situations. In
terms of computing, CPS can be compared to parallel
computing systems. For simple situations, they are
inefficient, and for complex ones they are
irreplaceable.

The disadvantage of CPS is their complexity,
which requires involvement of specialists to create
and support them. The complexity of cyber-physical
constructions causes complexity of the general
definition of these systems. In practice, the definition
is given through enumeration of functions. Therefore,
it is possible to give several definitions of CPS in
different aspects.

In the aspect of integrated systems, cyber-
physical systems are a complex of computational,
network and physical processes.

In the aspect of management, cyber-physical
systems are distributed control systems that contain
embedded computers and compute nodes and
control physical processes.

In the aspect of the calculation methodology,
cyber-physical systems are distributed control
systems that contain feedback loops in which physical
processes affect computations and vice versa.

The models used in CPS are divided into
conceptual, mathematical, managerial, technological
and basic. CPS as a control system is focused primarily
on management of mobile objects [14]. At the same
time, it should be noted that one of the goals in creation
of CPS was reflection of cyberthreats and other threats.
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This goal has been preserved for the time being.
However, such a possibility means that CPSs are
adapted to work with rapidly changing situations and
changing goals. This creates an advantage for them
as multi-purpose control systems [15].

Conceptual models of CPS are based on
information structures [16]. Basic models are built on
the basis of information units. Information units form
a language environment, which, in accordance with
the theory of semiotic control, serves as a basis for
intellectual management. In the aspect of interaction,
cyber-physical systems use a new type of models of
information-physical interaction. In the aspect of
network interaction, cyber-physical systems use a
new type of models of network interaction — intra-
network online modeling. In the aspect of intellectual
information processing, cyber-physical systems use
a new type of self-verified models and models of
internal online optimization.

Itis the presence of intelligent models that makes
CPS resistant to cyberattacks and improves their
security. This property is important in ensuring traffic
safety in transport.

The focus on application of CPS for transport sector
in the form of transport cyber-physical systems (TCPS)
is singled out. In this case, two qualitative types of TCPS
are identified: an internal system inside a moving object
and an external system that unites a complex of moving
objects, for example, within a metropolis. Systems of
the second type solve the problem of controlling traffic
in a system of transport flows [17]. Systems of the first
type solve the task of controlling an individual object in
a complex dynamically changing situation [18], for
example, a high-speed train or a ballistic missile in an
anti-missile situation.

Conclusions. While there is no formal and strict
definition of the concept of a cyber-physical system,
although in a number of works the characteristic
properties of such systems are formulated. The
fundamental property of CPS is inclusion of
intelligent information processing nodes in their
structure. This relates them to distributed
intelligence systems.

CPS are more complex control systems in
comparison with all existing transport management
systems, including ITS. CPS are considered as
distributed network systems, but differ from
communication systems by the presence of intelligent
nodes and the property of self-verification and online
modification of flows. In ordinary network systems,
this is done externally by a user.

The experience of applying CPS in the transport
sector (primarily aviation and missile technology)
gives a reason to see them and CPS in the field of
railway transport, primarily high-speed railways [14].
CPS, in contrast to ITS, is more resistant to cyber
attacks, due to availability of autonomous control and
the principles of self-regulation.

In general, the analysis of the possibilities of CPS
allows us to hope for progress in mastering cyber-
physical approaches and management models,
integrating executive and sensory devices into a single
complex, transforming individual intelligent nodes into
aclassical automated control system. The continuation

ofall research in the field of CPS should be considered
productive, the same can be said about future CPS
studies regarding the theory, technologies, and
electronic support of information processes.
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