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Abstract— Tracking and tracing of goods movement is a key
requirement for supply chain management and analysis. Data
collection can be broad and large in volumes. Goods can
moves in complex supply chain distributions, where disputes,
frauds and thefts can happens. This paper aimed to develop a
practical method to analyze the incoming data and employ
unsupervised potential fraud detection in near real-time. The
method is designed and discussed around peer group analysis
(PGA) approach which iscommonly used in financial market.
The paper shall focus on two steps. First, monitor and groups
good movements and categorize vendors or suppliers with
similar trend / behaviours into dedicated peers. Second build
a tool / services that detect anomalies in event transactions.
The monitoring service shall detect the outlier or individual
objects that distinct from peers which potentially fraud
/ alerts.
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peer group analysis, PGA tools

1. Introduction

Tracking and tracing is an important strategic pssc
within a supply chain. It is the basic of knowingda
recording the movement of goods. The purposes of
tracking and tracing can be safety control, quality
assurance control, logistical supply managemeryemt
counterfeiting, marketing and fraud detection. Any
tracking and tracing software provide a systematgy to
collect movement and transaction data from full pdyp
value chain. With good architecture design, theeadility
platform traces raw materials / ingredients of jpiaid too.
Drilling down into each raw material reveals rawtengls
product lifecycle. Our study focuses on using PGA t
detect potential fraud(s) and prevent hazards /
contaminated products to reach retailers or conssiring
providing early warning alerts and escalate potdigti
catastrophic consequences.
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PGA is an outlier detection method. It is fundaraéim
data mining. It is a method for monitoring local
abnormality over time. PGA already has number of
successful application in fraud detection, suclagglying
fraud detection in stock analysis [1] and creditdcaud
detection [2]. Multiple fraud detection methods are
available for fields in credit card, telecommunioas, and
network system intrusions. But supply chain product
movement fraud detection area still lacking.

Fraud in supply chain can be broadly categorized in
three groups.

. Behaviours fraud
. Application fraud
. Transactional fraud

In this paper, we are focusing on transactionalidra
within supply chain. Based on interviews, dataeudibns,
fraud takes place when collectors / brokers / ebpsrtry
to manipulate their product origin, product volumes
without regards for the consumer’s safety.

In section 2 of this paper, we will outline tracgiand
tracing platform.

In section 3, we discuss on how we use peer group
analysis within tracking and tracing platform. Thémn
section 4 we illustrate PGA implementation withlrdata
set consisting of observation from the prototypstey.

2. M ethodology

For statistical fraud detection methods we can disoa
categories into “supervised” and “unsupervised” hods.
Supervised method of fraud detection consists ofletso
that are trained base on known fraud cases froge ldata
source. Limitation of a supervised fraud detectiogthod
is it might suffer from unbalance class size [3H dras
limitation on detecting only known patterns of fdgu On
the other hand, unsupervised fraud detection me#hog
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to identify subject with same behaviour/trend igtoups
automatically. Subject within a group are call geéteers
with similar behaviours/trend are monitored for liews.
Once outliers detected, the subject will be mark as
potential fraud.

Transactional fraud detection has been implemented
using difference, such as data mining, clusteratatistics,
and artificial intelligence. Two leading fields of
transactional fraud detection are stock market drau
detections and credit card fraud detections.

Fraud detection using peer group analysis was first
introduced by Bolton & Hand [5] for credit card fich
detection, where the only consideration of the metivas
the card’s spending amount by a period of time.sThi
method was proven insufficient for us to followtsuising
only transactional values running our PGA tool isugply
chain. This is due to the complexity of supply chai
Measurement and units may change when product ehang
hand. Take a common trade items for example, raw
materials can come in as “Tons” and “Types” mayiesr
Hence we added support of multiple attributes wmitbur
tools. For example: location [location type, lanides
output, and units]. Each attribute can be assatiatith
“weight”. A “weight” system allows domain expert to
grant “weight points” for a specific attributes agchance /
fine tune our PGA fraud detection tools sensitivity

To narrow down our scope of research, we havehset t

following goals:

e« To identify trade item from which location of
declared capacity are differences with actual
delivered capacity.

e To identify farms / collectors (business location)
which volumes rise and fall quickly

« To identify from which point counterfeit processed
products.

To achieve the research goal, first data colle¢tech
differences sources are consolidated into singtabdae.
Data cleansing are done prior running PGA tool#.on

The tools are developed to speed up and simplifytest
and simulation. We simulate the fraud cases data in
database using the said tools and illustratedviatimus set
of graft. The graft is used by human expert to fyeri
against the accuracy of the alerts from our tools.

It is important to highlight that our method unalite
predetermine actual fraudulent or contamination but
determine a potential fraud base on outlier desacti
Verification will still require expert or regulaterto
perform actual investigation. However we recommeund
approaches for early determination of potentialdraeing
detected.

3. System Overview

PGA fraud detection tools are implemented on amouse
track and trace platform. The track and trace ptaifis
build according GS1 standard [4] for ease of iraégn
with external system.

First module, our prototype “peer grouping mechaiis
is design to group business location that haviregghme
behaviours. Same behaviours are determined by nuafibe
transaction (events) at the location that tied tepacific
product by a fixed tim&. T is set by our tool configuration
together with other attributes such as [businesstion
type],[trade item type]. These build in parametéered
irrelevant data and reduce processing time. Sucatitm
profiling essentially eliminates observes groupsalé the
intended scope. A business location can be selez$ed
kpeer with a set of pre-selectettiteria. Details will be
discussed in section 4. Peer grouping mechanism als
function as a monitoring tool processing real tide¢a and
update peer category.

Second module is “peers monitoring and analysis
mechanism”. It provides a scheduler on scanning and
monitoring real time transactions / events of besi
locations. It calculates 1Q, mean and 3Q of eadumr
from beers by T. Different parameters can be iretlitb
increase the accuracy. Data are normalized andidacl
into a scoring table. In experiment section we pilbvide
more details on normalized scoring system.

Third module is *“flagging mechanism”. Flagging
mechanism place and alerts on screen base on result
detected by peers monitoring and analysis mechanism
Type of alerts depends on setup and configuratiwr.
example, alerts can be flag by a company which msean
flagged company are detected with outline behasgio@n
the other hand, alerts can be flag base on tradesitThe
system can't pin point where is the issue, it higited that
with outlined behaviours will likely be a fraud. hhan
intervention is requires to investigate into alerts

PGA Traceability Tool

Flagging
Mechanism

Peer Grouping
Mechanism

Peers Monitoring
and Analysis
Mechanism

Figure 1. System overview
4. Experiment & Results

Our experiment runs on the following process:
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Figure 2. Process

We simulate data from October 2012, to DecembeR 201
for the daily events of durian collections, prodegsand
export from each of 33 exporters. The data aré @aer
from manual processes. Data accuracy is not veriiee
to the difficulty of validating such items. Howeyewre
believe with traceability platform integrated, more
streamlined and accurate data can be collected.

We set the categories as business location [exgfrte
the T is from 14 days to 2 months. Theeer = [15- 33].
Number of exporters = 203. Exporters consists of
differences industries. Capacities (transactionge a
normalized to metric tons.

A sample of data shown table below:

Figure 4. Indicated normalized capacity output versus T of
all exporters.

Interestingly if we do not filter data by indussjePGA
tools are able to pick up 28 of the exporters fraun data
as a group. This is partially because of the daltart from
Durian Season and selective 33 exporters expoidrmlur

Outlier is outline behaviours of one or multiple
exporters. Our PGA tools outlier detection operat¢s
group levels. We provide calculation of 1Q, Meand 8Q
(Standard deviation) for transaction of each dayen we
employ statistic test by providing another monthls o
transaction into our data. We monitor if each o$exved
exporters within the group behave the same. Expothat
behave “gradually” different transactions over tiare flag
as possible re-grouping peers. It is possible et
exporter belongs to another group. The term “griyluis
defined by the outline behaviours that falls withi@ and
3Q. However exporters with transaction over 1Q aqd
are flag as outlier. Furthermore, we can reduce the
sensitivity of outlier's detections by averagingnrher
days over the 1Q and 3Q.

Figure 3. Data

We simulate our tools with different settings and
variables many times, changifig npeer andgroups. The
following graft is generated for comparison purpodée
only show the graft that is more interesting here.

Figure 5. Sample data (a)

Figure 7 indicates Exporter 87 which transactional
behaviours depart from Group [A]. The departure of
Exporter 87 is smaller than 1Q and 3Q hence itigd
enough to flag as an alert.
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Exporters (ex. Rice Exporters)

Capacity {tons.)

Figure 6. Sample data (b)

Figure 7. Sample data (c)

5. Discussion

From above Figure 4, 5 and 6 we can do a comparativ
analysis where Exporter 17 have sudden rise ofoigpen
3% week of December. The behaviours of this exporter
were similar with its peers for a month. From hewar
PGA tool flag it as potential fraud that worth istigating.

*Real world investigation carried out within reldte
department, found out the exporter 17 is taking in
unregistered farm’s durian to export. However, dioeian
was being sampling for bacteria count and dim djedli

For Figure 7, it shows the gradually departure of
transactional behaviour from Exporter 87.

Our test is run based on passed consolidated ®déod
real world implementation, it is able to run onlréeme
just like credit fraud detection. Thus PGA tool dcaelp
prevent expensive rejection on foreign country dachage
Malaysia export fruits brand.

6. Conclusion

Our approach in this article describes early stafe
research to produce a platform / frameworks for
unsupervised fraud detection for supply chain.

In this paper we also demonstrated implementation o
peer group analysis in an unsupervised supply chain
transactional data. Peer group analysis groupsawietr

or character of business location from a sequeificged
parameters and calculated / normalized transactions
volumes. The results of running our tools are vagyrom
data type. Data accuracy, structured and clearslinede

will take key criteria for accuracy of analysis.riexample,

an empty node of transaction can make a suddenadrap
node down which might trigger an alert.

Due to limited real world data collected to dateifhber
of transactions) performing unsupervised analystsig@cy
hard to be validated. Further testing on our PGdélstas
required especially on profiling on new cluster.wéwer
we understand that with domain expert we can narrow
down the scope by applying more filtering measund a
threshold.

However we have shown PGA have essentially able to
identify spike or change of behaviours in cost @ffe
way compare to generic audit. With tools availaBig§A
can help alert / identify potential fraudulent atlg stage.
We have illustrated such capability using visuarth

The data set is chosen for these experiences. Such
method can be expending to others transactionaememnt
of products within supply chain. Especially for seohigh
values products such as bird nest. PGA requirege lar
group of data to formulate accurate alert.

7. Future Work

As an early stage of our research, there are mdot to
refine within our PGA tools and models. We plan to
develop a dynamic risk profiling system aims torgase
accuracy of clustering. Furthermore, a scoringesysivith
weight age should be included into the equatione Th
scoring method can be based on additional paraseter

Most importantly, experiment with real world comjgle
and accurate real world data. Implementation oreroth
products type is within our plan too.
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