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Abstract

Cloud services have always promised to be available, flexible, and speedy.
However, not a single Cloud provider can deliver such promises to their distinctly
demanding customers. Cloud providers have a constrained geographical presence,
and are willing to invest in infrastructure only when it is profitable to them. Cloud
federation is a concept that collectively combines segregated Cloud services to create
an extended pool of resources for Clouds to competently deliver their promised level
of services. This dissertation is concerned with studying the governing aspects
related to the federation of Clouds through collaborative networking. The main
objective of this dissertation is to define a framework for a Cloud network that
considers balancing the trade-offs among customers’ various quality of service (Qo0S)
requirements, as well as providers' resources utilization. We propose a network of
federated Clouds, CloudLend, that creates a platform for Cloud providers to
collaborate, and for customers to expand their service selections. We also define and
specify a service level agreement (SLA) management model in order to govern and
administer the relationships established between different Cloud services in
CloudLend. We define a multi-level SLA specification model to annotate and
describe QoS terms, in addition to a game theory-based automated SLA negotiation
model that supports both customers and providers in negotiating SLA terms, and
guiding them towards signing a contract. We also define an adaptive agent-based
SLA monitoring model which identifies the root causes of SLA violations, and
impartially distributes any updates and changes in established SLAs to all relevant
entities. Formal verification proved that our proposed framework assures customers
with maximum optimized guarantees to their QoS requirements, in addition to
supporting Cloud providers to make informed resource utilization decisions.
Additionally, simulation results demonstrate the effectiveness of our SLA
management model. Our proposed CloudLend network and its SLA management
model paves the way to resource sharing among different Cloud providers, which
allows for the providers’ lock-in constraints to be broken, allowing effortless

migration of customers’ applications across different providers whenever is needed.
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Chapter 1: Introduction

The Federation of Clouds is becoming increasingly appealing for both Cloud
providers and customers. The concept of consolidating heterogeneous Cloud
environments brings up wider service opportunities. It increases provider flexibility
and expands customer choice, allowing custom mash-ups of Cloud services.

The focus of this dissertation is to study the feasibility of Cloud federation
through collaborative networking. We identify interactions among Cloud customers
and providers within the federation and highlight roles and responsibilities necessary
to manage such a federation. In addition, we address issues related to: service
selection, quality of Cloud service (QoCS) assurance, and service level agreement
(SLA) management.

We propose a network of federated Clouds that is named CloudLend to create a
platform for Cloud providers to collaborate, and for customers to extend their service
opportunities. The proposed network allows customers to specify and negotiate their
QoS requirements, which enables them to actively control the level of the provided
service. CloudLend enables providers as well to gain access to a broader market
share, and be exposed to more customers through the network, which enhances
providers’ resource utilization.

We define and specify a SLA management model that administers relationships
established between different Cloud services in CloudLend. The proposed model is
intended to administer Cloud federation environments, where Cloud services
discovery, interaction and collaboration can be achieved. The SLA management
model is composed of three correlated models: an XML-based SLA specification

model, a game theory based SLA negotiation model, and an agent-based monitoring
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model. These SLA management building blocks aim to provide an assured
collaboration platform for Cloud providers, where relationships are established to

efficiently provide customers with quality assured services.

1.1 Background

This section surveys important information related to key concepts and
knowledge used in this research. We first discuss social networking, and highlight
the value it adds to the service provisioning on the Internet. Then we introduce Cloud
computing, and the federation of Clouds. Furthermore, we define basic requirements
for managing the SLA in federated Clouds. Finally, we introduce the game theory
approach, and discuss the type of games that were adopted for SLA negotiation in

CloudLend.

1.1.1 Social Collaborative Networks

Social collaborative network sites are defined as:

“Web-based services that allow individuals to construct a public or semi-public

profile within a bounded system, articulate a list of other users with whom they

share a connection, and view and traverse their list of connections and those

made by others within the system.” (Boyd & Ellison, 2007)

The past few years have witnessed an undeniable exponential growth of social
networks that has a notable influence on individuals and businesses. Recent statistics
(Smith, 2016) show that social networking is the most popular online activity with an
active 2.3 billion users, representing 72% of the Internet population. Moreover, 91%
of retail brands use two or more social media channels. Besides, the massive amount
of users’ related data embedded within social networks allows for tailored

advertising which is more likely to reach its intended audience than any other site on
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the Internet. This renders marketing the main source of revenue for social sites,
followed by subscription fees. Such socially rich platforms generate a prominent
trade power that is able to boost the amount of transactions being exchanged over
social networks.

By exploiting their identities, interests, behavior, and particularly their
relationships, people are considered the cornerstone of today’s online social spaces.
When relationships are established in a social network, interactions such as
browsing, searching, messaging, content sharing and community formation will
follow (Benevenuto, Rodrigues, Cha, & Almeida, 2009). Based on the burgeoning
success of social networking among people, and bowing to the emerging notion of
the Internet of Things (Atzori, lera, & Morabito, 2010), we envisage a bigger
platform of collaborative networking where colossal computing entities like the
Clouds can collaborate and establish some relationships with its Cloud peers in order

to produce a larger computing network we call CloudLend.

1.1.2 Cloud Computing

Cloud computing is an emerging trend for the provision of IT infrastructure as
services. It is potentially transforming the way of offering business services, and
developing software. The Cloud computing approach to service provisioning is to
become prominent and accessible for all, without the hassle of investing in expensive
hardware resources nor of managing or maintaining them.

Computing on the Cloud is perceived as an evident outcome of the recent
expansion of the web as it grows into the Web of services. It is defined as: “a set of
network enabled services, providing scalable, quality of service (QoS) guaranteed,

normally personalized, inexpensive computing infrastructures on demand, which
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could be accessed in a simple and pervasive way” (Wang, et al., 2010). This means
accessing applications, services and IT infrastructure through QoS guaranteed Web
services. Hence, Cloud computing enables users to utilize services without having to
be aware of their complexity, nor to acquire the knowledge and expertise to actually
consume the services. Basically, Cloud computing provides users with services to
access hardware, software, and data.

Cloud computing is enabled by the enduring evolving technologies of Web and
service oriented computing. It became popular nowadays because of the emergent
necessity to provide complex IT infrastructure. Such resources are consumed by
users for various applications, such as managing different software requirements, and
handling the exponentially rising data size on the Internet. Furthermore, the common
adoption of service oriented architecture (SOA), and web applications has increased
the adoption of Cloud computing. SOA is considered as the underlying concept of
the Cloud computing; as it enables remotely integrated services to be provided based
on some specific end user requirements. According to the US National Institute of
Standards and Technology (Mell & Grance, 2011), Cloud computing service models
can be classified into three main categories:

1. Infrastructure as a Service (laaS): the most straightforward form of
Cloud computing, where providers offer infrastructure resources such
as virtual machines as a service.

2. Platform as a Service (PaaS): a service model where customers are
offered applications development environments as a service, such as:

operating systems, databases, and web server.
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3. Software as a Service (SaaS): a service model where customers are
offered access to applications installed, and operated by Cloud

providers.

1.1.3 Federation of Clouds

The Cloud federation can be defined as the aggregation of several Cloud
services provided by different providers in order to achieve a specified goal (e.g.
maximize profit, achieve high competitiveness, and guarantee a share in the market).
Cloud federation is often misleadingly associated with the concept of Cloud
portability. Conversely, portability of a Cloud refers to its ability to migrate a Cloud
service to different providers. However, despite migration, Cloud services perform as
intended, without the need to be reconstructed to fit the new Cloud environment.
Williams (2009) defines three levels of portability: the first stage is the portability of
virtual machines; which is concerned with the import and export of virtual machines
across federated Clouds. The second stage is the portability of virtual machines along
with the network setting, while the third one is the portability of APIs. On the other
hand, Oberle & Fisher (2010) classify portability solutions into three categories:

functional, data, and service enhancement.

1.1.4 SLA Management in the Federation of Clouds

Cloud computing presents a pay-as-you-go model for resources that can be
invoked and tailored as per customer’s QoS requirements. It is essential that
customers receive guarantees on service delivery from Cloud providers. Such
guarantees are provided through SLAs in order to govern and control service

provisioning between customers and Cloud providers. SLA in Cloud Computing is
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defined as: “The Cloud provider’s contractually agreed-to level of performance for
certain aspects of the services” (Buyya, Broberg, & Goscinski, 2011). Many recent
research efforts have invested in the adoption of SLA management approaches of
Grid computing, Web services, and SOA to govern Cloud services provisioning.
However, currently implemented SLA models do not fully satisfy most of the Cloud
service provisioning requirements. These models are unable to manage flexible,
elastic, and varying type of services. Therefore, new Cloud-specific SLA
management models are required in order to provide accurate service definition,

negotiation, deployment, monitoring, and even enforcement.

1.1.5 Game Theory

Game theory began with the work of Neumann and Morgenstren (1944) and it is
defined as: “The study of mathematical models of conflict and cooperation between
intelligent rational decision makers” (Myerson, 2013). It supports understanding, and
resolving situations that involve two or more individuals making decisions that will
affect one another's welfare. Game theory resolves such situations through general
mathematical techniques.

In this research we consider the problem of SLA negotiation in CloudLend as a
Fair Division game (Brams & Taylor, 1996). These involve players in a sequential
game, in which they need to decide on how to divide an item, like a property
ownership, or time-share to access a resource. Every player values the item to be
shared among them differently. An example of a Fair Division game is called Fair
Cake-cutting (Brams & Taylor, 1996). A cake with different toppings must be
divided among many players, who have different preferences over different parts of

the cake. The division needs to be fair to every player. In this case, each player
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receives a slice that he believes to be a fair share. In cases where a set of items is to
be divided among players, yet these items themselves need to be kept as a whole, a
proportional and envy-free division procedure is used (Brams & Taylor, 1996). The
adjusted winner procedure (AW) (Brams & Taylor, 2000) is one of the proportional
and envy-free division procedures. AW describes a fair division of a set of n items
that can be shared between two players. Each player examines the n items, and
assigns a rate for each individual item, out of a total of 100 points among them all.
These points are a relative preference of the players for the various rated items.

In CloudLend, Cloud services are engaged in playing the SLA negotiation game
in order to reach the best collection of SLA terms that would satisfy all players'
requirements. The outcome of the game is basically a measure of the value a Cloud
service gains by establishing a relationship with other players. During the SLA
negotiation game, the SLA contract is considered as a whole entity that consists of
several SLA terms. Therefore, during negotiation, players bargain over the value of
SLA terms that make up the utility gain of the whole SLA contract. Eventually, both
players need to decide on the impact every SLA term has on the total value of the

SLA contract.

1.2 Motivation

The current status of the Internet shows that many Cloud service providers offer
resources that are accessible via a wide spectrum of platforms. Common usages of
online services include: messaging, applications downloading, Internet browsing, in
addition to multimedia streaming, while other sophisticated computing applications
became widely available with the appearance of Cloud services. Such services

include: resource sharing, collaborating, multitasking and scheduling.
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Services composition enables the seamless realization of new services through
the configuration of some basic services based on customers’ fluctuating
requirements. In Cloud computing, services composition corresponds to Cloud
federation which can provide solutions to prominent issues in Cloud computing.
Most importantly, it allows resource sharing among different Cloud providers, so that
even small Cloud providers with limited resources can offer a wider range of services
without further investing on platform, and infrastructure. This helps to cut their costs
of IT infrastructure and data center establishment, and allows them to enter a market
dominated by leading Cloud providers.

Moreover, the composition of Cloud services through federation of Clouds will
benefit the Cloud providers not only in cutting costs, but will also contribute to
building a massive repository of customers’ data, related to their requirements and
activities. This data can be of a great help towards the shift to a customer-centric
approach of Cloud service provisioning. Cloud providers can gain valuable
understanding of customers’ needs, which results in improved revenues, and
enhanced customer satisfaction. In addition, the federation of Clouds allows for
breaking the providers’ lock-in constraints, enabling the effortless migration of
customers’ applications across different providers whenever is needed, and leading
the way towards a competitive market.

Cloud federation is diffidently present in confined environments, such as
governments, and enterprises where distributed data centers tend to have foreseeable
collaboration aspects among their services. Additionally, specifications and
implementation details of federated Clouds are required to be clearly defined, and

agreed upon by participating parties prior to establishing the federation. Thus, in
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such environments, Cloud services can only interact with other predetermined
services, and for a limited period of time.

In Cloud computing, many challenges can affect the quality of the provided
services, such as: issues related to network connections, data security, service
availability, or even changes in SLA conditions. Although Cloud federation offers
many advantages for both Cloud customers and providers, providers are still
reluctant to adopt the federation approach. This is due to their concerns related to the
lack of SLA regulation and management. SLAs are important to set the expectations
of both Cloud providers and customers, as well as to plan future changes in the
provided service.

Challenges in federated Cloud SLA management come from the need to provide
different SLAs, for different customers to integrate with their own business
processes. This requires a clear and specific definition of SLA parameters and
metrics, dynamic SLA negotiation and automated service monitoring, in addition to
clear SLA enforcement measures. We provide hereafter an ample description of two
key challenges faced by SLA management in the federated Cloud environment that
are related to the following: a chain of interconnected services, and automatic

adaptation to environment changes.

1.2.1 Chain of Interconnected Services

Cloud services interconnect with other services within the same or from other
providers in order to fulfill tasks required by customers’ QoS. Such interconnections
are not necessarily confined to a single level. They can be extended to reach further
services in order to carry out minor subtasks. Additionally, a Cloud service can

maintain connections with one or more other Cloud services at the same time. This
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results in a chain of interconnected services that are bounded by multi-level SLAs.
Therefore, considering SLA specification in a federated Cloud environment requires
a comprehensive deliberation of the multi-level nature of connections among Cloud
services. SLASs need to be defined in an aggregated manner, so that the complexity of
the SLA chain is hidden from the customer. Yet, SLA terms parameters need to be
specifically defined, and each mapped to its contributing services. Similarly, SLA
negotiation requires a particular emphasis, as it is not restricted to Cloud provider-
customer only. SLA negotiation occurs also between interconnected services, and it
requires the design of proper mechanisms to facilitate communication, and to
manage service-to-service negotiation. SLA monitoring is also very challenging in a
federated Cloud environment. It necessitates measurements of SLA parameters using
a set of metrics that are measured against thresholds on multiple dynamic levels.
Therefore, monitoring approaches designed for federated Cloud environments are
required to implement specific mechanisms, which are able to capture and monitor

the aggregated, and fluctuating nature of interconnected SLAs.

1.2.2 Automatic Adaptation to Environment Changes

Connections among services in a federated Cloud environment are dynamic.
Cloud services can frequently initiate, abandon, or fail relationships. Therefore,
SLAs in such an environment are required to be dynamic, and automatically adapt to
the underlying contract changes, since any alteration to established relationships will
have a cascading effect on other interconnected services, and hence on agreed SLAs.
When a SLA specification distinctively captures the multi-level nature of federated
Cloud environments, adaptation to changes becomes feasible. Yet, it requires some

autonomous mechanisms to detect relationship changes, and to revise SLA
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specifications accordingly. Furthermore, fluctuating relationships among Cloud
services entail SLA renegotiation at multiple levels. This also requires convenient
communication channels, and coordination protocols among federated Cloud
services. Similarly, once SLAs are updated for any reason, they will need to be
redeployed following the newly agreed changes. Additionally, methods to validate,
and distribute SLAs to the involved parties are required on different service levels.
Implemented monitoring measures will need to be notified as well, as the originally
defined parameters’ thresholds will probably change too, following any changes on
agreed SLA specifications. Moreover, SLA enforcement measures need to cope with
SLA updates as well by tracing violations, not only to figure out inducing services,
but also to identify time slots during which SLA violations have occurred. This is to
facilitate the realistic enforcement of corrective actions on both previously and newly

contracted services.

1.3 Problem Statement and Key Contributions

This dissertation addresses the following problem: How to create a Cloud
market place that mitigates the heterogeneity of Cloud providers in order to provide
Cloud customers with variant choices of services, despite the dynamic and
aggregated nature of the Cloud federation environment, and eventually maximizes
customers’  satisfaction without compromising Cloud providers’ profit who
collaborate together to provide value-added services.

In the context of this problem, we propose a Cloud services provisioning model
that intends to convey the federation of Clouds to the public market, and we
introduce a specific SLA management model to be incorporated with a network of
federated Clouds, CloudLend. Furthermore, we investigate how different phases of

the SLA life cycle affect the way Cloud providers advertise their services, and how
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services form interconnections, synergize, and provide value-added services to the

end users.

1.3.1 Problem Statement

The problem of enabling Cloud federation through portable APIs in order to
provide value-added services is considered among the Cloud research community as
a dynamic and complex one. Selecting the most appropriate Cloud service,
considering a set of propert