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Ab tract 

chic les ex hange di f1'erent t) p of  me ag ei ther periodica l l )  or as needed for 

d i l ferent type ' f appl icati n' .  The data i n  the network of  vehic les can be used to 

c'Xtract \ al uable kno\·dedge to upport vari us appl ications in ehicular ad hoc 

nct\.\ ork ( A  r). Kno\\ ledge gai ned from the gathered data can be u ed to create 

local \ ic\\ f the net\\ ork for individual vehic le ; for instance, a vehic le can form a 

\ ie\\ 0 1' a �ubset of the net\\ rk u ing neighboring veh ic les' d i rection or trave l ,  

speed, and the  t )  p of applications the  run. I n  the net\\ ork. veh icles that have 

common attribute and r quirem nts faci l itate th e tabl is lU11ent of trust b t\  een 

them as the e hared features make up the foundat ion for tnISt . Trust re lat ions 

bet\\ een vehic le  can be ut i l ized for enhancing the perfonnance and re l i abi l  i ty of 

ome appl icat ion . This d is  ertat ion i concerned with trust e tab l i  hment in 

V ET , and ho\\ i t  can be ut i l i zed to enhance effic iency and dec ision making in 

the network. We provide solut ions to th is quest ion : How to u t i l ize trust re lat ionship 

between vehicle to improve dec i sion-mak ing and effic iency in  V AN ET safety 

appl ications. In our re earch. we aim to establ i sh trust re lationsh ips through 

im i l arit)' to assist \'eh ic le in  ident ify ing fal se safet messages in the nehvork . We 

start b) designing and implement ing a trust management system to generate and 

proc s tru t va lues and to e tab l i  h a set of tru ted re lat ionships for veh icles runn ing 

vehicu lar safety appl ications. ext. we explore the possibi l i ty of enhancing the 

decision-making process u mg t rust . F i rst, we develop an analytical model that 

a ociates t rust \\" i th the perfonnance of the decis ion-making process and the 

accuracy. and then we tudy the effect ivene s of s imi lar i ty-based trust in  ident i fy ing 

fal se afety event message in V ANETs. F i nal ly .  we show that s imi larity-based t rust 

has a posit ive impact on the t ime needed to make a dec ision and on the accuracy of 

that decis ion.  

Keywords: V ANETs, trust. s imi larity, system,  archi tecture. mode l .  safety 

appl ications. protoco l .  



f' 
" f ,t

 E � [. ' � 1: [ [. , r 
C

. 
..

 
�

 
'f' 

't
, 

\ 

�
 

. 
� 

�
 

, � .t
 

-' 
1. 

C
o r-

f· 
<><:

' 
" f 

L
 

. 
1-

f 
-

<
 

' 
� 

>-
-

� 
� 

�
 

v
.' 

� 
\ 

f; 
�

 
� 

� 
<><:

 
C/l

 
(; 

-
�.i 

'�, 
:t 

fE' 
� 

t" 
E 

�' 
(\ 

t 
� 

t 
�

 
-

r 
-

\-
C", 

t" 
� 

:� C
 

�, 

:� 
,

,�
 

�" 
;f 

'�, 
�: 

, 
�" 

�
 

� 
f. 

G'
 

r 
v

 
" 

« 
� 

1 
�,

 
,t

 
G.,

 
� 

1, 
E 

r 
e;,: 

-
�

 
� 

1-
"�

 
Z-

t 
t" 

t 
� 

� 
. 

:� 
�

 

�: 
E 

' 
� 

� f 
�. 

t' 
. 

-
�

 
� 

� , 
f; '�

" �
. 

� 
C 

<><:
 

<t' 
<> 

, 
�' 

l' 
,t

 
L

 
� 

e;,' 
, -

', 
E 

� 
'�, 

v
 

:.
.. 

-
�

 

1-
�f . 

t 
l' 

�
 

�
 

_
. 

<;; 
1: 

'�, 
E', 

I� ,
�, 

1-
\-

c" 
f  

,t' 
L

 
'

l
 � 

C
 

-
E 

�, 
r 

" 
c, 

r 
f' 

: [ 
r 

l' 
' :: 

ct, 
'L 

'�
,.,: .

' 
f 

� 
-' 

-
, 

�
 

' " 
� 

'L
'

"
, 
<t -

�' 

"1 
t� 

-
&; 

(
f �

t 
. 

�
' 

, �" , 
: 

,
!p)

,
'

 
'e.

.., 
c, 

v
' 

, 
-

� 
fE 

-, 
� 

',
', 

,C-
' � 

\-
� 

'�. 
�

 
� 

� 
t' 

t 
-

l 
� 

1: 
0

' 
�" 

�
 

\-
�

 
f:: 

"�
 

" C', 
e;:' 

� 
� 

t' 
1; 

� 
� 

'\ 
1-

[ 
t 

. � 
1 

[ '
-

[ 
v

 
v

' 
' 

r 
'L 

-
\:-:

 
�

 
f 

'[" 
" 

. 
<t' 

r 
. 

GL
 

,
"

 
"

-
<

 
c: 

(, 
. �'

f f
 

-
[ :f

 c 
:>

 
f:' �

 
. � 

" 
�

 
-

' 
, 

.� 'L
 f

 
" 

(, 
r �

 (i1 
'. 

<t 
" 

-
:? 

,:, 
.t 

� 'L
 ,; 

" 
;;;J 

''t. 
f 

} � 
1 f

 f 
r � 

t {
f {

;: 1
 

'r." 
-

', 

t 
<t' C

 
(. 

v
' 

<I
,  

,C
 

I 
�

. 
� 

", 
c

 
�" 

E 
� 

(, 
\ 

' 
(':

 
1-

"'-
(, '�

 'E 
1: 

. �
r 

{ 
� (

 't
 � 

'1' �
. f 

�"(
, 

� 
r ''t. 

-
( 

. 
-

<;, 
,

" 
�

t 
� 

t: 
fE' 

� 
-:. 

t 
r.

 '1;
 l-

'� f
--

� 
�'. 

t (,
 

-. 
� 

.
.,; 

'J; 
" 

L
 

� �
 r 

f, �
 

�. �
 { 

� f
 f 

<t : t
 

. 
� 

r
 

'�
t. 

(;, 
t 

-
f 

r 
fr,

 
� 

-
GL

'" 
-

1 
,

,
(:'i

 
i 

� 
- ( 

"-
-\ 

l 
fE' 

�
 

-
l 0'

 
_,

 
"t

" 
"

<;;
, 

\ 
-

�"" 
[ 

[-, c;
;' 

�
, 

1 
� 

r 
t 

't
" 

G
,

 
L

 
-

-
_

.
, 

<><:
 

<><:
 

' ct..
 t\ t ( \ !� 'ct. .
 

L
 

..
., 

� 
::!.

 
�

 � 

1· 
0 Q.

 
>

 
( \ \f'

 
0-

.� 
IJl

 ..... ., 
� 

�.
 

� r') ..... 

l 
-- 0 

�\ 
>

 
., � 

-
0-

1:\ 
-. r') --

-

'ct..
 

.t
 [ �

 r -
< 



ix 

ckno\ ledgement 

fhi \\ ork \\ uld n t ha\ e b en complete \\ i thout the ble sing of I lah. I am 

thankCul to A l lah r r grant ing m trength and pat ience, and for provid ing great 

ocial  and techn ical upport s) stem . I \vould l i ke t express my heart fe l t  grat i tude to 

111) fami l }  and friend Cor their 10 e and uPlort . 

I am indebted to Dr. ader Mohamed fi rst a ad i or and later a co-ad isoc 

he hu, gi\ en me the opportunity to e th is work become a reality by tak ing me on as 

a 'tudent \,ith a rid iculous idea and has provided cont inuing upport and guidance. 

\\ ould l i ke to e. tend m apprec iat ion to my d i  se11at ion committee 

m mb r for thei r  t ime and dfort spent reviewing th is document. 

Final ! ) . and most imp0l1ant ly .  1 would l i ke to thank Dr. Hesham EI -Sayed, 

11l. ad\ isor. for e. tending hi SUppOlt when needed the most . 



Ded icat ion 

To my beloved parents all Ifamily: Obaid. Kaltlw111. A lia. Asma. RaLfda. Fatima, 

A[arial71. rlhmed. Shaikha. Hamad and A bdZllla. 

x 



xi 

Table of Conten t  

i t l e  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . i  

Dec larati n of tiginal Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  i i  

OP) right . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  i i i  

d\ i or) on1111 i ttec . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  iv 

Appro\ al of the Doctorate Dis ertat ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  v 

}\b tract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  v i i  

Ti t le  and Abstract ( i n  rablc ) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  i i i  

cktl0\\ ledgenlents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  i x  

Ded icati n . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  x 

Table o f  ontent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  x i  

L i  t o f  Tables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  x iv  

L i  t of  Figures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  x 

L i  t o f  Abbreviat ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  xvi 

L i  t of  Definit ions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  xvi i  

Chapter 1 :  Introduct ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 

1 . ] Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 

1 .2 Research M otivat ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3 

1 . 3  D issertation Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5 

Chapter 2 :  Problem tatement, Research Scope, and Methodo logy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7 

2 . 1 I ntroduct ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7 

2 .2  Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7 

2 . 3  Contribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8 

2 .-+  Research Scope and Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9 
2 . 5  Research M ethodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 1  

Chapter"": Li terature Review . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ] 3 

3 . 1  I ntroduct ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3 

3 . 2  Trust . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . .  1 3  

3 . 3  Trust and S im i l arity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 7  

3 .4 afety Appl icat ions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22 

3 .5 Data M ining in VANETs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23 

3 .6 Ul1lIl1ary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26 

Chapter 4: Using S imi larity to Estab l ish Trust between Vehic les . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . 28 

4. 1 I 11 troduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28 

4 .2  Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29 

4.3 Trust Appl icat ions in V ANETs . . . . . ... .. .. . . . . . . . . . . . . . . . . . . . . .. . ..... . . . . . . . .. ... . . . . . . . . . . . . .. .... 30  



xii 

4.4 Y tem D cripti n . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3 1  
4 .4 . 1 Y telll 10dule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32  
4.4.2 'y tem Compon n t  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33 
4.4 .'" imi larit) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34 
4 .4 .4  Tru t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3 7  

4.5 imulation and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38 

4 .6 Di cu ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40 
4.6. l I aximum Meet ing Time . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 40 
4.6.2 verage Trust Rat ing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4 1  
4.6 .3 Ident i fy ing bnormal Vehic le . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 44 

4 .6 .4 calabi l i ty . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44 

4.7 SUlnnlary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45 

hapter 5 :  The Impact of Tru t on V hicular ppl ications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 46 

5. 1 I ntroduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46 

5.2 Mot i \'ation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 46 

5 .3  The Iodel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47 

5.3 . 1 Expected umber of Messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50 

5.3.2 Expected En-or Rate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50 

5.4 Eval uation and Di cussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5 1  

5.4 . 1 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  54 

5.5 ununary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55 

Chapter 6 :  S im i larity-based Trust Management S stem for Detect ing Fake Safety 

Mes ages in VA ETs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  56 

6. 1 I ntroduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56 

6 .2 Data Val idation Approaches . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  57 

6 .3 Goals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  59 

6 .4 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  60 

6 .4 . 1 Col laborat ive Vehic les . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60 

6.4.2 Adversary Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1  

6.4.3 Trust . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6 1  

6.5 Scheme Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62 

6.5. 1 Echo Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64 

6.6 imulation and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65 

6 .7  Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68 

6.8 Slullillary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69 

Chapter 7: Conc l usion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  70 

7 . 1 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  70 

7 .2  D i rections for Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7 1  

B ib l iography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75 

L ist of Pub l ications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  82 

Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83 

MO et\o""orks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83 



xiii 

Percentage f abnormal veh ic les 0% . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83 

Percentage of abnormal vehic le = :wo ° . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  85 

Percentage of abnonn al \ ehi c les = 50°'0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  87 

Percentage of abnormal vehi c les = 80% . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  90 



xiv 

Li  t of Table 

rable 3 - 1 : u mmar) f Tru t i n  Ts re lated work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

I able "-2 : qua li tati ve ompari o n  of Tru t l anagement y tems i n  V T . . . .  1 8  

rable 3 -3 :  u mmar) or  Data M in ing i n  V ET related \ ork . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24 

rable -J.- J: ) stem 10du le . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33  

[ able -J.-_: ample i mi lari ly Matrix i n  Vehicle Y.2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35 



xv 

Li t of Fioure 

r· i gu re 4- 1 :  ) tem Archi tecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .., 3 
F igu re -i-2 : Average lru t rat ing in  the n twork between veh ic les . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3 7  

Figu re -i-3 : ample I I ighvv ay egment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39 
Figu re -i--i: wrage 1 et ing Ti me . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4 1  
Fi gu re -i-5. Average tnl t rat ing i n  the n twork bet'v\ een normal c hic les . . . . . . . . . . . . . . . .  -i2 
fi gu re 4-6. Average tru t rati ng i n  the n twork bet ween normal ehi c les and 

abn ) rmal veh i  Ie . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42 

F igu re -i-7 :  r\ \' erage t I'lI t rat ing b t\\'een normal \ ehic les, and b tw en normal and 

abn rmal \ ehi c le in di fferent i ze net\\· rks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44 

Figu re 5- 1 :  The d pth or the tree i l�J + 1 . . .. ..... . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49 

h gu r  - -_ : The depth of the tree i 11  + 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49 

Fi gure --3: Expected u mber of Me sages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52 

Figure 5--i: xpected � rror Rate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  53 

Figu re 6- 1 :  tate transiti on di agram o f  the onboard u ni t  (OBU ) i n  a ehicle . . . . . . . . . . . .  60 

Fi gure 6-_: The Echo Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  66 

Figure 6-3 : A \' erage percentage of ehic les that accepted tru e  safety event report . . .  67 

F igu re 6--i: verage percentage of ehic les that accepted fal se safety event report . 68 



Li t of Abbre iat ion 

Ba i' . a let) age 

o l laborat i\' i l ter ing 

Ded i 'atcd hort Rang ommun ication 

I nternet of ehic le 

I ntel l i gent Tran portat ion ) tem 

10bi l e  d hoc ETwork 

lQ Telemetry Transport 

nboard n i t  

im i l arity-based Trust Management ystem 

arety E\ ent E a luator 

a lety Event Rep0!1er 

imu lat ion of Urban MOb i l i ty 

Vehicu lar Ad hoc ET\\'ork 

Vehic le d hoc Reputat ion ystem 

xvi 



Abnormal 
chi c le 

Ben onl llg 

Echo Proto 01 

xvii 

Li t of Definition 

Vehic l e  that exhi bi t  u npredi ctable  behu\ i r ,  uch as in-egu lar 
rate f ace I rati on and decelerati on and fai lu re to mai ntain safety 
di lance. 

The peri di e transmi si on of inC rmation to a l l  neighbor \\ i lh in 
radi o range 

A protocol u ed t d i  cover ral e afet) event me sages sent b) a 
e l  fi h ad\ er my 



1 

Chapter 1: In trod u c t ion 

A clo e examination of col lab rat i  e netvvorks led to om research on ho\ we 

can simu late human int ract ion in col l aborat ive network in an en i ronment of 

aut  nomou vehic les. In  these network vehicle use wireless communicat ion 

in lra-u'ucture making up V ETs. On ocial  network si tes, we are provided 

r commendation on adding. [ol lo\,,· ing. or befriending new people. As humans we 

use ur j udgment to e al uate the recommendat ions and ei ther accept or reject them . 

foreO\ er, we u e our j udgment to accept or reject any i nformat ion we r ceive from 

ur acquaintance on ocial  network . The quest ion i hm: can we extend the same 

to ANET ? 

I n  this chapter. we start with providing a brief background on V ANETs: their  

charnct ristics and app l ications. Next .  we d iscuss the mot ivat ion that drives our 

\vork. F ina l ly, we conclude this chapter with an overview of the structure of th is 

dissertat ion. 

1.1 Background 

V ETs are networks of vehic les where the members of  the network 

conummicate using a wire less communicat ion i n fra tructure. They are a special c l ass 

of mob i le ad hoc networks ( M A  ETs) ( Hadim ,  AI-laroodi. & Mohamed, 2006) .  

\ >,'h ich comprise moving nodes. Howe er, the mob i l i ty pattern is m uch faster, and the 

a\ a i l able resources are m uch greater. The topology of the network is dynamic ;  

changes i n  the networks are frequent due to the speed wi th  which the vehic les travel 

and the changes in the underly ing road i nfrastructure. They consist of vehic les that 

conm1Unicate with each other to send, receive or relay messages wi l l i ngly thereby 



creat ing an Ael-ll c net\\· rk. part Crom IA ET prop rt ie . 

2 

ET po e es a 

(e\\ eli t i ngui  hing characteri t ic '. pre ent ing i t  e l f  a a patiicular chal lenging cla 

of 

• High ly dynamic  topoIo!!}': ince vehic le ar moving at b igh peed . the 

topology (arm d b) \ ehic le  in V Ts i ah ay changing. 

• Frequen t ly d i  con nected network: The highl dynamic topo logy resul t  111 

frequent l )  di c nnected n t\\ rk; a l i nk b tween two vehic le can quickly 

disappear \\  h i le  the t\\ 0 vchic les are transmitt ing infom1at ion. 

• Pat terned M o b i l ity: Vehic les f l low a certain mobi l i ty pattern that is a 

funct ion of the underly ing l' ads, the tra ffic l ight , the speed l imit .  traffic 

cond i t ion. and driver ' driving beha iors. 

• Un l i m i ted B a ttery Power  a n d  Storage: Nodes in  VA ETs are not subject 

to power and storage l im i tation as in sensor net\vorks. 

Researchers have i nvestigated many aspects of V ANETs ( E l  Zarki ,  Mehrotra, 

T udik .  & Venkatasubramanian.  2002; Enke lmann, 2003; Gol le ,  Greene, & Staddon, 

2004: Xu ,  l ak .  Ko .  & engupta. 2004; X .  Yang, L iu ,  Vaidya, & Zhao 2004) .  There 

are d i fferent methods tor i nfonnation transport i n  V ANETs, one of which is 

beacon ing .  Beaconing i defined b, ( Hartenste i n  & Laberteaux . 2009 ) as: "The 

periodic transmission of informat ion to al l neighbors \ i thin radio  range" . The packet 

sent using beacon ing is cal led a beacon .  A beacon contains t ime arying data, such 

as: speed and coordinates. The size of the beacon d iffer depend ing on the 

app l ication that uses i t  i .e .  varies depending on the i n formation inside it ( a Nakorn, 

Yu heng. & Roj"iboonchai .  20 1 4 ). For example, the Ba ic Safety Message (8 M )  

defined b y  the AE 12735 standard ( SAE- IntemationaL 2009 ) consists of two parts: 

part one inc ludes: po i t ion, mot ion,  t ime and general  status o[ the vehic le .  Part two of 
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the mes age inc lude \ aT) l l1g connect . and i ent when needed� therefore. it IS 

opt ional . The Dedicated hort Range Commun ication ( D  RC ) standard defines the 

operat i ng parameter requ ir  d for communicat ion bet\\ een vehic le  and road side 

unit. a \ye l l  as \ ehicl themselves ( TM, 2003 ) .  

A ETs have a van of appl ications, rangmg from crit ical to 

entertai lml nl. Appl ications in V NETs typica l l y  fal l  under one of the fol lowing 

categorie ( Ilartenstein & Lab rteaux ,  2008 ) :  

1 .  Safety app l icat ions, 

2. I n formation/enter1ai nment appl ications, and 

3. Transport effic iency app l icat ions. 

afety appl ications i nc lude emergenc breaki ng, lane change wamll1g 

message . and co l l ision avoidance appl icat ion (Jawhar, Mohamed, & Zhang. 20 1 0) .  

These are the rna t cri t ical app l ications in  V A ETs because of the se eri ty of loss 

as oeiated with them. 

These appl icat ions must be calTied out i n  an environment where the data 

exchange is secure. Depending on the application, the security requ irements can be 

anything from confidentia l i ty  to in tegrity and avai l ab i l i ty .  Trust is another e lement to 

consider. Vehic les need to trust that the infom1at ion they rece ive, no matter how 

secure. is authent ic .  Vehic les need to ensure trust e i ther by t rust i ng the ent i ty that 

generates the data or trust i ng the data itse l f. 

1 .2 Research Motivat ion 

The abi l i ty to trust messages from s imi lar vehic les is key; trust is  vital for 

mainta in ing order i n  the network . A vehic le must be able to accept such messages in  

order to take the best action .  We argue that trust ex ists in  V ANETs ei ther impl ic i t ly  
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or expl ic i t l ) . Vehicle [oml tru t re lati 11 hip with other \ ehic le due to many 

fa tt rs. slich a the ro le of a \ ehic le in the net\\ ork. i t  act i \  i t ie . and the context of a 

\ chic le .  fherefore. tru t can be u ed to support vehicle in  the deci sion-making 

proccs . The chal lenge \\ i th tnl t management in  V N ETs are the fol lowing: 

1 .  I iO\\ to overcom the l imitations of reputation schemes? Reputat ion 

chemes re I )  on \'ot ing. and due to cont inuousl, changing topology of 

r\ ET . a \ ot ing threshold may never be reached to make a 

decision. 

2. I 10\\ to e tab l i  h trust re lationshi ps? 

3 .  Ho\\ to i l l ust rate the impact of tru t o n  the decision making process? 

-t. The neh\'orks are highly dynamic. and connect ions are short l i ved. 

Any trust management scheme should account for tJ1 is .  

5. Ho\\ to hand le vehic les that may not be mal ic ious but se l fi h? They 

are not a l \\'a) s good and not always bad . 

Our goal i n  this re earch i s  to form trust re lat ionships between vehicles 

through s imi l arity and to study the impact of trust i n  V ANETs. We study the effect 

of trust on the t ime needed for a vehic le to make a dec ision and on the accuracy of 

that decis ion .  We show that t rust has a pos i t ive e fIect on the number me sages 

needed for a \'ehic le to make a dec ision .  Addi tiona l ly .  we show that the error rate 

decreases. 

Using trust to group vehicles can be ut i l ized by many VANETs appl ications: 

for example. i f  a vehic le trave l i ng on the highway is  grouped with vehicles in which 

the passengers share the same taste i n  food. messages from vehicles recommending a 

food outlet are more l i ke ly  to be accepted. Another example i s  recommendat ions for 

tourist si tes or a l ternate routes. These are only a few examples where trust can be 
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cri t ical i ty and the chal lenge they pre cnt .  

1 .3 O i  crta t ion  t ru c t u re 

5 

ETs afety app l ications because of their 

In hapter 2 , we pre ent O U f  problem tatement .  We define the scope of  our 

re 'earch and pre ent our contri but ion. In addi t ion, we out l ine the steps of our 

re carch methodo log) . We u e a methodology propos d by Vaishna i and Kuechler 

( Vai hnavi & K ue hi r, 200-+) t co l i  ct and r if  the data needed to supp0l1 our 

\\ ork. 

I n  hapter , we present the research done i n  the area of data m ini ng i n  

r lation to V ET . I n  addi t ion,  we d iscus the importance of safety app l ications 

and revie\\ the i r  d i ff! rent categories. Moreover, we present the state of the art i n  the 

area of trust management in  NETs. F inally, we highl ight some research \ ork that 

\ve bel ieve is re lat iye to our research. 

I n  Chapter 4, we lay the foundat ion for the remainder of the dissertat ion by 

describ ing the system architecture for trust management in V ANETs. We design tbe 

framework of a ystem that continuously calculates t rust ratings for al l  the neighbors 

of a "ehicle. These trust ratings 'wi l l  then be used to assist a vehicle in making a 

deci ion about an event i n  the network, l i ke the sa i ng :  "Forewamed is forearmed" . 

The tru t rat ing of a vehicle coupled with any report i t  sends out about an event i n  the 

netv-iork wi l l  be used b the rece iv ing vehicle as an endorsement or corroborat ion of 

the reported event. 

I n  Chapter 5, we develop an analy1ical model that assoc iates trust wi th the 

performance of the decision-mak i ng process and the accuracy .  We provide some 

analyses and discussions in that regard . We find that trust has a construct ive impact 
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on thc number r me agc need d for a \ ehicle to make a decision about a afety 

eYcnt in the network and on the ac ume) of that de i ion .  Howey r. \ a l idation for 

our approach i t i l l  required, \\ hich led u to the next im est igat ion. 

In hapter 6 .  wc present a cherne that u es simi larity-ba ed trust 

re lation hips to detect fal e arety event me ages from abnormal \ ehicles in  

,\1 F l . Our cheme reacts to afet) events c la ims made by a \ ehic le .  The scheme 

predicts that the ource \ ehic le w i l l  react to a truthfu l  safety event report . We 

perform simulat ion to study the effectiveness of the proposed scheme i n  uncovering 

fal e aret) event me age ent by abnormal vehic les. We design and e aluate an 

ad\ er ar) model in order to study the effect of trust on the accuracy of the decision 

made in the presence of false data in the net\ ork . The imulat ion resu lts how that 

our propo ed ystem for usi ng sim i larity to achieve trust is proof against a false data 

injection attack .  

F ina l ly .  in  Chapter 7,  we conclude our d i  sertat ion and present further 

re earch opportuni t ies i n  the area of trust management in VANETs. 
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2. 1 I n t rod uc t ion  
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I n  thi chapter we begin by stat ing the problem we a im to sol ve . ext .  we 

present our contribution : \\ e oul l  ine our ugge t ions for solving the identi fied 

problem. In add i t ion.  \\ e deline a cop for our re earch where \ve describe al l that 

\\ c addre \\ j th our solut ion.  F inal l y, we out l i ne the steps \\'e [01 10\\ in order to 

achic\ e th object i \ e of thi re_ arch .  

2.2 Problem Statement  

V ET app l ications must be canied out in  an envi ronment where the data 

xchange i ecure. Depending on the app l ication, the security requ i rements could be 

anyth ing from confident ia l i ty to integrity and avai lab i l i ty .  Trust is another e lement to 

consid r. Veh ic le need to tru t that the infom1at ion t hey receive, no matter how 

secure, is genu i n  and real .  Vehic les should be able t o  f01111 relat ionships based on 

tru t .  These relat ionship are used to faci l i tate the provis ion of V ANET services 

\\ here trust i guaranteed or \vhen trust is a gi "en. The goal is to enhance the 

performance of V ANET app l icat ions through t ru t. This  notion of using trust as a 

basis for accept ing inio1111at ion from other vehic les i n  the network i s  h ighly 

dependent on a ehic Je 's  own preferences, i ts degree of  readiness to accept the 

actions or messages of other vehic les .  Later, these preference setti ngs can be 

promoted from reflect i ng an i ndividual  vehic le to re flect ing a group of veh ic les u ing 

the s imi lar i ty between vehicles to ca lculate trust . Golbeck (Golbeck. 2009 ) argued 

that trust must reflect user s imi lar i ty ;  recommendat ions are more l i ke ly to be 

accepted i f  they are [rom people with s imi lar tastes. Therefore, a veh ic le is more 
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\\ i l l ing to depend on r b l ie\ e in  an event reported b a s imi lar vehicle becau e they 

'hare s imi lar attribut s and preference t l ings. 

The pr blem \\ e aim t oh c i : How to ach ieve t ru t t h rough i m i lari ty i n  

order t o  n h a nce effic ienc. a n d  t h e  deci  ion-making proce i .e. red uce the t i m e  

needed to m a ke a d e c i  i o n ,  a n d  i n c rea e the  accu racy o f  t he deci  i o n .  Th i s  can be 

mapped to reduce the number or me age and the error rate in vehicu lar safety 

appl i  ation . We are faced with a number of quest ions:  How to establ i sh trust 

re lati nship. between the \ ehicle i n  the netw ork? How to u t i l ize trust i n  the deci ion 

making proce ? I low to i l lustrate the impact of trust on the decis ion making 

proce ? 

2 .3 Cont .- i b u t ion  

\\'e take a c lo  er  look a t  the comp nents of the above ment ioned problem 

statement :  Hov\' to ident i fy and ut i l ize trust relationships to enhance the decis ion 

maki ng proces and efficiency i n  VA ETs safet app l ications. I n  addi tion, we 

pro \ ide sol ut ions to the problem' s  components. 

In th is  dis e rtat ion. our contr ibut ions are as fol lows: 

a. We design and implement a system archi tecture to generate and 

process trust rat ings of vehic le i n  the network. The rat ing i s  based on 

the im i l arity betvveen a vehicle and any of i ts  one-hop neighbors. We 

use associat ion rules to d i scover relat ions between the d i fferent 

vehic les and to calcu late the s imi larity degree between e ery vehic le  

and i ts  one-hop neighbors. 

b .  We bu i ld  a mathemat ical model to study the effect of trust on the 

number of message needed to make a dec i sion.  and on the error rate 
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of that deci i n .  We ho\,,: that 'vve could nhanc the performance f 

\' hicu lar safety app l i  at ions u i ng a smal ler numb r of messages with 

r a nable error rate u ing trust re lationship . This nable vehicles 

t make better decis i  ns with a smal ler number of message . 

c .  We e\ a luale the perD nnance of our trust managem nt syst m In a 

s'lfet)' appl icat ion.  We tud the effect iveness of the ystem in helping 

\ eh i  Ie ident ify a fal e data i nject ion attack .  

2 A  Re earch cope and A u m ptions 

I n  thi s  di sser1at ion.  \ve define our cope of work as the fol lowing: 

• V A N ET a p p l icat ions:  V ANETs have a ariety of appl ications, 

ranging from crit ical to enterta inment. Our research focuses on safety 

appl ications because of t he ir  cr i t ical i ty and the chal l enge they present. 

We imulate a safety e ent and observe the behavior of the vehicles 

\vhen recei ing message report i ng in  which safety e ent vehic les need 

to trust that the informat ion they receive. no matter how secure, i s  

rea l .  Vehic les need to ensure trust ei ther b y  t rus t ing the entity that 

generates the data or trust ing the data i tse l f. A l l  categories of V ANET 

appl i cat ions need t rust in order to ensure the genu ineness of the data 

i n  the network. 

• Col labora t ive veh ic les: A V A ET comprises veh ic les that cooperate 

to achieve advantages. The ehic les in a VANET work toward 

individual  goals  and other col lect ive goals  of the members of t he 

nem ork. For example, an ind ividual  goal would be for a ehicle to 

en ure the security of i ts  communications. On the other hand, an 
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r a co l l ect ive g a l  would be to reduce the netvvork 

commun ication verhead which in  turn helps the vehic le achieve 

another ind i \  idual goal of a better qua l i t  of  service i n  the nenvork. 

oopcrat ion in  Ts mean that vehic les re ly  on reports 

generated by other vehic les on the road (0 react to afety events. 

ing im i l ar i t) ' , ehicle con truct local ie\ s of their sUIToundings, 

and form opinions about their neighbors. Assuming t rust i s  

establ i  hed, ehic les re ly  on their calculation of a t rust rat ing of tbeir 

peers to \ "al idate event-generated reports . 

e u e the fol lo\\ ing a sLlmptions i n  VANETs: 

• Network model:  The network i s  comprised of communicat i ng 

vehic le  . Each vehic le broadcasts beacons periodical l ; 1 0  beacons 

are sent every second. Each beacon wi l l  carry i n formation about the 

cunent  posi t ion and speed of a vehicle .  The vehicles move at h igh 

speeds. up to 1 20 kJh on a one-\ a h ighway. The mo ements of the 

veh ic les are restricted to the l ayout of the road . The network i s  

part i t ioned i nto cel l s  depending on the  transmiss ion range of the 

\'ehic les. which in V ANETs is 1 ,000 m ( Hartenstei n  & Laberteaux. 

2009) .  Vehic les with in  transmi ssion range of each another can be 

made into groups. 

• Adversary model :  In examll1 l l1g  the securi ty of the V A ET 

environment, we take a conservat ive approach b assuming that an 

adversary is working alone. We consider a type of attack that is 

local ized; it only affects the immediate neighbors of the adversary . I f  

most o f  the adversary ' s  neighbors are i n  col lusion with them. then no 
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s heme running in  the net\\ ork can \yi th tancl a n  attack carried out b 

the majorit) of  the n t\\ ork ' s  part ic ipant . 

2 .5  Resea rc h l et h o d ology 

1 he m lTI or thi research i r duce the number of me sages needed for a 

\ ch ic lc  to male a c rreet deci ion about a sa fety event in  the net\\ ork. Moreover, 

th is  rc_carcb objcct iye i to reduce the dec i ion enor rate by t rust ing the right 

\ ehic les in  the right i tuations. We tart our re earch by ident ifying th problem, and 

then suggest ing a o lut ion .  ext ,  \\le develop our o lut ion and evaluate i t .  Final ly, \ve 

present our conclus ion based on the eva luation. Fol lowing the research 

111 thodology propo cd by Vaishnavi and Kuechler (Vaishna i & Kuech ler, 2004 ), 

\\ e di\ ide our re earch i nto the fo l lo\ving steps : 

Step 1 :  un ey th  l iterature to review exist ing tnl t management systems in 

\' A ET . This requ ires anal yzing and compari ng the d i fferent proposed systems to 

c learl) iden t i fy the re earch gap b tween exist ing systems and our proposed system. 

Step 2 :  proposal o f  our system archi tecture i s  presented t o  address the 

ue ident ified I l1 tep 1 .  We propose a system archi tecture that provides trust 

rati ng of veh ic les i n  a network. Addit ional ly ,  the system generates and processes 

trust ratings to establ ish t lUst re lat ionships. 

tep 3: We use mathematical mode l ing and simulat ion to analyze the 

propo ed system archi tecture. We design a mathematical model to study the effect of 

tlUst on the expected number of messages and the enor rate .  We use the 

mathematical model to study the effect of t rust on the number of messages needed by 

a \ ehic le to make a dec i sion about a reported safety event. We have the fol lowing 

inputs to the model : N i s  the number of one-hop neighbors of a vehic le ,  f is the 
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number ( r  tru ted neighbors. and I I  i the nwnber of untIu ted neighbor . We  see 

ho\\ the model react t the increase or decrease of t rusted vehic les i n  the network. 

We u 'e a data min ing technique to mea ure the s imi lari t ies bet" en the \" hic les. 

Accordingl } . \\ e use the mea ured s imi lari ty to calculate tru t rat ings tbat reflect the 

\ eh ic l  
. 

preference . Data m in ing i u ed to cal u late the degree of s imi larity 

between a \ ehic le and its one-hop neighbors. The rates from the s imi larit ies are then 

u ed to f0l111 r lati n h ips based on tm t .  

Step  4 :  We evaluate the resul ts produced by  our proposed system 

archi tecture. We employ s imulat ion to veri fy the accompli shment of the research 

obj c t ive . W implement a mathematical model to study the effect of  trust on the 

expected nllmb r of messages and the error rate. Furthermore, \ e implement the 

mathematica l  mode l designed to stud the etlect of  trust on the expected number of 

messages and on the enor rate . We experiment with the model using s imulat ion.  

We fUl1her val idate our proposed tn1 t management sy tern by i mplementi ng 

an adversary model where veh icles inject false reports of safety events in  the 

network. Our verification scheme inspects whether our proposed trust management 

ystem ass i sts  vehic le in i dent i fying fal se reports in the network. 

Step 5 :  I n  th is  step. we present the resul t s  of our research .  Based on the 

ident ified research gaps. we show how our work has contributed in providing a 

sol ut ion for the ident i fied problem. I n  add i t ion,  we h igh l ight a fe\ points  as future 

d i rection for th is  research .  
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Chapter 3 :  Li terat ure Review 

3. 1 I n t rod uct ion 

I n  thi d i  ertat ion we a im to reduce the communicat ion overhead of  afety 

c\ ent report in V A � T . Ho\\ e\ er, our erG rt to achieve th is  aim must not 

compromi e the ecurit) of sa fet)- app l ication in V A ET . We set out to achieve 

our goal u ing tru t .  To identi fy the research opportuni t ie in th is area, we survey the 

'tate of the art. 

In thi chapter, \ye begin by exploring the l i terature in  the area of trust and 

imi l arit) to i dent i fy and analyze an gaps in  the body of work for our contribution. 

We then di cu  the importance of  safety app l i cat ions in  V A ETs and present their 

d i fferent categor ies. ext . we provid an overview of  the application of data min ing 

techniques i n  VA ET to a ert the appl icab i l i ty of  such t chniques in  a highly 

dynamic netl-vork.  We ugoest that there ex i st data min ing teclmiques that are 

ui table for use i n  the h igh ly dynamic envi ronment of  V A ETs, which we later 

demon trate i n  this dis ertat ion .  

3 .2 Tru t 

Tru t as a concept has many defIni t ions i n  computer sc ience. Trust i s  bel ief 

and commitment : bel ief that an entity wi l l  act a cel1ain way i n  a s i tuation and 

commitment is act ing upon that bel ief (Golbeck ,  2009 ) .  Therefore, trust is  a 

subjecti \ e  tenl1: i t  i nvolves an ent i ty ' s  personal experience and the effect of  trust on 

an entity i n  a specific  context. A defini t ion of  t rust was pro ided by (A v izienis. 

Laprie .  Rande l l .  & Landwehr, 2004): they defined tru st a an accepted dependence, 

such that A depends on B based on a j udgment made by or on behalf  of A. The 
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read ine ' for to accept B '  faul ts can be u ed to mea ure the level r tru t it has in  

B .  ,\  survey f tru t management J t m i n 1 ET i pre ented in ( Cho. wami .  & 

Chen, .... 0 1  I ) . The author defined tru t management a a uni fied approach for 

speci fying and i nterpr t ing re lat ion h ip . Their d fini t ion r trust i ba ed on bel ief, 

the bel ief that an entity \\ i l l  behave in  a certain \Va . The research of ( H uang, Ruj ,  

a\'cnaghi , & ayah. ,  20 I I ) how ed that tru t management scheme in  MAN ETs 

cannot be u d i n  ETs. A ur ey  of trust management in  in te l l igent 

i ran portat ion sy kill ( IT ) w as presented by ( l a, Wol fson, & Lin ,  20 1 1 ) . The 

author de cribed t\\'o d i fferent types of trust : ent i ty-centric and data-centric .  I n  

enti ty-centric trust. a node in  t he network assigns the same level of trust t o  a l l  

mes age received from another node. On the other hand, in data-centric trust. a node 

in the net\\ ark makes trust dec i sions based on message received from other nodes. 

Tru t management in  V A ETs \vas surveyed in the research of (l ie  Zhang, 20 1 1 ) . 

The author propo ed de i red propert ies for trust management in  V ANET . Metrics 

such as l ocat ion.  t ime. and event type should be used in calcu lat ing trust . In add i t ion, 

each metri c should have a confidence measure or weight attached to it .  

( Gerlach .  2007 ) defined t ru t as the level of acceptable dependency of one 

ent i ty on another. In th is  work. the author defined ent i t ies of a security system, and 

the dependencies between them. Every system has a set of appl ications. such a 

warning messages. congest ion. etc. Trust i s  calculated us ing four di fferent measures : 

d i  posit iona l .  system. s i tuation. and bel ied formation process. The last one i s  the 

evaluation of  ava i lable data. which together with an ent i ty ' s  own calculated 

contidence level about the resul t  of th i s  evaluation f01TI1 the trust ing bel ief about a 

trustee in  a speci fic i tuation. Trust values are calculated and assigned to every enti t) 
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that pro\  ide i n formation t an appl icat ion .  The appl icati n th n determines whether 

to a t on the inf; 1111ation or not . One of th appl ication of trust was pre ented by (C .  

hen. Zhang, ohen. & Ho, 20 1 Oa) \\-here the authors ut i l ized tru t [or message 

propagat ion: m ssage are aggregat d [rom gr up members and ent to other groups' 

leader ' .  The groups ' leader then broadca t the me sage to their group memb rs. A 

me age i only forwarded (0 the other groups i f  i t  has a t rust weight that is 0 er 

ome thre hold set by the originator group leader. On the other side, a receiver wi l l  

on ly  fom ard the m e  age to group members i f  the message weigh t  scores a 

predefIned confIdence leve l .  I n  addi t ion ,  (C .  Chen, Zhang. Cohen, & Ho, 20 1 0b)  

u ed trust for me age propagat ion i n  the network as wel l .  A vehic le sends out a 

message. and every vehic le  i n  a c luster in  the network aggregates i ts opinion v i th i t. 

The leader of  the c l  uster detellni nes the vote of the c l uster and forwards the message 

to the leaders to t he other c lusters on the road. The opinions are made of the t rust 

value placed on the enti ty and the event, so trust is combined . Contrary to the 

aforementioned approach, ever mes age IS forwarded to every l eader in the 

network. ( Pet i t  & M ammeri . 20 1 1 )  used t rust to reach a consensus dec ision about an 

event in a safety c ri t ical appl icat ion .  Other appl icat ions for t rust  include the SUppOlt 

of recommendat ions .  A vehic le w i l l  accept another veh ic le ' s  recommendation i f  i t  

trusts i t .  I n  ( Womdl .  Brocco, & E igner. 2008) ,  the system recommends gas stations 

by predict ing the relevance of i nfo TIn at ion to a veh ic le . ( Kumar & Chi lamkurt i ,  20 1 4 ) 

use trust to bui l d  an i n trusion detect ion ystem i n  V ANETs.  The s stem ident i fies 

nodes that have unauthorized access to other nodes data to compromise 

confidential i ty. i ntegri ty and avai l abi l i  ty. 

Trust in  V AN ETs is calculated US Ing d ifferent approaches. For example, 

( M azi l u, Teler, & Oobre. 20 1 1 )  ca lculated trust us ing the t imestamp of  the event . the 
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number or  hops o[  the me age, and the  number of mes 'ages that report the arne 

c\ ent. Recommt.:ndation are u d to calculate tru t in the \\ ork [ (  l annol & Perez, 

20 1 2 ) . fhe author' lIsed recommendation received from vehic le in the network for 

ca lcu lat ing trust \ a lue . The tru t val ues are maintained through pa t experiences 

\\ ith \ chicle in the net\.\ ork . n int  ract ive approach for tru t calculat ion was 

prest.:ntcd b) ( i'v l inha" Zhang, Tran, & Cohen, 20 1 0) .  The author propos d a trust 

management _ cheme \\ here a \ ehic le  iir t end a quer , and, based on the 

re pon es: i t  accepts the one \vith the majorit agreement. I f  a majori ty cannot be 

reached, it refer to a trust matrix and accepts the vote from the ehicle with the 

author i t) role and most experience. After a dec ision is made, i t  evaluates the 

respon e and, ba ed on them; it updates i ts  trust matrix .  The trust matrix i s  bu i l t  

from the fol lo\\ ing components : role-ba ed tru t and experience-based trust .  The 

priOl' i t)  -based tru t i then created from orderi ng the veh ic le based on roles and 

expenence. 

Table 3 - 1 :  unIDlary of Trust in  V ANETs related work 

Tit le Author Year 

Ba ic concepts and 
taxonomy of dependable Avizieni s  et a l .  2004 

and secure computing 
Trust and nuanced pro fi le 
s im i larity i n  on1 ine soc ial  Golbeck 2009 

networks 

A survey on t rust 
management for mobi l e  Cho et a l .  20 1 1  

ad hoc net\\'orks 

A sur\'e) on trust 
Zhang 20 1 1  

management for VANETs 

A survey on t rust 
management for 

Ma et a l .  20 1 1  
inte l l i gent transportat ion 

system 

Remarks 

Trust is acceptable  
dependence 

Trust is  bel ief and 
commitment 

Tru t management is a 
un i fied approach for 

speci fying and interpreti ng 
re lationships 

Desired properties for trust 
management i n  VANETs 

Two d i fferent types of  trust : 
ent i ty-centric and data-

centric 



3.3 Tru  t a n d  S i m i l ari ty 

Due to the nature f 

1 7  

ET . vehi Ie  tend to  move as  a group. ehicle are 

re tr icted by road and peed l imit  ( ampigethaya et a 1 . .  2005 ) ;  therefore. their  

Tno\ ement is  dependent n each other. Groups are formed from veh ic les where ever 

\ ch ic le  i \\ i th in communication range of the other veh icles in  the group. ( Cabal lero 

G iL  Caba l lero G i L  & Mol i na G i l .  _0 1 0)  demonstrated that u ing groups enhances the 

performance of th commun icat ion l ink .  

I n  our  work. w usge t that each vehic le wi l l  maintai n a local c l uster of i ts 

neighbors :  any \ eh ic l  that i s  wi th in  the conU11Unication range of another vehic le i s  

pan of  that veh ic le ' s  c l u  ter. The c lusters wi l l  be  d namic and each member of the 

c l u  tel' receives a trust core based on the s imi  larity degree between i tsel f and the 

O\\l1er of each c luster. The e group of ehic les represent communit ies with 

indi iduals of vary ing and common attr ibutes. We argue that the common attributes 

between the members of the community wi l l  assist them in the deci ion-making 

proce s .  Table 3 - 1  d isp lays re lated trust management systems wi th a qual i tat i ve 

comparison of  the attr ibutes. appl icat ions, and techniques. 

Genera l ly ,  a recommender s stem matches i tems to u er based on the 

attribute of the user ( Woemdi & E igner. 2007 ) .  I n  onl ine communit ies:  a 

co l l aborat ive recommender system inc ludes ratings from other users i n  the decis ion

making process. 

Trust defines how data is  hand led,  wi th whom it is shared, from whom it is 

accepted. and how it should be acted upon. 



T
a

b
lc

 3
-2

: A
 q

u
a

li
ta

ti
v

e 
co

m
p

a
ri

so
n

 o
r

T
ru

st
 M

a
n

ag
em

en
t 

S
y

st
e

m
s 

in
 V

A
N

E
T

s 

N
a

m
e

 
D

cs
c
r�et

io
n

 
A

tt
ri

b
u

te
s 

A
p

p
li

ca
ti

o
n

 
T

ec
h

n
iq

ue
 

U
se

s 
d

a
ta

 

11
11

11
Jn

g
 

A
 S

im
il

a
ri

ty
-

te
c

h
n

iq
u

e
s 

to
 

u
ti

li
ze

 
• 

T
im

e 
b

as
ed

 T
ru

st
 

S
a

fe
ty

 
a

tt
ri

b
u

te
 

• 
S

p
ee

d
 

ll
y

b
ri

d
 

M
an

a
g

e
m

e
n

t 
a

p
p

li
ca

ti
o

n
s 

S
y

st
e

m
 

si
m

il
ar

it
y

 t
o

 
• 

L
o

c
a

ti
o

n
 

as
si

g
n

 t
ru

st
 

ra
ti

n
g

s 
to

 

n
e

ig
ll

b
o

ri
n

g
 

v
e

h
ic

le
s 

A
 S

im
il

a
ri

ty
 

V
is

u
a

l 
b

as
ed

 T
ru

st
 

c
o

n
fi

rm
a

ti
o

n
 

• 
T

im
e 

a
n

d
 

o
f 

a
n

 e
v

e
n

t 
• 

L
o

ca
ti

o
n

 
R

ep
u

ta
ti

o
n

 
e

n
h

a
n

ce
s 

th
e

 
E

v
e

n
t 

R
ep

o
rt

 

M
a

na
g

em
e

n
t 

• 
e

v
e

n
ts

 i
n

 
II

y
b

ri
d

 

F
ra

m
e

w
o

rk
 

re
p

u
ta

ti
o

n
 o

f
 

ty
p

e 
V

A
N

E
T

s 

fo
r 

th
e

 o
ri

g
in

a
to

r 
• 

M
e

ss
ag

e 

V
A

N
E

T
s(

N
. 

v
e

h
ic

le
 

JO
 

Y
a

n
g

, 
20

13
) 

--
-

'I
 r

u
st

 C
a

lc
u

la
ti

o
n

 

E
v

e
ry

 v
e

h
ic

le
 u

se
s 

as
so

c
ia

ti
o

n
 r

u
le

s 
to

 

ca
lc

u
la

te
 t

h
e

 s
im

il
ar

it
y

 

d
eg

re
e 

b
et

w
ee

n 
it

se
lf

 

a
n

d
 i

ts
 n

e
ig

h
b

o
rs

, 
th

e 
si

m
il

ar
it

y 
d

eg
re

e 
is

 t
h

e
n

 
u

se
d

 t
o

 c
o

m
p

u
te

 t
h

e
 

p
a

ir
w

is
e 

tr
u

st
. 

S
im

i l
ar

it
y

 i
s 

u
se

d
 t

o
 

c
a

lc
u

la
te

 a
 v

e
h

ic
le

' s
 

re
p

u
ta

ti
o

n
. T

ru
st

 i
s 

th
e

 

w
e

ig
h

te
d

 a
v

er
ag

e 
o

f 

d
ir

e
ct

 e
x

p
e

ri
e

n
ce

d
 a

nd
 

re
co

m
m

e
n

d
ed

 
re

p
u

ta
ti

o
n

. 

L
i m

i t
at

 io
n

s 

C
o

n
si

d
er

s 
o

n
ly

 m
is

b
ch

av
 in

g
 

(s
e

lfi
sh

) 
ve

h
ic

le
s 

in
 it

s 
a

d
v

er
sa

ry
 m

o
d

e
l 

• 
U

se
s 

m
o

m
cn

ta
l)

 
co

n
ne

ct
io

n
s 

to
 

co
n

fi
rm

 a
 s

a
Ce

ty
 

ev
en

t.
 

• 
D

o
es

n 
'(

 c
o

n
si

d
e

r 
tr

us
t 

d
ec

a)
 . 

f->
 

00
 



N
am

e 
D

es
cr

ip
ti

o
n 

A
 M

o
d

el
 r

o
r 

D
et

ec
ti

n
g

 a
nd

 
A

 m
o

de
l 

is
 

C
o

rr
ec

ti
n

g
 

b
ui

lt
 to

 
M

al
ic

io
us

 
ex

p
la

in
 d

at
a 

D
at

a 
in

 
ga

th
er

ed
 b

y 
a 

V
A

N
E

T
s 

ve
hi

cl
e

 
(G

o
lle

 e
t 

a
l..

 
20

04
) 

A
 s

oc
ia

l 
ne

tw
or

k 
ap

pr
oa

ch
 t

o 
tr

us
t 

A
 v

o
ti

ng
 

m
an

ag
em

en
t 

sc
he

m
e 

fo
r 

in
 V

A
N

E
T

s 
d

ec
is

io
n 

(H
ua

ng
, 

R
uj

, 
m

ak
in

g
 in

 
C

av
en

ag
h

i, 
V

A
N

E
T

s 
S

to
jm

en
o

v
ic

. 
&

 N
ay

ak
, 

20
J4

) 

A
tt

ri
b

ut
es

 
A

pp
lic

at
io

n 
T

ec
h

n
iq

ue
 

T
ru

st
 C

al
cu

la
tio

n 

T
he

 m
o

d
el

 l
o

o
ks

 f
o

r 
an

o
m

al
ie

s 
th

at
 m

ig
ht

 
S

en
so

r 
da

ta
 

T
hw

ar
t 

D
at

a-
ce

nt
ri

c 
in

d
ic

at
e 

a 
po

ss
ib

le
 

S
yb

il 
at

ta
ck

 
ad

ve
rs

ar
ia

l 
be

hm
io

r 
in

 
th

e 
ne

tw
or

k
. 

T
ru

st
 i

n
 th

e 
CO

IT
ec

tn
es

s 
S

en
so

r 
da

ta
 

S
af

et
y 

D
at

a-
ce

nt
ri

c 
o

f 
th

e 
re

ce
i v

ed
 r

ep
or

t 
is

 
ap

p
lic

at
io

ns
 

re
ac

he
d 

th
ro

ug
h 

\'o
ti

 n
g

. 

L
im

it
at

io
ns

 

D
oe

sn
't

 c
o

ns
id

er
 t

he
 h

ig
hl

; 
d)

 n
am

ic
 n

at
ur

e 
o

r 
re

la
tio

ns
h

ip
s 

in
 V

A
N

E 
T's

. 

• 
Fo

rw
ar

d
in

g
 n

od
es

 
m

ay
 a

lte
r 

th
e 

co
nt

en
t 

o
r

th
e 

m
es

sa
ge

s.
 

• 
T

he
 n

um
be

r 
of

 r
ep

or
ts

 
ne

ed
ed

 t
o 

m
ak

e 
a 

de
ci

si
on

 i
s 

no
t 

sp
ec

ifi
ed

. 

f->
 

I.D
 



N
am

e 
D

es
cr

ip
ti

o
n 

V
eh

ic
le

 
A

 b
eh

av
io

r 
B

ch
u\

 io
r 

an
al

y
si

s 
A

na
ly

si
s 

sy
st

em
 i

s 
an

d 
b

ui
lt

 to
 u

se
 

E
va

lu
at

io
n 

in
fo

rm
at

io
n 

S
ch

em
e 

co
nt

ai
ne

d 
in

 
(V

E
B

A
S

) 
be

ae
o

ns
to

 
(S

ch
m

id
t,

 
bu

il
d

 
L

ei
n

m
i.il

le
r, 

be
ha

v
io

ra
l 

S
ch

o
ch

, 
I l

el
d

, 
m

od
u

le
s 

o
f 

&
S

ch
af

e
r.

 
th

e 
no

de
s 

in
 

20
0

8)
 

th
e 

ne
tw

or
k 

A
tt

ri
b

ut
es

 
A

p
[J

lic
at

io
n 

1 c
ch

n
iq

ue
 

T
hw

ar
t 

S
en

so
r 

da
ta

 
S

yb
il 

at
ta

ck
 

D
at

a-
ce

nt
ri

c 

T
ru

st
 C

al
cu

la
ti

o
n 

A
 f

ra
m

ev
"o

rk
 o

r 
m

od
ul

es
 i

s 
co

ns
tr

uc
te

d 
to

 a
na

ly
ze

 t
he

 b
eh

av
io

r 
o

f 
th

e 
ve

h
ic

le
s 

to
 

de
te

rm
in

e 
th

ei
r 

cl
as

si
fi

ca
ti

o
ns

 i
.e

. 
tr

us
tw

o
rt

hy
, 

un
tr

us
tw

or
th

y
. o

r 
ne

ut
ra

l. 

L
im

ita
tio

ns
 

S
us

ce
pt

ib
le

 to
 S

) b
il 

A
tt

ac
k.

 

N
 

o
 



2 1  

Ihc homophi l y  principle \\ a e. plained by ( X iang, evi l le. & Rogat i .  20 1 0  

as the tenuenc) o r  l i k.e to a' oc iatc \\ i th l i ke ( 1cPherson,  mith-Lo\'i n, & Cook, 

200 1 ) . rhc princ ip le ugge t that peopl tend to form t ie \I i th other people who 

hm c imi lar eharactcri t ic . ( Go lbeck. 2009) al 0 i l l ustrated that there is a cOlTe lation 

bCl\\een tru t and s imi larity . e\ et1hele , ( Ziegler & Golbeck, 2007) proved that 

there is a cOIl'elat ion bct\\ een trust and simi lari ty .  ( lontaner, Lopez. & de la Ro a, 

200_ ) c la imed that trust should be derived from user s imi larit) . Moreover, ( J .  Wang, 

L iu .  Li ll. & Zhang. 2009) presented a tru t propagat ion scheme. In the ir work, the 

author u ed attribute imi larity to achie e routing in  V AN ETs; they defi ned a pair

vv i se trust \ a lue to determine how to in teract with a node. A vehicle determines 

\\ h ther to t"orward a packet to another vehic le  or not ba ed on the degree of  

s imi larit) betv,'een t h i s  veh i  Ie and the source of the packet .  

( . Yang. 20 1 3 ) bui l t  a trust management system that generat t rust values 

for mes ages i n  V A ETs. The ystem depends on the redundancy of messages to 

bui l d  the vehi c le t rust va lue . More messages that are received describing the same 

event  resu l t  i n  better trust values. The d isadvantage of th is  approach is that trust i s  

calculated b.  the \ eh ic le  on the spot as  more and more messages are received, 

which creates an unacceptable delay in V ANETs. 

( Huang et a! . .  20 1 4) pre ent a vot ing scheme for dec ision making in 

V J\ETs. The authors rely  on reports about a safety event from first-hand observers 

and mul t i -hop reporters where the messages from first hand observers out-weigh the 

mult i -hop me sages. The authors show through experiments that considering fi rst

hand information is better than vot ing the opinions of neighboring nodes. 

( Go l l e  et a l . ,  2004 ) eval uated the val idity of VAN ET data. The approach 

adopted by the authors bui lds behavioral models of the veh ic les in the net\\'ork using 
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recommendat ion ' Crom neighb r under the a sumption that they are honest. 

( ,' hmidt ct a l . .  2008)  bui l t  a behavior anal )  is s tem to detect mi behaving 

\ chicle through In \ ement anal )  i . The y tem tben c la si fie ehic les in  VA ETs 

a trust\\0l1h) . untru tworth} . or n utral . The behavior analys is system bui lds 

module to analyze movement-re lated data that focuses on the detection of tat ionary 

attad.er . 

3..1 Safety A p p l icat ion 

Th importance of communications b t\veen veh ic les in safety appl ications i s  

to  a l lo\\ cooperat ion and  coord inat ion of vehic le  movements to prevent co l l is ions 

and l i fe threaten ing inc idents ( H mienstein & Labelieaux ,  2009) .  

The tran mi  s ion of safety messages can be preventative o r  e ent-dri e n  ( R .  

Ch  n ,  J in .  & Regan, 2 0  1 O ) �  preventat i ve safety messages are transmitted 

p riodical ly ,  cany ing i nformation about a vehic le '  s speed, accelerat ion, decelerat ion,  

and direction .  E ent-driven safety messages are transmi tted as a response to an 

e\"ent. such as hard braking and sudden d i rection change. 

afety app l ic at ions can be categorized into the fol lowing categorie CR .  Chen 

et a ! . .  2 0 1 0 ) :  

• I n tersect ion  col l i s ion  avoidance:  traffic s ignal  v io lat ion warnmg 

i ntersect ion col l i s ion warning. and b l i nd merge warning. In a traffic 

signal v io lat ion warning, the veh ic le warns the driver of an imminent 

vio lat ion of a red l i ght .  I n  an intersect ion co l l i sion warning, the 

vehic le  warns the driver of an imminent c rash through i nformation 

about other vehic les '  speeds, pos i tions, and d i rect ions of driving.  
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imi larl ) , the \ eh ic le  u e s  the aforement ioned information to warn 

drivcr at road merge . 

• M e, age fl'o m o th  r veh ic le : cooperat ive co l l i sion wammg and 

b l i nd p t vv arning. Thc appl ication running onboard the vehic le u es 

in 1' rmation about the po i t ion and peed of other \ ehic les to \ am 

r imminent col l i  ion and a s i  t driver intending to change lanes by 

warning them \\ hen it i unsafe to do o .  

• ign age ('x ten io n :  mes age from the i nCrastructure warning of road 

work or of  a curved road ahead . 

• Pu b l i c  a fety : an approach ing emergency veh ic le  \varning. 

3.5  Data l\ l i n ing  in V A N ET 

(AI -Khassa,,"neh & a l im,  20 1 2 ) l i sted appl icat ions of  data mmmg m 

V ET . Data mini ng has been u ed i n  ident i fy ing mal ic ious vehic les, routing and 

route predict ion. and creat ing an linage of  the network. In the work by ( maldone, 

Han .  hankar. & I ftode. 2008 ) ,  people driv i ng on the same road can be  added to  

groups to  chat w i th  each other depending on their imi lari t ie . ummarizations of the 

traffic data \\ ere constructed using data min ing ( J iadong Zhang,  Xu.  Zhu, Wang, & 

L iao. 20 I O) .The authors experimented with three sampl ing techniques, examining 

the fol lowing measures : the mean speed on the road and the rate of  info rmat ion. 

(Golbeck, 2009) i nvest igated t ru st-based recommender systems. These 

system capture s imi l ari t ies between user profi les .  The author explai ned that users 

express trust . They provide more data to find s imi lari t ies between them and other 

users in  on l ine communit ies, and data min ing is used to match i tems to users. 
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Table 3 - 3 :  ummar) r Data l i n ing in  ETs re lated \-york 

Tit le uthor Year Remarks 

s ciat ion rule mining o l lT & Igorit}U11s that mine 

i n  peer-t -peer ) tem chu ter 
2004 a soc iation ru le in  peer-to-

peer networks 
Find assoc iations between 

Di tri buted data min ing 
Datta et a 1 .  2006 attributes in  a di stributed 

in peer-to-peer net\vork. em'ironment \-vi th part it ioned 
databases 

RoadSpeak : enabl ing 
\ o ice chat on road\\ ays 

maldon et al . 2008 
Create chat groups on the 

u ing whicular ocial  road 
networks 

Con truct i ng 
ummarizations for V _ 

Zhang et a 1 .  20 1 0  
Construct summarizat ions of 

tranic data ba ed on the traffic data i n  VANETs 
sampl ing methods 

Appl ications of data min ing 

On the se of Data 
in VAN ETs: 

• I dent i fy mal ic ious 
l i ning Technique 111 

AI-Khas awneh 20 1 2  vehic les 
Veh icu lar d Hoc . Routing 

etwork • Create an image of 
the network 

Another example of using data min ing in onl i ne communit ies is m in ing for 

assoc i at ion rules. I n  some research tudies ( Wo lff & Schuster, 2004 )( Datta, Bhaduri , 

G iannel l a, Wolff, & Kargupta, 2006). the authors designed a lgori t lU11s that mine 

as oe i at ion rules i n  peer-to-peer networks. The a lgorithms fi nd associat ions between 

attr ibutes i n  a distr ibuted environment with part i t ioned databases .  I n  (A I  Falasi & 

1 0hamed. 20 1 3 ) we i ntroduce a system for bui l d ing trust ru les from preferences. 

Trust rules are statements that describe the pre ferences of a vehic le .  Each statement 

can be used to express an attribute: i ts characterist ics and re lat ionships with other 

attr ibutes. The statements are created from mon itoring a vehic le ' s  communications, 

i ts i nteract ions with other vehic les and from the vehicles i tse l f. G i  en the nature of 

the rules. they ' re i nfluenced by the context of a vehicle. The weight of every attribute 
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di ffers a the c ntcxt di lTer . a l lov, i ng f r a better expre sion of  tru 1. Tru t is not 

ul t imate. and j u  t a the rule . i t " h ighly i n fluenced b) the conte t of the vehic le .  For 

c\.amplc. I trust a doctor \\ ith 111) hea lth. but not my car; unless he was a mechanic as 

wel l .  The trust rules are bui l t  from the bea on ent b) a \'eh ic le '  neighbor . I f  the 

frequency o f' beaconing i 1 0  beacon per econd. a veh ic le travel l i ng at speed of 1 20 

km hr \\ ould send 600 beacons per minute, a uming Oo� me age loss rate. At th i s  

sp  ed  the \ chic le \\ i l l  move 3 3 . 3 3  m per econd and receive 300 beacons per km. We 

. uggested the use of  data min ing a lgor i thm to extract knowledge [rom these 

beacons. 

In this d issertat ion,  we take advantage of the plethora of information in the 

neh\ ork in  the toml of  beacons. In formation about other vehic les on the road can be 

col lected through the beacons they send periodical ly .  A beacon inc ludes i nfol111ation 

about the CUITcnt tate of a car, such as speed and coordinates .  Th i s  i nspired LlS to 

look i nto the u e of data min ing techniques to d isco\'er re lat ionships between 

\ ehic les on a road, and t hen uti l ize these relat ionships to reduce the communications 

o\ erhead in the network. In recommender systems, Col l aborat ive F i l ter ing (CF)  

teclmiques are used to  derive s imi larity behveen two i tems or two users (Su  & 

Khoshgoftaar. 2009) i f  t \\'o users behave s imi l arly, then they w i l l  act s imi l arly on 

other item . The author state that Pearson ' s  COlTe lation Coefficient is used in  CF 

techniques and  i s  dependent on i tem rating to provide predict ions. We don ' t  have 

expl ic i t  rat ings to use to derive s imi larity i n  our system. Another technique is  

Euc l i dean Distance which requ ires an assumpt ion of  the val ue of trust  to predict the 

future value of trust using the s imi larit ies between the messages that repoli the same 

event . The author in ( . Yang. 20 1 3 ) assumes that messages generat ing from the 

ame \ ehic le about the same event usual ly has the same trust a lue .  We decided to 
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lise a soc iation rule becau e \ve wanted to  di cover i nterest ing relation between the 

\ chic le . Wc focused on identi f ing item pai r that occur frequent ly  together; 

counting the number of co-occurrence of the pai rs. 

t\. l orcO\ er. in  thi d i s  ertat ion, v. e take a hybrid approach in  terms of trust 

source ' to ver ify the authent ic i ty of safety event . We tal1 with an enti ty-centric 

metric of t ru t ( i .e . ,  mea ure or imi larity to Corm the re lationsh ips bet\veen the 

\ ehic le ) and th n \\ e input data-centric tru t metrics to val idate safety event reports. 

For example,  a \ eh ic le  rece i \  ing a warning mes age about an accident bas to make a 

deci ion:  e i ther act on or ignore the message. The vehic le  in  question wi l l  input the 

reputat ion of  the ource v eh ic le  and the vehic le ' s own observation of  the source 

v eh ic l e ' s  behavior to e\ a l uate and take an act ion with respect to the reported 

accident. 

3.6 u m m a ry  

The t rust management systems proposed b y  ( Huang et a I . ,  20 1 4 : . Yang, 

20 1 3 )  sho\\" good potent ia ls for implementation in V AN ETs; however, they come 

short when i t  comes to addressing the chal lenges of trust management in V A ETs 

h igh l ighted in Chapter 1 .  In ( . Yang, 20 1 3 ) ,  the author uses trust to bui ld 

reputat ion.  Their  ystem doesn ' t  count for the ephemeral nature of V ANETs; they 

don' t  consider the decay of trust va lue over t ime .  In addit ion,  they assume that 

messages generated fi"om the same vehic le about the same event with i n  a s imi lar 

period of time \A, i l l  have the same tru t val ue; however. they don ' t  say how this value 

is first calcu lated. 

One of the chal lenges of t rust management i n  V ANETs is reach ing a vot ing 

threshold on a dec ision in  reputat ion systems. The authors in  ( Huang et a l . .  20 1 4 )  
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don ' t  sa) ho\\ man) repo11 the) need before a \ eh ic le  can make a deci ion. I n  

addit ion.  the) are USl llg a \ '  t ing cherne that g i \'en the dynamic nature and t ime 

cri t ical i ty o r  A E T  sarety app l i  at ion may not be appl icable. Furthermore, thei r  

\ ot ing scheme rel ie' on report' about a arety e\ent from fir t hand observers and 

mult i -hop reporters, The problem \\ ith thi  approach i s  that they rel )- on i ntermed iate 

neighbor COr\\ard ing the COITect mes age: they neglect the possibi l i ty of having 

mal icious \ch ic l  that ma)- a l te r  th  content or the  me sage. I n  the i r  research the 

author sho\\ that considering fi r t -hand informat ion i better than vot ing the 

Op1 l1 10 11 of neighboring node • .  We demonstrate the same in  th is  d issertat ion.  

In th i  d i s  ertation, \ve address the chal lenges of t rust management 1 11 

V ETs through the fol l o\\ i ng :  

1 .  We don ' t  re ly on vot ing to assess the correctness of a safety event 

me age. Ever veh ic le  re l ies on its 0\\ n observat ions and uses the i r  

subjecti \"e v iew of  the network to make the i r  dec ision. Our system is 

in troduced in  Chapter 4 .  

2. Our trust management system considers the h ighly dynamic nature of 

the network ; the system col lects enough i nfon11at ion to support the 

decision making process in the veh ic les .  This  is demonstrated i n  

Chapter 6 .  

3 .  Our  adversary model presented i n  Chapter 6 considers misbehaving or 

se l fi sh vehicles sel fish :  they are not always good and not a lways bad . 

We a im to i nvest i gate the effectiyeness of our system i n  d iscovering 

mal ic ious vehic les in the future . 
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V \ ET oCh' a range r appl icat ion : therefore. securi ty ha become a 

major concern.  "v Ian) researchers targeted th provis ioning of security services to 

en ure the a\ ai l ab i l i t )  of protecti n mea ures for the i nformat ion in  the network 

( Hao. Cheng. Zhou, & ng, :201 L Karim.  2008: Papadimi tratos et a l . ,  2008:  . W.  

\Vang, I l uang. & hen. 2008 : L Zhang. Wu, olanas ,  & Domingo Ferrer, 20 1 0 ) .  

The ecurit) 'en ice in  V A ET inc lude: confident ia l i ty, i ntegri ty,  and ava i labi l ity .  

Trust ing the net\\ork ' content: content correctnes i s  another service to look for i n  

addi t i  n to th pre\ iOlts l) mentioned ecurity services. 

There are man) defi n i t ions of  trust  in the l i terature ( Gerlach. 2007:  Golbeck, 

:2009: i'. fontaner et aL 2002) .  They a l l  have one thing in common, bel ie f. Trust ing an 

enti ty mean that an entit) is  expected to behave in a certa in way : th is  is because of a 

ubject i \  e v ie\\' o f  that ent i ty ' s  attributes. When a vehic le  trusts a message, th is  

means that i t  ha a le\ e l  of bel ief  that  the content of  the mes age i s  true, I t  i s  defined 

by ( Gerlach.  2007) a the wi l l i ngnes o f  an ent i ty to behave i n  a certain  way or to 

make a cel1a in dec i sion becau e the ent i ty bel ieves i n  the other enti ty given a 

s i tuation they both encounter. This  bel i ef i s  governed by t lu'ee aspect ( Gerlach, 

2007) :  the tru t ing ent i ty .  which defines a level of dependency on another entity, the 

a\ a i lab i l i ty of certa in  attributes in the trusted entity. and the context of the i nteract ion 

bet\\ een the two ent i t ie , The attributes that an enti ty selects to eval uate t rust 

originate ei ther from needs or preferences. Trust mode ls  in  V A ETs can be 

categorized i nto three categories ( l ie Zhang, 20 1 1 ) : ent i ty centric, data centric .  and 



29  

c mbin d .  Tb ent i t) entr ic model define trust relation hips between the v hic les 

in  the net\\ ork: if on tru ts a \ ehic le ,  then one trusts its data, wh i le  the data centric 

m del put the I ru t n the information xchanged in the network. The more votes a 

piece of  infolmation ntta in  , t Il m re trusted it i s .  The combined modeL as the name 

ugg IS, u. es a combination of both models .  

ur u l t imat goal i to enhance the decision-making process using trust: we 

plan to tud) the efCect or trust on the t ime needed to make a deci sion and on the 

nccurac_ of  that dec i sion .  For exampk: ,  when a ehicle receives a message report ing 

an \' nt in th net\\ork, \ve want to learn hovv long i t  wi l l  take the vehicle to react to 

the event, posi t ivel  or negat ively ( i .e .  ho\>, many reports are needed for the vehic le  

to make a deci ion ) .  Moreover. we want to study whether the e luc le '  s react ion i s  the 

right one. D id  i t  accept a fal se report or did it ignore a genuine report? 

I n  thi s  chapter. we study the effect of attribute s imi lar i ty on the average t rust 

le\'e l in a network of vehicles .  We use t lu'ee attributes to calculate the pair-wise 

s imi l arity degree : speed . locat ion. and t ime.  We find that these three relate the most 

to the behavior we seek to study.  The s im i l arity degree is then used to derive t rust 

rati ngs for the vehic les in the network. I n  addi t ion, we study t he t ime it takes a 

vehic le to evaluate another veh ic le  i n  the network. Our contribution i n  th is chapter 

addresses the feasib i l i ty of using s im i l arity to achieve trust . 

4 .2  M ot i\'a t ion 

Our goal in  th i s  research i s  to form tnlst re lat ionships between vehic les 

through s imi l arity and to use the calculated t rust rat i ngs to ident i fy abnormal 

vehic les. Abnomlal vehic les are veh ic les that exhibit  unpredictable behaviors, such 

as capric ious rates of  accelerat ion and decelerat ion and fai l ure to maintain safety 



3 0  

d i stance. We exp ct the  e v chic le to  have I \ \  tru t rat ings. as  their action cannot 

bc counted on ( i .e . ,  the) are untrust\\ orthy ) .  

i ng tru t t form relat ionships bet\\ een veh i c les can be used b many 

,\ E' I a] p l ication : for example. i f  a vehic le  trm el ing on the highway is grouped 

\\ ith \ chic le. in  \\ h ich the pa enger hare the same taste i n  food. messages from 

\ chic les recommend i ng a lood outlet are more l i kel) to be accepted . Vehic le 

equipped \\ i th  the ame fog detect ion sen ors \ i l l  accept the readings from these 

sen SOL. Other example inc lude r commendations of tour i st s i tes or a l ternate routes. 

These are only a few of the example \I here trust can be uti l i zed . 

-&.3 T m  t A ppl icat ion in VAN ETs 

I n  the work of (Golbeck. 2009), trust de fi nes how we deal with data. from 

\\ hom we accept i t .  and how we act on i t .  The author e, p la ined that trust is  bel ief and 

commitment:  bel ief  that an entity w i l l  act a certain way in a si tuation,  and 

commitment is act ing upon that bel ief. Trust should be derived from user s imi larity 

( 10ntaner et a l . .  2002 ) .Trust i s  having fai th  in other ent i t ies, and act ing i n  

accordance with that fai th  without any guarantee of the outcome. 

As mentioned i n  Chapter 3 ,  t he re lat ionship bet" een tru st and s imi larity is 

inv est igated i n  recommender systems to understand hov; s imi larity re lates to the \ ay 

u ers determ ine trust .  Researchers studied the in fl uence of  s imi larity in  users' 

choices and select ions when presented with recommendat ions. For instance, trust

based recommender systems capture s imi l arit ies between user profi les (Golbeck, 

2009) .  sers tend to  prefer recommendat ions from friends or  people they tru 1 .  

Data min ing ha many appl i cat ions i n  V A ETs (A l -Khassawneh & Sal i m, 

20 1 2 ) .  A mentioned in  Chapter 3 .  data min ing i s  used to construct an image of the 
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Ilct\\ ( rk . Furthermore. i t  i then u ed for r ut ing and route predict ion in  addit ion to 

ident i l) ing malic iou \ eh ic le . [ n  ETs, members o f  the network pro e stream 

of data. T en me eClic ient pcri'om1anc of the veh ic le'  re ources, the data in the 

net\\ ork hould be handl ed in ingeniou ways. One approach i to proce the tream 

in chunk and to replace the chunk as morc data arrive for proce sing (Golab & 

01. 'u. 2003 ) .  Another approach i to replace the sample data period ical l )  ( Domingo 

& [ [ u lten, 2003 ) .  F inal ! ) . the incremental learning approach adopts the use of  

\ \  i ndow (Gama. 1 edas, & Rodrigues, 2005 ) .  ( Rezgui & Cherkaoui ,  20 1 1 )  u ed 

a .oc iation rules to ident ity faul ty or mal ic iou veh ic les. The assoc iation rules are 

con tructed i n  periods of  t imes that are cal led episodes. A vehic le I i  ten for reports 

on an e\ ent in the network, and at the end o f  the episode. it fom1s a soc iation rules 

ba. ed on \\ hether a vehic le  reported an e ent or not. Fau lty or mal ic ious vehic les arc 

ident i tied \\ hen the) fai l  to report an event. The identi fication of mal ic iou or i'aulty 

vehic le  done at the moment of an event without prior knO\ ledge of past 

behaviors of the vehic les i 11 the net\vork. ( . Yang, 20 1 3 ) proposed a s imi lar 

approach to evaluate the reputat ion of eh ic les in the network. In our approach,  we 

p lan to establ i sh relat ion h ips between the vehic les i n  the network and then use these 

re lat ionships to provis ion d i fferent services to the vehic les. such as ident ify ing 

abnOlmal \'ehic les. 

-tA System Desc r ipt ion  

Data from the sen ors and the other vehic les in  the network const itute data 

streams in VANETs. I n  our previous work ( AI Falasi & Mohamed, �0 1 3 )  a 

explained i n  Chapter 3 .  we explain how the nature of the data created in vehicular 

networks dictates the use f data min ing techniques that adapt to the cont inuolls ly 
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changing tream . We pr p e the use of data min ing technique to find s imi larities 

bet\\ ccn the \ ehic le to a hieve the fol lowing benefi t : 

1 .  ,,\s' ign a trust rat ing to each neighbor o r  a vehic le .  Trust rat ing are used to 

idcnt i f) abnormal \ eh ic le  . 

2 .  t I nder tand the \ eh ic le  ' demographic 1 11 a certa in  area, which can help 

commercial  c mpal1 le market the i r  products r en ices to potential 

customer . 

r\ 'sist the tran I ort authori t ie to enhance the qual i ty of service for the 

tra\ der . For xample. if road are congested becau e veh ic les use simi lar 

routes at s imi lar t imes or the da , the transpo11 authori t ies can suggest 

alternate routes to a l leviate the congest ion .  

Our main focll is to llse s imi larity to as ign trust rat ings to the veh ic les in the 

net\\ ork and then use the trll t rat i ngs to ident i fy abnormal vehic les. Each vehic le 

\\' i l l  calculate and a s ign i ts  own rat ings to i ts  neighbors; the iew of trust i s  therefore 

subject ive.  I n  add it ion, trust is a cumulat ive value, as past i nteract ions affect the 

value of the ne\\ trust rat ing.  I f a  vehic le  behaves normal ly most of the t ime, and due 

to some kind of mal funct ion i t  exh ibits an abnormal behavior, i ts trust rat ing would 

not be solely calculated based on th is abnormal i ty or the normal ity, but al l  h istorical 

behavior \'" i 1 l  be considered . However, more recent trust rat ings wi l l  be given h igher 

\" eight than o lder rat i ngs i n  the overa l l  tru t calculat ion .  Trust wi l l  be an 

amalgamation of a vehic l e ' s  behavior \vhere past beha ior is not d iscounted . 

.tA. I Sy tem M od u le 

We de ign the framework of a system that contin llously calculates trust 

rat i ngs for a l l  the neighbors of a vehic le .  These trust rat ings wi l l  then be used to 
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a 'si t a \ chic le in  making a deci i n about an e\ ent in  the network. The tru t rat ing 

of a \ chic le along \\ ith an) report it end out ab ut an event in the net\vork \-vi l l  be 

II 'cd by the recei \ ing yehic le  a an cndor emenl or conoboration of the reported 

ev ent. 

-tA.2 Y tem omponent  

C/) -. 
:3 0 -. - (l) tu () 
:J. Vl "TJ � - . 

---+ r---- 0 rt n ::s (l) , tu 3: () tu C ;>;"" -tu (l) 
rt , 
0 , 

Figure 4- 1 :  y tem rchi tecture 

hown in  F igure 4- 1 ,  our S imi larity-ba ed Trust Management System 

( bT 1 ) compri e t lu'ee modules. The first modu le  fi l ters the data streams from the 

net\\"ork in order to prepare them to be processed by t he fol lowing modules in the 

sy stem: i t  extracts the information requ ired by the next modules. 

Table 4- 1 :  y tern Modules 

10dule I Function 
Descript ion 

I nput Output 

Extract i nformation AlTay of  neighboring 
F i l ter from recei ved Beacons  from vehic le speed, location 

beacons neighboring vehic les and message t imestamp 

I Simi larity 
I Assign simi larity 

S imi larity rati ng for 
rat ing to every The an'ay from the 

every neighbor 
Calculator neighbor of a vehic le  Fi lter module  

Decis ion 
Assign trust rat i ng to S imi larity rat ings from 

Trust rat i  ngs of the 
Maker 

every neighbor of  a the S imi lar i ty Calculator 
neighbor ing vehic les 

vehic le  module I -
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Vehic le  exchange me' nge Cor d i iTerent appl ications: it is the re ponsib i l i t) 

oC the I i l ter module to extract p ed . po i t ion and t ime i n fo11l1ation from the received 

beacon ' lor the imi larit) a iculator module .  The second module calculate the 

s imi lar i t) bet\\ een the \ ehi l es u ing a data min ing techniqu ( see ect ion 4 .4 .3 ) .  

The fi nal module  make the j udgment about a \ ehicle; i t  a signs the trust rat ings to 

the in lormation proyided by the vehic le .  

pro\ ideo i n  Table 4- 1 . 

.... ·t3 Sim i l a r i ty 

umman of  each module' function is 

Throughout the journey of a vehic l  , i t  meets many other vehic les along the 

\\ a) . The \ eh ic le  l i sten for beacons sent from i ts one-hop neighbors. The beacons 

carr) information rel ated to the source vehic le ' s  locat ion and speed. Addi t ional 

infonnation might be avai l able in  the beacon depend ing on the app l ications running 

onboard. s more attributes are added to calculate the s imi larity degree, d i fferent 

method mu t be used to val idate them . Yang, 20 1 3 ) .  The rece ived informat ion i s  

proce sed and stored i n  the recei ing \'ehic le for later hand l i ng. During the l i steni ng 

p riod, V2 encountered the below vehic les driv ing at a s imi lar speed: 

Yo :  of t imes 

V J :  1 t ime 

V5 :  2 t imes 

Vb:  1 t ime 

V7:  4 t imes 

V 8 :  2 t imes 

V9: :2 t imes 



' \ able -+- .... . ho\\ s the frequenC) at \-\ h ich the neighbor of V �hU\ e exhibited 

s imi lar peeu at im i lar I cat ion . 

Table 4-2 : Sample imi l ar i ty � l atrix in  eh ic le  \12 

Vo V I V1 V3 V4 V -:> V6 

1 ') 1 ')  ') ') ') 

I 1 1 ,)  ,) ') ') 

I ? 1 .) ') ') ') 

1 ') 1 ? ,) 1 ? 

') ') 1 ') ') 1 1 

V., V V9 

') 1 ') 

1 1 ') 

1 ') ') 

1 ? ? 

1 ') 1 
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I n  order to i nyest igate the existence of relat ionshi ps bet\ een the veh ic les, we 

u e Aprior i .  \\ hich i a data min ing a lgorithm that i s  used to m ine frequent i tem sets 

and de\ e lop a ociat io l1 ru les ( Wu et aL 2008 ) .  When we feed this dataset to 

priori. the belo\\ associat ion rules are derived: 

2= 1  => 0= 1 ,  confidence: ( 0 . 8 )  

V�= 1 => \I 1 = 1 . confidence: ( 0 . 2 )  

\12= 1 ==> V5= 1 . confidence: (0 .4 )  

V2= 1 ==> \16= 1 ,  on fidence: (0 .2 )  

2= 1 ==> V 7= 1 .  confidence: ( 0 . 8 )  

V2= 1 ==> \18= 1 ,  confidence: ( OA)  

V2= 1  ==> V9= 1 .  confidence: (0 . 2 )  

Where the  confidence value of  each associ at ion rule represents i ts 

correctness; for e ample, the probab i l i ty that V2and Vo \\ i l l  t ravel at the same speed 

during the same t ime is 80%. and the probabi l i ty that T '.;and fJ'j wi l l  travel at the same 
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speed during the ame t ime is -+0°'0. 20% i the probabi l i t) that r ·.:-and J '9 \\ i l l  trm el  at 

the amc speed dur ing the amc t imc. 

\\"c u e the a s c iation rulcs to compute the s imi larity rat ing. At the end f 

the l i stening period, the imi larity rat ing ' If  i calculated u ing the [ol lovv ing 

cquat ion : 

x>O ( 1 ) 
Where Freqll i s  the J/lel \ a lue for \ ehic les i and j, and x i the durat ion ( i n 

seconds) of the observat ion ( l i stening period ) .  Three measures are considered when 

calculat ing the pair-v, i se imi larity degree: locat ion, peed, and t ime.  The vehic le  

cont inuously I i  tens for beacon from i t  one-hop neighbors ( i .e  . .  w hen their 

locat ion are within the communicat ion range of the vehic le ) .  Only neighbor vehic les 

trawl ing at a s imi lar speed as the l i stening veh ic les cause the increment or  the met 

\ alue.  

F inal ly , a vehic le  T ' l i tens for other vehic les that have s imi lar speeds dur ing 

the l i stening period. The resul t i ng imi l arity rat ing is  then used to calculate the trust 

rat ing.  

The average trust rat ing between a pair of normal vehic les i n  the network, 

and bet\',;een a pair  of nOlmal vehic les and abnormal is d isplayed in F igure -+-2.  The 

calculated average tLUst rat ing represents the cun-ent s imi l ar i ty rat ing calculated 

using Equation 1 .  Equation 1 does not provide sufficient  i nfOImation to dist inguish 

between normal and abnormal vehic les i n  the network . The trust rat ing is  

instantaneous: i t  does not  i nc l ude-to some extent-Iong-teml i n formation about the 

vehic les in  the network ( i .e . .  it does not help vehicles attain c lear informat ion 

regarding their neighbors ) .  



0.80 

0 .70 
0.60 
0 .50 
OAO 

0 .30 
0 .20 
0 . 1 0  
0 .00 

\ erage Tru t 
( - ) 

I I 

-'----'-- --� 
o 20 

• \ rage Tru t 
( - ) 

I 
I 

50 

Figur 4-_ : verage tru t rat ing i n  the network between ehic les 

37 

80 

In the next ect ion, we i ntroduce the rate of decay a ,  which \ e ant ic ipate to 

a i st i n  d ist ingui b ing between nOlTI1al and abnonnal elucles in  the network . 

-tAA T rust  

Each vehic le  l istens to the beacons sent from its neighbors throughout the 

journey. The durat ion of  the journey is  d i  ided i nto equal length t ime i ntervals (e .g . ,  

1 0  seconds) , \\  hich we cal l periods.  Calculat ing s imi larity and consequently trust 

rati ngs is done over these periods of t ime .  Trust is a cumulat i  e value where, at the 

end of each l isten ing period. the trust rat ing is updated by adding the current 

s imi larity rating to the pre ious trust rat i ng. Moreover, V ANETs are constantl y  

changing. as they compnse highly mobi le  nodes. I n  order t o  capture th is 

characterist ic of V ANETs, we use an exponential decay funct ion to assign a weight 

to the old and new values of trust in  our calculat ion .  We derive trust from simi lar i t  ; 

\ve look for vehic les that exlUbi t  sim i l ar behaviors in terms of accelerat ion and 



3 8  

deceleration rate . We u e the imi larilY rat ing calculat d a t  the end  o f  each I i  teni ng 

I criod t compute a tru t rat i ng. 

Bel \\. is the equat ion \\ e u e to calcu late T/}, the tru t rat ing betwe n vehic les 

i and j: 

\\ here (/.. is the rate of deca) " I'" i the sim i l arity rat ing betw en vehic les i and 

j in the cUITenl period 11, Til 1 1·  I i the trust value i n  the previous period. n- 1 .  and <p is 

the in i t ia l  tru t val ue. In add i t ion,  a. i a predefi ned value that can be increased or 

decrea 'ed depending on the appl ication or eh ic le  preference sett i ngs. 

imi lar to recommender systems, we face the problem of meet ing ne\ 

\'eh ic le  . In order to address this problem, \ e implement the fol lowing: when a 

"ehic le  meet a new neighbor. it assigns the vehic le a predefined trust rating<p . The 

value of<p in our imulat ion is  set to 0 .5 :  irs  the average t rust value between 

untru ted (0 )  and trusted ( 1 ) . The tru t rat ing of the new vehic le  \ i l l  then be adjusted 

u ing the above fonnu la  through the communication between the two vehic les. The 

more communication a veh ic le  receives from another veh ic le  results in more 

i nfoI111ation for computing the imi l arity rat ing . 

.... 5 S i m u lat ion  and  Re u l ts 

Throughout this d issertat ion we use S imulation of Urban Mobi l i ty (SUMO) 

( Krajzewicz. Bonert. & Wagner. 2006) ,  which is  a microscopic si mulator, to  

s imulate the traffic i n  a net\\. ork of vehic les. I t  generates rea l i st ic  traftic traces of 

vehic les '  movements. The t race fi l e  generated from UMO indicate the speed and 

locat ion of every vehic le  in the network during every step of the s imulat ion. Each 

step of the s imulat ion repre ents one second of imulation time. Our s imu lation is a 
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impl i flcd h igh\\ tl) t polog) . 3 n -\\ 3) h igh\\ a) \\ i th three lane . The length of the 

��B ] 

higlm a) 5 .000 m as ho\;\-n in  F igure 4 -3. 

1 1  o f  the imulat ion runs use 1 00 vehic les .  We use the bui lt - in  S igma 

parameter to define the driv r imperfect ion in the s imulation regarding the driver ' s  

abi l i t)  to adapt to the  de i red afe speed . The percentage of  vehicles with Sigma = 

1 i P. We haye four imu lation run \". i th d i fferent va lues of  P as fol lows: 0, 20. 50. 

and 80 .  The l istening period used to calculate s imi l arity and trust ratings i s  set to 60 

econd i n  a l l  runs. 

On top of the traffic generated from SUMO. we bui l d  an app l ication t hat 

Figure 4-3: ample H ighway Segment 

assigns t rust ratings to a l l  the \'ehic les 111 the network. We read the trace fi le  

generated by MO for further process ing. We use the formulas defined ear l ier to 

compute the average trust rat ing between normal vehic les and abnormal vehicles. At 

the end of the l i stening period. the s imi lar i ty rating is used to calcu late the pair-wise 

t rust rati ng between al l velucles i n  the network. I n  the s imul at ion runs, a. i s  set to 0 .2 .  

0 .5 .  and 0 .9 in order to experiment with d ifferent weights of the current trust rat ing. 
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\\ e F erfo1111cd a . eric of experiment t compute the fol lm,\' ing:  
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• lax imul11 meet ing t ime: The longe t period of continuous 

c mtnunication bet\\ een the ,'ehic les in  the network .  Here, \ve pre ent 

tbe m crage or tbe maximum meet ing t ime . 

• \ crnge tru t rat ing :  The calcu lated average value f the trust rat ings 

o[ the vchic le  in  the network. 

• Identi ficat ion of abnormal vehic les through the use of the trust rating . 

... . 6. 1 M a x i m u m  M eet ing  T i m e  

I n  order to yal idate our proposed system, we  u e the s imulat ion to  compute 

the maximum meet ing t ime for the vehic les in the network, , h ich is the longest 

period of cont inuous communicat ion .  v.,le want to know if a vehic le , i l l  have enough 

t ime to make a determination regard ing i ts neighbors and to bui ld  a view of i ts local 

network . We apture the durat ion of cont inuous communicat ion by calcu lat ing how 

long a veh ic le  was unintelTupted ly  in another veh ic le '  communicati n range. As 

ment ioned earl ier. the s imulat ion was run on four values of P: 0, 20, 50, and 80. I n  

the fi r  t network, where P = 0 .  the average meeting t ime of  the ,'ehic les i s  

1 1 8 econd . I n  the fourth net\\ ork, the average meeting t ime is  1 "l 3second . On 

average. the vehic les remal l1 In contact for 1 24seconds. F igure 4-4 d i splays the 

average meet ing time in  the d i fferent networks. Vehic les seem to mai ntain their 

speeds. and the more vehic les that travel at the same speed resu l ts in a better 

opportun i  t} [or them to l earn about each other. 
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Figure 4--+ : Average Meet ing Time 

·t6.2 A ve rage Trust Rat ing  

The value P in  our  s imu lat ion define the  percentage of veh ic les with 

unpredictable driver 
. 

behavior . Prior to the start of  the s imulat ion, these vehic les 

are not known. The average tru t rat i ng is  used to iden t i fy these veh ic les. Dur ing the 

Ii tening period. every veh ic le stores the frequency at which any of i ts one-hop 

neighbors has reported a s imi l ar trm e l i ng peed. The l i stening vehic le keeps a record 

that registers a l l  t he vehic les that had s imi l ar attributes of speed, locat ion. and t ime.  

We experimented wi th  several d i fferent values for P to study the dTect of 

imi lar i ty on trust .  When a = 0.2.  the average t rust rat ing between normal veh ic les i s  

approx imately 0 .3 .  and i t  decreases as the percentage of  abnormal vehicles i ncreases 

in the network to 80% as shov·lJ1 in F igure 4-5 .  On the other hand. the average trust 

rat ing between normal and abnormal vehic les increases as the number of abnormal 

vehic le increases. as shown i n  F igure 4-6.  
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Figure 4 -6 .  Average trust rating i n  the network between nonnal vehic les and 

abnormal vehi c les 

The average trust rat ing reaches values almost s imi lar to the average trust 

rat ing bet\.\'een normal vehic les. The val ue of a = 0.2 does not provide enough 

information to d ist inguish between normal and abnormal vehic les 1 11 the network ; 
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111 re  v" eight i a igned to the o ld trust rat ing \\ hen the vehic les are t i l l  learning 

about each other. 

J n i t ia l l ) . the U\ erage trust rat i  ng betvv een normal vehic le i s  at  approx imatel) 

500 0 \\ hen a 0 . 5 .  The t ru t rate drop a the number of abnormal \ ehi les i n  rea es 

i n  the net\\ ork as 110\\ n in  Figure ..J. -S .  The veh ic le me t less nonnal \'ehic les along 

th \\'a) . and a a re ult .  the 0\ era l l  average trust rat ing drop . I n  Figure 4-6. the 

a\ erage trll't rat ing bet\\ een normal and abno1111al veh ic les increases a the number 

of abnormal \ ell ic les increases in  the network . The t rust rat ing of abnormal \'ehic les 

increa, es to reach 500/0. ett ing a to 0 .5  does not support the deci sion-making 

proce s in  the network. a the d ist inct ion between normal and abnormal vehic les 

d imin i  he . 

When a = 0.9. we assign a l arger weight to the cunent t rust rat ing of a veh ic le 

i n  order to mainta in the fre hne s and re levance of the rat ing.  As shown in  Figure ..J. -

5 .  when the  number of abnonnal vehic les i ncreases, the  average trust rat ing i n  the 

net\\ork decreases. ormal vehic les have fewer vehic les that they can t rust as the 

number of abnormal vehicles i ncreases. Moreover, the vehic les ha e less t ime to 

locate trust\\orthy vehic les. On the other hand, as shown in  F igure ..J.-6, the average 

trust rating for abnormal vehic le is approximate ly  0. 1 5 . This is understandable, as the 

trust rating is  based on s imi larity. If a vehicle cannot find sim i l ar i t ies between i tse l f  

and another vehicle,  t he  trust rat ing for t hat vehic le wi l l  be  low. 

Throughout this d is  ertat ion. \ve use a value of 0.= 0.9 to calculate trust . As 

per the results d isp layed in  Figure 4-6, we have better resu l ts  ident ifying abnonnal  

vehic les using 0. = 0.9 .  
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Gi \  en the re u l ts fr In our imulat ion , \\ C an arely as ume that a yehic le i s  

abnormal i f i t trust ral i ng i c lose to 0. 1 5 . 
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Figure 4-7 :  A \ erage t rust rat ing between nonnal vehic les, and between normal and 
abnonnal yehic les in d i fferent size networks 

In our imulat ion, the vehic le  Ii tens to the beacons sent from its neighbors 

throughout the journey. I f  a vehic le stops receiv ing bea ons from a fonner neighbor 

for a \,\ h i le ,  that vehic le is then removed from the neighborhood l i st :  t he l ist of  

\ ehic le within communication range. At  every given moment , each vehic le has a 

fin i te number of neighbors, which a l lows th is  model to be implemented i n  big 

networks. We analyze th is  further by examining the scalabi l i ty of our trust 

management system in d i fferent s ize networks. We first define what we mean by 

scalabi l i t) : calab i l i ty  i s  the abi l ity  of  our t rust management system to achieve t rust 

rat i ngs between normal vehic les that are much larger than the t rust rati ngs between 

normal and abnormal veh ic le , both in sparse and highly overloaded networks. Then, 
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\\ � simu late the a\ rage trust rat ing bet\\ een n 1111al "ehic les. and normal and 

abnormal \ ehicle in d i fferent network izes. repre entat ion of the imulation 

resul t  can be een in F igure 4-7. We can ee that the average trust rat ing between 

normal \ ehic les remains high a the number of vehic les increase. Ho\ ever. the 

a\ erage tru t rat i ng bet\\cen n0l111al  and abnormal veh ic le decreases a the number � � 

o C  \ chic le  increa e. fhe.c rc ults ind icate a good performance b) our trust 

managcmcnt ) tem in d i rrerent net \York sizes whether parsc or dense. 

-&.7 u m m a ry  

Qur p r  posed system archi tecture ha shown that sim i l arity can be used to 

compute trust between vehic le . Using the i n format ion from the beacons. we were 

able to bui l d  as oc iat ion ru le that predict the probabi l i ty of  correspondence i n  

dr i\  i ng  behU\ ior ( i .e .  the rate of accelerat ion. rate of decelerat ion .  and preservation 

of afety d i  tance) .  foreover. \\ e calculated t he  max imum meet ing t ime of veh ic les 

in the network t hrough s imulat ion and demonstrated that there is enough t ime for the 

vehic les to gather i nfol111at ion about the i r  one-hop neighbors. In addit ion.  we were 

able to successful ly  i dent i fy abnormal veh ic les through the computed trust rat ing. 

We proposed a system architecture that fi l ters the data in the network in  order to 

i o late useful i nfol111at ion.  The isolated bits of i nformation are then used to calculate 

the s imi larity degree bet\\"een a veh ic le and a l l  of its one-hop neighbors. F inal ly .  the 

generated s imi larity rat i ngs are used to compute the trust rat ings of the vehicles. The 

system is designed to use data mining techniques to find h igh value infol111at ion in a 

h igh ly dynamic network . I n  the ystem, s imi l arity betV\ een vehic les i s  mined using 

a ociat ion rule min ing .  Each vehic le looks for other vehic les that frequent ly exhibit  

s imi l ar speeds in  a given locat ion and a speci fic  t ime frame. 



46 

C h apter 5 :  The I mpact of Tru t on Vehic u l a r Application 

5.  t I n t ro d u c t ion  

Vehicle r nn tru 't re lation h ip \\ i th other \ chic le in a net\\ ork for many 

rCaSl)J1S. For example .  in aret) app l icat ions. i t ' s  more important to ensure the 

correctnc s of th data than to authenticate the \ hic le ( ! l uang et a i . ,  2 0 1 4 ). ome 

V{\ ET appl i  ation an make u e of  the f0ll11cd trust relat ions to enhance tbeir 

performance and r l i abi l i t } . In th i  chapter, we stud the impact of  vehicular trusteJ 

groups on the net\\ork. We de\ elop an anal 1 ical  model that associates tru t \\ i th the 

perf0ll11UnCe of the deci ion-making proce s and the accuracy .  

5.2 l\ l ot ivat ion  

Relationsh ips between vehicles on a road ex is t .  The m ight  not be expl ic i t ,  

but the) are ce11ain l _  understood by the members of  the network. A trust re lationship 

exi ts  between private vehic le  and a pol ice car because of  the l atter's role in  the 

net\\ ork. Vehic les tru t a police car as an authoritat ive source of  informat ion; 

therefore. me sages sent by a pol ice car are accepted and trusted by al l  members of 

the network . 

Other types of relat ionship are created from the behavior of the ,'ehic les. A 

behavior can be any act i vi ty exhibi ted by a vehic le  or the travelers on board . such as 

\ eh ic les dri ving in the same d i rect ion or passengers playing the same v ideo games on 

board . ometimes rel at ionshi ps can be man i fested as dependencies. A vehic le or a 

group of vehicles can be the on ly source for i n format ion. Thi s  creates a dependency 

relat ionship benveen them and the other vehic les in the network . For example, there 

can be two c lusters eC l and C2 ) of veh icles on a stretch of a road, and ehic le A is 
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trm e l i ng ha l [\\ a) b�t\\ cen the t\\ O  c l uster . Due t PI' ' imi t) to both c lu  ters, 

i. the on l )  onnection '2 l1as \\ i th C 1 . Therefore .  C2 i dependent on \ ehic le 1\ to 

r�c�i\ c mes 'ages from C 1 .  

t-. l ajorit) \ ot ing has been inw t igated by C c.  Chen et a 1 . .  20 1 Ob) .  The authors 

propo:ed a protocol \\ here trust i a lread) e tab l i  hed between groups o r  \'eh ic les. 

rhe aim of the paper i s  to reach a can enSLlS about a afet) event using trust . In  our 

modeL \\ c tlld) the ffect tru't ha on the number of me sages needed far a vehic le 

make a deci ion and on the error probabi l i ty o r  that decis ion . 

I n  thi ' chapt r. we im est igate the effect 0 f trust i n  the performance of safety 

appl i  at ions. afet) appl ications have strict requ i rements; most important of  them al l  

i s  a min imum delay. We show the posit i ve impact of  trust on the dec ision-making 

proce s i n  a "ehic le ;  it faci l i tates better decisions with less infonnat ion .  We compare 

the performance of our system that ut i l i zes trust with a generic vot ing system in  

tern1 of number of messages needed to reach a dec i  ion .  and the accurac of that 

deci ion .  We a sume that trust i s  a l read estab l ished between some vehic les in  a 

network II ing the system archi tecture i ntroduced i n  Chapter 4 . Using trust. we 

examine vehic le react ions to warning messages from other vehic les. 

5.3 The M odel  

In  th is  sect ion. we present the trust mode l .  In  the model .  we want to calculate 

the expected number of \ arning messages needed for a vehic le to react and for the 

expected error rate. Every vehic le in  the network would have a lready fonnulated 

trust re lat ionships v,:ith some of i ts  one-hop neighbors; for example. ( J .  Wang et a1 . .  

2009) proposed a trLlst bu i ld ing scheme that a ims  a t  integrat ing attribute s imi larity 

'W i th ad hoc routi ng protoco l s  to improve the re l i able deli ery of packets. The 
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5chcme is  bui l t  by defin ing a pair-\\ i se trust \ a lue to detennine ho\', to interact \\ i th a 

node around the noti n that a u er is more i nc l i ned to trust a node that shares 

common attributes. 

In our model .  we \\ ant to mea ure t\-\ O  thing : the expected number of 

me sage. needed for a \ eh ic le  to make a deci sion and the ITOI' rate of that decision. 

Wc hm e the fo11o\\ ing input to the model : N i the number of one-hop neighbors 01  

a \ h ick.  t i the number o /" trusted neighbors. and 1I i s  the number of un trusted 

neighbors .. For xample. a \ ch ic le  might have five neighbors ( = 5 ). where three of 

them are untru ted ( II = 3 )  and t\\"o vehic les are trusted ( I  = 2). This results in  a rat io 

of 60:40 b t\\een the m.U11ber of  untru ted vehicles and trusted ehic les. One 

me age from a trusted vehic le  \ aming of an event is enough to make a vehic le 

react, \\  hi le i t  takes the majority of  the neighbors to report the same event in the case 

of untru ted \ ehic le . Ever) received mes age represents a level in a tree. The rat io 

of untrusted to trusted vehic les changes from one level to another. as whenever a 

yehic le  rece ives a message from an untru ted vehicle.  they must be removed from 

the rat io ca lcu lation. Therefore. we have N = 5 .  { = 2, and u = 3. in th is case, we have 

a tree with three levels .  

Level  1 :  The percentage of  trusted vehicles i s  2/5 = 40%, whi le  the percentage of 

untrusted vehic les i s  3/5 = 60°'0 .  

Level  2 :  \Ve remove one un trusted vehic le .  which leaves a total of four veh ic le (N = 

4) .  The percentage of  trusted vehic les is 2/4=50%, wh i le  the percentage of  un trusted 

vehic le  i s  2M = 50%. 

Level 3: We remove one more vehic le and then = 3 .  The percentage of trusted 

\ ehic les is 2/3=66.67%. whi le the percentage o f  un trusted ehicles is 1 /3 = 3 3 . 33%. 



Figure 5- 1 :  The depth of the tree i s  l � J + 1 
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F igure 5-2 :  The depth of the tree i s  u + 1 

We evaluate the trust model s  us ing the fol lowing two metrics: 

1 .  Expected number of  messages and 

2. Expected enor rate. 
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Expected number of messages is  defined as the number of messages needed 

for a veh ic le  to make a deci sion wi th respect to an e ent .  Expected enor rate is the 

probab i l i ty of a vehic le  making the wrong dec i sion based on the messages i t  receives 

about an event. 
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S.3. J Expected u m ber of I e  a ge 

Figure :: - 1  i a repre entat ion of  the number r message that a vehic le must 

recei \ e before mak ing a deci i n. F igure 5 - 1  pro ides a general representat ion of the 

expected number of  me age \\ h n lI>f. 

Figur 5-_ repre enL th expected number of message when /I ::s f .  I f  al l 

neighbor. are tnt tcd ( II = 0) .  then we argue that one mes age should be enough for a 

\ chic le to make a dec i.  i n and renct .  

E x pected N u m ber of  M es ages = 1 ( a )  

ing F igures 5 - 1  and - -2 abo\'e. we found that the expected number o f  

me nges can be calculated u ing the fol lowing expressions:  

Wh n 11>1. \\ e hm e tlu'ee tenn 

N- u 
Teml 1 :  -N 

Term 2 :  I��t [ ( i + 1 ) x (:=lil) x TIt:,� (�=:)] 

E x pected N u m ber of M e  ages=Term 1 + Term 2 + Term 3 (b) 

Meanv,,-hi le. when 0 <11 ::s I, we have t \VO terms : 

N - u  
Term -t : N 

"" u [ c ) (N - U) X TI i=_l ( U -k ) ]  Term 5 :  L.. l = l  i + 1 X N -l k -O N -k 

E x pected N u m ber of M essages =Tenn 4 + Term 5 ( c )  

5.3.2 Ex pected E rror Ra te 

Using F igures 5- 1 and 5 -2  again ,  but replacing the number of messages with 

the probab i l i ty  of  rece i \' ing false message from a veh ic le ' s  neighbor , u ing the 

fol lowing: 



• Cll = rrobabi l i t) of recc i \  ing a fal e me age [r m an unlru ted neighb r .  

• Ct = probabi l i t) of recei\ ing a (�11 e me age from a trusted neighbor. 

I i rsL if all neighbor are tru ted or \ hen u = 0, then \ e hav 

E \. pected E rro r Rate = Ct . 

Whcn /1"'/. \\ c have the fol lo\\ ing three tenll 

- u 
Term 1 :  -- x et N 

( d )  

Term 2 :  Ii!J1 [ [ (:��) x et ] x [ [J ��10 (�=:) x eu ] ] 
Tcrm 3 :  [JliJ [ (�) x e ] 1 =0 N - I U 

E x pect ed E rro r Rate =Term 1 + Tenn 2 + Term 3 ( e )  

l\ lear1\\ h i  Ie, \\ hen 0 <if :5 t .  we have the fo l lowing two tel111S :  

N - u  
Term 4 :  -- x et N 

T - " u [ [ (N - U) ] [J L - 1  ( U - k) ] e t'm � :  L.. t = l  N _ i X et X k = O  N _ k X eu 

Expected E rror Rate= Tenll 4 + Teml 5 

SA Eva luat ion  a n d  D i  cuss ion 

( f)  

5 1  

I n  th is chapter, we make use of  a s imulation tool that we have developed i n  

J a \  a t o  calculate the expected number of  messages and the e 'pected error rate .  The 

tool accepts as parameters the number 0 f one-hop neighbors, the number of untrusted 

neighbors. and the probabi l i ty of rece iv ing fal se messages from ei ther group of 

neighbors. In the s imulator, the veh ic les are random ly c lassi fied as trusted or 

untrusted. In addit ion.  they are randomly  selected to ei ther be honest or d ishonest. 

For example. an untrusted veh ic le  might provide an honest report about a safety 

event despite i ts c lassi fication. On the other hand, a trusted vehic le might provide a 

d i shonest report about a safety event i n  t he network . We calcu late the number of 
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tnt: ' ages needed b) a \ eh ic le  to rea h a deci ion about a safety event. and then we 

calculate the error rate. For a l l  the imulation run , \ve Jix the probab i l i t \  of recei \ inu • I:> 

a faL e me sage fr m a tru ted vehicle to 0 . 1 and to 0 .5  for an untrusted vehicle. 1 he 

mal l  fa lse probabi l i t; r l1ects the level of  con fidence a vehic le ha in  its tnt ted 

neighbors. \\ h i le  the 0 . 5  probabi l i ty en e as the expected outcome from the gamble '-

of acti ng on infoD11ation provided from an unt ru ted \ chic le .  

For the other parameter , \ e experiment with 5 ,  1 5 , and 25 one-hop 

neighbor (X) to k ep the s imu lation a real as po s ible .  Our scenario i s  5 km-long 

high \\ a) \\ i th 3 lanes in  one d i rection ( Petit & M ammeri . 20 1 1 :  ampigethaya et aL 

2005 : Zaid i ,  M i loje\ ic. Rakoce\ ic, & Rajarajan, 20 1 4 ) . The \'ehic les move at speeds 

bet\\ een 0 k.111\h and 1 20 km\h I n  addit ion,  average distance between t\VO vehic les 

in  the 'ame lane is  77 111 as per the recommendat ions o[ the Road Safety Authority in 

K for minimum stopping d i stance ( R  A 20 1 2 ) .  G iven the above parameters, a 

veh ic le  can h3\ e up to 3 6  neighbors \ i th in  communication range. We change the 

rat io of untrusted \ eh ic les to trusted veh ic les for ever N. We st311 with the rat io 1 : 0 

to e tabl ish a benchmark to track either the improvement or the degradat ion that trust 

introduces to our perfonnance metrics. 

SA. 1 D iscus  ion 

As shown, the expected number of messages decreases as the number of 

trusted \ ehic les increa es. The expected number of messages appro ache one as the 

number of trusted vehic les increases in re lat ion to the number of untrusted veh ic les .  

This i s  consistent with our model where the expected number of messages is  equal to 

one message when al l the neighbors are t rusted vehic les. From F igure 5 -3 ,  we 

obsen e that trust can have a posi t ive impact by decreasing the network overhead. 



Figure 5 -4 ho\\ the expectcd error rate with the three \ a lue of X. 

s s  

sho\\ n, the 

e'.pected error rate approache 0. 1 a the number of lru ted vehic le increases ( i .e . ,  

thc maximum error rate i equal to the error rate of  tru ted vehic les). 

In our calculati n of error rate, we u e the eITor rates from both t rusted 

\chic les and untrust d \ ch ic le ' ,  and th rror rate remains reasonable. When a 

\ eh ic le  reCel \'e� a \\ uming me age from a t rusted vehicle,  it w i l l  tak.e tbe 

appropriate act ion with ome ri k: a veh ic le might have rejected a t rue afety event 

warning mes age. The more tnl t d vehic les there are in the neighborhood, the less 

information a \ ebic le need be fore making a dec is ion and taking act ion .  

5.5 u m m a ry 

I n  th i  chapter, we u ed both trusted vehic les and un trusted vehicles,  and, on 

a\ eragc. \\ e acquired go d re ult . With a trusted group, \ e cou ld enhance the 

perfo lmance of \'ebicular appl icat ions using a smal ler number of messages with 

rea onable error rates. Thi \',i l l  enable us to make better deci sions with a smal ler 

mmlber of messages. Therefore, we could reduce the average t ime needed to make 

such decis ion and reduce the overhead on the network. 

We demon trated that t rust can reduce the eITor rate when making a dec ision 

about a afety event. In the next chapter, we u t i l ize vehic le behaviors to e l iminate 

the error rate : to ensure that no \'ehic le accepts a fal se report of a safety event in the 

network . 
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[ n  afet)' appl ication . vehicle ex hange mes ages to  communicate their 

cUlTent spct:d and locali n. In addi t ion, vehic les send saCety ev nt messages to warn 

other \ eh ic l  f an i ncid n t  on  the  road. The se  ur ity of the  afet e ent message is  

crit icaL and ' imi lml) lhe accurac of these messages is a crit ica l .  The vehic les in  

V,\ I !?Ts need to t ru t afet) e\ nt me sage sent by their neighbors i n  the network; 

a fe\\ fal e me age from mi behav ing vehic les can d istmb the performance of the 

nen\ ork. I n safety application , fa l se me sages can cause serious acc idents. Due to 

the nature o r the appl ications, any d ist urbance to the normal operation of the network 

can threaten the l ives  of u er and incm losses to their propel1ies .  

In th i  chapter, we pre ent an enhancement to the s imi larity-based trust 

management system from Chapter 4, which i used to establ ish trust relat ionships 

b n\een \ ehic les tra\'el i ng on a road . Vehicle use s imi larity to assign trust rat ings 

for thei r  one-hop neighbor in the nenvork. The pre l iminary resul ts of the 

etTectivene s of  th is s imi larity-based management system are presented i n  Chapter 4 .  

In  addi t ion,  we develop a cheme that ut i l i zes the trust rat i ngs of the vehic les to 

detennine \\ hether the safety event reported by a vehic le is truthfu l  or not. We 

present the perfomlance of the scheme that is based on trust relationsh ips derived 

from sim i l ar i ty .  Our ul t imate goal is to enhance the deci sion-making process using 

trust: we want to study whether the veh ic le ' s  react ion to a message report i ng an 

event in  the network i s  the r ight one. Did i t  accept a fal se repo11 or did i t  ignore a 

genuine report? 
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6.2 Data Va l id a t ion  Approachc 

Data \ a l idation j '  an important element of ecurit) i n  V ET . I n  addi t ion to 

the standard c uril) ervice . \ ehic le mu t en ure that the informati n the ' recei e 

j "  conect and tru th ful  ( i .e . ,  tru't\v orthy ) .  Without data val idation. an ad\ er ary \\ ould 

be able to inj ect fal c data into the n twork to al ter the behavior of the part ic ipating 

\ chicles. I n  rder t o  pre en e the ccurity of data i n  V ETs. researchers propo ed 

the u e of reputation y tem . I n  reputation stem . the tru twol1hiness or  the data is  

dcr i\  cd from the tm t\\ orth ine of  the source of  the data ( i .e . .  entit -centric trust ) .  

( tarmol  & p ' rez. 20 1 2 ) propo ed a cheme to  a ess  the  rel iabi l i ty of a reported 

warnl l1g me 'ag u ing reputat ion.  The vehic le ' s  dec is ion to accept a warning 

Illes age or not i s  determined by considering three ources of informat ion :  the 

reputat ion of the sender. the recommendat ion of the neighbors and the reputat ion of 

the ender proyided by a centra l  authority if exist . The problem with th is  cheme is 

that a \'ehic le has l it t le t ime to make a decis ion about  a afety event i n  the network. I t  

doe not have t ime to query i ts  neighbors about the rel iabi l i ty of the reported safety 

event. 

( Di ng.  L i .  J i ang. & Zhou. 20 1 0 ) used an event-ba ed reputat ion model to 

identify fal se data. pon receipt of a safety event message, a vehic le observes the 

behavior of the sender to dete11l1i ne the truthfu lness of the event "  rep0l1 . I f  the 

behavior of the sender matches the behavior expected in the presence of uch events, 

then the receiver \vi l l  conclude that the event i s  true. Otherwise. the receiver \ i l l  

assign a low reputation value for the reported mes age. A lthough th is  eem l i ke a 

good solut ion.  i t  i s  suscept ib le to attacks.  The mal ic ious vehic le pro\' id ing fal se data 

can mod ify its behavior during the observat ion period to clecei e the reCel \  er. 
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\nother ev ent-based reputation ) tem.  \\ hich \\ as pre ented by ( Dotzer. F i  cher. & 

\ l agiera .  2005 ) .  is Vehic le Ad hoc Reputat ion , y tem ( V  R ) .  an ev ent-based 

reputat ion S) stem. I n  the ) tem, the vehicle make the decision to forward an event 

based on the reputat ion or the event : \\ hen an event i sent. an opinion i attached to 

i t .  \ \ eh ic le  calcu late. the fOr\\ arJ ing probabi l i t) f an ev ent u ing three attributes: 

d irect c:.. pcrience r the e\  cnt. trust \ a lue of the relJOrting vehic le .  and aooreoated � bb b 

part ia l  opinion" ,  The problem \V i t ll th i  system is the u e of aggregated opinion ; a 

\ chic le \\ i l l  take into account an opinion from a stranger that i t  never in teracted with 

prey iOlls l ) , In ( Lo & Tsai. 2009 ) the author propo e a ystem to detennine i [ an 

eYellt occurs  in a network and how long it l a  t through co l lect ing the observat ions of 

veh ic les in the network, The v eh ic les in  their  proposed s stem col laborate in terms of 

ei ther report ing an event in  the network . or a misbehav ing vehicle us ing local l i sts 

that each \'ehic le maintain , The problem with th is system is that i t  could fai l  in 

del i \  ering a genu ine report of a afet)' event in  the net\ ork due to the fact that there 

are no other reports to  uppol1 i t .  

I n  order to prevent fal e data i nject ion attacks, ( Ghaleb, Zainal , & Rassam, 

20 1 - ) sugge ted that every vehic le models its neighborhood or the ehicles \\i th in  its 

communication range. and then compare the received i nformation from its 

neighbors to the local ly  bui l t  mode l .  The premise of t he research i s  that a 

misbehm ing vehic le i s  l i ke ly to be an out l ier in  the local model .  Such an approach i s  

hard to  implement due  to the  nature of  the  neighbor l is t .  as  i t  changes frequent ly ,  

(Zaid i .  l i l ojevic .  Rakocevic .  & Rajarajan.  20 1 4) used t he  speed. density. and flow 

to bui ld a model to i dentify mal ic ious vehic le , Flow is calculated from speed and 

densi ty . and then e ery vehic le compares the local ly calcu lated flow and density with 

the flovv and density calculated by the sender. I f  the information does not match.  then 
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the sender i a umed mal ic iou_ .  The model fai l s  t detect a fal e data injection 

attack. if the data I1 t by the mal ic iou \ ' hi Ie conG nn to the loca l l )  bui l t  mode l .  

onsensu' \\ a u ed b) ( ao. Kong, Lee. Gerla. & Chen, 2008 ) to prove that a 

\ 'h ic lc i s  re le\ ant to the event it has reported : the burden of proof i s  on the sender. 

rhe report ing whic lc must col lect endor ment message [rom witne ing veh ic les 

in  the area or  the detected c\ ent to erve as proof. Thi scheme i s  prone to fai l ure in  

areas \\ here tber is  10\\ traffi c den i ty .  ( Petit & Mammeri, 20 1 1 )  investigated the 

can ensus problem . The autbors invest igated the best threshold value needed to react 

to a \\ arn ing me sage. 

I n  th is  chapter. \\ e u e echoing to ob erve the behavior of the abnormal 

\'ehic le . \\'hen a veh ic le reports a afety event in  (be net\vork, tbe receiver of the 

report \\i 1 1  echo that me sage. I f  the orig inator of the afety event mes age reacts to 

it 0\\ n r port then they are a sumed t ruthfuL otherwi e .  they are assumed d ishonest, 

and their tru t rat i ng is demoted as a consequence. 

6.3 Goal  

For a g i \'en part i t ion of a V ANET, we aim to detect a fal e data inject ion 

attack ( i .e . .  an attempt by an adversary to d isseminate false i nformation to disturb the 

beha\' ior of other veh ic les) .  

We would l ike to detect th i s  attack us ing a d istributed solut ion due to the 

i sues i nherent in centra l ized o lut ions ( Dotzer et a I . ,  2005;  Raya, 2009) .  

We evaluate the scheme by examining the probabi l i ty of  detect ing an attack 

g iv en the adversary ' s  trust rat ing. We a l so evaluate the effic iency of tbe cheme. Our 

aim i s  (0 detect the attack using the m inimum number of messages and consequent ly_ 
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Il1 L n lm 17C the c mmunication verhcad n the network a a \\ hol and on the 

inu i \  iuual \ chic le . 

604 Background  

OUf cheme i proposed to protect vehicle from a fal e data i njection attack.  

I t  react to 'a[et) e\'cnt c laims made by a \'eh ic le . The scheme predi ct that the 

\/ ( idle 'IJ<;:"''--___ -. '---r_.../F' 
[message receivw] 

\/ 

(b!!acon OR S EJ 

[St: Ill�ss.ag� rl<cej, .. edJ r--':L1-..... (send Echo message).::: decIsion 

[bohavlor obsorl'cd) [similar attribI.Jl�J 

\/ \/ (aSSign behavior rating Upd3tB simlianly malnJ( 

[end of episode J 
\/ 

I----------� ... /(updale tru�t rallng )1------' 
[behavior rating assign eO] '- '" 

[processing is oompleleJ 

F igure 6- 1 :  State transit ion d iagram of  the onboard uni t  COBU)  i n  a vehic le 

ource vehic le wi l l  react to a truthfu l  safety event report . F i gure 6- 1 shows the state 

t rans i t ion d iagram of a vehic le '  s on-board un i t  COBU) .  

604. 1 Col laborat ive Veh ic le 

V A ET compnses veh ic les that cooperate to achie e advantage . The 

v eh ic le in a VA ET work toward ind iv i dual goals and other col lec t ive goals of  the 
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members of the nelvv ork. For example, an  individual goal wou ld  be  for a veh icle to  

ensure the ccurity of i t s  communicat ions.  On the other hand. an example of a 

co l lect ive goal \\ ou ld be to reduce the network commun icat ions overhead. v hich i n  

t urn helps the \ ehic l  s ach i  ve  oth r indiv idual  goals  of better qual i ty of service in  

the net\\ ork . 

Cooperation i n  V ETs m ans that vehic les re ly on reports generated by 

other vehicle on the road to react to sail ty events. Wi th o ur proposed trust 

management sy tem arch i tecture for V NET u ing s imi larity. ehic les construct 

I cal \ ic\\ s of thei r  surroundings and form opinions about the i r  neighbors. Assuming 

t ru  t i e tablU1ed. vehicles re ly on their  ca lcu lat ion of the t ru  t rat ing of their peers 

to val idate event-generated reports .  

6.4.2 Advers a ry M ode l  

An adver ary can send a broadcast to  i ts  one-hop neighbors to fal se ly  warn 

about a afet)' event i n  the network for their  se l ilsh object ives. The adversary i s  

a umed to exhibi t  an abnormal beha ior  ( i .e . .  t he  vehic le i s  abnormal ) .  Abnormal 

\·ehic les are veh ic le  that exhib i t  unpredictable behaviors. such as i rregular rates of 

accelerat ion and decelerat ion and fai l ure to maintain safety d istance. We expect t hese 

vehic les to have low trust rat ings. as t he i r  actions cannot be counted on ( i .e . •  

untrus!\vorthy) . 

6.4.3 Tru t 

As explained i n  Chapter 4. each veh ic le  l i stens to the messages sent from i ts 

neighbors throughout the journey. The tr ip d urat ion i s  d iv ided i nto equal length t ime 

intervals .  \\'h ich we cal led periods. S im i l ar i ty and subsequent ly t rust rat ings are 
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calcu lateJ at the end of each p riod. Trust a a cumulati e value i s  updated by adding 

the current s imi larit) rat ing to the pre\ iou tru t rat ing. In thi chapter \\c intr duce a 

nc\\ parameter for calculat ing tru t .  

Belo\\ i the updated equat i n we use to calculate Tij. the tru t rat ing between 

\ I.:hic Jes ; andj: 

11 [ c  ) 11 - 1  S Il ] B Il 1, 0 Tij = 1 - (J. Ti j + a I )  i j • II = <P ( 3 ) 

\\ here a i the rate of  deca) . SI/, i s  the im i l ar i ty rat ing between vehic le i and 

j at the current period 11 .  un. 1 i the trust val ue in  the previous period. 1 1- 1 .  and <p i the 

in i t ia l  tn.!. t value. In addi t ion .  (I.. i s  a predefined value that can be i ncreased or 

de reased depending on the appl ication or vehic le  preference, and Bi j
ll is  the behavior 

rat i ng a igned b) the re i \ "er to the source of the safety e ent message. such that : 

B . 1l = i Y, VI i s d i shonest 

I )  
1 , otherwise 

(4 )  

As shown in  (4 ). y i s  the penalty given to  the source vehic le  for reporti ng a 

fal e safet) event. I n  safety app l i cation. th i  va lue i s  subject ive and signi ficant as we 

are dea l i ng \\" i t l1 cri t ica l  appl ications: there i s  no room for tolerance. Any report i s  

treated the same \\'a) \ \  hether i t  was intentional or not. Thi s  value can  be  relaxed in  

other types of appl ications where faul t  i s  more tolerable. 

6.5 Scheme Overv iew 

I n  our ver ification scheme. we have two part ic ipants depend ing on the role 

the} p ia) i n  the network. 

1 .  Safety Event  Reporter ( S E R) :  A vehic le  i s  designated as ER i f i t  is the 

originator of the safety event message. 
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S a fct) E \  c o t  Eva l u a t o r  ( E ) : The one-h p neighb r of  the afet) ev ent 

repo11er are de ignated as safety event e\'a l uator . 

( ur aim i' to L l  e the tru ,t  rat ing calcu lated by every \ ehicle in  the n t\.\ ark to 

\ a l idatc a safety e\ ent reported by a E R .  A E E  ha Ih re ponsib i l i ty to ident ify 

true rr0111 ra l s  me sag from a � R .  When a E E  receives a safety e\'ent mes age 

rr Il1 .T R. it ha I t ime to \eri l'; the event before it mu  t make a de i ion. 

G i \ l�n the [act that R and EE are one-hop neighbors, they have already 

e'tabl i hed a tru t relation h ip  bet\\ een ach other fo l lo\-\ ing the equat ions pre ented 

in the pre\  iou se t ion. The E can verify the truthfu lne s of the received safety 

e\ ent me, 'age even though i t  ha not experienced i t  d i rect ly .  When a SEE  receives a 

aret)' e\ ent mes age from a ER.  i t  w i l l  react by sending the same message to the 

ER.  

I ntu i tive ly .  the SER wi l l  react to  i t s  own message, and the EE \ i l l  observe 

the ER '  react ion. I f  the behavior of the ER matches the typical beha ior expected 

by the EE .  i t  wi l l  can ider the message trusted . For xample, if a SE R sends a 

afety event me sage about a road dead lock ahead, the EE wi l l  send the same 

me sage back to the E R  expect ing that the ER ' s  beha ior wou ld  be to low down 

or change the route. I f  the observed behavior of t he SER does not match the behavior 

the EE expects, i t  wi l l  conclude that the safet, event message is  fa lse. The EE's  

trust rat i ng of the ER wi l l  be updated accord ingly to renect i ts misbehavior. 

We factor the trust rating  of the SER calculated by the SEE in the dec ision

making process . The trust rat ing i s  calculated from attr ibute s imi larity. Our a im is  to 

impro\'e the precision of  the ca lcu lated trust rat i ngs by factoring a behavioral 

element in the calculat ion. 
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6.5. 1 Echo Protocol 

rhe Echo Prot col i a protocol u ed to d i  cover false safi ty event Illes age 

sent by () sel fi �h ad\er ar) . prc ented earl ier, we have two part ic ipants in  the echo 

protocoL the , ER and the , EE .  Th ER ends the afet) event me sage. and reacts 

to an echo me,sage . The ER react to the echo message in one or the fol lowing 

act ion 

• Brake : the , aret) event i a genu ine safety event me sage; therefore, the ER 

is hone t .  

• Do not h ing :  The safety event i s  a fake safety event message : therefore, the 

ER i a d i shone t vehic le .  

The receiver of the safety event mes ages ( E E )  sends the echo message to 

the ER upon receipt or the afety event message . The echo message contains the 

original safer) e\ ent mes age and the hash of the mes age for authenticat ion. The 

protoco l  message exchange i shown i n  F igure 6-2 .  

The EE \vi l l  cont inue to receive updates in the form of beacons from the 

ource vehic le  and wi l l  Llse these updates to observe which reaction the ER is 

exhibi t ing upon receipt of the echo message. The react ion of the SER \ i l l  help the 

EE to dra\\ conclusions about the behavior of the S E R  and therefore determine the 

appropriate behavior rat ing to LIse in updat ing the trust rat ing of the source vehic le .  

The echo message is  i ntended for the SER only, the original SE me sage wi l l  be 

broadcast to a l l  the ER neighbors; however, the echo message wi l l  only be sent to 

the source of  the E message. Concerns for v ira l  effects in  the network can be 

addressed as fol lows: The normal react ion of  a vehic le  encountering a safet) event i s  

to s loV\; do\\ n  to avoid crash ing i nto the vehic les involved i n  the afety event. The 
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purpO e of the · c llo prot col is  to confi rm an � report b) impl)  observing 

behm ior and match ing it to the behm'ior expected in  the presence of a safety event . 

6.6 i rn u lat ion  a n d  Re u l t 

I n  th is  sect ion.  \ve v i l l  desctibe the conducted s imulat ion to demonstrate the 

\ al id ity of tbe echo protocol using our enhanced imi lari t -based trust management 

y'tem. We u e 1 0  ( Krajzewicz et a t . ,  2006 ) to imulate the traffic in a network 

of  \ ehic le . Each step of  the imulat io l1 repre ent of one econd of simulation t ime.  

Our s imulat ion i s  a s imp l i fied h ighway topology, a one-wa h ighway with three 

Ian . The length of the high\ ay egment is 5 ,000 m. This  i the same setup we used 

in Chapter -t. 

We have 1 00 veh ic les i n  a l l  o f  the s imulation runs .  We use the bui l t - in S igma 

parameter to defi ne the driver imperfection in  the s imulat ion regardi ng the driver' s  

abi l ity t o  adapt to  t he  desired safe peed . Addit ional ly, P i s  the percentage of 

vehicles with S igma = 1 .  

We have three s imulat ion runs wi th the fol lowing d ifferent alues of P: 20, 

50,  and 80. The l i stening period used to calculate s im i larity and trust ratings is  set to 

60 seconds i n  a l l the runs. On top of  the traffic generated from SUMO, we bui l d  an 

appl ication that assigns trust rat i ngs to a l l  the veh ic les in the network . 
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EE 

\\'e read the trace fi le generated by SUMO for further proce s ing. I n  add it ion.  

the appl icat ion i s  llsed to \ al idate the echo cheme by i ncorporat ing the behavior rate 

in the alculat ion of trust. We u e Formula  (3 ) to compute the average trust rat ing 

bet\\ e n normal whic le and abnoTI1 1al  vehicles when a veh ic le reports a safety 

e\ ent . 

The m'erage trust rat ing i s  conti nuously updated throughout the s imulat ion, 

e i ther through recalcu lat ing the s imi l arity or through the behavior rat ing of the 

ource vehic le .  

We s imulate a safety event i n  the network, and then calcu late hovy' many 

vehicle accepted the report ing veh ic le ' s  message. The report ing vehicles can e ither 

send truthful  or d ishonest messages. We use the trust rat ing of the report ing vehic le  

to ass ist the receivi ng vehi c les in making the i r  decis ions about the safety event 

mes age. 

We val i date the system by ca lcu lat ing the percentage of vehicles that 

accepted a true report of a safety event in the network vs. the percentage of veh ic les 

that accepted a fal se report of a safety event .  A vehic le that receives a report about a 

safet) e\ ent Llses the calculated trust rat i ng of the sender to make a decis ion on 
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\" hdher to accept the report or not .  Th imu lation \\ as run in  three n t,>\ ork etups 

\\ hcre the per entage of abnonnal \ ehic les or \'ehicles \\ i th unpredictable behaviors 

were 200 0, 50%, and 80�o,  

F igure 6-3 i l l u  trate that the number of vchic le that accepted a true safet) 

e\ cnt message increase a' the number of observation epi sodes i ncreases, Thi is to 

be c,\pectcd becau e the longer a \ ehic le communicates with another \ eh ic le in the 

net\\ ork,  the more sim i l ar i t ies there are between them; therefore, a better trust rat ing 

calculated. 

I n  the tirst and second networks, we can see that the average percentage of 

\ ch ic le  that accept a safet) event me sage becomes steady as the number of 

ob 'en at ion episod mcreases. 
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Figure 6-3 : Average percentage of vehic le that accepted true safety event report 

Hov;e er. i n  the th ird network, the number of vehicles fl uctuates. This i s  

understandable given t he  fact that the maj ority of the network part ic ipant are 

abnormal vehic les: therefore. it is d it1icu l t  for the normal vehic les to fi nd simi larit ies 

with the i r  neighbors to use to establ ish t rust re lationships. Therefore. the vehic les 

cannot use the calculated trust rat ing to ident i fy truthful  safety event messages. 
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On the other hand. Figure 6-4 how the number of vehic les that accepted a 

false safe!) event me sage using i n[01mation co l lected fr 111 a di fferent number of 

ep i  ode . I n  a l l  1 1  tv. rk s imulat ions, the number of  vehic les is  zero. The s imulat ion 

reo u l t  sho\\ that ur propo ed ystem D r u inb s imi larity to achie e tmst i s  proof 

again t a fal c data i nject ion attack. 
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Figure 6--+ : verage percentage of vehic les that accepted false safety event report 

6.7 D iscuss ion 

In this chapter. we d iscussed penal iz ing an ad ersary that i ntentiona l ly  i njects 

fal se data i nto the network for se lfish purposes . F rom the s imulat ion,  we have shown 

that our protocol can be used to protect the vehic les in the network of th is  attack �  

howeYer, our  protocol does not extend the same level of protect ion to vehic les that 

are s imply faul ty ;  vehic les t hat unintent ional l y  report a fal se safety event in the 

network . The t rust rat ing  of these vehic les w i l l  be affected negatively using the 

behav ior rati ng. However, since trust rat ing is  calculated over t ime. these vehic les 

\"i l l  have the chance to i mprove their trust rat ing 0 er the next ep isodes gradual l y  

through high s imi larity rat ing and good beha\ ior .  
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6.8 � u m m a r! 

ur pnposed ) tem ha 'h \\ n that im i larit) can be used to compute tru t 

bet\\ Cen \ ehic le . The gencrated s imi larity rat i ngs are used to compute the tru t 

rat i ngs of the \ eh ic le- .  The tru t rat ing i updat d u ing obser ation of other 

, chic lcs '  beha\ iol" in the net\\ ork . Addi t ional ! )  , in this chapter, , e designed and 

c\ a luatcd an ad\ er ar:- model in order to rudy the effect of trust on the accuracy of 

the dcci .  ion in the pre ence of  fal e data in  the network. 
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h a p t e r  7:  Con c l u  ion  

7. 1 Conc lus ion  

h er) day in gnm l I1g number . \\ e ee  ubiqu itous de ices that are 

intcrcc nncclcd \\ ith each other and \\ ith human user . These dev ice col lect  and 

pro c's i nformat ion and coopcrate to enhan e the qual i ty of experience [or their 

human u ers. The OB f the \ ehic les are some of these devices. They u e the 

underl ) ing net\\'ork of communications to exchange mes ages about the veh icle, 

road . \\ cather. etc. The \vay th e in te l l igent de\ ices cooperate constan t ly  changes; 

there for _ \\' ne d to adapt to the e changes to conform to the new method of 

interacti 11 . Tn  th is  d is  ertat ion,  we design and implement a t rust management system 

for V A ET that derive tru t from s imi lari ty. he lby Foote said ( Davie , 1 800), -o[ 

al l  the pa "ion of mank ind.  the love of nove lty most rules the mind." We presented 

the fol lo\\"ing novel contr ibut ion i n  th is  d issertat ion.  

In Chapters 1 ,  2, and 3,  we introduce the object ives of our work. We d iscu s 

A ETs and t heir  app l icat ions .  Next .  we i l l ustrate why VANET safety appl ications 

requ i re trust, and then we tate the problem we aim to solve in th is  work . We l i st the 

contribut ion of th i s  d issertat ion and the steps we fol low to ach ieve the I i  ted 

contr ibut ions .  F ina l ly .  \ve cover the state of the art in the areas of data mining in 

VA ETs. trust and s imi l ari ty_ and VA ETs safety app l ications requ i rements and 

example . 

I n  Chapter 4 we present our s imi larity-based t rust management system. The 

main concept of th is  chapter is the u e of attribute s imi larity as a foundation for trust 

in the net\vork . We sho\\ that past i nteractions must be factored into the calculations 
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of lrust rat ing t o  achieve a b Her repre entat ion r the relationsh ip between the 

\ chicle in th net\\ ork .  

In 'hapter 5 ,  \VC et up an ana ly t ical mode l for studying the impact of t rust 

on the decis ion-making proce 1 11 ETs. Our model actua l l y  showed that trust 

help in  reducing the number of  message needed for a veh ic le to react to an event in 

the network ,\ ith a 10\\ error rale. This encouraged us to further nhance our trust 

management s) tem to \\ i th  tand a fal e data i nj ct ion attack .  

I n  Chapter 6. \\ e pres nt  our enhanced trust management system. We 

introduce a ne\\ parameter in the calculat ion of tru t ,  \ hich is the behavior rat i ng. I n  

addi t ion. we  introduce the echo protocol . The keystone of the protocol i s  the 

behav ior rat i ng that the rece iv ing \ ehic le assigns to the source vehic le .  We howed 

that the protocol is proof against false data i nj ct ion attacks .  

7.2 D i rect ion  fo r F u t u re \Vo r'k  

I n  th i  work. \\ e showed that s imi larity cou ld  be used to achieve trust in  

VA ET . In  addi t ion. \\ e pro\' ided example of  potent ia l  uses of s imi lari ty-ba ed 

tru t in various V ET appl icat ions; however. we only studied the effect of  trust on 

safet) appl ications. This \vork can be extended in  the fol lowing directions. uch as 

the fol lowing: 

• The attr ibutes we used to ca lcu late trust could be extended to sui t  d i fferent 

VA ET appl icat ions. For example. the vehic l e ' s  make and model can be 

factored i nto the s imi lar i ty rate calculations. Vehic les running the ame brand 

of col l i s ion detection systems wi l l  logica l ly  assign h igher trust rat ings in the 

read ing coming from the e systems. The use of Estimation S imi larity 

techniques can be explored to d i scover s imi l ar i t ies usi ng the ne\\ attributes. 
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• The In ternet f chicle ( lOY ) i compri ed of a l l  protocol and en l ce 

required b. autonomou veh ic le, to perate e fficient ly and arely ( Gerla.  Lee. 

Pau. ' Lee, 20 I 4 ) .  e ee  a potent ia l  of enhanc i ng the s imi larity-based trust 

\\ j th a \ eh ic le '  acccs ibi l i ty t neighboring \ ehic les sensor data. 

• I n  our approach. \\ e \\ re in  pi red by human int ructions in  soc ial network 

'ite . We took in  p iration [rom the \ a) recommender sJ tems \\ ork in these 

"'eb i te and attempted to apply s imi lar approaches i nto c lass i fy ing 

autonomous ),stems. Our venture was successfuL which supports our be l ief 

tbat tru t management y tem can be enhanced using designs insp i red by 

human beha\ ' ior. 

• 0 far. \ye have only studied the impact of one-hop messages on the local l 

calculated tru t value. We have not i nvest igated mult i -hop messages or 

me sage endorsed from tru t d "ehic les. G iven the fact that we have adopted 

a soc ia l  approach i n  the design of  our trust management system, i t  would be 

intere t i ng to study the impact of  incorporat ing feedback from peer on the 

value of t rust . In add i t ion,  we p lan to calcu late a measure for True Tru 1 .  and 

then compare it to Accrued Trust . We aim to estimate a more accurate value 

for trust . 

• I n  th is  research,  the threat model co ered vehic les exhibit i ng unexpected 

behaviors. I n  the future. we would l i ke to extend the threat model to i nc lude 

vehic les t hat mal ic iously try to undermine the trust system by i nj ect ing fal se 

safety messages. I n  addi t ion .  \ e plan to develop an analyt ical  model to 

measure how m uch m isbehavior our trust management can tolerate, and how 

much conCUlTent misbehavior can be tolerated by the trust management 

system. 
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• We plan to  implement the tru t management system for Android uto by 

de\ eloping the y tem archi tecture and algorithms. ndroid Auto i s  a 

standard c mpat iblc \\ ith phon s running Android 5 ,0 ( Lo l l i pop) or hi gher. 

,.\ndroid uto i� compat ib le \\ i th many vehic les, such as : udi , Cad i l lac, 

i an and many more ( Googl , 20 1 5a) .  Th main Cunct ional it) of ndroid 

,\uto i to extend the functional i ty of the mob i l e  phone to the ehic l e ' s  

da  hboard ' .  head uni t .  The standard offers dri e r ' s  control over appl i cat ions, 

uch a : maps, navigat ion and web searches. This standard opens the 

1 0  s ib i l i ty of u ing mobi le  app to offer man functional i t ie ; for i nstance, 

safet} appl ication . Fol l owing the messaging design tandard S E J2735  

( AE- I ntel11ationaL 2009), M aterial Design. Google 's  new design l anguage 

(Google, 20 1 5b )  can be used to design and create an app to implement o ur 

Tru t l anagement _ stem modules for calculat ing trust ratings between 

,'ehic le , and for d iscovering a fal se data i njection attack using the Echo 

Protocol .  The motivation beh ind using Android Auto stems from the high 

penetration rate of Android devices, which means that " e won' t  need spec ial  

approvals for dedicated hard, are i nstal lat ion i n  vehic les ( Torne l l  et a l . ,  

20 1 2 ) . MQ Telemetry Transport ( MQTT) is  a l ightweight messaging protocol 

that can be used in sensors ( Light ,  20 1 5 ) .Using the publ i sh/subscribe mode l ,  

a topic i s  defi ned as ehic le status update for beaconing. The status update 

\\ i l l  i nc lude the fol lowing: veh ic le  speed, vehic le posit ion, and a t imestamp. 

E, ery veh ic le wi l l  serve as a server and a c l ient for a beaconing service.  The 

one hop neighbors make up the l ist of subscribers interested in  vehic les' 

status update not i fications in the network . pon meet ing, an Android service 

runn ing in  the vehic les wi l l  subscribe to th is  topic, and watch for changes. 
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\nother t p IC \\ i l l  be F report ing.  1QTT l ibrar) can be inc luded 1 11 an 

,\ndroid app t a l lo\\ the \ chic les t connect, publ ish and subscribe .  
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babi ':' .::. :: y= " 0 . 8 " c c l o r = " 0 , 1 , 0 " s i gma = " 0 " / >  
< vT ype l d= " type2 " a cc e l = " 9 . 0 " d e c e ':' = " 7 . 0 " l e n g t h = " 5 . 0 "maxspeed= " 6 6 . 6 " pro 

Daoi l i : y= " 0 . 2 " c o l or= " 1 , 0 , 0 " s i gma = " 1 " / >  
< / v T ypeDi s ;:: r i bJ t i on >  
< r o u-r. e Di s t r ibut i o n id= " routeciJ.. s t l " > 



<: r  U � a  " route O " edges " 1 2  2 3 " p r ob a  i : i i:. Y  " 1 " 1 > 
< I rou c � � s t r i bu � o n >  
<veh l c � eoef a r :.  " O " l d  " O " r o J :' e  " routed1 s t l " i:. ype " typed1 s t "  > 
<.. v eh � c . e aeI=-a r +- " 0 " _ 0  " 1  " r o J :. e  " routed1 s tl " : :''''e " typeru s t "  I >  
<.. v e h i c l eoeI=-a r +  ' 0 " _ 0  " 2 " _ DJ i:. e  " routeru s tl " : ipe " typed1 s t " ' .,> 

veh. ::: ledep a r  0 " - d " 3 " _ o .. .l' .: e  " routeru s tl " � ) pe " typed1 s t "  / 
vehi c l edepa r t  O " i " 4 " _ � U i:. e  " routeru s t l  " t ype " typed1 s t " , > 

<veh i c l edep a r t  O " i 1 " 5 " r � u t e " routed1 s t l " t 'rpe " typedi s t " l > 
v c h l c ':' edcpa r t  0 .., " 6 " r �u t e  " routed1 s t l " i:. J'_ e " typed1 s t "  
v €: h l c l e ' p a r t  0 1 :)  " 7 " r � u i:. e  " routed1 s t l " :: ype " typed1 s t " / > 

<veh l c l e depa r t  0 � a  " 8 " r o u t e  " routed1 s t1 " t ype " typed1 s t " / 
veh i c l edl'pa r t  " 0  :t. �  " 9 " _ : u 'C e  " routed1 s t1 " t :I p e  " typed1 s t "  

< e h l cl e depa r t  " 0  l -j  " 1 0 " rout .. " routedi s t l " 'C ype= " typed1 s t " l >  
<veh i c l edepa r t  " O l d  " l l " r. o u t e  " routed1 s t l " : ype= " typed1 s t " / � 
< v e h i c l edep a r t  " 0 '  - d  " 1 2 " ": cut e " routed1 s t1 " t ype= " typed1 s t " l 
<vehi c l e depa r t  " O " � d  " 1 3 " rout e " routed1 s t l " t Jp e = " typedl s t " l 
<vehl c l edepa r t  " 0 " ';' 0 " 1 4 " r o u ;: e  " routed1 s t l " t ype= " typedl s t " I '>  
, v e h i c l edepa r t:  " O " .;. d  " 1 5 " r oute " routed1 s t l " t ype= " typed1 s t " I '> 
<veh i c l eae. a rt " O " .:- d  " 1 6 " r c u t e  " routedi s t 1 " t ype= " typed1 s t " l >  

v e h l c l edep a r t:  " O " l d  " 1 7 " r c. u t e = " routed1 s t l " t ype= " typed1 s t "  '> 
veh l c l e  epa r t:  " O " i a  " 1 8 " r o  : e  " routed1 s t l " t ype= " typeru s t " l > 

<vehl l edepa r t  " O " i u:  " 1 9 " rou: e- " routedi s t l " t yp e = " typedi s t " / / 
<veh ::. cl edepart " O " i a  " 2 0 " rout e- " routedi s tl " t yp e = " typedi s t " I '>  
<veh l c l e de a r t · " O " i o  " 2 l " L ou t e = " routedi s tl " t yp e = " typed1 s t " l >  
,ve. l c l edep a r t = " 0 " id= " 2 2 " r o u t e  " routedi s t1 " t ype= " typed1 s t " I '>  
<..vehi c l e dep a r t - " 0 " ia- " 2 3 " r o u t e = " routedi s t 1 " ;: ype= " typedi s t " l __ 
< veh i c l ede p a r t - " 0 " i d= " 2 4 " rout e= " routedl s t l " t ype= " typed1 s t " l >  
<veh i c l edepa r t = " O " i C= " 2 5 "  rO:Jt e= " routed1 s t 1  " t: ype= " typedi s t  " " 
<vehi c l e aep a r t: = " O " i d  " 2 6 " r o u t e= " routedi s t l " t ype= " typed1 s t " l >  
<vehi c l e de p a r t: = " O " i " 2 7 " rout e= " routedi s t l " t ype= " typedi s t " ' > 
<vehi c l e cepa r t: = " O " i d  " 2 8 " r ou t e= " routedi s t l " L ype= " typed1 s t " l >  
<veh i c l e depa r 'C = " 0 " i d= " 2 9 " r o u t e = " routedl s t 1 " t ype= " typedi s t il i > 
<veh i c l edepart: = " 0 " i a= " 3 0 " r o u t e = " routedi s t 1 " t ype= " typed1 s t " l >  
< ve h i c l eciep a r :: = " 0 " i d= " 3 l " r ou L e = " routedi s t1 " � yp e = " typed1 s t " l > 
< ve h i c l edep a r t: = " 0 " i a= " 32 " r o u � e = " routed1 s t 1 " t yp e = " typedi s t " l >  
<veh l c l e aepa r : = " 0 " l a= " 3 3 " r ou t e = " routedi s t l " : ype= " typedi s t " l >  
< veh i c l ecep a r t = " 0 " l o= " 3 4 " r o u t e= " routedi s t l " t ype= " typed1 s t " l >  
< veh i c l eaep a r : = " 0 " i d= " 3 5 " r o u t e = " routedi s t 1 " t ype= " typedi s t " l >  
<verll c l e dep a r i:. = " O "  l d = " 3 6 " r o u: e = " routedi s t 1  " 'L yp e = " typedi s t "  I '>  
< ',re hl cl e depa r t = " O "  i d = " 3 7 " r o u t e = " routedi s t l  " 'L yp e = " typedi s t "  I >  
< ven i c l eciep a r � = " 0 " i d= " 3 8 " r o u-:: e= " routedi s t l " t yp e = " typedi s t " l >  
< veh l c l edep a r i:. = " 0 " ::' d = " 3 9 " r ou t e = " routedi s t 1 " t yp e = " typed1 s t " l > 
< veh i c.!. edep a r : = " 0 " i d= " 4 0 " r o u t e = " routedi s t 1 " t yp e = " typed1 s t " l > 
<veh i c .!. e depa :::: : = " 0 " id= " 4 1 " r o u t e = " routedl s t l " t yp e = " typed1 s t " l > 
< ve :l i c l edep a r t = " 0 " i d= " 4 2 " r o u t e = " routedi s t 1 " t yp e = " typed1 s t " l >  
< veh i c .!. edepa r : = " 0 " i d= " 4 3 " r o u t e = " routedi s tl " <:. yp e = " typedi s t il l >  
< veh i c l edep a r -: = " 0 " l d= " 4 4 " rout e = " routed1 s t l " t ype= " typedi s t " l > 
< veh i cl edep a r t = " 0 " l O = " 4 5 " r o u t e = " routedi s t l " t ype= " typed1 s t " l > 
<veh i cl edep a r t: = " 0 " ld= " 4 6 " r o u t e = " routedi s t l " t ype= " typedi s t " l >  
<'.re hi c l e depa r t = " O "  l a= " 4  7 " r o u t e =  " routedi s t l  " t ype= " typed1 s t "  I >  
< veh i cl e dep a r t = " 0 " id= " 4 8 " r o u t e = " routedi s t l " t ype= " typedi s t " l >  
<veh i c l e aep a r t = " O " l d= " 4 9 " r o u t e = " routed1 s t1 " t yp e = " typed1 s t " l >  
< ve n i c l edep a r t = " 0 " l d= " 5 0 " r o u t e = " routedi s t l " t ype= " typed1 s t " l >  
<',reh i c l e depa c : =  " 0 " i d = " 5 1 " r ou t e = " routed1 s t l  " t ype= " typedi s t "  I >  
< veni c l e cie p a r -:: = " 0 " i d= " 5 2 " r o u t e = " routedi s tl " t ype= " typed1 s t " l >  
<'Jeh i cl edep a r t = " 0 " id= " 5 3 " r ou<:.e= " routedi s t l " t yp e = " typed1 s t " l >  
< veh i c ::' e dep a r t = " O " id= " 5 4 " r O'JL e = " routedi s t l  " t yp e = " typedi s t "  I >  
<vehi c ':" edep a r � = " 0 " id= " 5 5 " r o ut e= " routeru s t 1 " t yp e = " typedi s t " l >  
< veh i c l edepa r t = " 0 " i d= " 5 6 " r ou'L e = " routedi s t l " t yp e = " typedi s t " l >  
<ven i c ':" edep a r t = " 0 " i d = " 5 7 " r o ut e = " routedi s t l " t yp e = " typedi s t il i >  
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< veh . c  l edepa r 
Veh1. c l edep a r t  
ve:hicl edepar 

< v  h i � l edepar 
< v c l" 1. c l edepart 

v i c l cdppart 
v l" l c l e d  p a r +

<vel" l c l eolpart 
< v  l" i c ledepa rt 
<veh l c � edep a r t  

V e h l C l. e -:i€ F a r t  
<.. vehic:' edepa r t  
<VE: h l c :' E'der a r t  

v E: '1 � c ';' e deFar 
<V( '1 1 c ';' ed q � a r �  
<v h l C l ed('part 
<ve'1 i c l  

vehl c l e dep a r t  
<vehl c l C' d  p a r t  

vehi c � E' de p a r t  
<veh i c l e oepa r t  
< v c l" i c l ede. a rt 

" 0 "  C " 5 8 " � oJ e " rou tedl s t l " � :"pe - ll typedl s t " / > 
" 0 " 1 0  " 5 9 " r oJ � '"  " routedl s t l " ::ype - " typedi s t " / > 
" 0  " 1 0  " 6 0 "  rOJt _ " routedl s t l " :: ype " typedl s t "  / >  
" O " � o  " 6 1 " r - u t  " routedl s t l " :: ..I pe " typedi s t " / >  
" O " l d  " 6 2 " r�ut - " routedl s tl " t :t-pe " typedl s t "  > 
" 0 " ... " 6 3 " r- It. " routedl s t l " � . pe " typedl s t " / >  
" 0 "  ... 0 " 6 4 " r - u  " routedl s tl " r . pe " typedl s t " , >  
" 0 " 1 " 6 5 " � ou t e  " routedl s t l " t ype " typedl s t "  > 
" O " _ d " 6 6 " r o u t e  " routedl s t l " +- ype " typedl s t " l > 
" 0 "  � d  " 6 7 " r o u t ·  " routedl s tl " � Jpe " typedl s t "  I > 
" O " .:. d  " 6 8 " r c u t t=  " routedl s tl " t ype " typedl s t " l > 
" O " i o  " 6 9 " rout e= " routedl s t l " t )pe " typedi s t " ' > 
" O " ':' d  " 7 0 " rout e " routedl s tl " t ype " typedl s t " / > 
" O " i d  " 7 1 " r o u t e  " routedi s t l " -t: ype " typedl s t " / >  
" O " � " 7 2 " r o u t e  " routedi s t l " t yp e  " typedl s t " / >  
" 0 " i d- " 7 3 " r o u t e  " routedl s tl " t )-pe- " typedl s t " / > 
" 0 "  ... d- " 7 4 " ... oute " rou tedl s t l " t )-pe " typedl s t " / >  
" O " i d  " 7 5 " rou e " routedl s t l " t :"pe " typedl s t "  > 

' ' ' 0 ' ' i d- ' ' 7 6 '' r c u t e  " routedi s t l " t ype " typedl s t " / >  
" O " i d  " 7 7 " rout e " routedi s t l " t ype= " typed1. s t " ! > 
" 0 " l d- " 7 8 " r o u t e- " routedi s t l " t ype= " typedi s t " / >  
" 0 " ici= " 7 9 " r o u t e  " routed1. s t l " t ype= " typedi s t " / >  
" 0 " i ci- " 8 0 " r o u t e = " routed1. s tl " t )-pe= " typedl s t " / >  
" O " l d  " 8 1 " r o u t e = " routedl s t 1 " t ype= " typedi s t " / > 

<veh i c l eoC'. a r t  " O l l ci= 1 8 2 " r o u t e = " routedl s t 1 I t �-pe = l typedl s t " / >  
<vC'h l c l edeF a r t = " 0 " l d= " 8 3 " r o u t e - " routedi s t l " t: yp e = " typedl s t " / >  
<veh i c l e oepa r -;: = " 0 " l d= " 8 4 " r o u t e = " routedi s t l " t )-pe = " typedi s t " / > 
<.. veh l c l e oepa r t = " 0 " l d= " 8 5 " r o u t e = " routedl s t 1 " t y-p e = " typedi s t " ' > 
<vel' i c l e cepa r ::  " 0 " .:. d= " 8 6 " r o u t e = " routed1. s t l " t )-pe = " typedi s t "  > 
<veh i c l e depa r t  " 0 " id= " 8 7 " r o u t e = " routedl s t l " y-pe = " typedl s t " / > 
<vel' i c l edepa r t  " 0 " i d= " 8 8 " r o u t e = " routedi s t 1 " t ype = " typedi s t " / > 
< ehi c � eciepa r t - " 0 " i d= " 8 9 " r o u t e = " routedi s t l " t ype= " typedl s t " / > 
<veh ':' c ledep a r1: " 0 " id= " 9 0 " r o u t e = " routedi s t l " t y-pe= " typedi s t " / > 
<veh i c l edepa r t = " 0 " id= " 9 1 " r o u t e = " routedi s t 1 " t ype= " typedi s t " / >  
<veh ':' c l ecie a r t - " O " i d= " 92 " r o u t e = " routedi s t l " t y-pe= " typedl s t " l > 
<vehl c � eciep a r t = " 0 " :" d= " 9 3 " r ou t e = " routedi s t 1 " t y-pe = " typedl s t " l > 
<v en i cl e dep a r c = " 0 " i ci= " 9 4  " rout: e = " routedl. s tl " t ype = " typedi s t " / >  
<v eh 1. c l e depa r t = " 0 " i d= " 9 5 " r out e = " routedl. s t 1 " t yp e= " typedi s t " l >  
<veh i c l edep a r t: = " 0 " i a= " 9 6 " r o u t e = " routedi s t1 " t yp e = " typedl. s t " / >  
<ve h 1. c l eaep a r t: = " 0 " ':' ci= " 9 7 " r o u t e = " routedl. s t1 " t ype = " typedl. s t " / >  
< v e h l c l e de p a r t = " 0 " i a= " 9 8 " r o u t: e = " routedi s t 1 " t ype = " typedl s t " / >  
< vehi c l edep a r t = " 0 " i a= " 9 9 " r o u t e = " routedi s tl " t ype = " typedl. s t " / >  
< rout e s >  

Percentage of  a bnormal  veh ic le = 50% 

Node 

<node s >  
<no de i d= " l " x = " - 1 0 0 0 . 0 " :,'= " + 1 0 0 0 . 0 " / >  
<no de i d= " 2 " x = " + 1 0 0 0 . 0 " y= " + 1 0 0 0 . 0 " / >  
< node i d= " 3 " x = " + 4 0 0 0 . O " y= " + l O O O . 0 " / >  
< /r'JO d e s >  
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Edg 

< r:l1 � 
< edge � r  r " 1 " 1 0  " 1 2 " t c- " 2 " ,- YFe 
< E.:oge f r  F " 2 " . d  " 2 3 "  c " 3 " :. yp <'  

I e  g e s  

R oute  

< r o ' t e s >  
vTyp E: D i s  � � b\J 

" a " 

" a " / ... 
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V I Y  (' d " type 1 " d c c "' �  " l . O " oe - p �  " 3 . 0 " ':' e n g :: h  " 5 . 0 "rra x s peed= " 3 3 . 3 " p r o  
i::'a C l .l. l t y  " 0 . 5 " ... o r  " O , l , O " s ... gma= " O "  "> 
<vTy "' l d  " type2 " ':l c c �  ... - " 9 . 0 " dece':' = " 7 . 0 " l en g t h  " 5 . 0 "rra x speed= " 6 6 . 6 " p r o  

:lDl � l  y " 0 . 5 " - ':' o r  " l , O , O " s ... gma = " l " 
vTy e D l s t r lbut i o n  

r o u  D i s r : � b  r � "n i  " routed� s t1 " > 
rou e l o  " route O " edccs " 1 2  2 3 "p.:obab i l i t 'y = " 1 " / >  

< / r out e D � s r i c u �  ... on 
",-v eh l c l edc. ", r ;:  " 0 " 2. .:1  " O "  ... o u :: e  " routedi s t l " ;: ype = " typed� s t " l >  
<. veh l c l e cepa r c - " O " ... .:1 " l " r "> J t e " routedi s t 1 " t ype= " typed� s t " / > 

veh l c l e aepa r - " O " i d  " 2 " r o u t e  " routem s t1 " t yp e = " typed� s t " l > 
",-,,-e h l. c l e aepa r c  " 0 " 1 d= " 3 " rout e- " routedi s t1 " t ype= " typedi s t "  I >  
<ve h l c l ecep a r c  " 0 " l d= " 4 " r o u L e = " routedi s t1 " t ype= " typed� s t " l > 
<veh l c l e aep a r t = " 0 " l d= " 5 " rou t: e= " routed� s t1 " t ype= " typedi s t " I >  

v eh 1. c l e aepa :::- ;: = " 0 " l d= " 6 " r ou t: e = " routedi s t1 " t ype= " typed� s t " / >  
<veh l c l e depa r-: " 0  " i d· " 7 "  r o u t e= " routed� s t1 " t ype= " typedi s t " I >  
<veh i c l e aepc r ;:  " 0 " i d= " 8 " :::- ou. :: e= " routedi s t1 " t ype= " typedi s t " l >  
<vehi c l e aep a r - = " 0 " io= " 9 " r ou:. e - " routed� s t l " t ype= " typedi s t " I '>  
<vehl c l eoep a r t = " O " i d  " 1 0 " r ou t e = " routedi s t 1 " t ype= " typed� s t " l > 
<.veh i c ::' e cepa r t - " O " i d- " l l " r o J. ;: e= " routed.l. s t l " ;: yp e = " typed� s t "  > 
<veh i c ::' eciepart - " O " � ()  " 1 2 " r cJ t e= " routedi s t l " t ype= " typed� s t " l > 
< veh i c l edep a r :: = " 0 " i ci- " 1 3 " r ou t e = " routem s t l " t ype= " typed� s t " l >  
<veh i c ::' eaep a r c: = " 0 " i d- " 1 4 " .::- ou :. e = " routed� s t l " t jpe= " typed� s t " l >  
< veh i c l edep a r t = " 0 " i ::1= " 1 5 " r o u t e = " rou tedi s t 1 " t yp e = " typed.l. s t " l >  
< -.Teh i c l edep a r ;: = " O "  i d= " 1 6 "  r o u :: e = " routedi s t1 " ;: 'y-p e = " typedi s t "  I >  
<veh ::. c ':' edep a r c: = " 0 " i d= " 1 7 " roTc e = " routem s t l " t yp e = " typedi s t " l > 
< veh i c l eaep a r :' = " 0 " i d= " 1 8 " r o u t e = " routed.l. s tl " t 'y-p e = " typedi s t " l > 
<veh l c ':' eaepa r t = " 0 " i d= " 1 9 " roCl;: e = " routedi s tl " t ype= " typed� s t " l >  
< ven i c l edep a r :: = " 0 " l d = " 2 0 " r o u t e = " routedi s tl " L yp e = " typed.l. s t " l >  
< v e n i c l e dep a n : = " O "  l ::1= " 2 1  " r o u t e = " routedi s tl " t yp e = " typedi s t "  I >  
< veh i cl eaep a r c: = " 0 " ld= " 2 2 " r o J L e = " routedi s tl " t ype= " typedi s t " l > 
<vehl c l edep a r t = " 0 " l d= " 2 3 " r o Cl c: e = " routedi s t 1 " t yp e = " typedi s t " l >  
< ven ::. c l eciepa :::-L = " 0 " ::.. d= " 2 4 " r o  c: e= " routedi s t 1 " t ype= " typedi s t " l >  
<.vehl c =- e cepa :::- c = " 0 " l d= " 2 5 " r o J :: e = " routedi s t l " t ype= " typed� s t " l >  
<veh i c l e depa r t = " 0 " l d= " 2 6 " r o J t e = " routedi s t l " t ype= " typedi s t " l >  
< veh l c l e cepa :::- ;: = " 0 " i a= " 2 7 " r o J ;: e = " routedi s t1 " t ype= " typed� s t " I >  
< veh l c l e aepa r :: = " 0 " l d= " 2 8 " r o u t e = " routed.l. s t1 " t ype= " typedi s t " l > 
< ven l c l e aepa r :: = " 0 " l d= " 2 9 " r o J t e = " routedi s t1 " t ype= " typedi s t " l > 
< veh i c l eaep a r :: = " 0 " ::.. d= " 3 0 " r o u t e = " routedi s t l " t yp e = " typedi s t " l > 
< ve h i cl edep a r :: = " 0 " ld= " 3 1 " r o Jt: e= " routedi s t1 " t yp e = " typedi s t " l > 
< ver. i c l eaep a r :: = " O " id= " 3 2 " r o u;: e= " routedi s tl " t yp e = " typedi s t "  I >  
<veh i c ':' eaep a r :: = " 0 " i d= " 3 3 " r out e = " routedi s tl " t yp e = " typed� s t " / >  
<veh i cl edep a r :: = " 0 " i d= " 3 4 " r o ut: e = " routedi s tl " t ype = " typedi s t " l >  
<v e h i c l edepa. .!:" :: = 1 0 " i d= " 3 5 I r o u t e = l routedi s t l " t ype = " typedi s t il l >  
<veh i c l edepa r L = " 0 " i d= " 3 6 " rout e= " routedi s tl " t: ype = " typedi s t il l > 
<veh i c l e depa .!:" t = " 0 " l d= 1 3 7 " rout e = l routedi s t l " t yp e = " typed� s t il i >  
<veh i c l e depa r :: = 1 0 " i d = " 3 8 " r out e= l routedi s t 1 " t ype = " typedi s t " I >  



<veh l c � e depa r t  
<.. Veh l C ::' eOepart 

l- n c ..l edepa r t  

" 0 " 1 0  
" 0 " 1. 0  

" 3 9 " rCcl :: e  
" 4 0 " r o ..l � e  

" routecll s t l " :' ype = " typecll s t "  '> 
" routecll s t l " :'ype " typecll s t "  > 

" O " ic " 4 1 " l o ' t e  " routed� s t l " :. pe " typed� s t "  > 
" 0 " ' d- " 4 2 " rou ,: �  " routed� s t l " - _ pe " typecll s t "  > 
" 0 " _ 0  " 4 3 " � ou ': p  " routecll s t l " t: ype " typed� s t " l > 

<v",h l.. I E'  p ", r t  " 0 " _ '  " 4 4 " rout2 " routecll s tl " t :'p e= " typed� s t "  > 
<veh l C l E'r:lepa rt " O " 1. d  " 4 5 " ro..l - - - " routecll s t l " t ype " typed� s t "  > 
<veh 1. c l e d 'par+- " 0 " 1 0  " 4 6 " r o c.: t E:  " routed� s t l " t ype " typed� s t "  > 
<veh l c l e  epa r t  " O " 1. d· " 4 7 " .L :;lu t E:.  " routed� s t l " t ype - " typedl s t "  > 
<vehicl e depa r t  " O " l d  " 4 8 " r o u t e  " routedl s tl " :. ype " typed� s t "  > 

vehi c l e  era r ':  " O " l d  " 4 9 " r o u t .:.  " routed� s t l " :. ype " typed� s t " l > 
<-vehi c l e  era r ':  " O " l d  " 5 0 " r � u t � - " routedi s t l " t ype " typed� s t " / > 
<veh i c ::'  de. a r ':  " O " l d  " 5 1 " rolJte " routed� s t l " t ype " typedi s t " l > 

veh l c ::'  d p a r - " O " i d  " 52 " rout e- " routed� s t l " t ype " typecll s t " / >  
<' Vph l C  ... d r a r +  " O " i o  " 5 3 " r : L..t. e " routed� s tl " t ype- " typedl s t " I '>  
<vph l. c l edepa r t  " 0 " ' 0  " 5 4 " r olit e  " routedi s tl " :. ype " typed� s t " I '> 
<v h l C ::' E'dE'r a r :  " 0 " 1 c:i- " 5 5 " r o L. t e - " routecll s tl " t ype " typed� s t " I '>  
< v  h ... c ::' E:'  epart " 0 " l d= " 5 6 " roc.te= " routedl s tl " t ype= " typedi s t " l > 
<v h l c ::' edepa r ::  " O " � d  " 5 7 " r oL.. t e= " routed� s t l " t ype= " typedl s t " l > 
<vE''1 L c ::' e depart " 0 " 1 0  " S 8 " r o u t e  " routedi s t l " t yp e= " typed� s t " / >  
< v  n ... c ... E' depa r t = " 0 "  ... 0= " S 9 " r o L. t e  " routedi s tl " t ype= " typed� s t " l >  
< v  '1 1 C'::' E'( epa r ::  " 0 " 1 0  " 6 0 "  rOlite' " routedl s t l  " t ype= " typed� s t "  I >  
<veh i c l e  ' epa rt " 0 " i o= " 6 1 " r o u t e = " routed� s tl " t yp e- " typed� s t " l >  
<VE'rL c ::' e  : e t=  a r t = " 0 " i o= " 62 " route- " routedi s t l " t ype= " typedi s t "  I > 
<VE'h 1 C l E' depa r ::  " 0 " i c- " 6 3 " route= " routedi s t l " t ype= " typedi s t " l >  
,- ve h i c l e  ' e p a r t  " 0 " i o= " 6 4 " r o u t e = " routedi s tl " :. ype= " typedi s t " l > 
<vehi cl e depa r t  " 0 " i d= " 6 5 " r o u t e = " routedi s tl " t ype= " typedi s t " l > 
<veh i c l e depa rt " 0 " 2. d= " 6 6 " route= " routed� s tl " t ype= " typedi s t " l > 
<veh 1 c l e depa r t:  " 0 " 1.0= " 6 7 " r o t:. t e = " routedi s tl " :: yp e = " typedi s t "  > 
<-vehl c l edepa r t = " 0 " l c= " 6 8 " r o u t e = " routedi s t l " t ype = " typed� s t " l > 
<.. veni c l e depa r :: = " 0 " l o= " 6 9 " r o u t e = " routedi s tl " t yp e = " typedi s t " l > 

vehi c l edepa r �  " 0 " ::.. o= " 7 0 " r o u :: e  " rou tedi s t l " t ype= " typed� s t " / >  
<veh i c l eoe. a r t: = " 0 " i o= " 7 1 " r o u t e = " routed� s tl " t yp e= " typed� s t " / > 
<veh l cl e depa r ::  " 0 " i d= " 7 2 " r o u t e = " routedi s t l " t y-pe = " typedi s t " l > 
<veh l cl e dep a r :: = " 0 " l o= " 7 3 " r o u t e = " routecll s t l " t y-pe= " typedl s t " l > 
<vel: 2. c l e cie. a r :: - " 0 " l d= " 7 4 " ro u :. e= " routedi s t l " t ype= " typed� s t " l >  
<vehi c l e oep a r t - " 0 " id= " 7 5 " r o u t: e= " routedi s t l " t ype= " typed� s t " l >  
<veh i c l e oepa r t = " 0 " i d= " 7 6 " r o u t e = " routedi s tl " t ype= " typed� s t " l > 
<vehi c l e depa r :: = " 0 " i c= " 7 7 " r o u :: e = " routedi s t l " t yp e = " typed� s t " / > 
<veh i c l e cepa r t: = " 0 " i d= " 7 8 " route= " routedi s tl " t yp e = " typed� s t " l >  
<vehi c l e dep a r t: = " 0 " i d= " 7 9 " rou t e= " routed� s t l " t yp e = " typed� s t " l >  
<vehi ::: l edepa r :. = " 0 " l d= " 8 0 " r o u t e = " routedi s t l " t ype = " typedl s t " l >  
<veh i c l edep a :c :: = " 0 " id= " 8 1 " r o L: t e = " routecll s t l " t ype= " typed� s t " / > 
<vehi c l e depa :c t = " 0 " io= " 8 2 " r c u t e = " routedi s t l " t yp e = " typedi s t " / >  
<-.re h i c l e depa :c t = " 0 " id= " 8 3 " rcL: t e = " routedi s t l " t ype= " typedi s t " l > 
< veh i c _ eoepa :c t = " 0 " i d= " 8 4 " r c lJ t: e = " routedi s t l " t yp e = " typedi s t " l >  
< veh i cl e dep a !:" 1: = " 0 " _ o= " 8 5 " r o lJ t e = " routedi s tl " ype= " typedi s t " l > 
< v e h i c l eaepa :C L = " 0 " l a= " 8 6 " r o u t e = " routed� s t l " t ype = " typedi s t " l >  
< veh i c : eoep a r :. = " 0 " ici= " 8 7 " r o u t: e = " routedi s t l " t yp e = " typedl s t " l > 
<vehi c l edepa:c :. = " 0 " ::.. o= " 8 8 " rou:: e = " routecll s t l " t ype= " typed� s t " I >  
<veh i c l e oep a r L = " 0 " l d= " 8 9 " r ou t e = " routed� s t l " t yp e = " typed� s t " / >  
< veh i cl e depa r t = " 0 " i o= " 9 0 " roLl t e = " routedi s tl " t ype= " typedi s t " / >  

< veh i c .i e ciepa r -: = " 0 " i d= " 9 1 " r o cl t: e = " routecll s tl " t ype= " typedi s t " l > 

<veh i c l e aepa r :: = " 0 " i d= " 92 " r o cl t e = " routedi s tl " t ype= " typedi s t " l >  

<veh i cl e depa r t = " 0 " i d= " 9 3 " r o u t e = " routedi s tl " t: ype = " typedi s t " l >  

<ven i c l edepa r t = " 0 " i ci= " 9 4 " r ou t e= " routedi s t l " t ype= " typedi s t " l >  

<ven i c ledep a r t = " 0 " id= " 9 5 " r o u t e = " routedi s tl " t yp e = " typedi s t " l >  

<veh i c l e depa r t = " 0 " i d= " 9 6 " r o u t e = " routedi s t l " t yp e = " typedi s t " l >  

<vehi c l e depa r t = " 0 " i d= " 9 7 " r cut e = " routedi s t l " t ype = " typedi s t " l >  

<vehicl e depa r t = " 0 " i d= " 9 8 " ro ut e = " routedi s t l " t ype = " typedi s t " l >  
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< v h � c  d : dc p a r  
r o  e s  

" O " � a  " 9 9 " r ..l� e " routedl. s t 1 " t ype " typedl. s t " / 

Per en tage of  a b n o .-m a l  \ eh ic le  = 80% 

<nod e s >  
n d e  " l " x " - 1 0 0 0 . 0 '"  

< n o  el.d " 2 " x " + 1 0 0 0 . 0 " \ 
< .I de � " 3 " x " + 4 0 0 0 . 0 " 

n o de s ">  

Edge 

edges 

" + 1 0 0 0 . 0 " > 
" + 1 0 0 0 . 0 " / >  
" + 1 0 0 0 . 0 " '> 

edge f r o� " l " � j  " 1 2 " t o- " 2 " t ype = " a " ' > 
< edge f r  � " 2 " l Cl " 2 3 " t o- " 3 " t /pe = " a " > 
< l edg e s >  

Rou tes 

< ro ut e s >  
< v-:' yp e ::h s t r  � b  � l. o n i d= " typedl. s t " > 
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vT ype l d= " type 1 " a c c e ::' = " 1 . 0 " ae c e l = " 3 . 0 " � en g t h = " 5 . 0 "I'"axspeed= " 3 3 . 3 " pro 
b a b l :  t y= " 0 . 2 " - o ::' or = " 0 , 1 , 0 " s :' grra= " 0 " 1 > 
< v':' yp e i d= " type2 " a c c e l = " 9 . 0 " decel = " 7 . 0 " l en g t h = " 5 . 0 "I'"a x speed= " 6 6 . 6 "p r o  
b a o l : � t y= " 0 . 8 " :: o l o r = " 1 , 0 , 0 " s i grra= " 1 " 1 >  
< / vTypeDl s t r ib..l t i on >  
< r o  .. r: eDl s -;: r l Dut i o r  i d= " routed� s t1 " ">  
< ro'-'t e � a= " route O " edg e s = " 1 2  2 3 " p r obab i l i t y= " 1 " 1 >  
< / rout e D i s � r ibut l c n >  
<veh l cl eae a r � = " 0 " i a= " 0 " ro..l t e = " routedi s t1 " t yp e = " typedl. s t " l >  
< ve h l c l edepa r t = " 0 " i a= " 1 " r ou t e= " routedl. s t1 " t yp e = " typedi s t " I >  
< ve h i c l e -":ep a r -;: - " 0 " i d= " 2 " rou t e = " routem s t1 " � yp e = " typedl. s t " I >  
<veh i c l edep a r -;: - " 0 " i d= " 3 " r o ..l t e = " routedi s t1 " t yp e = " typedi s t " l >  
<veh i c l eaep a r t= " 0 " i d= " 4 " r o ' t e = " routedi s t 1 " t ype= " typedi s t " l >  
<veh i c l edep a r t= " 0 " i d= " 5 " r o u t e = " routedl. s t 1 " t ype= " typedl. s t " l >  
<vehi c l eoepa r t = " 0 " id= " 6 " r o u t e = " routem s t1 " t ype= " typedl. s t " I >  
<veh i c l e dep a r l: = " 0 " ::. d= " 7 " r o u t e = " routed� s t1 " t Y'Pe = " typedi s t " l >  
<vehi c l e depa r t = " 0 " l a= " 8 " r o u t e = " routed� s t 1 " t ype= " typedl. s t " l >  
<vehi c le depa r l: = " 0 "  ... 0= " 9 " r o L1 l: e = " r outed� s t 1 " t ype= " typedl. s t " l >  
<veh i c l e dep a r t = " 0 " i d= " 1 0 " rou� e = " routedi s t 1 " t yp e = " typedl. s t " l > 
< -veh i c l edep a r t = " O "  ':'0= " 1 1  " r o u t e = " routedl. s t 1  " I: ype= " typedi s t "  I >  
<ve h i c l e depa r :: = " 0 " i d= " 1 2 " r o ut e = " routedi s t1 " t Y'Pe = " typedl. s t " l > 
< veh i c l e dep a r t = " 0 " l d= " 1 3 " r o u t: e = " routedl. s t l " t ype = " typedl. s t " l >  
< ven i c l edep a r t = " 0 " ::. d= " 1 4 " rou t e = " routedi s t l " t ype= " typedi s t " l >  
<ven i c l e dep a r t = " 0 " l o= " 1 5 " r o l: t e = " routedl. s t l " t ype= " typed:L s t " l >  
< 7eh i c l edep a r t = " 0 " i o= " 1 6 " r o u t e = " routem s tl " t ype= " typedi s t " l >  
<ven i c l edepa r t = " O " l d= " 1 7 " rou t e = " routed:L s t l " t ype = " typedi s t " l >  
<veh i c l edepa rt: = " O " i d= " 1 8 " r o u t e = " routedl. s t l " t ype = " typed:L s t " l >  
< ve h i c l e aepa r t = " O " i d= " 1 9 " r o u t e = " routedl. s t l " t ype= " typedi s t " l >  



<v h i c l eaeo a r t  " O " ' d  " 2 0 " :::-;::� t e  " routed� s t l " -:: ype- " typed� s t " l .;> 
<v h i c l eaf'par+ " 0 " 1 c - " 2 1 " r c Cl t c  " routem s t l " -:: ype " typed� s t " l >  
<vehl c ::' e aep a r t  " 0 "  1 d  " 2 2 " rC'u ;: c  " routed� s tl " t ype l' typed� s t " > 
<.. veh i c ::' edep a r t  " O " i a  " 2 3 " ro\:. -:: e " routem s tl " t yp e  " typem s t " l 
<vE) '1 1 c  ... e dE.:p a r t  " O " i a  " 2 4 " route " routem s t l " :. yp e = " typed� s t "  > 
<v "l .L c : ec:!cr a r  " O " i d  " 2 5 " r o ' t e  " routed� s t l " -:: ype - " typem s t " / .;>  
< v  h l C 1 E' c  p a r  " O " i c  " 2 6 " l o u t e  " routem s t l " : ype " typed� s t "  
< v  h l c l e d  _ p a r t  " 0 " 1. 0- " 2 7 " � o u; : e - " routed� s tl " t ype = " typed� s t "  > 
<ve h 1 c l e ':iep a r t  " O " � d  " 2 8 " roct e " routed� s tl " ype " typed� s t "  '> 
<..vehi c l e depa :::- t " 0 " � d- " 2 9 " Y o J -:: '" " routed� s tl " t ype " typed� s t "  '> 
<veh i c l e de p a r t  " 0 "  1 " 3 0 " :::: Ll t '"  " routed� s tl " t ype= " typed� s t "  
< v e h i ::::l e depa r t  " 0 " ::' 0  " 3 1 " I �u t e  " routed� s t l " t ype= " typed� s t "  
<veh i c l e depa r t  " O " ;. d  " 32 " r o J t .  " rou ted� s t l " t ype= " typed� s t "  '> 
<veh i c l e de p a r t  " O " ;. d  " 3 3 " r ., � t e  " routedi s t l " t ype " typed� s t " / >  

v eh l c l edep a r t  " O " i d  " 3 4 " IvU-:: � " routed� s t l " t ype= " typed� s t "  
<veh l c l edep a r t - " 0 " l. d= " 3 5 " r ""' u t e  " routed� s tl " t ype " typed� s t " / > 
<..v eh i c ::' edep a r t  " 0 " � a= " 3 6 " r � u t � = " routed� s t l " t yp e = " typed� s t "  
<veh i c l e: dq::- a r t  " 0 "  a " 3 7 " r,-,ut e= " routed� s t l l t ype= " typed� s t " / >  
<veh i c ::' e aep a r t  " 0 " � 0= " 3 8 " r o u t e  " routed� s tl " t ype= " typed� s t "  � 
<veh i c l e de p a r t  " 0 " :' d= " 3 9 " rout: e = " routed� s t l " t ype= " typem s t " l >  
< v e h 1 c l e depa r t  " 0 " i d= " 4 0 " rout: e " routed� s t l " t: yp e = " typedi s t " / '>  
< vc h 1 c l edep a r t:  " 0 " :'. d= " 4 1 " r o u t e  " routed� s t l " t ype= " typed� s t "  > 
< v e h i c l eaep a r t  " 0 "  i d'- " 4 2 " r o u t e  " routed� s tl " t j'p e = " typedi s t "  / >  
< v c h i c l e cepa ::::- i: " 0 " id= " 4 3 " r o u t e = " routed� s t l " t ::r-p e = " typed� s t " / >  
< v e h i c l edep a r t  " 0 " � d= " 4 4 " rout e- " routem s tl " t yp e = " typed� s t " / >  
<veh 1 c l e�ep a rt: - " 0 " id= " 4 5 " r o u t e - " routem s tl " t yp e = " typed� s t " l >  
<. ve h i c l edepa ::::-:. " 0 " � d= " 4 6 " r o u t e = " routed� s tl " t yp e = " typedi s t " / >  
<. v eh i c l edepa r _  " 0 " i d= " 4 7 " r o u "C e = " routem s tl " t ype= " typed� s t " l > 
<vehi c l e ciep a ::::-t = 1 0 " l.d= " 4 8 " r o u t e = " routed� s tl " t ype= " typedi s t " / >  

v eh i c l e ae p a r t  " 0 " � d= " 4 9 " r ou t e = " routed� s tl " t ype= " typedi s t " / '>  
<vehi c l e de p a r t  " 0 " i d= " 5 0 " r ou t e= " routedi s t l " t ype= " typedi s t " / >  
<vehi c l e oepa r t  " 0 " � a = " 5 1 " r o u t e= " routed� s t l " t :r-pe = " typedi s t " / >  
<veh i c l edepa r t = " 0 " :i d= " 5 2 " r o u t e = " routed� s t l " t ype= " typedi s t " / > 
<..v eh i c l e ciepa::::- t = " 0 " � o= " 5 3 " r o u t e = " routem s tl " t ype = " typedi s t " / > 
<veh i c l e depa r t � " 0 " :i ci= " 5 4 " r ou t: e = " routed� s t l " t ype= " typedi s t " / > 
<veh i c ': e ciep a r t = " 0 " � d= " 5 5 " r ou t e= " routem s t l " t yp e = " typed� s t ,, / > 
<ve h i c l e de. a r t - " 0 " � d= " 5 6 " r ou t e = " routedi s t l " t ype= " typem s t " / >  
<veh i c l e ciep a r "C = " 0 " � d= " 5 7 " r c ut: e = " routedi s t l " t ype= " typedi s t " / > 
<veh i c l edep a r t = " 0 " i d= " 5 8 " r c J t e= " routedi s tl " -;: y-pe = " typed� s t " / > 
<vehi c l edep a r t = " 0 " i d= " 5 9 " r o u t e= " routed� s t l " t 'y-p e = " typedi s t " / >  
<vehi c ::' e depa r t = " O I :. ci= " 6 0 " r o u t e = " routed� s t l " :. yp e = " typedi s t " / > 
<veh i c ::" e dep a r :. = I O " ld= " 6 1 " r o ;.n: e = " routem s t l " t yp e = " typed� s t "  / >  
<vehi c ::" e depa r :: = " 0 " l d= " 6 2 " r o u t: e = " routed� s t l " t yp e = " typed� s t " / > 
<veh i c l ecepa r t = " 0 " l d= " 6 3 " r o u t: e = " routedi s t l " t yp e = " typed� s t " / > 
< v e hi c ::" e depa r - = " 0 " .: 0= " 6 4 " r o J :: e = " routedi s t l " t ype= " typed� s t " / > 
< 'Je h i c l e dep a r t =  " 0 "  i d= " 6 5 " r o u t e = " routed� s t l  " t ype= " typed� s t "  / >  
< v e hi c l ecepa r t = " 0 " i d= " 6 6 " r o J "C e = " routed� s tl " t ype= " typedi s t " / > 
< ven i c l edepa r t = " 0 " i d= " 6 7 " r ou "C e = " routed� s t l " t yp e = " typedi s t " / > 
<veh i c l edepa r t: � " 0 " _ d= " 6 8 " r o u "C e = l routedi s tl " t ype= " typedi s t " / >  
<ven i c l e depa r t = " 0 " id= " 6 9 " r o Ll t e = " routedi s t l " t ype= " typedi s t " / >  
< 'J e h i c ::" eoep a r t =  " 0 "  id= " 7 0 "  r O J "C e =  " routed� s t l  " t y-p e = " typedi s t "  / >  
<veh i c l edepa r :: = " 0 " i d= " 7 1 " rout e = " routed�s t l " t ype= " typed� s t " / >  
< veh i c l ecepa r :: = " 0 " id= " 7 2 " r o u t e = " routedi s tl " t yp e = " typedi s t " / >  
<v ehi cl e depa r t = " 0 I id= " 7 3 " rout: e = " routedi s t l " t yp e = " typedi s t " / >  
< veh i cl e dep a r t = " 0 " i d= " 7 4 " r o u"C e = " routedi s t l " t ype= " typedi s t " / >  
<veh i :: l e dep a r :: = " 0 " i d= " 7 5 " r o u-<:: e = " routed i s t l " t ype= " typedi s t " / >  
< vehi :: l edep a r :: = " 0 " ::' d= " 7 6 " r out e = " routedi s tl " t ype = " typedi s t " / > 
< v e h i c l e depa r ;: = " 0 "  i d= " 7 7  " ro l�t e= " routedi s tl " t  ype = " typedi s t "  / >  
<vehi c l edepa r t = 1 0 " i d= " 7 8 " ro u t e = " routedi s t l " t yp e = " typedi s t " / > 
<veh i c l e depa r t = " 0 " 1 d= " 7 9 " r o u"C e = " routed� s t l " t yp e= " typedi s t " / >  
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< v e h . c l e dE:. ar+ 

< VC h l C l ('d • a r +  
<.. ve:.h l C· l e::lepa r t  
<. vel'a c l pdp.p a r t:  
< Vp.h l C l edepa r t  

v eh l C l edppa r t  
veh i c l e depa r t  

< ve h i c l e depa r +  
<veh i c l edt: a r ·  

v h i c l C'o 'f-a r .. 
v l' i ,- l eoepa r t  

< vel'l. c .l. e depa r t  
<veh i c l ederart 
< V t' h l c l ede�art 
<.ve h l. c : e depa r t  
<veh l. c : e depart 

" 0 " 1 0  " B O " rot..t EC  " rou tem s tl " t ype " typedJ.. s t "  > 
" O " l d  " B l " rou ': EC  " rou tedJ.. s t l " t yp e = " typedJ.. s t "  '> 
" O "  ... d " B 2 " rou t: e  " rou tedJ.. s t l " _ ype " typedJ.. s t "  > 
" 0 " ;. " B 3 " r ou t e - " rou tedJ.. s t l " .1 p e  " typedJ.. s t "  
" 0 " ;' 0  " B 4 " r o u t e  " rou tedJ.. s t l " · " pe " typedJ.. s t " / > 
" O " .::- d " B S " r o 'J ': €:  " rou tedJ.. s t l " i... j'pe I typedJ.. s t "  > 
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