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Abstract
In this paper a sophisticated investigation and scanning for vulnerabilities in the
security mechanisms of the hosts in the academic institutions and government agencies is
made. The port and network scanner are specialized software tools that can discover detail
information about the selected target hosts such as open, filtered, closed ports and the
whole computer network topology.
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1. Introduction

Most of the cyber-criminals and malicious usersaoh®r vulnerabilities and holes in
the started processes and services in the targeatopy systems of the victims. In most
cases the victims are employees working in acadensttutions and government
agencies [6, 7, 13]. Because of ignorance or masfak security officers of automated
information systems and security networks admiaists some network ports,
processes and services are not being configurecdsuadresult they operates in default
open mode. Thanks to that the cyber-criminals gpesialized network scanning tools
such as portscanners with what can discover angzmaach host in order to exploit
the found vulnerability with the purpose of obtaigian unauthorized access to the
computer resources of the victim [1, 2, 3, 4, 5, 8]

2. Experiment

The experiment in a specialized university complabrwas made. All of the hosts in
this lab were connected each other in Wireless IL&caa Network (WLAN). The
investigated computer network was consisted ofdstshand each of them was using a
300Mbps High Gain Wireless USB Adapter TL-WN822N.the computer lab a Cisco
RV315W Wireless-N VPN Router has been used andigunafd. The Dynamic Host



Configuration Protocol (DHCP) in the router's cauitation has been configured on
purpose each host in this computer lab to obtaialid IPv4 addresses, network mask,
DNS server addresses and default gateway. The reti® of this WLAN is
192.168.1.0/24. The research host was configurgd thie following IPv4 address
192.168.1.124/24.

The attacking host an operating system called “Kafiux x64” has used. The
portscanner “Nmap” version 7.60 for operating safivplatforms x86_x64-pc-linux-
gnu was used.

This network scanning tool consists of various sg@n mode and in most cases can
determine the network state of the victim. All sagldin this article only with scientific
research character were made. The author of tratrieonot responsible for cases of
abuse.

3. Reaults

The first step is scanning the whole network ID92168.1.0/24 for hosts in active
network state. Figure 1 shows that 17 hosts arachive network state. Figure 2
illustrates the successfully executed command “nA¥dp --packet-trace --reason --
script default 192.168.1.0/24”. This command airasdiscover vulnerabilities with
default loaded scripts. Figure 3 indicates that moth IPv4 address 192.168.1.91 has
got 6 open ports and 994 filtered ports and thmiltewas achieved thanks to the
executed command “nmap -T5 --ip-options T 192.16824".
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Figure 1: Scanning for network states



root@pesho: ~/Pictures @ e 0

File Edit View Search Terminal Help

Pictures# nmap -T5 --packet-trace --reason --script default 192.168.1.0/24

Starting Nmap 7.60 ( https://nmap.org ) at 2018-04-07 21:06 EEST
.0024s) ARP who-has 192.168.1.1 tell 192.168.1.124
.0026s) ARP who-has 192.168. tell 192.168.1.124
.0028s) ARP who-has 192.168. tell 192.168.1.124
.0029s) ARP who-has 192.168. tell 192.168.1.124
.0029s) ARP who-has 192.168. tell 192.168.1.124
.0030s) ARP who-has 192.168. tell 192.168.1.124
.0031s) ARP who-has 192.168. tell 192.168.1.124
.0032s) ARP who-has 192.168. tell 192.168.1.124
.0034s) ARP who-has 192.168. tell 192.168.1.124
.0035s) ARP who-has 192.168.1.10 tell 192.168.1.124
.0035s) ARP reply 192.168.1.1 is-at C0:8C:60:B9:8C:50
.0035s) ARP reply 192.168.1.2 is-at C0:8C:60:B9:8D:28
.0104s) ARP reply 192.168.1.4 is-at 18:9C:5D:F5:F8:35
.0112s) ARP reply 192.168.1.3 is-at 18:9C:5D:F5:F5:A5
.1842s) ARP who-has 192.168.1.5 tell 192.168.1.124
.1843s) ARP who-has 192.168.1.6 tell 192.168.1.124
.1845s) ARP who-has 192.168.1.7 tell 192.168.1.124
.1846s) ARP who-has 192.168.1.8 tell 192.168.1.124
.1847s) who-has 192.168.1.9 tell 192.168.1.124
.1848s) who-has 192.168.1.10 tell 192.168.1.124
.1850s) who-has 192.168.1.13 tell 192.168.1.124

Figure 2: The successfully executed command “nimap-packet-trace --reason --
script default 192.168.1.0/24”
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root@pesho: ~ o ® O
File Edit View Search Terminal Help

Mmap scan report for 192.168.1.91
Host is up (©.0018s latency).

Not shown: 994 filtered ports
PORT . SERVICE

BO/tcp e http

135/tcp e msrpc

139/tcp e netbios-ssn
443/tcp e https

445/tcp e microsoft-ds

1947 /tcp e sentinelsrm

MAC Address: DP:50:99:9C:20:91 (ASRock Incorporation)

Nmap scan report for 192.168.1.92
Host is up (©.00265 latency).

Not shown: 996 filtered ports
PORT STATE SERVICE

135/tcp e msrpc

139/tcp netbios-ssn

445/tcp microsoft-ds

5357/tcp wsdapi

MAC Address: DP:50:99:9C:20:8F (ASRock Incorporation)

Figure 3: The results after the executed commanthfn-T5 --packet-trace --reason --
ip-options T 192.168.1.0/24”

The scanning time for vulnerabilities and portsyplanportant role for discovering the
weaknesses in the selected victims. In this papedifferent scanning commands were
tested. The configuration of the tested computes iméel Core 13-3225 CPU @ 3.30
GHz, RAM 16 GB with 64-bit operating system type workstation machine. The



results are illustrated in the following figure Ada5. Thanks to the achieved results it
was estimated that with command “nmap -T5 --ip@mi T 192.168.1.0/24” was
achieved high performance and efficiency in thecpss of detecting the vulnerabilities
and weaknesses in the surveyed victims in acadeémsiitutions and government

agencies.

The security officers of automated information ews$ and security networks
administrators should also papecial attention to the digital data encryptiord an

creation of modified algorithms for Steganalysis]0, 11, 12, 14].
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Figure 4: Scanning time performance with the exatgbmmand “nmap -T5 --packet-
trace --reason --script default 192.168.1.0/24"
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Figure 5: Scanning time performance with the exagtegbmmand “nmap -T5 --ip-
options T 192.168.1.0/24"




4. Conclusion

Thanks to the achieved results the security offiadrautomated information systems
and security networks administrators mandatory naisp and block any ICMP

requests. Another very important task is the imgetation and configuration of

stateful firewalls, Intrusion Detection Systems $)Dand Intrusion Prevention System
(IPS). The security officers of automated inforraatisystems and security networks
administrators may also must use other vulnergislianners such as MBSA, Security
Manager Plus, Shadow Security Scanner, Securityitdtsl Research Assistant
(SARA), Nsauditor Network Security Auditor in ordey detect earlier the scanning
cyber-attacks of the cyber-criminals.
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