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Abstract 

Safety risks are a prime issue, because the networked workstations and programs are 

exposed to a diffusion of threats. The threats can be masquerading and replaying. To avoid 

these threats answers like handshake mechanism, authentication, authorization and 

cryptography can be used. The main goal of the task is to design and increase safety 

framework encapsulating the above solutions. This assignment addresses the QoS traits 

specifically security, maintainability and adaptability troubles within the designed 

framework. 
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INTRODUCTION 

Community protection is one of the most 

essential topics which trap lot of attention 

and interest within the discipline of net and 

networking. The safety paradigms inside 

the world of the corporate network, or 

intranet, and the net have accompanied 

exceptional paths. That is because of the 

differences of their computing 

environments. 

 

The safety is more suitable with 

application developed and it's far made 

comprehensive with pleasant of service. 

High-quality of carrier technologies 

affords the basic building blocks so as to 

be used for future improvements. 

 

OVERVIEW 

Security is concerned with manage of risks 

related to the prevention, detection, and 

remediation of attacks; and identity and 

anonymity in cyberspace. Also 

confidentiality, integrity, and authenticity 

are the maximum important concerns. Last 

but no longer the least; privacy is also 

rated as very crucial one. The way 

conventionally taken to recognize this goal 

is to try and create a relied on and at ease 

computing platform, designed so that 

clients can most effective carry out actions 

that have been allowed to carry out. This 

entails specifying and enforcing security 

policies. The actions in question can be 

decreased to operations of get admission 

to, amendment and deletion. In a comfy 

gadget the authorized users of that system 

can work best the given specific mission 

and ask for not anything greater, but 

achieving this is a complex undertaking 

and frequently malicious customers appear 

to interrupt the gadget and misuse the 

usage of intense measures. 

 

The use of SSL to comfortable HTTP 

traffic 

Protection of the facts stored on a record 

server may be very critical these days. 

Compromised facts can fee hundreds of 

dollars to organization. In the last segment, 

we compiled LDAP authentication module 

into the Apache construct to provide an 

Authentication mechanism. ButHTTP 

visitors is very insecure, and all data is 

transferred in clean text - meaning, the 

LDAP authentication (userid/passwd) 

might be transmitted as clean text as 

properly. HTTPS runs on port 443. The 
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ensuing build from the final segment's 

compilation method will have Apache to 

concentrate to each port 80 (everyday 

HTTP) and 443 (HTTPS). In case you are 

simply going to use this server for DAV, 

then I will exceptionally advise that you 

close port eighty.  

 

 
Fig: 1. HTTP vs. HTTPS insecure encrypted connection 

 

Introduction to SSL 

SSL affords a mechanism for encrypting 

all types of site visitors - LDAP, POP, 

IMAP and most significantly HTTP.

 

 

 
Fig: 2. SSL protocol overview 

 

Encryption algorithms used in SSL 

There are three sorts of cryptographic 

techniques utilized in SSL: Public-non-

public Key, Symmetric Key, and digital 

Signature. 

 The client request content material 

from the web Server the use of 

HTTPS. 

 The purchaser tests to see if the 

certificate has expired. 
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 Then the customer tests if the 

certificate Authority that signed the 

certificate, is a trusted authority listed 

inside the browser. This explains why 

we need to get a certificates from aa 

depended on CA. 

 The customer then assessments to look 

if the fully qualified domain call 

(FQDN) of the web server suits the 

Common name (CN) at the certificate? 

 If the entirety is successful the SSL 

connection is initiated. 

 

Protection FRAMEWORK overview: 

The remarkable cases of external ruin-ins, 

maximum harm to pc systems and 

information comes no longer from 

malicious outside attacks, however as an 

alternative from simple mistakes, or the 

unauthorized or accidental moves of 

legitimate users of a device. A 

fundamental intention of records 

protection is to protect sources and 

property from loss. The security 

framework allows the various threats and 

attack thereby making sure a comfortable 

device. 

 

The safety framework for a dispensed 

environment consists of the following 

three predominant modules: 

1. Handshake module 

2. Authentication module 

3. Cryptography module 

 

 
Fig: 3.Security framework 

 

 
Fig: 4. Types of encryption in security framework 

 

SSL protocol 

At ease Socket Layer protocol is a web 

protocol for comfy trade of statistics 

among a web browser and an internet 

server. It gives two simple safety 

offerings: authentication 

confidentiality.Logically, it affords a at 

ease pipe between the web consumer and 

the server. The SSL protocol runs above 

TCP/IP and underneath higher-degree 

protocols together with HTTP or IMAP. It 

makes use of TCP/IP on behalf of the 

better-degree protocols, and within the 

manner permits an SSL-enabled server to 

authenticate itself to an SSL-enabled 

patron, lets in the client to authenticate 

itself to the server, and allows each 

machine to set up an encrypted connection. 
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Testingare finished.

 

 
Fig: 5.SSl protocol 

 

CONCLUSION 

On this assignment a framework is created 

for providing safety services in an allotted 

environment by way of implementing SSL 

Handshake protocol, Kerberos 

authentication and Elliptic Curve 

Cryptography set of rules. Kerberos is an 

allotted authentication service that lets in a 

customer to prove its identity to a software 

server without sending information across 

the community, Kerberos optionally offers 

integrity and confidentiality for statistics 

despatched among the consumer and 

server. 

 

Implementation of ECC, the use of 

projective coordinates has shown great 

upgrades in efficiency in comparison to 

the affine coordinate implementation. This 

improvement in performance is because of 

the elimination of multiplicative inverse 

operation that would cost tremendous 

processor cycles. 
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