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ABSTRACT

Background The general practice consultation
today has become a three-way process where patient,
doctor and computer interact. Some studies have
shown that the introduction of the computer has
caused concern to some patients, possibly affecting
their behaviour. If patients are less frank about their
problems in a computer-mediated consultation this
may cause concerns among doctors and become a
barrier to computer use.

Objectives A questionnaire was developed to test
the prevalence of worries among patients about
confidentiality breaches of computer records and
to identify whether those worries translated into a
reduction in patients’ frankness.

Results The study had a 62% response rate. Almost
48% of responders had experienced confidentiality
worries during past consultations. All responders
denied withholding any relevant information from
their general practitioner (GP) as a result of confi-
dentiality worries. Gender, computer literacy, know-
ledge of computer uses in consultation and patients’
perceptions of computer record safety were selected

Introduction

The consultation today is a three way process where
patient, doctor and computer interact. Some studies
have shown that the introduction of the computer has
caused concern to some patients, possibly affecting
their behaviour; in particular some patients may be
less frank about their problems.'™ Patients’ frankness
with their doctors is essential to achieve the desired
outcomes of a consultation and is crucial to the privil-
eged doctor—patient relationship. In return, doctors and
other healthcare professionals (HCPs) must guarantee
the confidentiality and accuracy of medical records.*”

covariates in the multivariate logistic regression
model explaining patients’ worry. Thirty-three
percent of patients stated they always understand
what their GP is doing at the computer during
consultation, 9.7% stated they did not ever know;
though 64% judged it important to know what their
GPs were doing.

Conclusions Patients worry about the confiden-
tiality of their computer record and it seems that
those less familiar with computers, females and
those less aware of their GP’s actions at the com-
puter worry more. Patients’ understanding of their
GPs’ actions at the computer during consultation
is far from complete and they seem to place great
importance on this. Those patients who place greatest
importance on needing an understanding of their
GP’s actions are those most likely to worry about
confidentiality.

Keywords: computer records, confidentiality, doc-
tor—patient relationship

The NHS in its Code of Practice and healthcare
professions’ Codes of Conduct clearly state the duty
of those entrusted with patient information to provide
a confidential service and at the same time acknowledge
the patients’ trust in HCPs when disclosing informa-
tion to them.® Further, health care has evolved into a
complex system where patients have numerous indi-
viduals involved in their care, giving rise to increased
needs for information sharing which can only be met
by electronic patient records (EPRs) and other com-
puterised systems.” The NHS, through its National
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Programme for IT, has placed enormous resources
into developing a care records service to meet infor-
mation-sharing needs.® If these resources are not to be
wasted, sufficient safeguards for accuracy and confi-
dentiality should be provided.’

Therefore, there is a need to further understand the
relationships between patient trust, disclosure of in-
formation and views on EPRs. This small study provides
an initial assessment of patients’ worries about the
confidentiality of their computer records, their frank-
ness during consultation and finally their understand-
ing of their GPs’ actions at the computer, offering a
predictive model of patients’ experience of worry
about confidentiality breaches of their EPR.

Method

The study was conducted in a semi-rural general practice
area covering 7679 patients in North Yorkshire. A
questionnaire was developed with a combination of open
and closed questions divided into different sections.'’
The first section consisted of general background
questions (age, gender (gender: male=1, female=0))
and also included patient computer literacy indicators. A
computer literacy score (CLS) was derived from ques-
tions concerning patients’ use of computers, the inter-
net and email, assigning one point to each of those
items. This score could have a maximum value of three
and a minimum value of zero. The second section
dealt with patient understanding of the different uses
of the computer during the consultation. Particularly,
the patients’ reported degree of knowledge of their GP’s
actions at the computer (knowledge=1, no knowledge
=0) and a quantification of the importance patients gave
to having that knowledge (importance: very important
=5, unimportant=1, scale range 1-5), were measured.
This section also quantified the patient’s opinion of four
aspects (safety, accuracy, reliability and information-
finding difficulty) regarding EPRs and paper medical
records (PMRs) (highest degree=5, lowest degree=1,
scale range 1-5). The third section established a direct
comparison between computer and paper records and
the final section addressed patients’ concerns (open
lists — worry; experience of worries about access to
medical records — withholding of information).

The questionnaire was piloted with a representative
sample of patients in the surgery waiting room. A
cover letter, SAE and questionnaire were sent to a total
sample of 100 subjects randomly selected from a
subset derived from the total practice list according
to predefined selection criteria. Adults from 16 to 75
years old were included. Patients that were terminally
ill, mentally disordered, moderately or severely dis-
abled, temporary residents, in residential institutions

or were on antipsychotic, cytotoxic or immuno-
suppressant drugs were excluded. A period of one
month from mailing was established for reception of
completed questionnaires. The author used Microsoft
Excel to create the database and G-Stat 2.0 computer
software for the handling of data and statistical analy-
sis. A multivariate logistic regression model was used
and tested for closeness of fit. Worry was chosen as the
modelled dichotomous outcome variable. A set of
potential explanatory covariates was entered into the
initial model (age, gender, safety of EPR, accuracy of
EPR, reliability of EPR, information-finding difficulty of
EPR, computer literacy score (CLS), knowledge and
importance). The final model was reached using a
backward variable selection strategy.

Results

The total number of questionnaires received by the
established deadline was 62 out of 100 sent. A total of
29 out of 50 male and 33 out of 50 female patients
responded. All respondents stated that they had never
withheld any information they ought to have disclosed
to their doctors as a result of worrying about who
might access their computer medical record. This
represents the answer to one of the primary aims of
this project and will be discussed later. Out of the 62
responders, 29 (47.8% =+ 12.4 P<0.05) had experi-
enced worries during consultation with their GP
about who might have access to their medical record,
32 (51.6% =+ 12.4 P<0.05) had never experienced such
worries and one did not reply. The multivariate logistic
regression model identified five covariates explaining
patients’ worries. The final model was well adjusted
(x* 33.06, P<0.0001) and attained a global predictive
performance of 83.64% considering a predictive prob-
abilities cut-off point of 50%. The final model is
presented in Table 1. Being male (OR 0.16, 95% CI
0.02-1.05, P=0.06), computer literate (CLS: OR 0.49,
95% CI 0.24-0.98, P=0.04), aware of GP’s actions at
the computer (knowledge: OR 0.08, 95% CI1 0.01-1.17,
P=0.06) and considering EPR safe (EPR safety: OR
0.15, 95% CI 0.04-0.54, P=0.00) were predictors of
not worrying. Considering it important to know what
a GP does at the computer (importance: OR 4.24, 95%
CI 1.56-11.53, P=0.00) was a predictor of worrying.
Table 2 shows a list of patients’ concerns about
computer records. Their main concerns were system
security in general and the validity of information
contained in the record. Table 3 shows individuals and
groups who are the focus of patients’ concerns about
the confidentiality of their record. Non-clinical prac-
tice staff (mainly receptionists and secretaries) lead
this table followed by insurance companies and service
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Table 1 Multivariate Logistic Regression Model for worry

Explanatory Regression OR 95% CI P-value
variables coefficient

EPR-Safety -1.89 0.15 0.04-0.54 0.00
Importance 1.44 4.24 1.56-11.53 0.00
CLS (computer -0.71 0.49 0.24-0.98 0.04
literacy score)

Knowledge —2.47 0.08 0.01-1.17 0.06
Gender (m=1,f=0) -1.85 0.16 0.02-1.05 0.06
Model constant 5.02 - - 0.03

Table 2 Patients’ concerns about computer medical records: number of responders
(percentage of responders)

Concern type Males Females Total
(n=29) (n=33) (n=62)
Without concern 17 (58.6) 18 (54.5) 35 (56.4)
System safety 5(17.2) 11 (33.3) 16 (25.8)
Information validity 7 (24.1) 4(12.1) 11 (17.7)
Unauthorised external access 3 (10.3) 6 (18.2) 9 (14.5)
Database misuse 2 (6.9) 1(3.0) 3 (4.8)
Confidentiality 1(3.4) 2 (6.1) 3 (4.8)
Unclassified 1(3.4) 1(3.0) 2(3.2)

Table 3 Groups or individuals that would worry patients if they could access their computer

medical record: number of responders (percentage of responders)

Groups or individuals Males Females Total
(n=29) (n=33) (n=62)
Non-clinical practice staff 2 (6.9) 10 (30.3) 12 (19.3)
Insurance companies 5(17.2) 5(15.1) 10 (16.1)
Service industries 4 (13.8) 2 (6.1) 6(9.7)
Employers 3 (10.3) 2 (6.1) 5(8.1)
Government 2 (6.9) 1(3.0) 3 (4.8)
Hackers 1(3.4) 2 (6.1) 3 (4.8)
Strangers in general 2 (6.9) 1(3.0) 3 (4.8)
Police 2 (6.9) 0 (0.0) 2(3.2)
Other patients 0 (0.0) 2 (6.1) 2(3.2)
Lawyers 1(3.4) 0 (0.0) 1(1.6)

None 20 (68.7) 15 (45.4) 35 (56.4)




96 | R Garcia-Sanchez

industries. Thirty-three percent of patients stated that
they always know what their GPs do at the computer
during consultation, 9.7% stated that they never know
and 64% judged it important to know what they were
doing. Table 4 illustrates what patients believe their
GPs use the computer for during consultation. Record
keeping and browsing followed by prescribing were
the most frequently described uses. With regard to
patients’ appraisal of computer and paper records,
respondents made a more positive judgement on
computer records in all areas (safety, reliability, accu-
racy and accessibility). In particular, they considered
information in computer records easier for their GP to
find in 53 (85%) cases and safer in 34 (55%) cases
when directly compared to paper records. The non-
response rate for this study was 38%.

Discussion

Principal findings

This work has successfully shown, in keeping with
previous research, that a significant proportion of
patients (47.8%) in this semi-rural setting had experi-
enced worries with regards to the future confiden-
tiality of their records.” In contrast, it appears that
worry does not seem to translate into a reduction in
the amount of relevant information disclosed to GPs
during consultation. This finding could be in conflict
with previous research and it might be the result of

bias"!'" although it could also tell us that doctors’ initial

concerns regarding a negative effect of computers on
the doctor—patient relationship was unfounded.

In order to comprehend further the variables
explaining patients’ worries, a logistic regression model
has been provided that can predict who would prob-
ably experience those worries during consultations,
improving our predictive performance over mere chance
by 66%. Patients’ opinion on EPR safety, knowledge of
their GP’s actions at the computer, CLS, importance
given to knowing about their GP’s actions at the
personal computer (PC) and gender seem explanatory
covariates, all except gender amenable to modification
in varying degrees over time. Age, accuracy of EPR,
reliability of EPR and information-finding difficulty of
EPR were removed from the final model as they failed
to provide additional predictive value beyond that
from the selected covariates.

The study could identify two major groups of con-
cerns regarding EPRs: concerns in some way related to
the computer system’s safety aspects (system safety,
unauthorised external access, confidentiality, database
misuse) and concerns relating to the validity of the
information contained in the records. It could also
identify that non-clinical practice staff accessing com-
puter medical records seemed to be of concern to
patients. This is in a way to be expected as non-clinical
practice staff are seen by patients to access their records
(e.g. patient registration details) and they usually belong
to the patient’s own community.

In general, most patients had some knowledge of
what their GP does when using the computer and this
is also reflected in the very small number that could

Table 4 Patients’ perceived computer uses during a consultation with their GP: numbers of

responders (percentage of responders)

Computer uses Males Females Total
(n=29) (n=33) (n=62)
Medical record keeping 25 (86.2) 33 (100) 58 (93.0)
Prescribing 17 (58.6) 19 (57.0) 36 (58.1)
Access to information not on medical 2 (6.9) 3(9.1) 5(8.1)
record
Communication 3 (10.3) 0 (0.0) 3 (4.8)
Printing PILS* 1(3.4) 1(3.0) 2(3.2)
Appointments and diary alerts 2 (6.9) 0 (0.0) 2(3.2)
Verification of patient identity 0 (0.0) 1(3.0) 1(1.6)
None 2 (6.9) 0 (0.0) 2(3.2)

* Patient information leaflets (PILS)
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not identify even a single use for computers within
general practice (3.2%). Nevertheless, a majority of
patients had either incomplete knowledge or no know-
ledge at all about their GP’s actions at the PC during
consultation and most patients judged it important or
very important to have that knowledge. The model
discussed above identifies these two factors as predic-
tors of worry.

Even though patients judge computer medical records
superior to paper records in various ways, this study
does not establish whether patients worry more about
records on computer than on paper and it might be
that they simply worry about confidentiality of their
medical record irrespective of the means of storage.
Interestingly, patients in this study judged computer
records less vulnerable (safer) to unauthorised access
than paper records and as patients’ rating of EPR
safety is a predictor of worry, it could indirectly imply
that a greater proportion of patients would worry
about the confidentiality of paper records.

Implications for practice

It seems clear that there is an unmet patient need for
information regarding the use of computers during
consultation. Particularly, explaining the system’s
safety safeguards and allowing patients to access their
EPR to check its information validity could help
alleviate their major concerns, while offering reassur-
ance about non-clinical practice staff’s limited access
to their computer record could reduce their concerns
about this group of people. Both could help improve
patients’ rating of EPR safety. An improved knowledge
and opinion of EPR safety in conjunction with the
expected growth of computer literacy among patients
could lead to a reduction in their experience of worry.
However, the logic of the preceding reasoning could
be reversed if patients were not sufficiently involved
and informed when their EPRs were moved further
away from the consulting room, onto a central
database like the NHS Spine. GPs are unlikely to
upload patients’ records onto an NHS national
database without their specific consent as doctors
worry about confidentiality, particularly about un-
authorised accessed by hackers and public officials
outside health and social care.'” These concerns are
the same as those shown by patients with regard to
their locally held EPR. It could be argued that the same
level of information and involvement should apply to
GPs if the circle of trust and information sharing is to
be closed, as it has been shown that doctors lack
sufficient information on many aspects of the UK
National Programme for IT and have demanded more
information, particularly in the light of recent cata-
strophic disclosure scandals.'>"?

Comparison with the literature

Most studies on patients’ views and attitudes towards
computers and computer records have shown that
patients experience confidentiality concerns with re-
gard to EPR'™>'"'*!> and the present work corrob-
orates those findings. A study looking at patients’
stress levels following a computer-aided consultation
found that patients with previous computer experi-
ence had more favourable attitudes towards medical
computer use and that those with the most negative
attitude towards computers showed the greatest de-
gree of stress.'® Later work confirmed that patients’
initial negative attitudes towards computers were
associated with higher stress levels and vice versa,
although patients’ computer familiarity did not enter
into this analysis.'” The model provided in the present
work explains worry and confirms that patients’
computer literacy predicts not worrying. However,
there is conflicting evidence suggesting that those
patients with more experience of computers were
more aware of their limitations in particular with
regard to possible loss of confidentiality” and that
patients’ familiarity with computers had a slight
negative correlation with patients’ satisfaction with
health care when computers were used in the consul-
tation.'®

It also appears that the computer has not signifi-
cantly affected the doctor—patient relationship as has
been extensively reported.'>'? The present study in
fact shows universal frankness and confirms those
reports. There are, however, suggestions in earlier
studies indicating some degree of deterioration of
that relationship, in particular a reduction in patients’
frankness in front of doctors using the computer.'

Other papers have reported patients’ demands for
information on the role of the computer in consul-
tation. Patients stating that doctors do not inform
them about the role of the computer'® and patients
being disturbed by not knowing®® have been pre-
viously reported. This study clearly confirms that
patients not only seem not to have a thorough knowl-
edge of the computer role, but also state that it is
important for them to have such knowledge.

There are extensive references in the literature of
patients’ favourable views on computers in the con-
sultation and one of the most frequently recurring
themes was easier access to medical records, as was
also shown in this study.'"'® Callen reports that 80%
of patients thought that using a computer facilitated
the doctor’s access to their medical record, while the
present study reports that 85% of patients felt EPRs
were more accessible than paper records.

Validity of information on the computer record has
been described in this paper as of concern to patients
and studies looking at patients’ experience of access-
ing their own records suggest that patients find such
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access useful and the information contained in the
record accurate and complete (valid)."*?*' These studies
also report patients’ concerns about confidentiality but
not about information validity, suggesting that offering
patients access to their records alleviates that concern.

Limitations of the study

The response rate for this study, the small number
of participants and the limited number of questions
were some of its weaknesses. Nevertheless, the non-
responding group had a similar age and gender dis-
tribution to the responding group and it could be
assumed that, had they responded, they would have
given answers similar to the responding group’s.'” The
design of the questionnaire did not take into account
the social desirability of being frank and open with
your own GP and this could probably explain the
failure to detect that some patients may keep some
sensitive information from their GP. In other words,
because the question being asked was sensitive, patients
might have felt inclined to give a socially desirable
response and not a true one.”> The phrasing of the
question itself might have contributed to this bias. It is
interesting that a pre-pilot study on doctors and practice
staff revealed that 30% of participants had withheld
information from their own GPs as a result of con-
fidentiality worries. The sample population was also
aware that the study was being carried out by their
own general practice surgery and they might have
considered a different answer would be disappointing
for their doctors. These problems might have been
helped by a qualitative, triangulation approach and by
involving external researchers.

Call for further research

A further attempt is needed to clarify whether the well-
established patients’ concerns about EPR confidentiality
have an impact on the doctor—patient relationship
through reduced disclosure of sensitive information.
Future research efforts should take into account the
social desirability of patients’ frank communication
with their doctors and adopt an indirect way to
measure the effects of worry on the patient—doctor
flow of information.

Conclusions

Patients worry about the confidentiality of their com-
puter record and it seems that those less familiar with
computers, those with unfavourable opinions of

computer record safety, female patients and those
with a lower level of understanding about what the
GP is doing on the computer worry more. Patients’
understanding of their GP’s actions at the computer
during consultation is far from complete and they
seem to place great importance on knowing what the
clinician is doing. Those patients who place greatest
importance on needing an understanding of their GP’s
actions are those most likely to worry about confiden-
tiality; perhaps if clinicians provided more explanation
of their actions on the computer it might reassure their
patients.
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