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ABSTRACT

The purpose of this thesis is to explore the relationship of risk
management/mitigation and the people who practice the discipline. Much has
been written concerning risk and the analytical ways that it can be measured.
The need for accurate and timely risk mitigation has accelerated with the pace of
new and replacement programs. A part of the process that needs to be updated
is that risk needs to be seen as systems attribute, much the same as cost,
schedule and technical compliance.

It is absolutely necessary that today’s Systems Engineers develop and
follow a Risk Management and Mitigation Plan in the early phases of the project.
It is also important that the appropriate Risk Management/Mitigation process be
selected.

This thesis contends that most Risk Management/Mitigation programs fail
to be as effective as they could be due to a number of mostly overlooked drivers,
such as motivation and cognitive biases. The issue of cognitive biases is very
seldom addressed. When questioned, most engineers purport to not have any
biases. They insist that they use only logic, reasoning, and math to make
decisions.

A set of data was collected and reviewed for this thesis. The data
presented shows that cognitive biases do affect the risk management/mitigation
process. Knowledge of these biases and their potential impact on a project will

lead to better risk management.
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1. INTRODUCTION

1.1 BACKGROUND

Risk Management and Mitigation have become extremely important and
widely used in modern Systems Engineering. The need for accurate and timely
risk mitigation has accelerated with the pace of new and replacement programs.
Since the 1990s the time to market has been compressed at an extremely rapid
pace, with the consequence that the effects of a realized risk are both more
serious and much more difficult to overcome.

One example of the accelerating pace of new programs is in the military
arena. In the 1970s three to four years was the norm for medium sized projects
and major projects could last a decade. Today, medium sized projects usually
have a two to three year time to production. This compression is also felt in
major projects. Projects that in the 1970s would have taken a decade are now
completed in two to three years. The commercial world has compressed
schedules even further; projects that today take six months would have taken
eighteen months a decade ago.

Keeping modern requirements in mind, it is absolutely necessary that
today’s Systems Engineers develop and follow a Risk Management and
Mitigation Plan in the early phases of the project. It is also important that the
appropriate Risk Management/Mitigation process be selected. For example, a
process used by NASA for the Mars Rover program is probably too complex for

the development of a single piece of electronics. Although it is true that risk



management is a universal program/project requirement, the approach taken
should not be “one size fits all.” A system that is not appropriate for the task at
hand should not be used.

This thesis contends that most Risk Management/Mitigation programs fail
to be as effective as they could be due to a number of mostly overlooked drivers,
such as motivation and cognitive biases. It is the author’s assertion that most
risk programs are less effective than they could be due to resistance from both
engineers and program managers. Two basic examples of this type of passive
resistance are:

1) Many engineers do not want to admit that there are any risks

associated with the project [Kasperson and Kasperson, 1996].

2) Many program managers do not want to present negative aspects of

their program to higher management or the customer [Kasperson and

Kasperson, 1996].

In the first case, many engineers do not see the need for a risk
management program. They feel that they are dealing with the risks on a day-to-
day basis and do not need any interference from management in doing their job.
Others feel that showing a risk reflects badly on the engineers’ ability to design
and deliver a compliant artifact. In any case the tendency of human nature is to
deny and hide that which makes one look bad.

In the second case, management has a responsibility to foster a culture of
openness which includes not “shooting the messenger” in the case of perceived

bad news. Management also needs to work with its customers so that both have



the same approach to risk. The customer needs to work as a part of the “team”
to help mitigate risks at all stages of the project.

It is not an accepted fact that risk is an attribute of the systems
architecture in the same way as cost, schedule, and performance. Once
management begins treating risk as a system attribute the process of risk
management will enter a new era. [Dagli, 2007]

Figure 1.1 illustrates Risk as a Systems Attribute. The central premise is
that risks are hidden when it is possible to do so. Given that risk is a negative
attribute of the system and that the general tendency is to hide risks [Kasperson
and Kasperson, 1996], a system to help disclose risks is necessary. The
approach shown in Figure 1.1 offers a path to follow for the acceptance of Risk

as a Systems Attribute.

Risk Is A Negative Risks Need To Be Monitored

Amibme_ of System | As Are Cost, Schedule & Performance
Architecture (Which can be Positive or Negative

Attributes)

Negative Attributes Are Hidden
By People In Most Situations

Risks Are Hidden

Need To Create A Path
To OPEN
Communication

How Can We Eliminate/
Lessen The Barriers to
Disclosure?

Figure 1.1 Risk as a systems attribute



1.2 MOTIVATION

The motivation for risk management/mitigation is multifaceted. Current
industry trends prescribe addressing and eliminating most, if not all, risks to a
project. While this is an admirable goal, it is not generally achievable in the real
world. However, this admirable goal keeps driving the development of risk
management/mitigation.

The goal of this thesis was to determine if there are any practical methods
in use in the military/aerospace industry that address the psychological aspects
of risk management. For instance, when management decrees that there will be
“risk management/mitigation” for all programs, what subjective or psychological
perceptions interfere with the process? Is risk management/mitigation really
practiced? Is it effective?

The psychological pieces of risk management are not well understood by
most engineers and engineering managers and, thus, are not handled properly
by most risk programs. In fact, the psychological aspect of risk management is
generally not addressed at all [Saad and Hsu, 2003], [Snyder and Buede, 2000]
and [Gilb, 2002]. Each of the studies cited above are excellent examples of the
technical and analytical approach to risk management, but none addresses the
psychological aspects of the process.

The issue of cognitive biases is very seldom addressed. When
questioned, most engineers purport to not have any biases. They insist that they
use only logic, reasoning, and mathematics to make decisions. This is, of
course, not true at all. All people are influenced by outside forces and factors

such as education, culture, corporate culture, and experience. Another such



area of influence is cognitive bias. Cognitive Biases occur despite the subject’s
intent to obtain the correct answer or the predisposition towards a particular
solution or path in any given set of circumstances.

Of the technical/engineering papers researched by the author, not one
was devoted to the impact of human beings on the risk management process.
All of these papers address technical issues and how to manage them, but none

did more than make passing comments about the people involved in the process.

1.3 PROBLEM DEFINITION

The problem is not a simple one. Asking why people often resist the
process of risk management leads to many more questions. Basic human nature
tends to avoid that which makes us look bad, or is perceived as making us look
bad.

Most people, engineers included, have learned that, in many situations,
admitting even a perceived weakness means opening oneself up to criticism from
both peers and management. The receiver of criticism often perceives it as
punishment. There is a natural tendency to believe in oneself and to take
criticism not intended as personal as an attack on the individual.

This bias of not admitting the possibility of having made an error or not
knowing the correct course to follow is perhaps the most common one in
industry. Many an engineer has forced data to fit a preconceived desirable
outcome. Perhaps the most notable example is NASA and the Challenger

launch decision, as illustrated by Vaughan. [Vaughan, 1996]



A certain amount of emotional involvement is necessary by most people;
otherwise, progress is often not made in the project. The exact amount of
emotion attached to any project will vary from person to person and among
corporate cultures. This is true no matter what the project and no matter who the
participants are. A sense of ownership is required to ensure that the project is
completed on schedule and meets more than just the minimum requirements. It
is not an act of serendipity that large corporations like Wal-Mart try to instill in

their employees a sense of personal ownership in all of their tasks.

1.4 INTEGRATED PROCESS TEAMS

All members of the project team, including engineering, program
management, company management, and the customer, must be a part of the
process for it to provide the available results. It is important that risk
management be addressed on more that just a “pro-forma” basis.

It has been the author’s experience that a positive team approach to risk
management can and often does provide excellent results. Even when the
results are not as positive as were hoped for, the fact that there was a real team
effort minimizes negative impact on the team, including the customer.

It cannot be emphasized too strongly that everyone on the team must
participate in the process of risk management. A pro-forma approach by any
member of the team will often lower the likelihood of a successful outcome. The
positive participation of both management and customers is vital to the health of

the process.



Often, little attention is paid to risks until they become serious. Even
companies with a reasonable risk management program suffer from this
scenario. One example of this failure was a program that did not apply the Risk
Management Program in place to a supplier. This supplier had a history of
making leading edge products. The supplier was small and was dependent on
one individual for the innovative designs that made their products leading edge.
This dependence was well known at the company by both engineering and
management, yet little attention was paid to the risk of being dependent on a
single person. During a critical phase in a major project, the key individual
became sick and was unable to complete the project.

What are risks and why are they important to a project? Risks are the
areas in a project that are often unbounded by the scope or requirements of the
project which can have a negative effect on its outcome. Being sometimes
unbounded or fuzzy, they are often very hard to predict and can cause much
damage to the project if not dealt with in the appropriate manner. This condition
of uncertainty is true for all aspects of life and industry. No one wants to admit
that what he or she did is anything less than what was required for the task. This
condition holds true for engineers, program managers, janitors, and even CEQO’s.

The culture of the organization has an impact on the way potentially
negative information, including risk information, is handled. If the culture is
punitive, with a “shoot the messenger mentality,” then employees will be less
likely to disclose any negative information. If the culture is less punitive,

employees will be more likely to disclose negative information. However, an



open and non-punitive culture still does not guarantee that negative information
will be disclosed.

One example is the company for which | currently work. There is little
reason to hide potentially negative risk information. Still, however, many
engineers and program managers only provide the barest information on risks
and often present them in the most favorable light possible. A demonstrated
managerial commitment to bi-directional risk management communication is
required. Without this commitment people will not change their approach to risk
disclosure.

The objective of this thesis is to make a case for change to both the
engineering community and both engineering management and company
management that will begin the process of better disclosure of risks. Once all
parties begin the process of how risk viewed and see more the human part of the

process begin to become more effective.



2. RISK LITERATURE REVIEW

2.1 RISK LITERATURE

A review of the literature on risk management/mitigation was undertaken
in the area of human interaction and risk management and mitigation. During the
research for this thesis no published, engineering oriented data was uncovered
on the subject of human interactions and risk management. Examples of this
lack of published data on the subject are the over twenty-five papers reviewed by
the author from the International Council of System Engineering (INCOSE)
library. Of the twenty-five papers reviewed, which span more than a decade, not
one addressed the human interaction of risk directly.

Significant literature was found on the process of change management.
The processes used to promote change in an organization are similar to those
needed to promote the human issues in the risk management process. If people
resist change, it follows that they will resist risk management unless risk
management/mitigation is presented in a non-threatening manner and with the
full support of management.

One commonly overlooked issue with risk management is of the problem
of cultural inertia. Cultural inertia must be overcome with sustained attention to
risk mitigation [Williams, 1978]. Newton’s first law of motion is abstractly

applicable to people and organizations.
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2.2 RISK

Much has been written that addresses the technical aspects of risk
management. Helm [Helm, 2004] addresses the issue of teaching students and
engineers how to effectively create a risk statement, as well as the process of
tracking mitigation a plan to completion. Helm does not address the underlying
issue of why disclosure is important, other than to say it is important in order to
make systems work.

The process of risk management must include human aspects in order to
be as successful. When psychological aspects are left out, the risk
management/mitigation process is incomplete. Most people working in a
technical field do not consider the human part of the equation. Much time is
spent devising ways to track and to measure both risk and mitigation efforts, but
little or no effort is spent working to understand the human side of the process.

Real risk arises from both uncertainty (unknown relations and parameters)
and known probabilistic relations. With what probability will an event happen and
with what consequence? There are many terms used to express these
dimensions. Likelihood or frequency of occurrence is often used in place of
probability. The words consequence, severity, effect, and value are also often
used interchangeably. Whatever terms you choose, an uncertain or probabilistic
event with negative impact must be considered a risk. This relationship is shown

in Table 2.1.
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Table 2.1 Risk versus uncertainty

No Probabilistic
Uncertainty Distributions

Are Known
Risk Known Distributions

2.3 RISK DEFINITIONS

Risk Management: Risk management is all of the activities taken to

identify, quantify and minimize risk to the project. This activity occurs at all phase
of the project, not just engineering [Snyder and Buede, 2000].

Risk Mitigation: Risk Mitigation is process of attempting to minimize the

impact of a risk to the program. Risk mitigation may include such activities as
searching for new sources of supply, developing new technology or just
assigning additional manpower to track and report on the status of the risk and its
impact on the project.

Resistance to Change: Resistance to change is the natural human

reaction to a new and potentially threatening circumstances. Fear of the
unknown is one of the forces that cause many people to resist change. Inertia is
also a major contributor to resistance. Why change when what we have
produces known predictable results?

Cultural Inertia: Cultural Inertia must be overcome, whether through risk

mitigation or change management. The analogy to Newton'’s first law of motion
applies even to people or organizations. Newton's first law of motion is often
stated as: An object at rest tends to stay at rest and an object in motion tends to
stay in motion with the same speed and in the same direction unless acted upon

by an unbalanced force.
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Feelings in Risk: Humans quickly and instinctively perceive negative

circumstances. A common example is the human reaction to danger and the
fight or flight decision that is made in real time [Slovic, Finucane, Peters and
MacGregor, 2002].

Risk Mitigation as analysis: The engineering approach to problem solving

is generally that of logic, reason, and a scientific approach to the problem. This
approach is preferred by engineers and program managers because it is
predictable and gives the appearance of being controllable. If you make a plan
and follow the plan everyone is comfortable that you are doing the right things
[Slovic, Finucane, Peters and MacGregor, 2002].

Politics in Risk: The clash between the real world and the perfect world

most engineers would like to work in. A solution to a problem, no matter how
elegant or appropriate, will not be implemented if it is not acceptable to all
parties. If the customer or management does not like a solution the solution will
not be implemented [Slovic, Finucane, Peters and MacGregor, 2002].

Schedule Risk: The potential negative impact to the schedule if the risk is

realized. This is usually expressed in terms of a slippage or delay in the time it
will take to complete the project.

Cost Risk: The potential impact to the project budget if the risk is realized.
This is usually expressed in terms of dollars or man hours. Either method shows
a potential increase in the cost of the project.

Technical Risk: The potential that the risk, if realized, will negatively

impact the performance of the project. Often this type of risk receives the most

attention although, in most cases, it is the least important type of risk. Lower
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technical performance will often be accepted in lieu of higher cost or a slip in
schedule.

Risk Seeking: Risk seeking is observed in two classes of decision

problems. First; overtly considering a small probability of winning a large prize
over the expected value of the prize. Second; risk seeking is prevalent in the
decision between a sure loss and a greater loss [Trevesky and Kahneman,
2004].

Loss aversion: Basic phenomena of choice under both risk and

uncertainty; risk of loss is considered worse than prospect of gain [Trevesky and

Kahneman, 2004].

24 RISK MANAGEMENT METHODOLOGIES

The primary method for the Architect to use is a structured tool or method
for listing, and tracking the status of risks as a regular part of the project cycle.
The tool selected should be appropriate to the type and scope of the project.
Numerous tools are available, such as those shown by Gilb [Gilb, 2002]. The
methods described by Snyder and Buede [Snyder and Buede, 2000], are
appropriate for smaller projects with somewhat less complexity, while the
method described by Gilb [Gilb, 2002] is more appropriate for larger, more
complex projects. This thesis concerns the application of risk management to
smaller projects or sub-sets of larger more complex projects.

Risk management to most people, including engineers and program

managers, generally means an engineering problem. More than just an
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engineering problem, risk management/mitigation is a systems attribute in the
same way as are cost, scheduling, and technical compliance. Until Risk is seen
as a system attribute and pursued in the same manner as other attributes, risk
management will be less effective than it could be.

An example of risks not always being considered an engineering issue is
consideration of a perspective supplier’s viability. Can the supplier meet the
long-term requirements of the project? Is the supplier able to sustain himself
financially for the life of the project?

During the early 1980s a major aerospace program experienced one
example of this type of risk during the redesign of a power supply. The supplier
chosen was qualified to manufacture the part required, but no attention was paid
to its ability to sustain its business. The business base was not diverse enough
to withstand the loss of its major customer. Once this major customer withdrew
its business, the supplier was almost unable to continue to provide the required
parts for the missile program. Had the program utilized an appropriate form of
risk management during the development and supplier selection phase, the crisis
would most likely have been avoided. Instead, the supplier almost stopped the
program from delivering hardware. Only financial intervention by the program
allowed the supplier to continue to deliver until another source could be
developed.

It cannot be stressed enough that the tool selected be appropriate for the
type of project being managed. In this case “one size fit all” can be a disaster.
The use of a tool designed for a large project with a fairly long time line will not

work well or even work at all on smaller projects with a short timeline. An
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example is the Space Shuttle; NASA has a time line of decades with multiple
thousands of suppliers and different assemblies and parts. A tool used to track
risks at the highest level of the project will not delve deep enough for some risks
and for others will examine in too much detail. In either case, the misapplication

of a tool will limit the effectiveness of the risk management process.

25 PSYCHOLOGICAL ASPECTS OF RISK MANAGEMENT

The psychological aspects of risk management are those least understood
by systems engineers and architects. Engineering is a discipline of facts and
figures with an emphasis on exact answers. The equation must always balance.

While it is true that the equation must always balance, sometimes the
terms used to balance it are alien to the engineer. As a profession, engineers
tend to precisely measure and predict outcomes of projects. Any approach that
does not use this system is often held as suspect and not given much credibility.
There are, however, almost dichotomies in any project. The belief that a solution
will be found even though one is currently not visible. What is this belief, if not a
non—specific approach to a problem? In general there is a belief that there is a
solution to the problem and that engineering will find it.

Some reasons for resistance to risk management from a psychological
perspective, along with their primary causes are shown below in Table 2.2.

The partial list of reasons featured in Table 2.2 are compiled from a survey
of Systems Engineering graduate students. While interesting, thought provoking,

and possibly the subject of future research, the data is not being used in this
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thesis. It is mentioned merely to show that thought was given too many areas of
research before settling on cognitive biases as the main theme.

The psychological aspects of risk management are complex and very
important to the successful completion of any risk management program.
Ignoring this aspect of the process will lead to less achievable results than if the

psychological aspects are utilized.

Table 2.2 Reasons for hiding risks

Reason for Resistance Psychological Term
Not wanting to be seen as fallible Fear of ridicule
Fear of ridicule by peers Fear of ridicule
Fear of ridicule by management Fear of ridicule
Ego, | don't make mistakes Insecurity
If 1 do my job this will go away Misplaced Ego
Corporate culture Security
Embarrassment Fear of ridicule
Not sure how to handle Insecurity
This is not my job Transference

Understanding the subject of Cognitive Biases can help increase the
positive results of any risk management program. This is not to say that
understanding the psychological impacts on the process will immediately cure all
the ills of the process. However, understanding psychological impacts will make
successful implementation easier and provide more consistent results.

In general, risk management in today’s engineering environment is

approached from an analytical angle. Little, if any, attention is paid to other
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influences that affect the process. For example, what of the human nature of
feelings? What of the political parts of risk management? The work of Helm
[Helm, 2004], Langenberg and De Wit [Langenberg and De Wit, 1999], and
Ramchandani et al. [Ramchandani, Ligon, Rabensteine and Bhatia, 1994]
exemplifies the analytical approach.

Most engineers understand that to ignore the political parts of risk
management is counterproductive to the health of the project. It does not take
very much time in to see or feel the effects of politics on a project. If a risk’s
outcome can have negative political consequences, much effort is put into finding
an acceptable solution. This political aspect of risk management is well
described by Slovic et al. [Slovic, Finucane, Peters and McGregor, 2002] as a
part of risk management that demands particular attention.

An example of politics in Risk Management/Mitigation is that the schedule
is often more important than full technical compliance. Even budget is often not
as important as meeting a deadline. Anything that affects the schedule
negatively will receive priority and management attention.

Another aspect of risk management is intuition, the fast and often accurate
perception of the problem. While many engineers and program managers
actively use the intuitive approach to problem solving, including risk
management, it is downplayed and even ridiculed when it is verbalized. The only
real approach to risk management is the analytical method.

The heuristic about progress being “90% perspiration and 10% inspiration”
is especially appropriate in this area. Risk management is not always just

analytical and political. Intuition also plays a major role, though it is most often
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unreported and downplayed. How many times have you heard “| had a flash of
inspiration”? If questioned, the person would downplay the intuitive part and
focus on the result.

Another area of importance is how risk is communicated to all
stakeholders. Leiss [Leiss, 1996] lists several different ways of communicating
risk to stakeholders in a positive manner. These methods include such ideas as
“all we have to do is make them partners,” or, “all we have to do is show them
that they have accepted similar risks in the past.” These approaches show the
necessity of understanding the need for good communication in the risk

management process.

2.6 COMMUNICATION IN RISK MANAGEMENT

The idea of formalized risk management is not new. Over the years there
have been multiple ways developed to track and manage risks. Perhaps the
most common method is the use of the ubiquitous, basic “Risk Cube”. (See
Figure 2.1)

The cube is used as a visual aid in the representation of risk likelihood and
consequence. The closer the risk is to the lower left corner of the cube the lower
the risk is to the project. This encompasses both the likelihood and the
consequence of the bad or negative outcome. This basic approach to graphical
representation has several areas of weakness, including a lack of granularity and

a repeatable way of locating the risk on the chart.
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A repeatable method of presenting risk data is generally required for
human beings to easily comprehend the situation. Many people cannot relate
pure statistics and facts to a real world situation. If a repeatable method of
presentation is used, the task of communicating a risk is made easier. lItis,
however, important that the tool used be appropriate to the task. The tool must
provide sufficient granularity for the project without hindering the mitigation plan

or micro-managing.

Moderate Risk

Likelihood of Bad Outcome

Consequence of Bad Outcome

Figure 2.1 Risk cube

The cube shown in Figure 2.2 represents a major step towards a
repeatable way to measure risk probability and consequence. The five sided
cube provides sufficient granularity without causing stress in deciding which
position is correct. This cube, along with a reasonable set of definitions, will
provide the Systems Engineer, or any user, with a repeatable way of categorizing

and assigning value to risks. Once the system is more user friendly the use of



20
the system becomes a routine task that needs to be attended to on a regular
basis.

Qualitative descriptions or definitions of criteria must be established for
each of the squares in the cube for both likelihood and consequence. These
criteria or definitions add stability and repeatability to the process of risk
management/mitigation. Without repeatability, the process loses much of its
value and will most likely be seen as a process of minimal gain by all concerned.
This process is often called risk mapping.

A structured approach to risk management must be utilized. A lack of
structure will undermine the value of the process and limit its effectiveness. This
process should include both a set of definitions for the mapping and a logical

plan or approach to the entire process.

5 .

LIKELIHOOD

1 2 3 4 5

CONSEQUENCE

Figure 2.2 5x5 risk cube
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Figure 2.3 illustrates a set of definitions that can be utilized as part of a
structured risk mapping process. These definitions for mapping provide a

reasonably clear path for mapping risk.

Likelihood of Failure —Technology Dependence

Low Minor Moderate Significant High
No new Minor Dependant on Dependant on Dependant on
technology— modification of innovative use of | new technologies | new technologies
Systems are off existing existing that are in that not yet
the shelf technology technologies development funded
Technical Consequence of Failure
Low Minor Moderate Significant High
Minor reduction in Reduction in Slgnlﬁc'ant' . .
. . X . degradation in | Major degradation
Little or no impact technical technical ) . A
technical in technical

program on performance with | performance with .
program little or no impact | limited impact on perfqrmgnce with performance that
objectives on program program a major impact on | could jeopardize
objectives objectives program program success
objectives

Figure 2.3 Risk definition

Using a clear path and a structured process such as the one shown in
Figure 2.4, a repeatable and predictable risk management program can be
implemented. It is essential that a structured path be followed. Without
structure, a risk management process will fail. An in depth look at the process is
beyond the scope of this thesis, but the following discussion will provide some
details of the process requirements.

The risk management process is broken down into several basic steps

with the final step being to reevaluate the risk and perhaps identify a new risk.
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Risk Identification is always the first step. It is critical to accurately identify

the risk. Otherwise, effort may be expended in mitigating the wrong risk.

Figure 2.4 Risk management process

How big is the risk? What is the likelihood of its occurrence? Answering
these questions requires that the risk identifier and owner, who is not necessarily
the same person, along with the rest of the project team, come to a consensus.
This step is critical to the process because it sets the tone for the rest of the
evaluation.

Next, the consequence to the program in the event that the risk is actually
realized must be evaluated. Will there be a major impact on the project? Will

the delay significantly affect the budget?
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3. COGNITIVE BIAS IN RISK MANAGEMENT

3.1 INTRODUCTION TO BIASES

As with most human endeavors, cognitive bias is possible in the process.
Hidden biases often color or distort the perception of the problem. Humans are
the sum of their experiences and education, as well as their emotional or non-
rational reaction to circumstances.

Research by Smith [Smith, 2006] and Bahill et al. [Bahill, Son, Smith and
Piattelli-Palmarini, 2007], among others, leads to the conclusion that people are
generally too confident in their ability to solve complex issues, despite evidence
to the contrary. An important facet of risk management is the understanding that
there is not much difference between risk management and a trade study. As
such, risk management needs to have a similar approach taken to reach a
solution.

In the area of Risk Management there are many biases. Some of them
are overconfidence, training in an area of expertise, aversion to ambiguity in any
situation, and life experiences. While this list is not exhaustive, it does illustrate
that these biases are common and not unique to any given person or
circumstance.

Every project and all of the participants in the project are susceptible to
biases. In the area of risk management they are most common in that they tend
to show up as strongly held prejudices about how to solve the problem at hand.

Overconfidence causes the belief that the risk can be overcome, which is not
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always true. Or a rationalization that since a solution is not immediately obvious
there is no workable solution available, potentially causing changes to the project

in the areas of cost or schedule or technical requirements.

3.2 ILLUSTRATIVE EXAMPLE SITUATION

An example of biases in a single project occurred with a piece of
equipment that had been in production for several decades. Suddenly this piece
of equipment started exhibiting numerous false failures during initial instillation
and operation. These failures were not repeatable and seemingly unrelated.
Two distinct types of failures were exhibited. Initially, the failures were perceived
as irritating and unimportant by all parties concerned. As time progressed and
the frequency of both types of failures increased, it became apparent that there
was a need for corrective action.

The engineer responsible for the project was very experienced and well
qualified. He had many years experience as both a project engineer and a
designer, which lead to a cognitive bias of overconfidence. Another cognitive
bias in play was the fear of management’s displeasure. Management wanted the
problem solved with a very minimum impact and little cost. After all, the unit had
been working for several decades; how could there be anything wrong with the
design?

The causes of the problem in fact both hardware and software design
deficiencies. Neither deficiency had previously presented at the same time and

the intermittent nature of the failures masked the real issues.
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The corrective action required included both hardware and software
changes to address the deficiencies. Once the design deficiencies were
corrected, the piece of equipment returned to its normal state of proper
operation.

The biases of overconfidence and fear of displeasing management played
a very important role in the process of risk management. The bias of
overconfidence caused the engineer to overlook several clues that, when

reexamined, eventually lead to the solutions that were implemented.

3.3 COGNATIVE BIASES IN ACTION

A database of risk assessment was reviewed for potential biases. The
review showed that there are probably cognitive biases at play in risk
management/mitigation plans. The database spans a five year period and
includes 742 records. A compiled listing of the data is shown in the Appendix.

The data in Appendix is in its original state from the data base. The three
columns are labeled Risk ID, Likelihood, and Consequence. The data from the
database contained much more information which was eliminated due to its lack
of relevance to this study. Some records were eliminated from the study due to
their lack of an entry in the Likelihood or Consequence column.

The data was sorted in both ascending and descending order as part of
the analysis process. At all times the relationship to the Risk ID number was

maintained.
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The data in the Appendix was sorted for both Likelihood and
Consequence in order to present a clearer picture of the forces in play. Several
forms of graphical representation were evaluated for clarity of presentation. A
bubble chart is used to present a graphic overall view of the distribution of the
original data, see Figure 3.1. A cursory analysis shows that much of the data is
clustered near of the center of the likelihood and consequence ranges. This
clustering will be developed further later in the thesis.

An analysis of the distribution of the consequence of the risk data was
done with the results shown in Figure 3.2. This form of the data shows that early
in the program that more risks are shown with higher consequence. This data
makes sense in that it is probable that while more activity is talking place more
risks will be discovered. A trend line, least squares regression, was added to
smooth out the effects of the outliers in the data. This clustering of the data adds
validity to the idea that risk should be treated as a systems attribute and tracked
as such along with cost schedule and technical performance.

Figure 3.3 shows the likelihood data from Appendix A. Probability theory
indicates that translations will occur towards the center of the range. The data
support this. Probability Theory indicates that translations from 5 to 4 and 4 to 3
will be of grater magnitude than the translations from 1 to 2 and 2 to 3. The data
shows more than just plausible evidence of this effect.

The consequence of the risk realization is shown in Figure 3.4. This data
also shows that the tendency to place estimates in the center of the range holds

true.
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Figure 3.2 Risk data sorted by creation date
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LIKELIHOOD %

o1
m2
o3
o4
|5

49%

Figure 3.3 Likelihood distribution of risks

CONSEQUENCE %

o1
|2
o3

|5

Figure 3.4 Consequence distribution of risks

This tendency to frame towards the center is illustrated by Schwarz
[Schwarz, 1990] and the question relating to the number of hours spent viewing
television. Two groups of subjects were given a bounded range of hours divided
into five time frames, plus an unbounded or open ended range. Both groups of

subjects gave the same average answer to the question. The middle field was
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selected predominately by both groups of subjects, yet the times for each group
of subjects were significantly different.

This same force is at play in estimating of the severity of a risk’s
consequence. In the Optimism Bias, the subject does not believe things are that
bad. Fear of Reprisal bias reflects the subject’s belief that he or she might loose
his or her job. Both of these biases are examples of cognitive biases effecting

behavior.

3.4 PROSPECT THEORY

Prospect Theory, as put forth by Kahneman and Tversky [Kahneman and
Tversky, 1979], challenged the then prevailing Expected Utility Theory as a
descriptive model for decision making under risk. This theory documented flaws
in Expected Utility Theory and provided explanations for them.

Prospect theory contends that human decision making entails two stages:
an editing stage and an evaluation phase [Kahneman and Tversky, 1979]. In the
editing stage, objective probabilities and values are assessed through human
utility functions, while the evaluation stage entails the multiplication of expected
utility products. For the purposes of this thesis, only the editing stage is
important, since the distortion of probabilities and values is examined, but not the
resultant risk as a product of multiplication.

One of the effects of Prospect Theory’s screening stage is that values are

considered not in an absolute sense (from zero), but subjectively from the
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reference point established by the subject’s perspective and wealth before a
decision [Smith, 2006]. This is an example of the psychological phenomenon
called framing.

Figure 3.5 shows the relationship between estimated and actual
probability and consequence [Tversky and Kahneman, 2004]. The hypothesis is
that the actual objective probability of a risk being realized and its perceived
probability is not the same. There exists a tendency to overestimate small
probabilities and underestimate large probabilities. Another way to state this is
as the risk gets more personal the impact of the losses become more important.

A graph showing how objective values translate into subjective utilities is
shown in Figure 3.6. The utility functions for gains are concave and losses are
convex.

It is important to note the significant difference in magnitude with which
gains and losses are subjectively valued is approximately a 1-to-2 ratio.
[Kahneman and Tversky, 1979]

A modification of the curve in Figure 3.6 yields more interesting data. The
inclusion of an expected utility line in Figure 3.7 shows that gains are always

worth less and losses are more important.
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Figure 3.5 Subjective probability assessment compared to actual
objective probabilities
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Figure 3.6 Subjective utility versus value according to prospect
theory

This is an important example of cognitive bias in the area of risk

management/mitigation. Simply put most people are more concerned with

31
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losses than in the gains available. The prospect of loosing some wealth is far

more important than gaining if there is risk involved.

Utility

Reference
Point

Figure 3.7 Modified subjective utility versus value according to prospect
theory

3.5 PROSPECT THEORY AND THE RISK CUBE

Figure 3.8 is obtained by combining Figure 3.5 (subjective probability
assessment compared to actual, objective probabilities) and Figure 3.6 (value
curve) with Figure 2.2 (risk cube)

Figure 3.5 is used in its complete form for the probability part of the figure.

A risk entering the upper part of the curve, a higher risk, has a tendency to be
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Risk Cube
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Figure 3.8 Prospect theory and the risk cube

down played and pushed towards the center of the cube. A risk entering the
lower part of the curve, lower risk, has the tendency to be pushed towards the
center of the cube.

A modified form of Figure 3.6 is used for the severity axis of the curve.
The upper right quadrant of Figure 3.6 is used and rotated 90 degrees to the left.
This configuration shows the tendency for higher severity risks to be over stated.

An examination of the relationship between the elements of Figure 3.1
reveals some very interesting observations. First, is the tendency to

underestimate the likelihood of higher probability risks. Second, the lower

probability risks are overestimated.
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This is borne out by the data shown in Figure 3.1. The percentage of
lower likelihood occurrence risks is significantly smaller than in the middle of the
range. This follows the theory put forth by Schwarz [Schwarz, 1990].

An examination of the relationships between the elements in Figure 3.3
also produces some interesting observations. The tendency is to overestimate
the consequence of a higher consequence risk. The data shows that there are a
larger percentage of higher consequence risks than lower consequence. This fits

the theory put forth by Schwarz [Schwarz, 1990].
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4. CASE STUDY

One example of Prospect Theory and the Risk Cube in action took place
at a major aerospace company from 2004 to 2005. A project was underway to
develop a new and upgraded piece of avionics hardware. This hardware was a
replacement for an obsolete unit. One of the prime requirements was that the
new unit be fully backwards compatible with the existing hardware, meaning that
you could use the new unit any place you could use the old one.

To ensure that this requirement was met, the specification for the new unit
was intentionally made stricter than that of the obsolete unit. This allowed for
some degradation in the performance of the new unit and still ensured better
performance than the unit it was replacing. As a normal part of the development
process, the requirements were documented and progress was verified on a
regular basis.

As the development progressed there was little indication that the unit was
in danger of not meeting one of its important specification requirements until late
in the development process. Once the likelihood that the unit would not meet the
required specification was disclosed by the supplier, a review was initiated. This
potential specification shortfall leads to the listing in the risk database. The initial
likelihood was determined to be a near certainty. The consequence was also
shown to be higher than was actually appropriate. If, in fact, the specification
was not met, the condition would not require disclosure to the final customer with

the possibility of a waiver required.



The actual parameter that was at risk, while important, had plenty of
margin in the requirements. The replacement unit had over a +30% margin in
performance over the legacy unit, so there was little chance of not meeting the
specification requirement to the customer.

An analysis of the situation showed that, while the lower value of the
parameter that was achievable was indeed out of specification, there was
adequate margin in the systems design. The lower limit was adopted and the
project continued to a successful conclusion.

The initial overestimation of the likelihood and the overestimation of the
consequence of this situation illustrate the relationship of the risk management

process and prospect theory.

36
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5. RESULTS

The data show clear evidence that the human cognitive biases concerning
the judgment of probabilities and values are present in industry. The order of
development of this conclusion was as follows:

1) The biases were predicted by theory.

2) The historical data from two programs within one company confirmed

the predictions.

Confirmation from data from other industries or companies should be the
subject of future papers.

The data also indicates that how and when the risk is presented will

influence its level of likelihood and consequence.
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6. CONCLUSION AND FUTURE RESEARCH

The data shows that risk cubes are not absolutely objective number grids,
but relative and useful means of verifying that risk items have received risk
attention. It seems clear that research needs to be undertaken to investigate
whether there is a better way of quantifying risks that the ubiquitous risk cube.

Further research also needs to be done in the area of quantifying the
relationships predicted by prospect theory and risk classification. For instance, is
there a way to help determine if the risk was the subject of a cognitive bias?

Further research needs to be done in the area of psychological impacts in
the risk categorization process. The work done by [Slovic, Finucane, Peters and
MacGregor, 2002] is a good starting point, but needs to be expanded. The work
done by Kunreuther and Slovic [Kunreuther and Slovic, 1996] can also be

expanded on in the area of framing its influence on the presentation of risk.
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