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ABSTRACT

Deeply embedded Cyber Physical Systems (CPS) are infrastructures that have
significant cyber and physical components that interact with each other in complex
ways. These interactions can violate a system’s security policy, leading to the leakage
of rights and unintended information flow. This thesis will explore information flow as
it uses a public channel. In order to exemplify the use of the public channel, a vehicle
being composed of the computer system and its operators will show how information
is disclosed to an observer.

The example is made up of a vehicle traveling across some terrain with an
observer watching the car. The observer then uses the contextual information, based
on the topography and previous knowledge about an automobile, to attempt to learn
some of the events taking place in the car’s computer system and the actions of the
driver. The combination of the observer and the passage of information from the car
to the observer forms a public channel.

This model is analyzed for both nondeducibility, noninference, and properties
about its information flow. In security, the knowledge that information flow exists
is a violation. This is known as leakage. To remedy the weaknesses observed during
the analysis, a method to obfuscate the information flow is introduced. The fact that
important information can be camouflaged, even while it flows over a public channel,
is an important observation of this thesis. This process of obfuscation can be applied

to other cyber physical systems to secure the public channel.
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1. INTRODUCTION

1.1. CYBER-PHYSICAL SYSTEMS (CPS)
According to E. A. Lee, the best way to describe a Cyber-Physical system is

stated as “..

integrations of computation and physical process” [1]. One defining
characteristic of a CPS is that its architecture is heterogeneous. The range of devices
that construct a CPS includes anything from the sensors that detect some physical
aspect in the world, the most simple of hardware, to the high-end work computers
and the cloud that manages data and controls the overall system, the most complex of
hardware. To be working as a system, information and commands must move from one
piece to another through a range of reliable, unreliable, and compromised networks.
This implies the requirement that a CPS must be highly reliable, predictable, and
secure.

The hardware and software in CPS have a combination of both strict and relaxed
operating rules which can make the system complex. Since a CPS interacts with the
physical world, there must be a way to translate the real world information into a

computational quantity or value. There are four distinct categories of systems that

compose a CPS.

e Sensors - A device that translates the physical world to the digital world.

e Embedded System - A standalone device has hardware, software, and mechan-
ical parts that provide a limited range of functions within a system. It does



not require anything special to operate, but it may not be completely useful by
itself. This system can perform advanced logic.

e High Level System - A computer, ranging from a desktop computer to a high-end
super computer, that can perform mass quantities of computations, advanced
logic, and vast multitude of functions at the same time.

e Physical World - Where the system resides which is confined by physics and
real-time constraints.

Adding a sensor and tying it to an Embedded System or a High Level System
creates a means for the computing device to understand a little more about the
physical world. The sensor can be considered a simple device and requires something
reading it to become useful. Through a sensor, the high level processing, computations
too complex for anything but the high level system to perform, can continuously
interact with the physical world and operate against the input provided by the sensors.
Ensuring that the information passing, like with the sensors and high level systems,
also becomes a very important problem that a CPS needs to address.

Information passing is another difficult aspect of a CPS. Communication is not
restricted to specific type of networks or communication paths and CPS typically
require many network protocols in order to operate. Both reliable and unreliable
networks are being used in a CPS at the same time. A CPS must be able to tolerate
the limitations introduced by the networks and still be able to satisfy its requirements
of operation. Because data is being communicated, specifically, the communication
channels need to be evaluated and properly secured.[2]

Securing the CPS incorporates all the aspects of analysis involved with com-
puters, the physical part of the system, and finally, the interactions that take place

between the physical parts and the computing parts. Currently there are security



analyses for the data and computing aspects of the system and there are security
analyses for the physical part of the system, but security analysis that encompasses
both aspects at the same time does not exist. Since the system includes the physical
domain as inputs and outputs to the system, deeper analysis has to be performed
to adequately ensure that it is secure. One vulnerable sub-system of the CPS can
impact one or all of the connected sub-systems. Security analysis has to consider the
physical behavior and how the components interact together.[3]

Due to the complexity of a CPS, there are many properties that force a consider-
able amount of design and planning to ensure the capabilities expected of a CPS can
meet the operating requirements of a CPS. These systems do exist and are becoming

increasingly more important in modern computing systems.

1.2. SECURING THE CPS

The security of cyber-physical systems is critical and complex. Information is
difficult to protect due to the combination of data, communication, processing, and
use of public communication channels. This characteristic architecture of a CPS by
design cannot circumvent this. Well known CPS systems are aircraft systems, mobile
computing networks like cell phone networks, and sensor networks. These structures
include many physical communication channels as well as many different security
domains.

The fundamental properties of computer security are (confidentiality, integrity
and availability) are still applicable for the security of a CPS. Confidentiality is the

protection of information. Integrity is the validity and correctness of data.



Availability is the capability of using a resource[4]. Typically when one of these
properties are eliminated in a system, the system either does not work or does not
work correctly.

Ensuring the security of a CPS is increasingly more difficult than modern day
implementations of computer systems. The common method to protect networks
from unwanted access is by segregating the access of the network from entities that
should not access and those that should. Due to the accessibility of a CPS and its
resources to the physical world, it is impossible to apply this security principle to it
[5]. A CPS can be more characterized as a peer to peer network than a traditional
client/server model. This introduces a lot of emphasis on ensuring that entities can
be trusted to do their work and that their work is not compromised. A CPS is often
defined by being a real-time system. Most, if not all, devices are expected to operate
within a very granular time frame. Some of the device’s peers may rely on the peer’s
functionality for its own functionality to work. Because of this, security on a CPS

concentrates on these principles:

Privacy

Modeling and Metrics

Real-Time Guarantees

Autonomous System

A more in depth look of these topics are included below.
1.2.1. Privacy. Data moving about the system can have a lot of identifying

information about it or the users of the system. Without adequate protection on this



data there may be no concept of confidential data [6]. The leakage of this informa-
tion risks disclosing characterization of an entity’s habits, settings, or functions. By
monitoring the information flow patterns and data available moving in the channel,
that information can be associated to the entity. Especially with the use of a public
channel, an observer will have access to the information moving around the system,
the information presented to the observer, and in some cases, can reveal information
about the entity behind the system.

1.2.2. Data Processing and Analysis. Data processing and analysis
includes everything from communication between entities, encrypting the data, and
using the data in the system. To elaborate on what was stated before, a CPS can
use a varying network structure in order for the devices to communicate between one
another. Each network must be able to tolerate the conditions it is in. Furthermore,
since a CPS uses public channels, there is a wide array of attacks and interception
that can happen to the data as it is being passed.

Not only does the network have to be safe, but since data passes into a public
channel, there must be the assumption that the data will be captured while traveling
between entities. The communication between entities should account for this. Ad-
ditionally, once the data is passed, it should be evaluated to ensure that it has not
been altered by anything but the source of the data.

The issue is not that most of these problems have been adequately solved, it
is that they all have to be solved at the same time. In a CPS there is a vast quan-
tity of data that is being passed, stored, and used which makes the problem quite

astronomical. Every device does not support all levels of security, and every layer



of prevention or alteration to the data causes extra work for the processing and the
storage of the data that is being passed. These measures have to be accounted for
and also determine how the loss or compromise on any piece of the system might
impact the system as a whole.

1.2.3. Modeling and Metrics. In security, models are the backbone of
validating the architecture and protection of a system. These measures ensure that a
system will do what it is designed to do. Currently, no model exists that encompass all
that is included in the CPS domain. Without the ability to model a CPS, there is no
means to abstract the system in its entirety. Currently, a combination of traditional
methods and new developing methods are being applied. They work, but it’s not the
ideal solution [7][8]. It is important to quantify and measure how events can influence
the system in order to better understand the class of system can be characterized.

1.2.4. Real-Time Guarantees. Adding the notion of time and honoring
time in a computer based system makes time the most valuable resource of the system.
Tasks that exist throughout a CPS must meet their deadlines, in addition, missing
the deadlines can invalidate the correctness of it. The environment of the CPS is also
a critical component of its real-time constraints[9]. Adding time into the system also
adds the ability to measure predictability in the system. The level of predictability
throughout the system may vary, but with the addition of the physical world it is
highly unlikely that any predictions can be completely accurate. Because of the
physical part of the system, there is no way to quantify or accurately predict a CPS

probabilistically yet.



1.2.5. Autonomous System. A CPS needs to be self-sustaining and fault

tolerant. There are several reasons that this is important including[9][10]:

e One compromised or lost device should not impact the system greatly.

e Not all entities can be guaranteed to work 100% of the time.

Ability to recover or at least safely shutdown from faults.

e Communication is a huge expense on the system and is not 100% reliable.

The likelihood of one of the events above is highly certain to happen eventually.
If the system cannot handle a failure then the CPS is not really useful. Designing
and planning of the system should be done when the system is incepted rather than
after it is already built. These methodologies need to be developed, implemented,

and used to help guarantee the success of these systems.

1.3. VEHICLE AS A CPS EXAMPLE

A specific system chosen as a model problem in this paper, representative of
these cyber-physical systems, is the automotive Engine Management System (EMS).
EMSs are confidential systems comprised of all the mechanical parts, the computer
chips that control them, and the driver. Proper system function ensures that a driver
arrives safely from destination to destination by preventing failures of key components,
avoiding failures, and providing convenience to the driver. Distributed computing
forms a key part of the EMS[11]. The information that is available to any outside
observer can disclose characteristics of the vehicle controllers and can manipulate the

low level inputs to the EMS. When driving becomes increasingly more automated,



the visual information becomes critical in determining what can be guaranteed, what
is in control, or what can be done to force the driver or vehicle into a state that
compromises information or safety that should be protected.

Due to the transformation of a vehicle from being a closed system to an open
system through the use of wireless technology, and the advancement of the computer
systems in a vehicle, there are more vulnerabilities involved with the security to the
system. Revealing any information to an outside observer can be a threat to the
system, including the driver. Through wireless technology the information can be
applied instantaneously to alter settings on the control systems of the vehicle. Thus
the vehicle is a system where events internal to the vehicle are high level, and the
terrain and observer are low level.

There are several ways that a driver could be attacked once the controller of
the vehicle is determined. For one, if it is known that the driver is in control of the
vehicle, a road hazard that would cause damage to the car or driver could be set in
place to force the driver to react. By contrast, having the knowledge of which systems
in the EMS are in control of the car, the vehicle can be forcibly stopped. When the
EMS is in control of the vehicle the controller acts predictably in certain situations.
Additionally, the EMS controls can be hijacked to cause unwanted vehicle response.
These possible attacks make it important to investigate these types of security issues.

This thesis uses different methods of modeling the security of the system and
addresses confidentiality of the information and evaluates the availability and integrity
of the system. Knowing the state of the EMS exposes the existence of critical system

control of the vehicle. Determining these controls and preventing their proper



execution can reveal confidential information about the driver and impact the avail-
ability of the system to the driver. The disclosure of confidential information reveals
the vulnerabilities to the system. This thesis shows how the confidential information
can be compromised.

The main contribution of this paper is to address the confidentiality, availability
and integrity of an EMS by analyzing the information flow between the levels of
security entities in the system using security models [12] [13] [14] [15] [16]. This is
a complementary analysis to the traditional security mechanism of applying access
control to provide confidentiality. The vehicle itself does not reveal what its operation
is to the outside observer, but velocity, terrain, and obstructions send information to
the outside observer. Coupled with the knowledge of the world, this information
is adequate to gather enough additional data to reveal knowledge about the driver.
Similar analogies can be made with oil/gas (observing flow in a pipe), aircraft control

(observing a physical motion change), or power flow along power lines.
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2. THE ENGINE MANAGEMENT SYSTEM

An EMS is composed of a set of microprocessors that take real time input from
sensors distributed around different components of a vehicle. Each of the individual
components are known as electronic control units (ECU). A specific electric control
unit houses a printed circuit board, micro controller, and EPROMS or flash memory.
These units can be reprogrammed and drastically change the function of the particular
part of the control system that it is managing. The most common of these units
include transmission control units, traction control, brake control, etc. A Controller
Area Network (CAN) is used to communicate between the devices. See Figure 2.1
to get a visualization of how each of the components are represented in the system.
In composing this system of controllers with a connection to the CAN device, all
the components work together to provide the driver with enhanced safety, ease of
control, and timely response of the vehicle [17]. There are dependencies that many
components have over another and should have predictable responses resulting from
the actions of the driver. This causes a complex interconnectedness of the components
in the system that must be maintained. When a change occurs on one component, it
has a need to be reflected to other components of the EMS. The change relies on the

communication to be available and reliable, which takes place on the CAN.
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3. APPLICATION OF TRADITIONAL SECURITY

3.1. BACKGROUND
Maintaining a secure environment in the midst of nondeterminism becomes one
of the most difficult topics of information and computing. The major goals of security

include:

e Integrity - Rules that will guarantee data to be correct and complete, including
its relations, sources, definitions, and lineage. If the integrity of fundamen-
tal components of a system cannot be guaranteed, then the integrity slowly
degrades as the amount that is unknown grows.|[18]

e Confidentiality - Not disclosing information except to authorized entities.

e Availability - The amount of use that one entity provides to another entity.

In summary, these goals try to achieve a useful secure service or information
that can be trusted and easily verifiable. There are various modeling techniques that
look at how different aspects protect each of these properties.

In the remainder of this thesis, there are a set of generic actors that hold specific
properties. These actors are similar with respect to holding rights, but what sets them
apart from each other are which rights each actor is able to hold over another. These

terms are defined as followed:

e Subject - An entity that can request operations on other subjects or objects
that it holds the proper rights over.

e Object - A related set of functionalities that is classified as an entity, but has
no control over another entity.
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e Rights - A property a subject can use to operate on, control, read, write, or
other defined properties on another subject or object.

e *-Property (read as star property) - A rule that states that a subject can write to
an object if and only if the object’s clearance is the same or above the clearance
level of the subject[19].

e Trusted Subjects - Subjects that are not bound to the *-property.

3.2. HARRISON-RUZO-ULLMAN MODEL (HRU)

The HRU model is one of the first attempts to conceptualize a security system
at the operating system level. To achieve this there are several basic structures that
are used to model a system. The foundation of the Harrison-Ruzo-Ullman Model is
built around a matrix of rights. The columns represent the subjects and objects of
the system and the rows represent the subjects of the system. Subjects are aspects of
a system that should have the ability to interact and change the settings or structure
of the system and in some cases act the same as an object. Objects are entities that
exist in the system and provide a means to quantify something about the system. For
each intersection point there are a list of rights that a subject holds over an object.
This matrix is known as the Access Control Matrix (ACM)[20]. An ACM is included
in this analysis and will be presented in a later section. The next components of
the HRU provides the means to manipulate the ACM. It is necessary for there be
a slight difference between the rules that apply to subjects and objects to maintain
their differences. In consequence, these rules are also responsible for the leakage of

rights. An overview of the rules follow:
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e Create Subject - If the subject does not already exist in the ACM then a new
subject will be created with no rights for any pairing of subjects and objects.
This rule adds another row and column to the matrix.[20]

e Create Object - If the subject does not already exist in the ACM, a new object
will be created with no rights with any paring of a subject. This adds a column
to the matrix.[20]

e Delete Subject - Removes the subject’s footprint from the ACM if the subject
exists and does nothing if it does not.[20]

e Delete Object - Removes the row from the ACM if the object exists but does
nothing if it does not.[20]

e Enter Right - Enters a right (r) if the subject and object do exist.[20]

e Remove Right - Removes the right (r) from the subject, object pair if they exist
but does nothing if that combination does not have that right.[20]

The final component of the HRU model is the formulation of commands. Com-
mands are the series of basic rules executed on the ACM. To give more meaning to
the commands, HRU will allow for conditionals to only check if a right is contained
in a specific pairing. It is NOT allowed to check for the absence of a right. A Turing
machine can be directly mapped into a HRU model. Doing so reveals that as long
as the create primitive is not removed, the safety model is undecidable [21]. In sum-
mary, the strength of this model is that the commands give a good visualization of
the transfer of rights as they are executed in the model. The weaknesses are that it

is both undecidable and, thus, cannot be computationally verified.

3.3. BELL-LAPADULA MODEL (BLP)
The Bell-LaPadula Model is a modeling strategy that enforces access control.
It takes a different approach of modeling the system by implementing clearance levels

on subjects. Each time the system wants to change, properties of the system must be
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satisfied before a change of the state is allowed. BLP uses the Subjects and Objects
paradigm, but defines them a little differently than the previously mentioned models.
A subject can only have read access at or below its level or write access over other
subjects/objects at or above it’s level. Again, objects can have no rights over other
objects/subjects.[19]

The two important rules that build the structure for this model are:

e Simple Security Condition - A subject can read an object if and only if the secu-
rity clearance of the object is either below or at the same security clearance.[19]

e Discretionary Security Property - An access matrix can be used to enforce other
rights to trusted objects.[19]

These rules are formed to maintain the confidentiality of the system. In order
for the system to remain secure from the initial state, a theorem was developed.
The theorem states, that if each transition from a secure initial graph maintains the
simple security condition and the *-property, then the system will always remain
secure; transitions occur when a request is made to get some sort of rights over
another subject or object. When this request is made, a decision occurs, and the
result of this decision can be yes, no, illegal, or error. The only decision that will
allow for a change in the system is yes. To maintain the security throughout, the
three fundamental security properties (confidentiality, availablility, integrity) must
be held in the system at all times.

As mentioned before, the simple security theorem must be maintained; if this
fails the decision is no; the parameters of the request must also be true, if this fails

then the decision is illegal.[19]
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For a subject to write to a lower classified subject/object it must drop down
to the same level which has a negative impact to the system. At the point that
a subject lowers itself, it can pass the information that it knew when it held the
higher classification level. This information can then be passed, causing leakage in

the system.[19]

3.4. INFORMATION FLOW

Information flow conceptualizes how information moves from one point to the
other. There are two major components that have to be maintained in order to keep
data secure. The first goal is to maintain confidentiality and also to prevent data from
flowing to an unauthorized entity. Analyzing data as it passes around a system shows
how data can change and impact a system. This flow can reveal characteristics about
it that may not be apparent in the other models and also displays how information can
be leaked without violating any rules or how data can influence state of the system.

Certain systems have a probabilistic state determination that can reveal what
state the system can be in with a given set of information. Other systems can have
deterministic state transitions that make it very easy to know what is occurring in
the system, even knowing the states of individual components.

Information flow is defined with several rules. An entity « is said to transfer

information to another entity 8 with the following conditions|22]:

e s current state is in a state that allows it to transfer information to .

e (3’s current state can accept information coming from a.
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e «’s security level is at most (’s least secure level.

e [3’s security level is at least the same security level as a’s highest security level.

The first two rules are defining what it means to transfer information, and the

last two define what it means to be secure with respect to the transfer of data.
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4. PROBLEM STATEMENT

In the EMS, the control is maintained by both the driver and ECUs controllers.
The distinction of the two control types should be kept confidential. This paper
follows their definition of confidential information (shown in Table 4.1) to analyze the

information flow in the EMS.

Table 4.1. Confidential Information in EMS

Data Type source Function
Driver Chief operator of the car
Cruise Control ECU Automatic control

Crash Avoidance System ECU Automatic control

Control Type source Function
Sensor Information Digital = Sensor Network Sensor information giving
(CAN) input into the EMS

The EMS is made up of two confidentiality levels (shown in Table 4.2). In
the high-level security domain, communication is done through a CAN bus and is
responsible for the control of the vehicle.

At the low level, the speed information causes implicit communication due to
visual queues. The unobstructed view of the car reveals information about the car
such as speed, which makes this the implicit communication. The failure of confi-
dentiality occurs when an observer from the low level security domain observes or
deduces information from higher security levels. In order to demonstrate the problem

clearly, the following assumptions are made:
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Table 4.2. Security Levels in EMS

Security Level Security Entities Reasons
High-Level EMS Responsible for aiding the control of the vehicle
for the driver
Driver Relays input to the EMS by the use of actuators
Levers and buttons
Low level Physical Everything exterior to the vehicle
Observer The entity watching information flow

Assumption 1: The messages sent by the one device to another is legitimate and
correct. (The security of each component is outside the scope of this paper.)
Assumption 2: The CAN is secure.
Assumption 3: Automatic control systems all operate according to real world design
specifications.
Assumption 4: Automatic control’s purpose is only to maintain speed or keep the
driver safe.

Assumptions 1, 2, 3, and 4 are trying to define the problem scope of this paper,

which is confined to investigate the security of the CPS.
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5. METHODOLOGY

5.1. HARRISON-RUZO-ULLMAN MODEL

5.1.1. Overview.

Read (R) - Read messages from a subject.

Write (W)- Ability to write messages to a subject.

Own (O)- Denotes that a subject has ownership over another subject.

Control (C)- Has commands that can be executed on a subject.

Execute (E) - Can request that some functionality be performed.

At the vehicle level, the Access Control Matrix (ACM) that was developed for
this model can be seen at Table 5.1. Each component that needs to communicate
to another component has read and write access over the CAN bus, since the CAN
bus is the connecting piece for the communication of the various components. This
model exemplifies the rights that each component should have over another for proper
operation of the vehicle. There are some cases where the state in one subsystem
should notify another subsystem of its state (W). In most cases, there is a need
for one controller to have influence over another controller (R,W).m level, the ACM
developed for the vehicle example can be seen in Table 5.2. This depicts how the
high-level components of the system are able to interact with each other. At the
conceptual level, it does not make sense to simply add the observer into the ACM

generated in Table 5.3. The vehicle itself is the combination of all the components
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that make up Table 5.3, excluding the driver. Having the observer able to interact
with the specific components that compose the vehicle does not capture the logical
jump of the observer’s interaction to the system. To the observer the vehicle does not
exist as a combination of the components, but as a complete unit of these components.

This leaves the vehicle example with three distinct subjects and objects.

Table 5.1.

List of Events used in the Terrain Examples

List of Rights a has over

Description

O,R,W a owns and can notify 8 but can not change any execution properties of 3.
R,W « can read and write messages to 3.

R, W, E a can read and write information to 8 as well as execute commands on .
W « can only write information to (3.

a can execute actions on 3, but can’t read any additional
state information over 3.
a can control and execute changes on S.

, C, W, E a has all possible rights over 8, component has full control possible over S.
« can control 8 and read and write information to and from f.
,R, W, E a has full control over the system 8 except for owning the system.

o naoa o
a mmwal®
CHEE

Relies on the service of 8 for proper operation of a.
[ reacts to the commands given to it by «, but doesn’t need to be aware of
the state of B to operate.

Table 5.2. ACM of the Physical World in the Vehicle Example

HRU Applied to the System of the Car Example

Driver

R, W, E, O

Observer

R,W,0,E
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Table 5.3. ACM for the Vehicle Example

HRU Applied to the Vehicle of the Car Example

an

Bus AW
ABS R, W O, R C, R W C, R R, W R, W
Cont. W, E w w
Body R, W O, R R, W R, W R, W R
Cont. W, E
HVAC R, W O, C R, W R, W R, W
Cont. R, W
E
Trans R, W [ R, W, O, C, | R, W, | R, W R, W R, W
mis- E R, W, E
sion E
Engine | R, W | K, W R, W T, R, | C, R, [0, C | C, R R, W T, R R, W T, R, | R
Con- E E W, E w R, W, w E W w
trol E
Gas R, W W W C, R, R, W O, C R, W R, W
W E
Luxury R, W O, C R, W R
Con- E
trol
External| R, W R, W R
Con-
trol
Driver E E E E E C, E E E O, C C, E R, W
E
Cruise R, W 0, C, | R, W
Con- R, W,
trol E
Observer| R R R R, W R R R, W R, W R,
O, E
C

5.1.2. Remarks. While the HRU model and the resulting ACM are invalu-
able for depicting the rights that one entity can have over another entity, it is easy
to be overwhelmed by the quantity of information that is provided by the matrix.
Because of this, the ACM is not the most meaningful way to approach the analysis
of the system, but it does provide the fine details of the rights. Visually, a hierarchy
of how the entities in the system interact with each other can provide a better a
portrayal of those interactions. The Bell-LaPadula model captures a more abstract

depiction of the system, but captures much of the same details as the ACM.

5.2. BELL-LAPADULA MODEL
5.2.1. Overview. The model in Figure 5.1 model depicts what access is

allowed between the different classification levels defined for the car example. The
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three are:

e (ritical Components - Devices that are critical for the operation of the car. The
severity of any of these failings will increase the occurrence of an event that
causes a negative outcome to the operation of the vehicle. These components
are embedded hardware.

e Operational Components - Objects that greatly impact the operation of the
car. Failure of one of these systems will negatively impact the car, but will not
always be destructive to the car’s operation. This level is where the high-level
devices reside. In the car example, the driver acts as a high level system since
he has the knowledge of the system’s goal, while the critical components do not.

e Optional Components -Do not impact the operation of the car. Failure of one
of these objects is just an inconvenience.

e Observable Components - The entities of the system that utilize the public
channel in order to interact with the system.

The Critical section contains the most important devices, which are the devices
that must not fail. If any of the components that make up the Critical section fail, the
system will be inoperable. Since the subjects that are contained in this field can read,
write, and execute each other, in order to maintain the integrity these components
need to be included at the same integrity level. The Critical objects will be able to
write to all the subjects/objects below their integrity level while those below can only
read up which is also the desired system functionality.

The Operational Components are important for the execution of the system.
Indirectly, in the car example, the Operational Components have the capability to
influence the Critical level components. With this model, the operational components
can request to set the Critical Components at a specific state. The Critical Compo-

nents can either act on them or not, but when a car does not act on the requests of
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Critical Components - Level 4

CICICICIIC

Optional Components. - Level 2

Obgervable (Public Channel) - Level 1

Figure 5.1. Multi-Level Security Model of the Vehicle Example
The Multi-Level Security Model organizing the components based on their integrity
and confidentiality categories.

the operational equipment the driver’s safety is risked. This creates a visible repre-
sentation of what the components are doing even though they should be hidden from
the Operational Components. In the case of the driver, because the entity knows ad-
ditional knowledge about what the components of the vehicle must do, understands

how the car is interacting with the world.
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The Optional components in the car also have impact on how the car functions.
If a driver sets the cruise control to maintain speed, the cruise control manipulates
the amount of the gas that flows into the engine.

The Observeable Components make up the entities that exist in the public
channel. The main importance of the components at this level is that they are able
to read the freely available information that the vehicle portrays by its interaction
with they physical world. In some cases the observer, which resides in the Observable
Components, can interact with the system by forcing the vehicle to react to the
physical world.

The car’s design must enforce responsiveness and predictability to the Opera-
tional Components and the Optional Components of the car. Since the car’s operation
cannot be hidden to the driver, it works against the enforcement of a car as a secure
system. The vehicle cannot prevent the passage of information to the Observable
Components to the system.

5.2.2. Remarks. The BLP model gives a great visualization of how the
system should ideally be composed. Using the ACM that was generated in Table 5.1,
the entities that reside in the Critical Components level generally have R, W, E and
optionally C. The grouping of rights that are common in the ACM provide a part of
what is needed to build the BLP model. In addition to those rights, the functionality
of each component and its importance to the system needs to be captured in this
model. Since some of the rights that exist in the ACM and what is presented in the
BLP can show violations of the foundation that the BLP is trying to build and is why

the discretionary security property exists. Refer to the Figure 5.1 to see this model.
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The disagreement between the rights in the ACM and the rules that the system needs
to follow to maintain its multi-level hierarchy needs deeper analysis. Information flow

can provide answerers to some of these inconsistencies.

5.3. INFORMATION FLOW

5.3.1. Overview. Information flow in a car is largely a translation of one
piece of information into a more detailed expansion of information. The actions that
a driver takes eventually reach the lowest level (most critical) of the information
hierarchy, and happens without the driver knowing exactly what is going on at that
level.

The Bell-LaPadula model sets the organizational ground work of how the com-
ponents are separated into their repsective classification levels. A breakdown of the

entities with their relation to the BLP are are listed below:

e Public channel (Observable Components) - includes the observer and anything
external to the car. While this item is not included on the multi-level security
model in Figure 5.1, it would reside at the bottom of the hierarchy.

e Driver (Operational Component) - the operator of the vehicle

e Core (Critical Components) - Includes major components of the system such as
the brake, transmission, engine

e Support (Critical Components) - Components that compose some core func-
tionality.

A vehicle is made up of several rules that enforces the way that information passes

through the system. These rules have been defined as follows:
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e Information can flow from the car to the driver.

e The driver can send information to the core components by interacting with the
available actuators.

e Core components federate messages to the supporting components to fulfill the
driver’s request.

e Support responds to the Core about the conditions of the components compos-
ing the support elements.

e Core sends information to the car about the happenings in the Core.
e Car gives a display of information to the driver about the state of the car.

e The car can notify the public channel of happenings within the car.

An example of information flow in a vehicle could consist of the action of the
driver applying pressure to the accelerator. This action sends a relay of information to
all entities in the system. The message the driver sends to the core components is to
increase the car’s speed. The core components react by keeping the car in the proper
gear and the engine to fire at its optimal operating condition. The engine ensures
the parts of the supporting components about their functionality. The transmission
keeps the drive at the proper gear to ensure engine safety and translation of the power
coming from the engine to the road. A final message is then sent out to the external
part of the car which is speed. This basic knowledge of how a car operates would tell
the observers external to the car that the driver pushed the gas pedal.

Even while each component operates in a safe, secure manner, information flow
as depicted in the vehicle example shows how confidentiality can be lost in a system.
These topics will be further discussed in later sections. A car is very hard to protect
because safety and expectations of its operation have strict requirements. Those

requirements are to protect the driver, the other drivers, be reliable, and move a
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person from one place to the other in a timely manner. To ensure all the requirements
are met, the car becomes predictable due to the the information that can be deduced
from the observable properties.

Information flow shows the value of investigating how outside knowledge influ-
ences the knowledge of known information of the system. If the observer had no idea
how a car operated, then seeing a car speed up would not have much meaning to
them. This leads to the next question, how much previous knowledge does one need
in order to make meaning out of observable properties in a system? This is discussed
in the next section.

5.3.2. Remarks. Including the analysis of the information flow creates the
foundation of a CPS’s security when approaching and looking at the system. This
analysis not only shows how information travels, but also helps to determine at what
level the information should be protected to satisfy the requirements of the system.
Even though information can pass securely from the correct entity and to the correct
target, the path that it takes may give the opportunity of learning something about
the information or the entities as it passes. In the car example, it is apparent that
information is getting passed from the hardware of the car back to the driver. While
this movement is intentional, some of the unintentional data movement is from the

hardware of the car to an outside observer.
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To continue this analysis, the remainder of the thesis will focus on analyzing what
the observer can learn about the information passing between the vehicle and the

physical world.

5.4. MODELING DISCUSSION

The modeling concepts, HRU, BLP, and Information flow, define the rules of
how the entities can interact with each other and how specific information can pass
between one component to the other. These models are well-suited for defining a way
to see how components interact with each other, the path that the information flows,
and develop a hierarchy of the entities in the system.

HRU specifically lays out the rules that define exactly what type of rights one
entity can have over another. This model is the most granular of the three used thus
far. The leakage of rights occurs due to the chain of commands that one entity can
pass to another, which sometimes results with a right ending up on an entity that
should never have been there.

BLP helps to keep the hierarchy of how the information flow should be organized.
This maintains the integrity of the system by regulating the process in which the
components and read and write to each other. Violations are easily identifiable by
using this model to define the group of read and write rules that exist in the system.
This model also has some flexibility by allowing a specific matrix of rights to exist
between entities to allow for exceptions.

Information Flow keeps the passage of information. This model ensures that

the information passes from the critical components to the operational components
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and the optional components are only the data that each of the entities need to see.
This model has the ability to show where the entities that should not see the data
are able to observe it.

What these models do not cover is the implication of distinguishing the events
of a higher level with the information that can be freely accessed by an entity. In
the vehicle example, because the observer is able to piece knowledge about vehicle
operation and the information that the vehicle gives the observer, there is information
that should be protected that is not. This will be covered in the remainder of the

thesis.
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6. SECURITY POLICY EVALUATIONS

This section is an expansion of a previously published paper[23]. The inference
of confidential information from the observable information flow has high potential
to cause critical information leakage; therefore, the vehicle’s information flow should
be carefully analyzed. Various security models that analyze multi-level security sys-
tem behavior from the access control or execution sequence perspective have been
discussed for decades to address the information flow problems in the defense com-
munity [14]. However, most of the related publications [12] [13] [14] [15] [16] have not
been directly applied to a CPS due to the complexity. It is worthwhile to apply these
models due to the significance to the critical infrastructure. The following models
will be used to show these properties.

Each of the models deal with the principles of low level and high level events.
Low level events are low priority events that are visible to low level users. In a secure
system, low level events will never have direct control over higher priority events.
High level events are events that have a high priority of execution. Depending on
a particular model, high level events may or may not have direct interaction with
a lower level entity. When evaluating traces, which are a set of events that contain
both high-level and low level events, a purge function may be used as a systematic
way to create the visible trace at a specific security level.

Nondeducible Model: a system is considered nondeducible secure if it is impossible

for a low level user, through observing visible low level events, to deduce anything
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about the sequence of inputs made by a high-level user. In other words, system is
nondeducible secure if the low level observation is compatible with any of the high-
level inputs [12] [14].

Noninference Model: a system is considered noninference secure if and only if
for any legal trace of system events, a trace resulting from a high-level purge is still
considered a legal trace. [14]

Noninterference Model: a system is considered noninterference secure if and only
if for any legal trace of system events, a purge at the high-level does not leave a clue
to which high-level events are taking place as low level events occur. [14]

The EMS system is a multi-level security structure. To give a clear analysis
of the information flow of EMS, the security models defined above are used in this
thesis. However, the noninference model is applied for the purpose of analyzing the
information flow of a vehicle interacting with the world and in this case the road.
This is done to illustrate the cases where low level inputs result with some high-level
response in the controller of the computer system. Nondeducible security models are
used to analyze the system where high-level outputs are observable. According to [12],
if an entire system is nondeducible secure, then no low level user of that system will

ever learn any high-level information through the system.
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7. ANALYSIS OF EMS USING SECURITY TECHNIQUES

7.1. TERRAIN EXAMPLE

Using the appropriate security models will show how the EMS can divulge in-
formation to the low security level. A set of examples will be used to illustrate the
information flow in the system. The analysis takes a look at the vehicle as a com-
position of both the driver (manual inputs) and the automated control provided by
the EMS that includes units such as cruise control. In one example, a vehicle is trav-
eling along a flat land which is a selective case from a typical system. The second
view uses a general case by incorporating a terrain that is hilly. The scenarios will
match in all snapshots restricting the view of the car in the system. See Figure 7.1
for clarification of how the events are portrayed and Figure 7.2 for a depiction of
how information flows from the vehicle to the observer. The comparison of the two
scenarios’ information flow will allow a further investigation of the security of the
system.

In this example the components that make up the scenario consist of a vehicle
that includes a driver, automatic control, and the physical world that the vehicle
interacts with. Refer to Figure 2.1 in a previous section for the depiction of the
components. Each of these are grouped into a set of security entities. See Table 7.1
for the events used in the scenario traces. In Tables 7.2, 7.3, and 7.4 are traces for

the multiple cases of the same scenarios, but interestingly reveal different properties.



Figure 7.1. Comparison of Events on Differing Terrains

Speed, Lights, Noise

—

Terrain, Topography

Observer

Figure 7.2. Information Flow Diagram of an EMS
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Table 7.1. Events of the Terrain Examples

Notation Description

11 Initial speed

12 Speed reduction

13 Speed Increase

hil Driver maintains gas flow

h2 Cruise control maintains speed
h3 Driver increases gas flow

h4 Cruise control increases speed
h5 Driver slows current gas flow
h6 Cruise control decreases speed
h7 Driver resumes original gas flow

Table 7.2. Trace list for the Standard Cruise

Scenario

Trace

Traveling Up Hill

Maintain Speed
Speed Reduction

{l1hal1}, {l1hal1}
{lih1l2}, {lihala}, {lihsla},{l1hel2}

Traveling Down Hill

Maintains speed
Increases speed

{l1hsl1}, {lihel1}
{lih1l3}, {lihal3}, {l1h3l3}, {l1hals}

Traveling on Flat Surface

Maintains speed
Increases speed
Decreases speed

{l1th1l1}, {l1h2l1}
{l1h3l3}
{lihsla}}

35
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Table 7.3. Trace list for the Perfect Cruise

Scenario Trace

Traveling Up Hill

Maintain Speed {lihsly}

Speed Reduction {l1hi1la}, {l1hsl2}
Traveling Down Hill

Maintains speed {lihsl1}
Increases speed {l1h1l3}, {l1hsl3}
Traveling on Flat Surface

Maintains speed {lih1l1}, {lih2l1}
Increases speed {lih3l3}
Decreases speed {lihsl2}}

Table 7.4. Trace List for the Random Cruise

Scenario Trace

Traveling Up Hill

Maintain Speed {lihsli}, {lihal1}

Increases speed {lih3lz}, {l1halz},

Speed Reduction {l1h1l2}, {l1hala}, {l1hsl2},{l1hel2}
Traveling Down Hill

Maintains speed {lihsl1}, {lihel1}

Increases speed {l1h1l3}, {lihol3}, {lihslz}, {l1hal3}
Traveling on Flat Surface

Maintains speed {lih1l1}, {lih2ls}

Increases speed {lih3l3}, {lihal1}

Decreases speed {lihsl2}, {lih2l1}

For each of the following proofs the event that the car changes or maintains
velocity is treated as an independent set of traces. If one of the traces fails to hold
the property, for standard cruise control and the driver then it fails for the entire

scenario.
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7.1.1. Nondeducibility.

Theorem 7.1 Vehicle operation is nondeducible secure when traveling up hill for

standard cruise control and a driver or the random cruise control and a driver.

Proof The EMS is a nondeterministic system which is built from the traces in Table
7.4: For each trace the first and third event are low level events and the second event
is a high level input into the system.

Standard Cruise: This scenario is built from the traces in Table 7.2. The
vehicle as it travels up the hill is nondeducible secure because for any trace the low
level outputs are identical regardless of the controller of the vehicle. The traces are
either 11y or lil,. Temporarily ignoring all the high level actions it can be seen that
there are multiple cases that show that the vehicle either speeds up, slows down, or
maintains speed. Because of this fact, there is no event trace that leads to a unique
set of outputs to the observer.

Random Cruise: This scenario is built from the traces in Table 7.4. Traveling
up hill the random cruise is able to perform the same actions as a driver, so for each
case of the car with a change in velocity or maintenance of the velocity the controller
is nondeducible secure. The random perturbations of the velocity are able to hide the
specifics of the controller since the random cruise exhibits the same behavior as the

driver.

Theorem 7.2 Vehicle operation is not nondeducible secure when traveling up hill for

a Perfect Cruise and a driver.
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Proof This scenario is built from the traces in Table 7.3. Because the perfect
cruise does not allow for any deviation from the set speed, it is more revealing of the
controller of the vehicle. The driver has the ability to change speed or due to a lack
of awareness changes speed, this leads to a divulgence of information and violates the

nondeducibility property.

Theorem 7.3 Vehicle operation is nondeducible secure when traveling down hill for

standard cruise control and a driver or the random cruise control and a driver.

Proof The EMS is a nondeterministic system and for a given low level inputs and
controllers there are several representative traces. For each trace the first and third
event are low level events and the second event is a high level input into the system.

Standard Cruise: This scenario is built from the traces in Table 7.2. The
vehicle as it travels up the hill is nondeducible secure because for any trace the low
level outputs are identical regardless of the controller of the vehicle. Ignoring all the
high level actions it can be seen that there are multiple cases that show that the
vehicle either speeds up, slows down, or maintains speed. The traces are either 1/, or
l113. Because of this fact, there is no event trace that leads to a unique set of outputs
to the observer.

Random Cruise This scenario is built from the traces in Table 7.4. The
random cruise will vary the speed in such a way that it will average out at the target
speed. This is feasible if the cruise has as much control over the car as the perfect
cruise but alters the velocity enough to make it reasonable at different discrete events

that the velocity can vary.
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Theorem 7.4 Vehicle operation is not nondeducible secure when traveling down hill

for a Perfect Cruise and a driver.

Proof This scenario is built from the traces in Table 7.3. Traveling down hill reveals
the controller much in the same way as going up hill. Since it is unreasonable for the
car to change its speed while on a perfect cruise control it reveals that the driver is
in control of the vehicle. There is a unique trace for any sort of speed variation, so

this violates the nondeducibillity property.

Theorem 7.5 Vehicle operation is not nondeducible secure when traveling across a
flat terrain for the standard cruise or random cruise and a driver, but it its nonde-

ducible secure for a random cruise and a driver.

Proof The EMS is a nondeterministic system represented by a trace of events. For
each trace the first and third event are low level events and the second event is a high
level input into the system.

Standard Cruise: Refer to the traces in Table 7.2. The vehicle as it travels
across a flat surface is not nondeducible secure because for any trace the low level
outputs are unique. In the case that the vehicle speeds up ({l1hs3l3}) or slows down
({l{1hs5l2}), there is no other way to explain these actions than to say that the driver
is operating the vehicle in these cases. A cruise control would not act in this manner.

Perfect Cruise: Refer to the traces in Table 7.3. Traveling across the flat ter-
rain with a perfect cruise control is much the same as a standard cruise control. Since
the standard has no problem just maintaining the speed, the driver as a controller is

revealed.
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Random Cruise Refer to the traces in Table 7.4. The random cruise has the
most substantial effect on the case of the flat terrain. For both the standard cruise and
the perfect cruise, it is not nondeducible secure for the reason that it is unreasonable
to have any differences of speed from the set velocity. Adding a cruise that will
randomly increase or decrease speed in this scenario adds traces into the system that
match with traces of the driver. If the cruise were random in this scenario, it would be
impossible to distinguish whether the driver is in control of the vehicle or the cruise

control.

Discussion The results from these examples reveal a powerful source of obfuscation
even in the public channel. When the low level outputs correlate with a low level
input at the physical level, this being the type of terrain, the controller of the high
level inputs are hidden from the observer. This comes down to being able to explain
the characterization of events as it corresponds with a cause and effect in the physical
world. For example, as the vehicle travels up the hill, the event of the car slowing
down from its initial velocity can be explainable in two ways. The driver did not
maintain the proper amount of gas flow to give the car enough force to make it up
the hill or the cruise control could not compensate for the steep grade of the hill. It
follows that there is a trace for both the driver and the cruise control that allow the
car to slow down while traveling up hill.

Adding a perfect cruise in the system shows how any deviation in speed from
the target speed reveals the driver in most cases. Having the variation of speeds, as

added by the random cruise, is beneficial to the system as a whole since the cruise
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control exhibits similar behavior as a human controller. Using a randomized cruise
ensures the traces of the cruise control matches the traces of the driver. For most
scenarios the randomized cruise keeps the driver from being distinguishable from the
cruise control. Generally a driver does not maintain a constant speed over all terrains
while a perfect cruise control has the ability to do this.

7.1.2. Noninference.

Theorem 7.6 Vehicle operation is not noninference secure for a driver and standard
cruise control when maintaining speed and traveling down hill or traveling up hill, but
is noninference secure for a driver and standard cruise control when slowing down

and traveling up hill or speeding up and traveling down hill.

Proof : The EMS is a nondeterministic system which is built from the following
traces: For each trace the first and third event are low level events and the second
event is a high level input into the system.

Standard Cruise: The vehicle as it travels down the hill is noninference secure
because for any trace the low level traces are identical regardless of the controller of
the vehicle. See Table 7.2 for a reference of the possible traces. After a purge of
the high level events, in the case of maintaining speed the resulting trace is {lyl3},
while increasing speed the resulting trace is {l;l3}. In terms of traveling up hill the
resulting traces is {l1ly}, while reducing speed the resulting trace is {l1l5}. It is
not noninference secure with respect to there being a controller when the vehicle is
maintaining speed, but this does not reveal who is in control of the vehicle. It is

noninference secure in the case that the car is increasing speed while traveling down
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hill and decreasing speed while traveling up hill when the high level input is purged
from the traces.

Perfect Cruise: See Table 7.3 for a reference of the possible traces. After
purging the high level events with respect to the perfect cruise, it follows much in the
same way as the standard cruise. Once the high level events are purged, the low level
trace would result with {/;/3} in the down hill trace and {l1l5} for the up hill trace.
Having a controller violates the noninference property.

Random Cruise Including a random cruise in this environment keeps the
vehicle controller noninference secure. See the table 7.4 for a reference of the possible
traces. The fact that there is a controller is still visible to the observer, but the
controller of the vehicle cannot be determined. This is caused by there being no

unique mappings to an individual controller after the removal of the high level events.

Theorem 7.7 Vehicle operation is not noninference secure for a driver and standard
cruise control when traveling across a flat surface and increases or decreases speed,
but is noninference secure for a driver and standard cruise control when the speed is

maintained.

Proof : The EMS is a nondeterministic system where for each trace the first and
third event are low level events and the second event is a high level input into the
system. When the vehicle maintains speed the observer cannot tell whether it is the
driver of the cruise control that is in control of the vehicle. In any case that the

vehicle changes speed, it is obvious that it is the driver that is in control.
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Standard Cruise: The vehicle as it travels along the road will never increase
or decrease speed while the standard cruise is operating. After a purge of high level
events, the resulting trace for the car while maintaining speed is {l11;}.

Perfect Cruise: In this case the perfect cruise acts the same as the standard
cruise.

Random Cruise The random cruise is less revealing about regarding the non-
inference property. Applying the purge of the high level events it remains that the
resulting trace is either {l1l3}, {l1l1}, or {l1l3}. It is noninference secure in terms of
the controller, because it has just as much validity of not maintaining speed as the

driver does.

Discussion The outcome of this analysis shows another natural obfuscation of high
level events when the low level events correlate with the physical design of the system.
For example, if the car traveling down the hill has the high level action removed from
the trace, it is reasonable for the car to slow down or remain a constant speed. In
order to determine the controller, it must be deduced from the system. Although,
on the flat terrain the controller of the vehicle can be inferred because if the vehicle
either speeds up or slows down then it is not the cruise control that is managing the
operation of the vehicle.

The perfect cruise does little to improve the results as is expected and the
random cruise does improve the ability to infer which controller is active in the system.
With its addition, it masks the controller by adding additional traces into the system

that guarantee that there is no unique mapping of traces at the low level.
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7.1.3. Noninterference.

Theorem 7.8 Vehicle operation is noninterference secure for a standard cruise and

a driver when traveling across a flat surface and decreases speed.

Proof : The EMS is a nondeterministic system where for each trace the first and
third event are low level events and the second event is a high level input into the
system. Looking at only the low level events, the events of the vehicle slowing down
are {l1ly}. Because the observer sees the vehicle slowing down, there are no indicators
that there is a controller of the vehicle, which satisfies the property of noninterference.

Driver: The driver can sometimes fail to keep the target speed and causes the
speed to decrease.

Standard Cruise: Having a standard cruise in operation would not satisfy the
noninterference property, but since it does not allow the vehicle to slow down on a
flat surface, it is obvious it is not in control of the vehicle.

Perfect Cruise: In this case the perfect cruise acts the same as the standard
cruise.

Random Cruise: Adding a random cruise into the system also maintains the
noninterference property when the random cruise reduces the speed of the vehicle on
a flat surface. If the random cruise allows the vehicle to speed up or slow down, it

would violate the noninterference property.

Theorem 7.9 Vehicle operation is noninterference secure for a standard cruise and

a driver when traveling up hill and decreases speed.
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Proof : The EMS is a nondeterministic system where for each trace the first and
third event are low level events and the second event is a high level input into the
system. The low level trace of the vehicle slowing down is {l;l5}. Because the observer
sees the vehicle slowing down, there is no indicators that there is a controller of the
vehicle, which satisfies the property of noninterference.

Driver: The driver can sometimes not compensate enough to maintain speed
going up a hill and can end up slowing down.

Standard Cruise: The standard cruise does not always compensate enough
for going up hill, which results with the vehicle slowing down.

Perfect Cruise: The perfect cruise would not satisfy the noninterference prop-
erty because it would maintain speed. Since it does not allow the vehicle to changes
speed, it is obvious it is not in control.

Random Cruise: Adding a random cruise into the system also maintains the
noninterference property when the random cruise allows the vehicle to reduce speed.
For any reason the random cruise allows the vehicle to speed up or maintains speed,

it would violate the noninterference property.

Theorem 7.10 Vehicle operation is noninterference secure for a standard cruise and

a driwver when traveling down hill and increases speed.

Proof : The EMS is a nondeterministic system where for each trace the first and
third event are low level events and the second event is a high level input into the
system. The low level trace of the vehicle speeding up is {/;/3}. Because the observer

sees the vehicle speeding up while going down hill, there is no indicators that there
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is a controller of the vehicle, which satisfies the property of noninterference. Gravity
causes the vehicle to speed up regardless to there being a controller of the vehicle.

Driver: The driver can sometimes not compensate enough to maintain speed
going down a hill and can end up speeding up.

Standard Cruise: The standard cruise does not always compensate enough
for going down hill, which results with the vehicle speeding up.

Perfect Cruise: The perfect cruise would not satisfy the noninterference prop-
erty because it would maintain speed. Since it does not allow the vehicle to changes
speed, it is obvious it is not in control.

Random Cruise: Adding a random cruise into the system also maintains the
noninterference property when the random cruise allows the vehicle to increase speed.
For any reason the random cruise allows the vehicle to slow down or maintains speed,

it would violate the noninterference property.

Discussion Similar to the noninference property, when the vehicle’s low level events
correlate with the events expected in the physical design of the system. Because the
vehicle naturally speeds up going down hill and slows down when going up hill or
traveling on a flat surface, having a controller that allows exhibits these events in the
system make it noninterference secure. Applying a perfect cruise or a random cruise
into the system does not aide in the obfuscation of the controller.

Applying a random cruise in the system does not result with the same level of
obfuscation that it did is the noninference or nondeducibility properties because it

can also maintain or an event that violates the noninterference property. Since the
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perfect cruise only maintains speed, it is obvious at all times that there is a controller
of the system. As a result the noninterference property is stronger when there is
an imperfection in the controller that allows for the high level events to hide in the

physical design of the scenario.

7.2. OBSTRUCTION EXAMPLE

In the previous section, the results showed that depending on the topography
of the terrain the control of the system can be obfuscated by the the context of the
outside environment. There is also the case that events that also happen externally
to the system and it is clear that there is some sort of automatic control within the
vehicle.

There are some subtle differences in control by the driver versus control by the
car EMS. Obstructions offer one such example. By allowing some entity to inten-
tionally inject low level inputs into the system and monitor the results of the low
level inputs, it reveals different characteristics of the system to the observer. Since
the previous scenarios only involve an observer watching the vehicle, a new scenario
was built to analyze how an interactive observer effects the system. In this scenario,
instead of the observer being passive and only observing the vehicle, the observer
interacts with the driver by using an object to obstruct the path of the car. This
obstruction is severe enough that if it is not avoided, it can cause great harm to the
driver. Defining an obstruction in this way allows it to directly interact with the
CPS in order to show whether or not information about the system can be exposed.

A major determining factor of the satisfaction of this policy is the response time of
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the controller; by planting an obstruction on the road that intentionally causes the
driver or automatic control to react in a predictable way, it can reveal the controller
of the vehicle. The list of events for the traces are listed in Table 7.5. The following
scenarios’ traces are depicted in Table 7.6. The scenarios in the obstruction example
cannot be compared directly to the previous terrain examples because of the events

introduced by the obstruction.

Table 7.5. Obstruction Example Event List

Notation Input or Output Description

loo output Fast Initial speed

lo1 output Slow Initial speed

lif input Obstruction raised a long distance away.
lim input Obstruction raised a few car lengths away.
lic input Obstruction raised meters away.

hi Driver tries to stop car.

ha Automatic Control tries to stop car.

lo2 output Obstruction Avoided

lo3 output Obstruction Hit

Theorem 7.11 Vehicle operation is nondeducible secure when an obstruction is raised

from a very far distance at high speeds and low speeds.

Proof : The EMS is a nondeterministic system where for each trace the first and
fourth events are low level output events and the third event is a high level action
performed by a controller of the vehicle. The second event is an low level input into
the system. In this case, the results of the obstruction being raised at a great distant
results with the driver and automatic control being able to avoid a collision with the

object. In regards to the controller, the raised obstruction occurs at a distance that
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Table 7.6. Trace List for the Controllers During the Hazard Scenario

Scenario Trace

Obstruction Raised at High Speed

Obstruction raised in distance {lool1hilo2}
Obstruction raised in distance {loolifhalo2}
Obstruction raised a few car lengths away  {lool2hi1lo3}
Obstruction raised a few car lengths away  {loolimhalo2}

Obstruction raised meters away {loolzhilos}
Obstruction raised meters away {loolichalos}
Obstruction Raised at Slow Speed

Obstruction raised in distance {lorlifhilo2}
Obstruction raised in distance {lo1lifhalo2}

Obstruction raised a few car lengths away  {lo1limhilo2}
Obstruction raised a few car lengths away  {lo1limhalo2}
Obstruction raised meters away {lo1lich1lo3}
Obstruction raised meters away {lo1lichalo2}

is out of the range of the controller to detect. By the time the automatic control can
detect the object, there is still enough time for the car to slow down due to the speed
that it can react to the input. Since the driver has a better view distance, the driver
can make better decisions for obstructions further than the detection range of the
automatic controller. The traces for this scenario are {lool;thiloe} and {lool;fhalse}
Looking at only the low level events both controllers, they both have the events
{loolifloa}. Since the obstruction is avoided by both controllers, there is no way to
distinguish the controller of the vehicle.

Driver: Refer to Table 7.6 for the trace list of this scenario. Looking at only
the low level events of the driver, the trace results with the the trace list {l,oliflo2} for
the high speed trace and {l,1l;¢l,2} for the low speed trace. In this scenario, it makes
sense that the driver has the capability to stop the car in order to avoid the collision
with the object. Ultimately having the object at a long distance there is adequate

time for a driver to react to the obstruction.
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Automatic Control: Refer to Table 7.6 for the trace list of this scenario.
Looking at only the low level events of the automatic control, the trace results with
the the trace list {l,0liflo2} for the high speed trace and {lpl;flp2} for the low speed
trace. In this scenario, the vehicle also has the capability to stop by the time it

detects the obstruction.

Theorem 7.12 Vehicle operation is not nondeducible secure when an obstruction is

raised from a few car lengths away and the car is traveling at a high speed.

Proof : The EMS is a nondeterministic system where for each trace the first and
fourth events are low level output events and the third event is a high level action
performed by a controller of the vehicle. The second event is an low level input into
the system. The observer plants a more intelligent event into the system by knowing
that driver is probably slower to react than the automatic control. By raising an
obstruction only a few car lengths in front of the car, the observer is limiting the
amount of reaction time that can be taken to avoid it. The resulting traces for
this scenario are {lyolimhilos} and {lylimhalse}. Since the low level events do not
match between the traces, this scenario is not nondeducible secure as the controller
is uniquely identified.

The obstruction being raised in this scenario gives a much smaller tolerance of
time between when the controller sees the obstruction and when the controller must
react in order to avoid hitting the object. Because a driver needs some additional
time to react (seeing the obstruction, realizing the obstruction needs to be avoided,

and moving the body to make the vehicle react), the time it takes to stop the vehicle
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is longer for the driver than the automatic controller. The automatic controller has
an immediate response to sensing the obstruction and still has time to react to avoid
the obstruction. Based on the response of the vehicle, the observer knows who the
controller is.

Driver: Refer to Table 7.6 for the trace list of this scenario. Purging the high
level input from the trace results with the trace list {l,0limlos}. In this scenario, the
time it takes the driver to react to the obstruction takes longer than what needs to
be done in order to avoid the object. Automatic Control: Refer to Table 7.6 for
the trace list of this scenario. Looking at only the low level events, the trace results
with the the trace list {l,olimlo2}- In this scenario, the vehicle has capability to avoid

the obstruction.

Theorem 7.13 Vehicle operation is nondeducible secure when an obstruction is raised

from a few car lengths away and the vehicle is traveling slow.

Proof : The EMS is a nondeterministic system where for each trace the first and
fourth events are low level output events and the third event is a high level action
performed by a controller of the vehicle. The second event is an low level input into
the system. In regards to the controller, the raised obstruction causes the vehicle to
stop for both the driver and the automatic control. To the observer, the controller
is indistinguishable because the high level event has no impact on the car’s low level
events. In this case, the results of the obstruction being raised at a moderate distant
while the vehicle is moving slow are equivalent for both the high speed and slow speed

scenarios with the low level events being {l,1l;mlo2} for both controllers. The traces
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for this scenario are {l,1limhiloa} and {ly1limhalse}. Because there is no unique set of
low level events in this scenario, it is nondeducible secure.

Driver: Refer to Table 7.6 for the trace list of this scenario. Purging the high
level input from the trace results with the trace list {l,1l;mls2}. In this scenario, it
makes sense that the driver has the capability to stop the car in order to avoid the
collision with the object. Ultimately having the object at a moderate distance in a
slow moving vehicle there is adequate time for a driver to react to the obstruction.

Automatic Control: Refer to Table 7.6 for the trace list of this scenario.
Looking at only the low level events, the trace results with the the trace list {l,1limls2}-
In this scenario, the vehicle has the same capability to avoid the obstruction as the

driver does.

Theorem 7.14 Vehicle operation is noninterference secure when an obstruction is

raised meters away and the vehicle is traveling at a high speed.

Proof : The EMS is a nondeterministic system where for each trace the first and
fourth events are low level output events and the third event is a high level action
performed by a controller of the vehicle. The second event is an low level input into
the system. In this case, the results of the obstruction being raised at a close distance
are equivalent. Because the obstruction is raised at such a close proximity to the
vehicle, neither the driver or the automatic control can react in time to give the car
enough space to stop.

Driver: Refer to Table 7.6 for the trace list of this scenario. Purging the high

level input from the trace results with the trace list {l,0liclo3}. In this scenario, the
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vehicle is moving too fast to stop, even if the reaction was instantaneous.
Automatic Control: Refer to Table 7.6 for the trace list of this scenario. Look-

ing at only the low level events, the trace results with the the trace list {l,oliclo3}. In

this scenario, the vehicle is moving too fast to stop, even if the reaction is instanta-

neous.

Theorem 7.15 Vehicle operation is nondeducible secure when an obstruction is raised

meters in front of the vehicle and the vehicle is traveling slow.

Proof : The EMS is a nondeterministic system where for each trace the first and
fourth events are low level output events and the third event is a high level action
performed by a controller of the vehicle. The second event is an low level input into
the system. In this case, the results of the obstruction being raised at a close distance
while the vehicle is moving slow are equivalent for both the high speed and slow speed
scenarios. In regards to the controller, the raised obstruction causes the vehicle to
stop for both the driver and the automatic control. The traces for this scenario are
{loilichiloa} and {l,1lichalya}. The low level events are {ly1l;ly2} for all the traces. To
the observer, the controller is indistinguishable because the high level events of both
the driver or automatic control causes no unique low level events trace, making the
scenario nondeducible secure.

Driver: Refer to Table 7.6 for the trace list of this scenario. Purging the high
level input from the trace results with the trace list {l,1l;cl,2}. In this scenario, it

makes sense that the driver has the capability to stop the car in order to avoid the
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collision with the object. Ultimately having the object at a close distance in a slow
moving vehicle there is adequate time for a driver to react to the obstruction.
Automatic Control: Refer to Table 7.6 for the trace list of this scenario.
Looking at only the low level events, the trace results with the the trace list {ly1l;i.lo2}-
In this scenario, the vehicle has the same capability to avoid the obstruction as the

driver does.

Discussion The results for the obstruction example is quite different from the terrain
example. The major difference with this scenario compared to the scenarios of the
previous policies is instead of the observer being a passive entity in the system, it
now becomes interactive with it. In this scenario, the driver is using what it knows
about how a vehicle will react with an obstruction to learn information pertaining to
the controller of the vehicle. The controller in the various scenarios is mostly secure.
The results expose two major pieces of knowledge in certain conditions. The other
information exposed by this scenario is that a obstruction can be raised that only
the automatic controller has time to react to, revealing that there is a difference in
reaction time between the driver and the automatic control. This is a perfect example
to illustrate how using a set of low level events, a low level user (violating no security

rules) can learn about the high level events in the system.
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8. CONCLUSIONS

Security comes from a need to protect information that has to be revealed to
provide a service and a role. The leakage of data is a risk of any system. The amount
of information that is released effects how much can be inferred about the system.

Applying security concepts to a car reveals many characteristics that are both
positive and negative with respect security in both the cyber-physical domains and
the information security domains.

There are several properties that make up the example vehicle system. A vehicle
requires that it provides reasonable predictability, otherwise it is unreasonable for a
person to operate a car. Core functions provided by the car can be considered: speed-
ing up, slowing down, protection, and visibility. In order for a car to be predictable,
its core functions are not noninference secure, noninterference secure or nondeducible
secure as shown by the proofs in this thesis. The inner components of the car can be
known or unknown for the proper operation of the vehicle.

The most revealing aspects of the car, was in the scenario that an observer is
interacting with the system, like in the obstruction example. During this scenario,
since the predictability of the vehicle is satisfied, the observer can easily determine
information about the controller of the vehicle. This is due to the vehicle being a
well-known system and the problems with there being any variation to the reaction

due to certain stimuli on the controller.
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Because of those two facts, it is easy to generate low level inputs to influence
the high level events in the system, resulting with the expected low level output to
the observer.

The functions that the critical components’ composition make reveals informa-
tion to the driver and reveals information to the people external to the car, but more
information about these components are required to understand how they work. The
information that is being revealed to the outside, though, still takes some previous
knowledge of the system. The car is a well-known system so the information required
to understand how a car operates is often taken for granted. A system that is not
well known can appear much more secure.

The design of any system must always be considered carefully. If a car should
have been designed to not reveal information about what the car was doing, it would
fail miserably. The question to ask is: “If it is required to reveal this information,
how much will it take to fit the pieces together to understand the information that is

being revealed? How bad is it to reveal it?”
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9. FUTURE WORK

The process of securing the cyber physical systems is still in its infancy. Re-
ferring back to Sections 1.2.1, 1.2.2, 1.2.3, 1.2.4, and 1.2.5, each of these sections
have not completely had their problems solved.

While this thesis touched on most of these concepts, it focused on privacy and
modeling. Currently models that are being utilized have the capacity for modeling
specific aspects of the CPS [7], but modeling it as a whole does not exist. A model
that can encapsulate the different levels of computation, real time constraints and
define the overall rules of each of the subparts must satisfy on a single view.

Another important piece missing from CPS analysis is the means to measure
aspects of security [8]. For instance, if an outside observer can accurately read data
outside of the system, what is the probability that it can determine how the high level
system is using that value. Another good measuring system would be a component
fail rating. This rating would represent the impact to the rest of the system, in the
case that it fails. Ideally all components would have no impact on failure, but this is
really difficult to satisfy, but strategies to meet this criteria can be incorporated into
the designs to prevent future problems.

Another future research topic can focus on the generalization of the CPS. There
are specific requirements for each CPS, but all CPS have the same composition. Refer

to Sectionl.l.
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The difference between each CPS is the what part of the physical world that the
CPS interacts with, so a strategy to generalize the physical world goal into a generic
CPS semantic needs to be created.

This thesis only is the start to the real work that has to be completed in the
CPS domain. This simple example clearly shows the complexity and difficulties of
looking at all the facets of a system and illustrates the need to push further into

researching this domain.
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