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User Profiling

Machine Learning

Gender, Age, 

Personality, 

Religion, Sexual 

Orientation, 

Interest,...



Image Credit: The New Yorker cartoon modified by Eric Blattberg / VentureBeat



KDnuggets Cartoon by Jon Carter

http://cartertoons.com/


Problem?



Privacy-Preserving



VirtualIdentity -- Overview





Cryptographic Protocols 

Decompose Machine Learning Scoring operation 
into smaller and simpler operations

Use Secure Multi-party Computation to make each 

simple operation privacy-preserving

Combine the Secure Multi-party computations to get 
the Machine Learning Scoring privacy-preserving 



Support Vector Machine Scoring

Scoring for new instance xq:

- Multiplication

- Addition

- Comparison

- ...



Privacy-Preserving Comparison

-- by Multi-party Computation 



We hope to achieve highly practical results that 

allow the benefits of machine learning to be 

unlocked without the cost of individual privacy.

Check our website: http://secureml.insttech.washington.edu/
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