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Abstract: We build up an effective algorithm for detection of selective packet drops made by insider 

attackers and it moreover provides a truthful as well as publicly verifiable decision statistics as a proof to 

maintain detection decision. In our work we are interested to find out whether the losses are due to link 

errors or else by the collective effect of malicious drop and link errors during the observation of the 

packet losses within the network. Identifying attacks of selective packet-dropping is particularly not easy 

in an extremely active wireless environment. The difficulty comes from prerequisite that we need to not 

only distinguish the place of packet dropping, but moreover to recognize whether the drop is planned or 

unintended. For improvisation of the accuracy of detection we recommend to utilize the correlations 

among lost packets and for ensuring of these correlations calculations, we build up a homomorphic linear 

authenticator based structure of public auditing allowing the detector to confirm truth of packet loss data 

reported by nodes.  This structure is collusion proof, privacy preserving, and incur low communication as 

well as storage overheads.  Our proposed system considers cross-statistics between lost packets to make a 

additional informative decision, and as a result is in sharp difference to conventional methods that 

depend only on distribution of number of lost packets.  
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I. INTRODUCTION 

Here by observing the rate of packet loss is not 

sufficient to identify accurate cause of packet loss.  

A malicious node can use its data of network 

protocol and communication circumstance to begin 

an insider attack. Particularly, the malicious node 

might assess significance of various packets, and 

followed by dropping of little amount that are 

deemed extremely important to the network 

operation. In our work, we are interested more in 

combating such an insider attack where malicious 

nodes utilize their communication context data to 

selectively drop small packets amount crucial to 

network performance. While constant packet 

dropping can degrade the performance of network 

efficiently, from the attacker’s perspective such 

attacks includes its drawbacks [1].  Because of 

open wireless nature, packet drop within network 

might be caused by means insider attacker which 

can camouflage in background of harsh channel 

conditions. We build up an accurate algorithm for 

detection of selective packet drops made by insider 

attackers. This challenge is not trivial; as it is 

normal for an attacker to report fake data to 

detection algorithm to keep away from being 

identified. Hence some method of auditing is 

essential to confirm truthfulness of reported data. 

When considering that a distinctive wireless device 

is resource-constrained, user has to be able to 

delegate auditing and detection burden to some 

public server for the purpose of saving its own 

resources [2]. Our solution public-auditing 

difficulty is constructed on the basis of 

homomorphic linear authenticator based structure 

of public auditing allowing the detector to confirm 

truth of packet loss data reported by nodes. The 

most important challenge in our method lies in 

assuring of packet-loss bitmaps reported by 

particular nodes all along route are honest and Such 

honesty is necessary for accurate calculation of 

correlation among lost packets. But directly 

applying of homomorphic linear authenticator does 

not solve our problem, since in our problem setup, 

there might be more than one malicious node all 

along the route and these nodes might collude 

during attack and when being asked for their 

submission of their reports.  This structure is 

fundamentally a signature system extensively used 

within cloud computing and storage server systems 

to present a proof of storage from server towards 

entrusting clients.  

II. METHODOLOGY 

The accuracy of high detection is attained by means 

of exploiting correlations among positions of lost 

packets, as considered from auto-correlation 

function of packet-loss bitmap. The fundamental 

idea of this method is that although malicious 

dropping might result in packet loss rate that is 

equivalent to regular channel losses, stochastic 

procedure that distinguish two phenomena show 

various correlation structures. Hence by detection 

of correlations among lost packets, one can make a 

decision whether packet loss is because of regular 

link errors, otherwise is a collective effect of link 

error as well as malicious drop. Our proposed 
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system considers cross-statistics between lost 

packets to make an additional informative decision, 

and as a result is in sharp difference to 

conventional methods that depend only on 

distribution of number of lost packets [3]. Our 

proposed construction provides privacy-preserving 

where public auditor should not be capable to 

decern packet delivered content on route through 

auditing data submitted by means of individual 

hops, no matter what several independent reports of 

auditing data are submitted to auditor. For the 

works that distinguish among link errors as well as 

malicious packet drops, their algorithms of 

detection need number of maliciously-dropped 

packets to be considerably higher than link errors, 

to attain a satisfactory detection accuracy [4]. We 

develop a precise algorithm for detection of 

selective packet drops made by insider attackers 

and it moreover provides a truthful as well as 

publicly verifiable decision statistics as a proof to 

maintain detection decision. This is moreover in 

sharp contrast to distinctive situations of storage-

server where storage is not an issue to be 

considered.   Our system incurs low 

communication as well as storage overheads at the 

nodes of intermediate which makes our method 

appropriate towards extensive range of wireless 

devices.  

III. AN OVERVIEW OF PROPOSED 

SYSTEM 

The effort in literature on this problem was 

relatively preliminary, and there are only some 

related works. We are interested to detect whether 

the losses are due to link errors or by combined 

effect of malicious drop and link errors during 

packet losses within network. The proposed system 

is on basis of detection of correlations among lost 

packets above each hop of path. The fundamental 

idea is to model packet loss procedure of hop as a 

random procedure alternating among loss and no 

loss. We consider a sequence of N packets 

transmitted successively over a wireless channel 

and the correlation of lost packet is calculated as 

auto-correlation function of bitmap. In various 

conditions of packet dropping that is link-error 

versus malicious dropping, instantiations of packet-

loss random procedure have to present separate 

patterns of dropping and this is true when packet 

loss rate is comparable in each instantiation.  By 

comparison of auto-correlation function of 

observed packet loss procedure with that of normal 

wireless channel, we can recognize cause of packet 

drops. The advantage of exploiting correlation of 

lost packets can be illustrated by examining lack of 

conventional method that depends just on number 

of lost packets. Our study targets demanding 

situation in which link errors as well as malicious 

dropping lead to corresponding packet loss rates. In 

conventional methods, detection of malicious-node 

is modelled as a binary hypothesis test, in which J0 

is hypothesis that there is no malicious node in a 

specified link and J1 indicates that there is a 

malicious node within the specified link. When 

malicious packet drops are extremely selective, 

counting of number of lost packets is not enough to 

precisely differentiate among malicious drops as 

well as link errors and for such situation, we make 

use of correlation among lost packets to form 

additional informative decision statistic [5]. The 

challenge in our method lies in assuring of packet-

loss bitmaps reported by particular nodes all along 

route are honest and necessary for accurate 

calculation of correlation among lost packets. To 

accurately work out the correlation among lost 

packets, it is significant to implement a truthful 

packet-loss bitmap report by means of every node. 

We utilize homomorphic linear authenticator 

primitive which is fundamentally a signature 

system extensively used within cloud computing 

and storage server systems to present a proof of 

storage from server towards entrusting clients. The 

source release signatures and messages all along 

the route. Homomorphic linear authenticator 

signatures are made in such a means that they are 

used as basis to build a suitable homomorphic 

linear authenticator signature for any random linear 

combination of messages, devoid of use of secret 

key. Our construction makes sure that signatures 

and messages are sent together all along the route 

[6].  This scheme permits source, which contain 

knowledge of homomorphic linear authenticator 

secret key, to make homomorphic linear 

authenticator signatures for independent messages.   

 

Fig1:  Detection error possibility. 

IV. CONCLUSION 

As the rate of packet dropping rate in this situation 

is comparable to channel error rate, traditional 

algorithms based on detecting packet loss rate 

cannot get acceptable accuracy of detection. We 

build up an effective algorithm for detection of 

selective packet drops made by insider attackers 

and basic proposal is that although malicious 

dropping might result in packet loss rate that is 

equivalent to regular channel losses, stochastic 

procedure that distinguish two phenomena show 

various correlation structures. In our work we are 

more concerned with the insider-attack case, where 

malicious nodes utilize their communication 
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context data to selectively drop small packets 

amount crucial to network performance. It is a 

signature system usually used within cloud 

computing and storage server systems to present a 

proof of storage from server towards entrusting 

client.  To exactly work out correlation among lost 

packets, it is significant to implement a truthful 

packet-loss bitmap report by means of every node 

hence we develop a homomorphic linear 

authenticator based structure of public auditing 

allowing the detector to confirm truth of packet loss 

data reported by nodes.  
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