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ABSTRACT

This paper presents two algorithms, Reversible Data Hiding (RDH) and Advanced Encryption
Standard (AES) to enhance the security of unauthorized data access. Many techniques of RDH can be
shared to achieve minimal distortion when hiding information. A Linear Fitting Rhombus Pattern Predictor
(LFRPP) was used for prediction, with, local variance to sort prediction error values. Double Modification
Testing (DMT) was used to check the status of pixels with Histogram Shifting (HS) employed for data
embedding. The AES algorithm was applied for encryption 128 bit RDH encoder algorithm Header to
ensure data protection and restrict access by unauthorized persons. Various quantities of binary information
embedded into medical imaging and derived from the diverse sources of Magnetic Resonance Image
(MRI), Ultrasound (US) and X-ray were tested. Results showed a distortion between embedding low and

higher data security.
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PSNR (dB)
Payload (bpp)
0.04 0.15 0.34 0.61
MRI 1 60.90 | 54.17 - -
MRI 10 62.25 | 56.61 | 52.98 | 48.63
MRI 13 64.87 | 58.80 | 55.63 | 52.35
MRI 15 65.07 | 59.11 | 55.51 | 45.73
MRI 19 60.65 | 55.08 | 52.21 -
Ultrasound 5 64.67 | 58.73 | 54.61 -
Ultrasound 10 | 60.89 | £3.46 - -
Ultrasound 11 | 60.89 | 53.89 - -
Ultrasound 12 | 60.89 | 54.22 - -
X-ray 14 64.05 | 57.90 | 54.63 | 52.15
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0.04 0.15 0.34 0.61
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MRI 15 64.95 | 50.23 | 55.64 | 45.77
MRI 19 60.78 | 54.75 | 52.24 -
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Ultrasound 11 | 61.05 | 53.00 - -
Ultrasound 12 | 61.04 | 53.78 - -
X-ray 14 64.00 | 57.87 | 54.71 | 52.30
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