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The paper deals with the selected aspects of vulnerability assessment of systems. Historically, the vulnerability is
recognised as one of the important aspects of system properties — system quality. The wide utilization of vulnerability
can be observed in the IT area. Some approaches to vulnerability assessment are based on experiences and
empiricism. For some other works it is necessary to have a quantitative value used for expressing vulnerability. In this
paper we have applied the methods of analytical research, information search and a synthesis. They serve to introduce
selected approaches expressing system vulnerability. The attention is paid mainly to the environmental and critical
infrastructure systems. The results are presented in the form of definitions, equations or graphs. All these alternatives
are further usable for assessing critical infrastructure elements. The results are also suitable for deeper development of

a safety research scientific discipline.
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1. INTRODUCTION

Problem of vulnerability assessment belongs to
one of the most developing aspects of
dependability and safety theory and engineering. It
was also the major theme of Polish Winter School
on Reliability in 2013 [42].

Before developing a plan to enhance system
security, a risk manager shall first gain an
understanding of potential threats acting against a
system, structure or building. Understanding
threats is based on the carefully performed
assessment of potential risks.

The paper is divided into parts dealing with the
vulnerability assessment of various systems. Some
specific systems are chosen while the systems are
important to users in a certain way. Threats are
different for:

- supply chains,
- ecosystem,
- buildings,

The assessment of supply chains vulnerability
can be viewed in relation to possible natural
disaster impacts and following economic
consequences. As for the disasters, they can be
droughts, floods, windstorms, hurricanes, etc. —

see, e.g. [30, 39]. On the other hand, when dealing
with supply chains vulnerability, the negative
action of a human being can also be experienced,
for example accidents, wars, terrorist attacks,
strikes, or sabotages — they are generally on the
increase — see, e.g. [10, 39]. Because of the
complexity of supply chains, their present function
is very weak. The return of investment in setting
supply chains is measured in ROA (Return of
Assets) units. Numerous supply chain initiatives
were implemented in order to boost the revenue
(see, e.g. [12, 36, 37], etc.). Small errors could
sometimes bring stratospheric cost [26].

If we talk about ecosystems, their vulnerability
is usually associated with the impact of toxic
pollutants and some negative actions of a human
being. Based on the original interpretation of eco-
toxicological hazards and other risk (e.g. [6, 7]),
the threat is viewed as the combination of the
exposure to toxic, chemical, toxicological and
other impacts and consequences affecting living
organisms. The threat is understood as the potential
resulting in certain risks. Here we assess the risks
defined as the combination of harmful effect
likelihood (due to a given hazard) and resulting

33


https://core.ac.uk/display/228461141?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

Selected Options of Vulnerability Assessment — State of the Art...

Logistics and Transport N° 1(17)/2013

consequences. When applying [14, 15], it is
possible to work with the following definitions of
various vulnerabilities related to an ecosystem
(table 1):

of laws and orders, the nature of the facility, an
identified aim and specified threat. In the case of
PPS, the vulnerability assumption is applied in the
range ,,Vulnerability is a feature or weakness that

Table 1. Definitions of vulnerabilities related to ecosystem

The degree to which a system is susceptible to, and unable to cope with, injury, damage or

The extent to which species experience field population effects of a stressor, as a result of
their species-specific ecological traits governing potential exposure to this stressor,

The extent to which structure and function of a biological community may be affected by
stressor. It depends upon the vulnerability of individual populations as well as upon the

The potential of an ecosystem to modulate its response to stressors over time and space,
where that potential is determined by characteristics of an ecosystem that include many
levels of organisation. It is an estimate of the inability of an ecosystem to tolerate stressors
over time and space. It is a combination of community vulnerability with the potential for

The possibility of habitat changes in relation to some stress factors should be accounted for.
For example, hydromorphological changes may affect the habitat characteristics in a river.

Vulnerability
harm.
Population
vulnerability
sensitivity, and population recovery capacity.
Community
vulnerability
interactions among the populations.
Ecosystem
vulnerability
habitat changes.
Habitat
vulnerability
Changes in habitat link the community level to the ecosystem level.
Vulnerability ecosystems is generally can be

exploited to cause undesirable

considered to be a function of exposure to a
stressor, effect (also termed sensitivity or potential
impact) and recovery potential (also termed
resilience or adaptive capacity), see e.g.[1, 2, 14,
15, 33, 38]. Ecological vulnerability is a general
term which can be used at several hierarchical
levels  (organism, population, community,
ecosystem, and landscape), following e.g. [35].
Ecosystem vulnerability — as defined above -
follows the work [44].

If we talk about buildings and the risks of
affecting them — either by nature or a human being
— it will be possible to find a large amount of
results. Many of them serve to optimize risk
management — see, e.g. [3, 4, 5, 11, 20, 27, 31,
32]. If we generally talk about risk assessment of
building attacks, vulnerability, besides the hazards,
play a fundamental role. Issues dealing with
vulnerability assessment which arise from the risk
analysis of landslides on buildings were presented
by [3, 13, 19], for example. The impact on
buildings taking into consideration their typology
has been developed by [21, 39]. The effects of this
impact as for the damage and destruction have
been introduced in [3, 4, 8, 9, 11, 16, 43].

Specific part when assessing building
vulnerability are PPS - Physical Protection
Systems. These systems are designed on the basis
of specified requirements, and evaluated in terms
of robustness. Their standard fits the requirements
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consequences”. More information about assessing
PPS efficiency can be found in [40].

2. POSSIBILITIES OF ASSESSING
SUPPLY CHAIN VULNERABILITY

Supply  chain  vulnerability has  been
characterized a couple of times. The examples are
as follows:

- “An exposure to serious disturbance” —
[10];

- “The propensity of risk sources and risk
drivers to outweigh risk mitigating
strategies, thus causing adverse supply
chain consequences” — [25];

- “Supply chain vulnerability is a function of
certain supply chain characteristics and
that the loss a firm incurs is a result of its
supply chain vulnerability to a given
supply chain disruption” — [44].

A possible example of supply chain
vulnerability and disruption is shown in Figure 1.
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Drivers of supply chain
vulnerability

Supply chain vulnerability

Determinants of the level of supply
chain vulnerability (observable)

- Demand side

- Supply side

Susceptibility of the supply chain to
the harm of a supply chain disrup-
tion (not observable)

- Supply chain structure

Negative consequences
from supply chain risk

Supply chain disruption

Trigger that leads to the occurrence
of supply chain risk

Figure 1. Supply chain vulnerability and disruption

The vulnerability assessment of supply chains
might be performed aside from the standard and
known methods of probability and statistics also by
different methods. For complex supply chains it is
suitable to use for example diagram models or to
set so called supply chain vulnerability index
(SCVI). Some possibilities of applying it, and the
algorithm for setting SCVI might be found in ([44]
- appendix A).

3. POSSIBILITIES OF ASSESSING
ECOSYSTEM VULNERABILITY

When assessing ecosystem vulnerability, there
are also large amounts of tools. The result of their
application can be either qualitative or quantitative.
Historically, besides typical ecosystems, the
analysis also dealt with the vulnerability to poverty
or the vulnerability to food insecurity, for example.
The vulnerability of social systems represents a
separate part which we are not going to tackle. In
the paragraph below there is a couple of selected
ways of determining wvulnerability of some
ecosystem elements [15, 16].

Within sea system it is:

- OVI (Oil Vulnerability Index) - this
method originally developed to describe
vulnerability of seabird species to oil
spills;

- ESI (Environmental Sensitivity Index) —
developed to map the wvulnerability of
shores to oil spills,

VME (Vulnerability of Marine
Ecosystems) — developed to collect expert
opinions that describe which threats affect
marine ecosystems, aj. napt. OSPAR.

For general ecological systems:

ReVA (Regional Vulnerability
Assessment) — developed as an early
warning system to identify those
ecosystems most vulnerable to being lost
or permanently harmed in next 25 years
and to determine which stressors are likely
to cause greatest risk;

UI/VI (Utility Index/Vulnerability Index) —
developed as a toll to rank terrestrial
vertebrate species;

VL (Vulnerability of Landscapes) -
developed to use as a comparison for
vulnerability to desertification and soil
erosion;

EVA (Ecological Vulnerability Analysis) —
19 ecological traits gathered in 144
wildlife species (aquatic and terrestrial,
vertebrate and invertebrate);

LS (Landscape Species) — developed to
select the appropriate species in a
landscape for conservation purposes;

QVA (Quantitative Vulnerability
Assessment of Environmental Change) -
method to assess the vulnerability of
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human sectors, relying on ecosystem
service for future climate change;

SES (Vulnerability of Socio-ecological
Systems) — assessment that  uses
stakeholder value of ecosystem service,
matrices to link social and ecological
information about changes in ecosystem
services, and information on ecosystem
properties that provide ecosystem service;

AWRVI  (Arctic Water Resources
Vulnerability Index) — developed as a tool
for Arctic communities to assess their
relative vulnerability to changes in their
water resources.

Some scales and methods of utilization can be
found in figure 2.

Scale (organiition level)

to provide quantitative figures of
vulnerability.

In Figure 3 there can be seen some aspects of
ecological wvulnerability. Bars on top indicate
whether physic-chemical characteristics are the
main determinant or biological characteristics or
both. Environmental conditions indicated with the
bar bellow have an influence on all aspects but are
also influenced by the long-term impact.

Biosphere
QVA - global changes
Continent
SES - land-use change
ReVA - land-use change AWRVI - water shortage
Landsca pe#’ VL - soil erosion/desertification
region
VME - 20 stressors
Ecosystem
ESI - oil
Habitat/ OSPAR - 22 stressors
community
EVA - 5 soil contaminants LS - land uses
Population ovl - ol
UI/VI - 5 contaminants
Organism

Ecological

Socio-ecological  Type of stressors

Figure 2. Scales and type of stressors of the different vulnerability methods. Methods are abbreviates as
mentioned above [15, 16]

Aspects of existing methods can be described as:

36

Most methods rely on expert judgement;
Input of stakeholders is needed,;

Most methods produce qualitative ranking
and mapping of vulnerability;

Only smal percentage of methods (only
one from the above mentioned) is capable
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| Physico-chemical |
I Biological I
Exposure Sensitivity Recovery
Traits & Structural Population Long term impact
characteristics components, recovery,
Hazard [~ that determine |=J{functions, —Jp| resilience, P
susceptibility trophic relations positive feedback
to exposure loops, adaptation
I Environmental conditions I

Figure 3. General framework for ecological vulnerability assessment for hazard or interaction hazards [15, 16]

When dealing with specific applications, it is
possible to find the case of EVI (Environmental
Vulnerability Index) enumeration for different
cases [36]. In one of them [36] abut 50 indicators
in the form of scales are used for setting EVI. The
formula below serves as an example of EVI
calculation:

n
EVI=100" &
1=1

Indicator Scale Value
n

M)

where: n - the total number of indicators used (1;
2;.....; 50).

4. POSSIBILITIES OF ASSESSING
BUILDINGS AND PPS
VULNERABILITY

When we are to assess the affection of
buildings, we can also work with a few forms of
setting the vulnerability. Of all known and used
forms we select only some of them.

The first one is so called Damage Index (DI) — it
expresses the level of structure damage for a given
way of an attack, its localization and kinetic energy
Ex. It is determined by the equation below (2)

| = number of primary structural elements that fail
total number of primary structural elements

Next, it is possible to set so called Building
Vulnerability Index — BVI which is based on the
following assumption (3) of risk existence:

R(P)=Q é[P(Ri)’P(Ej:Ri)'P(s:T)'V(Rij)]'c )
=1 j=1
where:
R(P) - expected annual loss to the property due to
attack (e.g. €/yr);
P(R;) - annual probability of occurrence of attack
with magnitude (volume of explosives for
instance) “i”;
P(Ej:Ri) - probability of an attack with a kinetic
energy (intensity) reaching the critical section that
marks the developed area. The latter it is calculated
as a function of the magnitude (volume of
explosives for instance, mass of attack tool —
vehicle for instance) “i” and the velocity “j”;
P(S:T) - probability of the building being on the
attacker’s trajectory (calculated as the ratio of the
building’s width to the critical section’s width);
V(Rjj) - vulnerability of the building for an attack
with magnitude (volume of explosives for instance,
mass of attack tool — vehicle for instance) “i” and
the velocity “j”;
C - value of the building.

The terms P(R;) and P(E;: R;) represent the hazard,
P(S: T) the exposure and V(R;) the vulnerability.
Building Vulnerability Index is than calculated as:

BVI(R; )= é( P.. "RRC,)£1 4

k=1
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where:

BVI(Rjj) - building vulnerability for an attack with
magnitude (volume of explosives for instance,
mass of attack tool — vehicle for instance) “i” and
the velocity “j”,

Pex - encounter probability of attack with a
possible structural and non-structural element of
the building “k” that may be struck by an attack
mass of magnitude “i”,

RRCy - relative recovery cost that corresponds to
the struck of a possible structural and non-
structural element of the building “k” by an attack
with magnitude (volume of explosives for instance,
mass of attack tool — vehicle for instance) “i” and
the velocity “j”.

Pex is calculated for all the possible structural and
non-structural elements that may be struck by an
attack mass. For every attack magnitude a different
Pex is attributed to each structural element. For an
attack magnitude with a given velocity and path
there will be a DI and an associated RRC. Thus
using equation (4) the vulnerability is calculated in
function of mass and velocity of the attack
respectively. The value 0 of the wvulnerability
expresses zero potential damage and the value 1
certain total collapse (total loss) of the building.

In the case of specific PPS we proceed from the
assumption when evaluating vulnerability that
efficient PPS reduces the risk resulting from the
attack on a protected building at the acceptable
level.

The risk is put in the following manner:

R=P"C (5)
where:

P - the probability of consequence occurrence,

C - their severity magnitude.

In practice we are interested how successful the
probability of the attack on a building will be if the
attack occurs. Equation (5) might be then put the
following way:

R:[PA,PS/A],C (6)
where:

P, (attack) - the probability that the attack on a
building will occur,

Psa - the conditional probability of a successful
attack, provided it occurs.

The probability of a successful attack decreases
with the growing ability of a physical protection
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system to withstand the attack — inherent efficiency
of the PPS:

Psja=1-Pe @)
where Pg is the probability that the PPS prevents
from carrying out the attack successfully.

Then the formula (5) might be expressed in the
following manner:

R=[P,"(1-P.)]"C ®)

If we deal with the buildings marked as a “critical
infrastructure”, then it will be only a question of
time when the attack really occurs. This means that
the value P, = 1 and the consequences will be
serious, that is C=1. Following the assumption
introduced above, the formula (5) could be put this
way:

R=1-P, ©)

The lower the risk, the bigger ability to prevent
from successful performing the attack by a PPS —
that is the PPS is a lot more efficient to withstand
the attack. The overall efficiency of a Pg system —
in the form of probability means that the systems
prevent carrying out the attack successfully. The
probability would be expressed this way:

Pe =P " Py (10)
where:

P, - the probability of interrupting the attack which
means that a fast-deployment unit acting to stop
the advance of an adversary will be in the right
place at the right time,

Pn - the probability of adversary neutralization,
provided a fast-deployment unit has it over the
adversary.

Different analytical approaches are used for
specific evaluating efficiency.

5. CONCLUSIONS

The article brings a possible view and selected
ways of assessing the vulnerability of various types
of systems. It is not a matter of the only possible
approach but a broad spectrum of human research
areas dealing with the assessment of system
vulnerability. A question of vulnerability is very
important here, mainly for the systems like the
environment, supply chains and buildings. These
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give us a sense of security, supply us with energies
and assure society functioning.

The possibilities of setting the level of
vulnerability can range from frequently used tools
of standard probability to modelling methods or
soft methods such as Petri Net, Fuzzy logic, etc.
The direction of research in this area is modified
mainly by the use, area of application and
boundary conditions. They are needed especially
for fulfilling theoretically made models. If we are
to limit our research to theoretical development
only, then the application of diffusion processes
seems to be perspective for vulnerability assessing.

Since the topic is up to date, the authors of the
paper assume that the area is going to be developed
also in the future.

6. ACKNOWLEDGEMENTS

We gratefully acknowledge the Czech Ministry
of the Interior supporting us under project
“Security Research — Target Identification
VG 20112015040 and with the support of the
“Project for institutional development of K-202",
University of Defence, Brno.

BIBLIOGRAPHY

[1] Adger, W. N. Vulnerability. Glob Environ
Change. Vol. 16, p. 268-281, 2006.

[2] Adger, W. N. Hughes, T. P., Folke, C., Carpenter,
S. R., Rockstorm, J. Social-ecological resilience
to coastal disasters. Science, No. 309, p. 1036-
1039, 2005.

[3] Adgliardi, F. Crosta, G. B., Frattini, P. Integrating
rock-fall risk assessment and countermeasure
design by 3D modelling techniques.Nat Hazards
Earth Syst Sci. Vol. 9, p. 1059-1073, 20009.

[4] Bell, R., Glade, T. Quantitative risk analysis for
landslides — Example from Bildudalur, NW-
Iceland. Nat Hazards Earth Syst Sci, Vol. 4, p.
117-131, 2004.

[5] Budetta, A. Assessment of rockfall risk along
roads. Nat Hazards Earth Syst Sci, Vol. 4, p. 71-
81, 2004.

[6] Cairns JrJ. Estimating hazard. Bioscene, Vol. 30,
p.101-107, 1980.

[7] Cairns Jr J. Dickson, K. L., Maki, A. W.
Estimating the hazard of chemical substances to
aquatic life. Hydrobiologia, Vol. 64, p.157-166,
1979.

[8] Castleton, J. Rock-fall hazards in Utah, USGS
publications, P1-94, 20009.

[9] Chau, K. T., Wong, R. H. C., Wu, J. J. Coefficient
of restitution and rotational motions of rockfall
impacts. Int Journal Rock Mech Min, Vol. 39, p.
69-77, 2002.

[10] Christopher, M., Peck, H. Building the resilient
supply chain.International Journal of Logistics
Management. Vol 15(2), p- 1-13, 2004.

[11]Colema, L. Frequency of man-made disasters in
the 20™ century.Journal of Contingencies and
Crisis Management, Vol. 14 (1), p. 3-11, 2006.

[12] Corominas, J., Copons, R., Moya, J. Vilaplana, J.
M., Altimir, J, Amigd, J. Quantitative
assessment of the residual risk in a rock fall
protected area. Landslides, Vol. 2, p. 343-357,
2005.

[13] Craighead, C. W., Blackhurst, J., Rungtusanatham,
M. J., Handfield, R. B., The severity of supply
chain distribution: design characteristics and
mitigation capabilities. Decision Science, Vol. 38
(1), p. 131-156, 2007.

[14]Dai, F. C., Lee, C. F., Ngai, Y. Y. Landslide risk
assessment and management: an overview.Eng
Geol, Vol. 64, p. 65-87, 2002.

[15]De Lange, H. J., Sala, S., Vighi, M., Faber, J. H.
Ecological vulnerability in risk assessment — A
review and perspectives. Science of the Total
Environment, No. 408, p. 3871-3879, 2010.

[16]De Lange, H. J., Lahr, J, Van der Pol, J. J. C,,
Wessels, Y., Faber, J. H. Ecological vulnerability
in wildlife.An expert judgement and multi
criteria analysis tool using ecological traits to
assess relative impact of pollutants.Environ
Toxicol Chem, Vol. 29, p. 2233-2240, 2009.

[17]Evans, S. G., Hungr, O. The assessment of
rockfall hazard at the base of talus slopes. Can
Geotech Jour, Vol. 30, p. 620-636, 1993.

[18]Eytan, R.,Cost effective retrofit of structures
against the effects of terrorist attacks -the
Israeli experience, Proceedings of the Structures
Congress and Exposition , pp. 2161-2172, 2005.

[19]French, G.S., Gootzit, D.Defining and assessing
vulnerability of infrastructure to terrorist
attack__Vulnerability, Uncertainty, and Risk:
Analysis, Modeling, and Management -
Proceedings of the ICVRAM 2011 and ISUMA
2011 Conferences, pp. 782-789, 2011.

[20]Glade, T. Vulnerability assessment in landslide
risk analysis. Die Erd. Vol. 134 (2), p. 123-146,
2003.

[21] Guzzetti, F., Reichenbach, P., Ghigi, S. Rockfall
hazard and risk assessment along a
transportation corridor in the Nera valley,
Central Italy.Environ Manage, Vol. 34 (2), p.
191-208, 2004.

[22]Heinimann, H. R. Risikoanalyse bei gravitativen
Naturgefahren - Fallbeispiele und
Daten.Umwelt-Materialen 107/1, Bern, 1999.

[23]Henry, M.D., Lilley, S.R., Pan, J.A., Grimes, M.,
Haimes, Y.Y. Risk-based methodology for
assessing and managing the severity of a
terrorist  attack, 2009 IEEE  Systems
andinformation Engineering Design Symposium,
SIEDS ‘09, art. no. 5166175, pp. 171-176, 2009

39


http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=9042610500&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=39361464400&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=39361480400&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=35791119200&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=35791080000&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=35791287300&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=35790934400&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7005337553&zone=�

Selected Options of Vulnerability Assessment — State of the Art...

Logistics and Transport N° 1(17)/2013

[24]1ding, R.H.,A methodology to evaluate
robustness in steel buildings -Surviving extreme
fires or terrorist attack using a robustness
index, Proceedings of the Structures Congress and
Exposition , pp. 511-515, 2005

[25]Juttner, U., Peck, H., Christopher, M. Supply
chain risk management: outlining the agenda
for future research.International Journal of
Ligistics: Research and Application. Vol. 6(4), p.
197-210, 2003.

[26] Kelly, T.J., Hofacre, K.C., Derringer, T.L., Riggs,
K.B., Koglin, E.N., Testing of safe buildings
detection technologies and other homeland
security technologies in EPA's Environmental
Technology Verification (ETV) program,
Proceedings of the Air and Waste Management
Association's Annual Meeting and Exhibition , pp.
3449-3457, 2004

[27]Kemp, R.L., Assessing the vulnerability of
buildings, Journal of Applied Fire Science, Vol.
14 (1), pp. 53-61, 2007

[28]Lee, H. L. The triple-A supply chain. Harvard
Business Review, Vol. 82(10), p. 102-112, 2004.

[29]Li, Z. H., Huang, H. W., Xue, Y. D. Yin, J. Risk
assessment of rockfall hazard on highways.
Georisk, Vol 3 (3), p. 147-154, 20009.

[30]Marshall, H.E., Chapman, R.E., Leng, C.J., Risk
mitigation plan for optimizing protection of
constructed  facilities, Cost  Engineering
(Morgantown, West Virginia), Vol 46 (8), pp. 26-
33, August 2004

[31]Mavrouli, ©O., Corominas, J. Rockfall
vulnerability assessment for reinforced concrete
buildings. Nat Haz Earth Syst Sci, Vol. 10, p.
2055-2066, 2010.

[32]Munich  Re, Annual Review: Natural
Catastrophes 2005. Munich Re publications,
Munich, 2006.

[33]Pierson, L. A. Davis, S. A., Van Vickle, R.
Rockfall hazard rating system implementation
manual.  Federal Highway  Administration
(FHWA), Report FHWAOR-EG-90-01, FHWA,
US Department of Transportation, 1990.

[34]Roberds, W. J. Estimating temporal and spatial
variability and vulnerability, in: Lanslide risk
management. Edited by Hungr, O., Fell, R,
Couture, R., Eberhardt, E. Proceedings of the
International Conference on Landslide Risk
Management, Vancouver, London: Taylor and
Francis, p. 129-157, 2005.

[35]Schréter, D., Polsky, C., Patt, A.  Assessing
vulnerability tot he effect of global change: an
eight step approach. Mitig Adapt Strategies Glob
Chang, Vol. 10, p. 573-595, 2005.

[36] Skondras, N. A., Karavitis, Ch. A., Gkotsis, I. 1.,
Scott, P. J. B., Kaly, U. L. Application and
assesssment of the Environmental Vulnerability
Index in Greece. Ecological Indicators, Vol. 11,
p. 1699-1706, 2011.

40

[37]Suter 1I, G. W., Norton, S. B., Fairbrother, A.
Individuals Versus organisms Versus
populations in the definition of ecological
assessment endpoints. Int Environ Assess Man,
Vol. 1, p. 397-400, 2005.

[38] Tang, C. S. Robust strategies for mitigating
supply chain disruptions. International journal of
Logistics: Research and Applications. Vol. 9 (1),
p. 33-45, 2006.

[39]Tang, C. S. Perspectives in supply chain risk
management. International Journal of Production
Economics. Vol. 103 (1), p. 12-27, 2006.

[40] Turner 1l B. L., Kasperson, R. E., Matson, P. A,
McCarthy J. J., Corel, R. W., Christensen, L, et al.
A framework for vulnerability analysis in
sustainability science. Proc Natl Acad Sci,
100:8074-9, 2003.

[41]Uzielli, M., Nadim, F., Lacasse, S., Kaynia, A. M.
A conceptual framework for quantitative
estimation of physical vulnerability to
landslides. Eng Geol, Vol. 102, p. 251-256, 2008.

[42]Vvalis D., Nowakowski T.,Stan wiedzy na temat
wybranych mozliwosci oceny podatnosci na
zagrozenia - przeglad literatury. Materialy XLI
Zimowej  Szkoly  Niezawodnosci, = Wydziat
Transportu Politechniki Warszawskiej, Warszawa
2013.

[43]Vali§, D., Vintr, Z. Malach , J. Selected aspects
of physical structures vulnerability— state-of-
the-art. Eksploatacja i Niezawodnosc -
Maintenance and Reliability, VVol. 14 (3), p. 189-
194, 2012,. ISSN 1507-2711.

[44]Wagner S. M., Neshat N. Assessing the
vulnerability of supply chains using graph
theory. International  Journal  Production
Economics, No. 126, p. 121-129, 2010, ISSN
0925-5273.

[45] Wagner, S. M., Bode, C. An empirical
investigation into supply chain vulnerability.
Journal of Purchasing & Supply Management.
Vol. 12(6), p. 301-312, 2006.

[46]Wieczorek, G. F., Snyder, J. B. Historical rosk
falls in Yosemite National Park.Us Geol Surv
Open-File Report 03-491,
http://pubs.usgs.gov/of/2003/0f03-491.pdf, 2004.

[471Williams, L. R. R., Kapustka, L. A. Ecosystem
vulnerability: a complex interface with
technical components.Environ Toxicol CHem,
Vol. 19, p. 1055-1058, 2000.

[48] Zehrt Jr., W.H., Acosta, P.F., Analysis and design
of  structures to  withstand  terrorist
attack,Proceedings of the Structures Congress and
Exposition , pp. 585-592, 2003.

Tomasz Nowakowski

Wroclaw University of Technology,
Wroclaw, Poland
tomasz.nowakowski@pwr.wroc.pl


http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=6603277908&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7403230878&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=8372614000&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=8372614100&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7005177784&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7005177784&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7005177784&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=6701667980&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=20433262400&zone=�
http://www.scopus.com/record/display.url?eid=2-s2.0-34548252897&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=58&relpos=18&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/record/display.url?eid=2-s2.0-34548252897&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=58&relpos=18&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/record/display.url?eid=2-s2.0-34548252897&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=58&relpos=18&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/source/sourceInfo.url?sourceId=28867&origin=resultslist�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7102515831&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=8669868000&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=7004048579&zone=�
http://www.scopus.com/record/display.url?eid=2-s2.0-27644511078&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=72&relpos=12&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/record/display.url?eid=2-s2.0-27644511078&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=72&relpos=12&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/record/display.url?eid=2-s2.0-27644511078&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=72&relpos=12&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/record/display.url?eid=2-s2.0-27644511078&origin=resultslist&sort=plf-f&src=s&st1=building+protection+against+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a30&sot=b&sdt=b&sl=49&s=TITLE-ABS-KEY%28building+protection+against+attack%29&relpos=72&relpos=12&searchTerm=TITLE-ABS-KEY(building%20protection%20against%20attack)�
http://www.scopus.com/source/sourceInfo.url?sourceId=28664&origin=resultslist�
http://www.scopus.com/source/sourceInfo.url?sourceId=28664&origin=resultslist�
http://www.scopus.com/source/sourceInfo.url?sourceId=28664&origin=resultslist�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=9039067100&zone=�
http://www.scopus.com/authid/detail.url?origin=resultslist&authorId=8638808300&zone=�
http://www.scopus.com/record/display.url?eid=2-s2.0-22344456298&origin=resultslist&sort=plf-f&src=s&st1=terrorist+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a530&sot=b&sdt=cl&cluster=scosubjabbr%2c%22ENGI%22%2ct%2c%22MULT%22%2ct&sl=23&s=TITLE%28terrorist+attack%29&relpos=53&relpos=13&searchTerm=TITLE(terrorist%20attack)%20AND%20(%20LIMIT-TO(SUBJAREA,\�
http://www.scopus.com/record/display.url?eid=2-s2.0-22344456298&origin=resultslist&sort=plf-f&src=s&st1=terrorist+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a530&sot=b&sdt=cl&cluster=scosubjabbr%2c%22ENGI%22%2ct%2c%22MULT%22%2ct&sl=23&s=TITLE%28terrorist+attack%29&relpos=53&relpos=13&searchTerm=TITLE(terrorist%20attack)%20AND%20(%20LIMIT-TO(SUBJAREA,\�
http://www.scopus.com/record/display.url?eid=2-s2.0-22344456298&origin=resultslist&sort=plf-f&src=s&st1=terrorist+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a530&sot=b&sdt=cl&cluster=scosubjabbr%2c%22ENGI%22%2ct%2c%22MULT%22%2ct&sl=23&s=TITLE%28terrorist+attack%29&relpos=53&relpos=13&searchTerm=TITLE(terrorist%20attack)%20AND%20(%20LIMIT-TO(SUBJAREA,\�
http://www.scopus.com/record/display.url?eid=2-s2.0-22344456298&origin=resultslist&sort=plf-f&src=s&st1=terrorist+attack&nlo=&nlr=&nls=&sid=zVIzgO1UEV0GeRzR025yB3f%3a530&sot=b&sdt=cl&cluster=scosubjabbr%2c%22ENGI%22%2ct%2c%22MULT%22%2ct&sl=23&s=TITLE%28terrorist+attack%29&relpos=53&relpos=13&searchTerm=TITLE(terrorist%20attack)%20AND%20(%20LIMIT-TO(SUBJAREA,\�

