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ABSTRACT

The emergence of mobile P2P systems is largelytaltize
evolution of mobile devices into powerful infornei
processing units. The relatively structured contéhat
results from the mapping of mobile patterns of aha
onto P2P models is however
vulnerabilities of P2P networks and the inheremititions

of mobile devices.  Whilst the implementation d?FP
models gives rise to security and reliability issu¢he
deployment of mobile devices is subject to efficien
constraints. This paper presents the development an
deployment of a mobile P2P system based on distabu
hash tables (DHT). The secure, reliable and efficie
dispersal of files is taken as an application. &blity was
addressed by providing two methods for file dispkers
replication and erasure coding. Security constaimere
catered for by incorporating an authentication raegm
and three encryption schemes. Lightweight versiohs
various algorithms were selected in order to attémd
efficiency requirements.

Keywords: Peer-to-Peer systems, file dispersal,
replication, erasure coding, security, reliabiligficiency.

1. Introduction

The evolution of mobile devices into powerful infaation
units has been marked by the emergence of patt#rns
behaviour that display many of the characteristicpeer-
to-peer (P2P) modes of interaction. The flexipitf these
devices is due largely to their size, their wirsles
connections and hence their mobility. Battery power
however, can be an inhibiting factor that determitiee
range of viable computational and communicationvaiets
that can be supported [1].

Mobility constraints imply that system design shibskek
to optimise the use of techniques and resourcdsctma
prolong battery life. Computationally intensive og#ons
such as key generation in asymmetric encryption puse
a heavy burden on mobile devices. Moreover,

availability of heterogeneous mobile systems andirth
limited resources may require the adoption of lighght

constrained by the disciplined approach to

and adaptive schemes and hence may favour platform-
independent schemes.

Within this context the P2P model is seen as idesl
providing order and structure on mobile interacsiand for
exploiting the potential of mobile devices. A more
information management is
complemented by the flexibility of a personal devicThe
affinity between mobility and P2P modes of intei@ctis
further reinforced by the dynamic and heterogeneous
domains they support. There are however legitimate
concerns over reliability and security in P2P systeThese
issues tend to be exacerbated in a mobile context.

Amongst the key factors that are driving the regear P2P
systems, distributed file management has providesl t
rationale for a variety of applications. This peutar aspect
of file management displays a natural affinity withe
distributed nature of P2P systems. Many of theesws
which were implemented for wired and fixed netwogke
gradually being migrated to mobile systems.

This work is aimed at deploying a file dispersalvgm in a
mobile P2P environment. The contribution of thipgais
two-fold. Firstly, it identifies the main charadttics of
P2P systems and mobile devices and proposes an
architecture that achieves synergy between theporsidy,

it presents file dispersal as an application inabile P2P
network where issues of reliability, security arfticeency

are addressed.

The remainder of the paper is structured as foll@&estion
2 defines the research context. Section 3 idegtHigstem
requirements and gives an outline of the mobile §&®em
architecture. Section 4 presents some experimessalts.
Section 5 offers some comparative evaluation aridtes
for further work, and Section 6 concludes the paper

2. Research context

The scope of this research is defined by two mssues.
Firstly, the identification and potential integati of the
salient features of mobile devices and P2P systmmas

the secondly, the investigation of the main modes gialgng

a scheme for file dispersal in a distributed envinent.
This also subsumes secure communication.
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2.1 Mobile Systems

Despite their storage and computational limitatiomsbile
devices have been the subject of intense research i
distributed systems. The scope of application domai
where their versatility is considered an asset eangom
P2P systemdg2] to Cloud computing [3]. Most of the
research efforts have been guided by an overridimgern

conceal files that hold unstructured data and wheagch is
infrequent. Confidential information such as menzosl
reports fall under this category. This type of file
management demands an acceptable level of refjahilid

is closely associated with data redundancy.

Two main forms of replication have been identified
monolithic and fragmented. In the monolithic methtbe

over power management and the need to satisfy othegntire file is replicated into a number of copiesda

requirements, including Quality of Service (Qo0S).sbme
research programmes this was translated into tleetsm
of efficient methods and techniques. This apprdahthe
advantage of promoting energy awareness and ergingra
the selection of lightweight algorithms.

2.2 P2P Systems

In contrast to client-server models where connégtiv
between clients and servers may be intermitteng th
symmetric role that nodes play in P2P systems sdéaétss
their continuous operation and availability. In gida, the

dispatched to collaborative nodes for storage. Syt
retrieval of a replica of the file requires accas®nly one
node. With fragmentation a file is split into a ren of
fragments, which are distributed randomly to difer
nodes. The original file can only be reconstructed
retrieving all the fragments of the file. Differelgvels of
replication can be set by replicating and distiigt
multiple copies of files or fragments. Although liegtion
schemes can be easily implemented, the potential
vulnerability of peers may require a high level of
replication.

heterogeneity of P2P systems and the absence of grasyre coding is another form of data redundagcyl(].

centralised authority give rise to information mgeent
as well as security and reliability concerns [4, 5]

The architecture of P2P systems may conform to two
models: unstructured and structured. In unstrudture
systems such as Gnutella, peers establish
connections, and lookup requests are explicitiwéoded
by intermediate peers until the search is exhausted
structured P2P systems, nodes are organised imeoasrk

overlay. These systems are often implemented by a

Distributed Hash Table (DHT) algorithm, as in Chd&d,
Pastry [7] and Kademlia [8]. Consistent hashingded in
DHTs to partition a key space among a set of pdelss
are identified by a combination of the hash valfi¢heir
name and the hash value of their content. A node
assigned a hash value as node ID and is respofisittiee
management of a range of key values through anguti
table. DHT-based systems are scalable, robustrenBDHT
routing protocol guarantees the convergence ofsdech
in an efficient manner. Their capacity for self-angsation
enhances their resilience.

IS

The secure transmission of data can be achieved byl'

symmetric or asymmetric encryption schemes. Altimoug
symmetric schemes tend to be faster and less
computationally demanding than asymmetric schethey,
have to explicitly address the issue of key distidn. A
hybrid solution which combines symmetric and asytnime
encryption, can offer an acceptable compromise by
allowing the exchange of symmetric session keysgusi
asymmetric algorithms.

2.3 Filedispersal

One area where the convergence of mobile devict$ar
systems can be beneficial is in the use of disteitbunobile
storage for files. File dispersal for example canused to

Erasure coding is implemented by an informatiomeiisal
algorithm (IDA), where the initiat fragments of a file are
encoded intos+r fragments and subsequently dispersed
over the network. Since only a subseff the fragments is

randormeeded to reconstruct the original file, erasurding has

been considered as more resilient to node failuck lms
been implemented in many systems.

3. Design and architecture

The enhancement of P2P modes of interaction with
mobility may give rise to conflicting requiremeritaplied

by two overriding concerns: the intrinsic volatiliand
vulnerability of P2P networks, and the inherentititions

of mobile devices. These concerns are addressed by
ensuring the security and reliability of storagedan
interactions, and by implementing efficient solago Core
requirements for the design and implementation ref t
system are further augmented by provisions forilfiéty

and configurability. These were translated into twain
design decisions:

The adoption of hybrid network where mobile devices
are supported by a base station to ensure resliand
persistence. The bootstrap process is supportadeby
fixed base station.

The implementation of a DHT-based P2P network.
DHT schemes support the mapping of fragments to
nodes and the quick convergence in the search for
fragments and peers. Structured overlays impose a
structure on the topology of the network and on the
assignment of data to nodes. These constraints are
designed to improve the performance of data disgove
and retrieval [11]. The main function of the systis

to store and retrieve well-identified blocks of @afs
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the discovery process is essentially one of redtiev
structured overlay is more suitable for the apfilica

User
Interaction

with the
System
Creates [
bridge A
between
Logic and Ul Y
Controller J
jt r 3 A
File y Y A

Dispersal
uses security
in Dispersal
Algorithm

File
Dispersal

Figure 1. Architectural components

J Settings

3.1 Architectural components

The system was designed as a layered architecitirdile
dispersal at the highest level, supported by thd Hord
network; with communication forming the lowest lay€he
different components of the system are presentddguare
1 and detailed below.

Graphical User Interface (GUI)

GUI allows direct interaction between user and esystit

has been designed within the constraints of scaeea of
mobile devices. Various interfaces were developed
provide status information and support for confagian.

Controller

The Controller is the main module that acts as diater
between GUI and the system logic and data persistdh
integrates the different components of the systerd a
performs the main tasks, from DHT instance creatiod
management of application level settings to filspdrsal
management.

File Dispersal

The file dispersal process can be realised eitherugh
replication or erasure coding. The file dispersedcpss
involves a number of common steps:

File selection

File compression

File fragmentation

Fragment encoding (for erasure coding only)
Fragment encryption

Fragment distribution and

Metadata encryption and secure storage

The fragmentation procedure generates a randomméaiy
size within the limits set by the user. Every fragmis
given an order number and its data saved in menk@gh
fragment is encrypted by randomly applying oneefesal

NoO U AW e

available symmetric encryption algorithms; the syatnio
key is generated from the username and the passitine
current user. DHT keys are generated by the apjgicaf
the SHA-1 function to each fragment so as to idigrkie
peer to which it will be dispatched and where itl \wie
stored. The dispersal process is configurable badiser is
able to select the type of file dispersal, repiaator
erasure coding, and also specify the level of cafibn.
Different levels can be set for replication:

Lo

No replication (1 Key generated; original file only
2. Low Replication (2 Keys; 2 copies of the file)

3. Medium Replication (3 Keys; 3 copies)

4. High Replication (4 keys; 4 copies)

P2P management

The Chord overlay network was selected for the DHT
implementation thanks to its simplicity and scdigbi It
has the ability to guarantee efficient convergeinceearch
gueries, which i©(logN)where N is the number of nodes
in the network. Its relative efficiency is alsovaluable
attribute in a mobile context. In a Chord networkers
form a ring topology and every peer has a predecesxl a
successor. The network can have a maximur2"opeers
wherem is the key size in bits; the peers are arrangeal in
circle with addresses frotto2™-1. Every peer contains
a routing table, the finger table, which has linksother
peers in the network and whose size is equal tacstm.

A modified version of the SHA-1 function was used the
generation of the keys. The key length was reduoeg4
bits and base 10 used to facilitate the efficiemhputation
of the distance metric for the topology.

Chord lacks some important features such as thandign
building of the routing table, a facility that himsplications
for communication overheads and resilience agdh@8
attacks. This is an intrinsic feature of Kademiidjch has
been incorporated into this implementation of Chord
Instead of allocating all of th2" slots to the finger table at
the outset, the slots are built dynamically in fbem of a
linked list when new peers are encountered (Figre
Entries to the Chord finger table are made on tmssbof

ﬁ’--lll B
P2 File Dispersal Systen: Finger Table E..C

[1]1 [DhtMode: Key: 30023531 600756836425,
Session:

d90c21 a7 -9b49-4ca3-boced-TOceSdS9cEas,
Acddress: 127 0.0, Port: 3925] [WWitals: Battery
Lewel -1, Acvailable Space: -1, CPU LHlization:
=11, DaEte: Wed Sep 23 11:29:15 UTC 2009

[2] [Dhikode: Key! S346541 4S5S5669900,
Session:

dldce31b3-VhbIS7-421 -96c9-FecSdZ747d1 o,
Acddress: 127 0.0, Port: 741 5] [WWitals: Battery
Lewel: -1, Available Space: -1, CSPU LEilizastion:
=11, DaEte: Wed Sep 23 11:29:15 UTC 2009

[3] [DhtMode: Key: 59513536191 259855137,
Session:

OS5 3dVaa-bEef-42cdc-995d-Fal1 faOf00add,
Accdres=s: 127 001, Fort: 7511] [Witals: BGattery
Lewel: -1, Available Space: -1, CSPU LEilizastion:

JE:=it a PA=rLy

Figure 2. Finger table
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seniority. This tends to increase the number ofdknwalid
nodes in the network and fosters a more stable arktw
The system relies on a pinging mechanism to idefitie
peers and keep the routing information up to dReers
may not respond due to intermittent Internet cotioec
crash or battery failure. This feature is also uisef
detecting duplications and thus reducing processing
storage overheads. The system is designed to emathlite
devices to communicate over the Internet, with T&8Rhe
Transport level protocol. The ubiquity of TCP f#eiles
the integration of heterogeneous components.

Security

Different aspects of security are provided: auticatibn,
secure communication, and the encryption of tha datl
metadata. A session-based mechanism forms the bBsis
the authentication process. It is enhanced by thenzatic
generation of public/private key pairs and by the
registration of the public key with the server.

Data protection is assured by the provision oftliggrsions

of six symmetric algorithms so that they can work
efficiently on a mobile platform. They include DES,
DESEde (Triple DES), IDEA (International Data
Encryption Algorithm), Twofish, Rijndael (also oadi
AES) and its light version AESIlight. By defaultES is
used for symmetric encryption and RSA for asymroetri
encryption. An additional guard involves ensuririge t
integrity of the data through MD5 message digests.
critical component of the security apparatus is gsheure
storage of metadata and its access. Two main tatsssn
J2ME are allocated exclusively to each user basethe
keys of the nodes, which in turn depends on theumi
name of the users. Moreover, three encryption eessof
the system were developed: symmetric, asymmetrit an
hybrid.

3.2 System behaviour
The P2P system was designed and implemented asTa DH
based Chord overlay network. In Figure 3 a snapshat

successfully joined it. The system includes a koas
server and a database server with mobile nodezeas.p
When a peer joins the network for the first timee th
application settings are loaded. Once a peer braptsitself
with the server, it registers its public key. Ipeer needs to
communicate with another peer, it requests theipuldgly
of the other peer from the server. Only autherdidgieers
can gain access to public keys. The public keyhefdther
peer is cached in the routing table and remairid @al long
as the other peer is alive or the session is actilie key is
also used to insert the node in the network sotkiaChord
network is built gradually.

In the bootstrap process the server checks witllat@base
server for the existence of the peer. If the peealieady
registered the server creates a session for the gue
returns a session ID. The session ID is used foficegion
and for any communication with other peers in tagvork.
Once the authentication is complete, the peer makes
request to the server for a bootstrapping nodehm t
network. The server returns the address of a ratydom
selected node, which is then contacted by theatiity peer
and presented with its public key and a sessiorFtp.the
peers that have joined the network the communicatio
between them takes place without the interventibthe
bootstrap server. All subsequent communication I§® a
recorded in the routing tables. Messages betweers @ge
encrypted and transmitted with a message digest.

3.3 Implementation

In the development of the system, preference weasngio
open source software and compatibility with mobile
environments. The system was implemented in Javehwh
has a robust set of well-defined APIs specificalgsigned
for mobile devices; it offers good support for eatars in
Java ME. Although J2ME is suitable for mobile deddt
lacks some of the functionality of the standard 128
number of modules had to be ported from J2SE softwa

As the first point of contact for new peers witke thetwork,

mobile network is presented after a few peers havethe bootstrap service was designed to be respomside

New node
trying to join

Place of New
0 the Network joining node
7100
Bootstrap- — — 3
| //
| 71004 0 0. 74
- D — — iy £
i - 0

|

Overlay
Network

|
7890 1234

- — -Contact 5678

@

6189 ‘
| — Peer Key!

|
|
|
Address e :
I \ :
5478 [
IR S )
- 3456

Figure 3. Network architecture

Database

flexible. It was implemented as a Web service aostédd

on GlassFish. The Bouncy Castle Crypto API formiesl t
basis for the security features of the system [IB]s API

is also J2ME compatible and provides a rich set of
cryptographic functions. File compression was eealiwith
jazzlib [13], a light-weight Java API. It was comtedl and
adapted into a J2ME light version.

The erasure coding function is based on the Jaxsiove
written for the JigDFS distributed file system [14]is an
implementation of the Cauchy Reed Solomon inforomati
dispersal algorithm, which was also converted mti?ME
version. The system was deployed on the mobile
environment provided by the Sun Java Wireless tbolk
2.5.2 for CLDC. It offers extensive support for rileb
emulators and for the creation of a realistic esrwinent.
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Figure 4. Functional performance
4. Experimental Results functions, such as bootstrapping, dispersal andntiad,
the graph also indicates that the asymmetric versso

A number of experiments were conducted in ordegdim A

an insight into the efficiency and reliability dfet system. inefficient.
. These results show that a symmetric encryption

4.1 Efficiency implementation outperforms the other schemes agdest

As encryption is a computationally intensive praces that a pure asymmetric encryption scheme is nealsiei for

comparing the performances of the three differemsions such a system. As the exchange of symmetric keysha
would demonstrate the efficiencies of the systethitmuse a source of vulnerability and can be awkward tofquer

within a realistic context. The performance of th#ferent the hybrid scheme appears therefore as a suitable
versions of the system was measured in terms ofire compromise in such an environment. It combines the
taken from the initiation of the dispersal procegsto its advantages of the other two systems, without their
completion. The experiment was run with two pees f grawbacks. An improvement of the throughput of the
each version of the system. system may be achieved by an optimisation of tie fi
In the graph in Figure 4 the significant differerimtween  dispersal functions.

the performance of the symmetric and the asymmetric4-2 Replication and erasure coding

versions is evident, whilst the performance of Hybrid ) o
system falls between the two schemes. The key gtoer It has been egtapllshed that erasure .codlng is muirest
than pure replication [9]. The comparison betweers@e

for the symmetric version is efficient on the mebil i q licati I . thih
platform while in the asymmetric implementation i& coding and rep |c_at|on_, n Flgur(_e 6, is concerna €
relatively slow. As the hybrid system requires the resource utilization in both _|mplem_entat|ons. _ Ine th
generation of a key pair it takes a similar lengthime as proposed system Medium Repllcatlonlls the equntahé.n
the asymmetric scheme. The fragmentation proceskein erasure coding. It generates three copies f(_)r ﬁfagmgnt,
hybrid system appears to be less efficient thanthia _the number Of_ encoded fr_agme“ts created in efmg
asymmetric version; this difference in efficiensydue to is also three times the original number of fragmeAtﬂIe.
the application of compression. Compression has thegf 14842 bﬁ’tes WZ,S corélpresied to 7639 bytes cl)tfg)bma
advantage of reducing the time taken for the fragateon, a_lta_an t en su jected to the IDA.  Figure 5 Itses
criteria over which the two methods were evaluateithe

the dispersal and the download. For the most impbrt
P ap erasure coding algorithm adds redundant informatiba

Attributes Replication Erasure method consumes more space than the simple reépticat
Original Fragment Count 10 9 technigque. Replication on the other hand generizesr
Total Fragment Count 20 >7 keys in total, involves less iteration over encigpt and is
Average Fragment Size e Sl mugh more efficient than erasure (_:od_mg. Overaﬁ,sere
coding used 7.8% more space, while its run-time alas

Total Space Used 22890 24678 at least five times higher than the simple repidat
Keys per Fragment 3 1 Erasure coding generates higher communication eeelh
Total Keys Generated 10 27 .
Fragments per Iteration 3 1 4'3. Resilience L

i A higher level of replication can enhance the robess of
Total terations 10 2 the system: the probability that all the fragmeottsa file
Time taken 200 1236 can be recovered is very high, even when someeopders
(milliseconds) are down or offline. An experiment was performedhwi

. ) o five peers in order to evaluate the effectivene$s o
Figure 5. Erasure coding and replication P
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replication. To ensure consistency one specificr pess

Authentication

responsible for dispersing and downloading the file o gaegsion-based authentication scheme was deployed

throughout the experiment

A file of size 14846 bytes was used with the defaul
fragmentation settings. In Figure 6 the table digplthe
experimental results for the same file with differe
replication levels and for a varying number of ioffl peers.

order to provide a safe environment. Although #dkeme
could be subjected to attacks such as sessiorkimgafl5],

the impact of malicious attacks is mitigated by tigyb
encryption and fragmentation. A hybrid approach to
authentication enhances the role of the bootsteages by

Peer selection was random so as to simulate the nonaugmenting its functionality with centralised clctition.

deterministic behaviour of the network peersrekovered’
entry in the table indicates that the file was sssfully
reconstructed while dailed’ denotes that the file was not
fully recovered. The table indicates that the higlreimber
of file retrievals occurred when the highest regtiion level
was set. The file was successfully downloaded evieen
all the peers were offline. This is due to the fiett there
were only four other peers with the owner; for aras
coding there were enough replicated fragmentsrédstied
on the store of the owner. With no replication, revéhen
one single peer was offline, the file could notrbeovered
in full. The peer, which was offline, was holdingnse of
the fragments that were needed by the owner taldethe
entire file. This experiment confirms that with laeshold
of three, erasure coding is always successful
reconstructing the original file. The results urider the
adequacy of replication in stable and reliable mmrents,
and the advantage of erasure coding
environments.

asure g ed O
Od g eP dtlo eP atlo ep datlo

0 offline | recovered recovered recovered recovered
1offline | recovered recovered recovered failed
2 offline | recovered recovered recovered failed
3offline | recovered recovered failed failed
4 offline | recovered failed failed failed

Figure 6. System resilience

5. Discussion

The rationale for this research stems from the eayence
of three types of constraint. Firstly, at the hexdrthe P2P
perspective lie pointers for security and relidili
Secondly, a potentially unstable and unreliablérenment
requires flexibility and configuration in systempiieyment
and thirdly, from a mobile perspective, an energg
design calls for efficient and appropriate solusion

5.1 Security

Security procedures were woven into the fabric tud t
system from the outset. Security was catered famgatwo

main threads: ensuring authentication and secudata

while it resides on nodes and during its transfer.

The choice of session-based authentication andichybr
encryption is an example of the compromises matedssn
security and efficiency.

Data security

The issue of data security is partially addressgdthe

nature of the application itself and by the resivit that

access to files is only-read; the update problemsduwot
arise. Confidentiality is maintained since the dised
fragments are compressed and encrypted. In soneenssh
fragmentation by itself is considered an effectiveans of
securing data [16]. Confidentiality is also assubgdthe

encryption of the metadata.

in 5.2 Rdiability

The reliability of the system is the outcome of takability
of the different levels of the architecture: at #pplication

in unstablelevel, DHT level and P2P network level. This isotiarged

at the application level by the provision of two aes of
file dispersal, and at the P2P level by a comhimaf
authentication and encryption. The reliability bétsystem
is enhanced by the inherent features of erasurmngahd
its suitability for unstable environments. It is@lreinforced
by the levels of replication afforded by the regtion
scheme.

Overlay Network architecture

The benefits that stem from the overlay networkdure to
the following features:

1. Decoupling of information from location,

2. Resilience of the system to high churn rate through
Chord’s capacity for self-management,

3. Reduction of DOS attacks through enhancement with
Kademlia’'s routing tables, and

4. Handling of the heterogeneity of nodes through lyide
deployed and supported system software.

The provision of a bootstrap server enhances itiaand

supports persistence. Its role can be expandedctade

additional functions such as brokering and loacehg.

Flexibility

Flexibility and configuration represent anotherdtof the

system. They help deal with the openness of P2eregs

their dynamic and ad hoc nature. The user is ablset

various parameters and to select the appropriateatidor

performing file dispersal to suit environmental diions.
The flexibility of the system is also improved bket



The 26th IEEE International Conference on Advaroéormation Networking and Applications (AINA-201Bukuoka Institute of
Technology (FIT), Fukuoka, Japan, March 26-29, 2012

portability that follows the choice of J2ME as atfirm architecture for secure and trusted transactiomas imobile

for implementation. This covers ease of redeploytnaem environment. The work proposed in this paper esldb
resilience in heterogeneous environments. the deployment of higher level protocols and apions.

5.3 Efficiency awareness File dispersal has been implemented in a number of

systems. The Farsite system [25] is an example evher

Effective power management in mobile devices isienwil
b g y reliability and high availability are addressedrkplicating

critical to their viability. Gurun et al [17] cort@red energy . : . 4 .
consumption in a P2P structured system, and ther mai an entire encrypted file on different nodes. Thisthod is

conclusions of their investigation are that the lapgion easy to implement bu_t the availability of thg gmti'rle on
layer management can help save energy, and thaPaCh node makes it vulnerable to malicious attacks.
lightweight protocols can improve perform:amce and Furthermore, the transmission of multiple files cansume
reliability. The relevance of their approach astlevel was a lot of .band\'/wdth. Among .the systems that 'mplehm
confirmed by a study of file sharing by Nurminem at mformatlon dispersal algorithm Cle\./ersafe. [16]igsl on
[18]. In addition, one performance investigation the the size of the fragment as a security barrier doeks not
deployment of DHT-based mobile P2P systems [19] ENC'YPt any data. The emphasis is on data relybil
indicates that one of the main sources of energythrough mere replication. A more focused approactiata

consumption is due to the processing of incoming reliability and d|str|but|9n is adopted in Ocean®td26]
messages. where fault-tolerance is ensured by erasure coding.

o JigDFS [14] in the implementation of erasure coditigp
The development of the proposed system is in liiti thie process is further refined by the recursive endoypdf the
first conclusions. Core design decisions were aimed o fragments. IgorFS [27] is a distributed filgstem based
minimising storage usage, computational load ascefore o 5 Chord-like network. It is similar to the fragnted
communication load on individual nodes. Relevant (gpjication but the key generation involves a higeeel of

techniques include file compression, file fragméataand iteration on the hashing and encryption functions.
flexible fragment size. A significant reductionthme size of

the files and computational and storage costs whieeed
by applying compression algorithms. For
implementation of SHA-1 and for the encryption
algorithms, light versions such as AESlight wereaduced
in order to facilitate topology computations andpiove
efficiency. Furthermore, three different schemesrewe
implemented with different efficiency levels; sessi 5.5 Further work
management falls within efficiency considerations.

With few exceptions, most of these systems ensaudt f
the tolerance through an IDA. They were developed hawev
for fixed and wired systems only. In contrast, gneposed
system is a P2P system for a mobile context. Iitiadcto
the provision of two modes of file dispersal, tlystem is
also supported by a DHT-based overlay network.

The reliability of the system depends on the séguri
The experiments conducted on the emulator provide aprocedures of the system only, and assumes thieeeeésof
sound basis for a comparative evaluation. Theadtseare trusted peers. This system is vulnerable to maliipeers
however relative and are recorded in a small sitadla and to denial of service (DOS). This situation dam
environment. The porting of the system and its cjgpkent remedied by the enhancement of the authenticatiocegs
to a real and wider mobile environment is likelyhi@ve an by a certificate-based scheme, and by incorporatitigist
adverse effect on memory capacity and on the dveral and reputation layer [5]. This additional layer ¢anprove

performance [20]. It is also worth noting that irhighly the quality of file dispersal and retrieval. Thesuking

mobile context the TCP protocol may not be suitable system may be however very complex and incur prtvéb
storage and communication overheads.

5.4 Related work Although a trust layer can improve the reliabiliy the

Attempts  at  deploying P2P  systems over mobile yansactions it does not address the issue ofigiednurn
environments have been marked by the introductibn o aie that occurs in P2P systems. A defective naare c
various schemes. In Kato et al [21] a hybrid asmftire is  gestapilise the network and incur considerable feads.
proposed which integrates mobile devices into a P2P1he viapility of the file dispersal application dependent
system through the use of proxy nodes. The work iSgn 5 relatively stable environment. In the current
marked by the implementation of appropriate pro®co jmplementation the metadata is stored on the nbdé t
The development of Proem [22] was motivated byrtbed  jpitiated the dispersal and the system relies oMB2
to create an environment which facilitates appiat |ipraries for encryption and confidentiality. Aghier level
development. JXTA is a framework which has of security can be achieved by dispersing the nagsad
successfully integrated mobile devices and P2Resyst  jiself. This would be particularly relevant to ares coding
[23]. In contrast with earlier work where the focus was 0 because of its fault-tolerance. Further work shaés aim
protocol optimization, Wu [24] proposes a layered at optimising some of the functional componentsttos
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system. Another important issue for consideratimmives [9] Weather‘Spoon H., Kulqiatowicz J., Er?sure Coding Vs.
the porting of the system to a real and larger teoBRP Replication: A Quantitative ComparisoftS' Int. Workshop
system and an evaluation of its behaviour. A more ___©On Peer-to-Peer Systenidarch 2002. p.328-338
fundamental matter concerns the constraints thaffH [10] Rodrigues R. and Liskov B. High Availability in DiST

. . L . - Erasure Coding vs. Replicatiodth Int. Workshop Peer-to-
might impose on the viability of the distributedpéipation. Peer Systemsg(IPTPS p2005)New York, Februgry 2005,

The tight coupling between IP address and nodetifaobn Pp226-239.
may be an obstacle to the movement of mobile device [11] Castro M., Costa M. and Rowstron A. Performance and
across multiple administrative domains; a devicey rba Dependability of structured peer-to-peer overldgs, Conf.
assigned different IP addresses. Some form of uabid on Dependable Systems and NetworkdSN-2004),
dependency and forwarding may have to be considered Florence, Italy, June 2004

[12] Bouncy Castle Crypto APIs, The Legion of the Bouncy
6. Conclusion Castle http://www.bouncycastle.org/

This paper has presented a secure, reliable amdenff  [13] A pure java implementation of the java.util.zip réby,
system for file dispersal on a mobile DHT-based P2p  htip:/fjazzlib.sourceforge.net/ S

network. Various methods, technologies and lighngiwei  [141Bian J. and Seker R., “JigDFS: A Secure Distriukde
algorithms were integrated in the design and the System”, IEEE Symp.on Computational Intelligence in

. g . Cyber Security CICS '0SA, March 2009, pp76-82.
implementation in order to accommodate the charigtites [15] ] Xiaobo L., Sikdar, B. A mechanism for detectingssion

of the mobile systems and P2P networks. The system ~\jiacks in wireless networkdEEE Transactions on Wireless

manages to reconcile various requirements andritee si Communications, Volume: 9, Issue:2010, pp1380 — 1389
balance between reliability and security withoutréiing [16] Advancing dispersed storadetp://www.cleversafe.org/.
efficiency. The availability of a number of encrigst [17] Gurun S., Nagpurkar P. and Zhao B. Energy Consampti
schemes and of two modes of file dispersal is afaetor and Conservation in Mobile Peer-to-Peer Systems,
in the flexibility and configurability of the syste It Proceedings ofinternational Workshop on Decentralized
enhances its resilience and its suitability to esiht Resource Sharing in Mobile Computing and Networking
environments ty (ACM Mobishare)USA, 2006, pp18-23
' [18] Nurminen J. K and Noyrénen J., "Energy-Consumption
Mobile Peer-to-Peer - Quantitative Results from eFil
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