-

View metadata, citation and similar papers at core.ac.uk brought to you by . CORE

provided by CURVE/open

Profiling of medical equipment risk

using fuzzy logic
Clarkson, D., Haas, O.C.L. and Burnham, K.
Published version deposited in CURVE April 2015

Original citation & hyperlink:

Clarkson, D., Haas, O.C.L. and Burnham, K. (2015) 'Profiling of medical equipment risk using
fuzzy logic' in IPEM Report 110: Quality in Clinical Engineering (pp: 99-117). Institute of
Physics and Engineering in Medicine
http://www.ipem.ac.uk/Publications/IPEMReportSeries/AvailablePublications.aspx

Publisher statement: This chapter is reproduced with permission of the publisher Institute
of Physics and Engineering in Medicine From report 110: Quality in Clinical Engineering, ISBN
978 1903613 58 0. The report is available to non-members of IPEM at £50.00 from the
above link.

Copyright © and Moral Rights are retained by the author(s) and/ or other copyright
owners. A copy can be downloaded for personal non-commercial research or study,
without prior permission or charge. This item cannot be reproduced or quoted extensively
from without first obtaining permission in writing from the copyright holder(s). The
content must not be changed in any way or sold commercially in any format or medium
without the formal permission of the copyright holders.

CURVE is the Institutional Repository for Coventry University
http://curve.coventry.ac.uk/open



https://core.ac.uk/display/228144905?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1
http://www.ipem.ac.uk/Publications/IPEMReportSeries/AvailablePublications.aspx
http://curve.coventry.ac.uk/open







Quality in Clinical Engineering

IPEM Report Number 110

A Report produced by the Institute of Physics and
Engineering in Medicine

Editor
Douglas Clarkson, Coventry

Authors
John N. Amoore, Kilmarnock
Paul Blackett, Preston
Patricia Brooks-Young, Kilmarnock
Keith Burnham, Coventry
Douglas Clarkson, Coventry
Max Clements, Cambridge
Steve Crook, Salisbury
Ian Hadley, Coventry
Oliver Haas, Coventry
Saba Hinrichs, London
Ash Patria, Coventry
Anthony Scott Brown, Redruth
Graham Stanbury, Huntingdon



Contributors

John N. Amoore
Department of Medical Physics,
Crosshouse Hospital, Kilmarnock, KA2 0BE

Paul Blackett
Medical Engineering Department, Lancashire

Teaching Hospitals NHS Foundation Trust, Preston

Patricia Brooks-Ym;ng
Department of Medical Physics,
Crosshouse Hospital, Kilmarnock, KA2 0BE

.

Keith Burnham

Control Theory and Applications Centre (CTAC),
The Future Institute, Coventry University

Technology Park, Coventry

Douglas Clarkson
Medical Equipment and Bioengineering Scrvices,
UHC&W NHS Trust, Coventry

Max Clements
Clinical Engineering, Addenbrookes Hospital,
Cambridge

Steve Crook
QOdstock Medical Limited, National Clinical FES
Centre, Salisbury District Hospital, Salisbury

Ian Hadley
Medical Bquipment and Bioengineering Services,
UHC&W NHS Trust, Coventry

Oliver Haas

Control Theory and Applications Centre (CTAC),

The Future Institute, Coventry University
Techuology Park, Coventry

Saba Hinrichs
The Policy Institute at King's, King’s College
London, London

Ash Patria
Medical Equipment and Bioengineering Services,
UHC&W NHS Trust, Coventry

Anthony Scott Brown
Health Tech Solutions Ltd, Mount Ambrose,
Redruth, Cornwall

Graham Stanbury
Integra, Huntingdon, Cambridgeshire



© Institute of Physics and Engineering in Medicine 2015
Fairmount House, 230 Tadcaster Road
York YO24 1ES
ISBN 978 1 903613 58 0

All rights reserved. No part of this publication may be reproduced, stored in a
retrieval system or transmitted in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise, without the prior permission of the publisher.

Published by the Institute of Physics and Engineering in Medicine
Fairmount House, 230 Tadcaster Road, York YO24 1ES

Legal Notice

This report was prepared and published on behalf of the Institute of Physics and
Engineering in Medicine (IPEM). Whilst every attempt is made to provide accurate
and useful information, neither the IPEM, the members of IPEM or other persons
contributing to the formation of the report make any warranty, express or implied,
with regard to accuracy, omissions and usefulness of the information contained
herein. Furthermore, the same parties do not assume any liability with respect to the
use, or subsequent damages resulting from the use, of the information contained in
this report.

Prepared and printed by: .
The Charlesworth Group, Wakefield, UK. www.charlesworth.com

iii



8 Profiling of medical equipment risk using
fuzzy logic

Douglas Clarkson, Olivier Haas and Keith Burnham

8.1 Introduction

Models of risk generally struggle to cope with the complexities of healthcare, and in
the context of medical equipment, it is apparent that several categories of ‘risk’ can
be identified which are active concurrently. From previous development of a clinical
risk simulation model within a Critical Care environment (Clarkson, 2009; Clarkson
et al., 2009), a specific implementation of fuzzy logic was found to provide a means
of developing a ‘risk engine’ which referenced contributing factors and preventive
factors of risk in the clinical environment. Components of this ‘risk engine’ model
have been applied to the task of classification of risk associated with medical
equipment. This in turn allows priorities to be ideatified in relation to management
of a diverse equipment portfolio.

8.2  Identification of component risks

A series of separately cxisting risks associated with the clinical use of equipment is
identified as:

a) unavailability risk

b) measurement accuracy risk
¢) treatment accuracy risk

d) diagnostic function risk

e) intrinsic function risk

These are identified as risks which can be managed/mitigated through implementa-
tion of appropriate policies for equipment management and maintenance.

Unavailability risk is identified as arising out of non-availability of equipment
before its intended use rather than failure or inappropriate function of the device
during clinical use. This risk will be high where limited numbers of specialist
equipment items are available to undertake potentially lifesaving clinical interven-
tions - such as defibrillators or ventilators. This risk will be modified by the extent
of surplus/spare equipment available and the level of reliability of the equipment as
reflected in the value of device failure rate. The failure rate of each device was
derived from its maintenance history (see Chapter 4, Section 4.5.5) via a specialised
report using data from the Optim database and which calculated the failure rate of
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a) Defibrillator (e.g. identification of ventricular fibrillation (VF))
b) Arrhythmia analysis system (Holter system)
¢) Endoscopic camera systems (e.g. quality of image important)

It has been identified that systems such as ophthalmoscopes, display screens, video
processors, etc. have elements of diagnostic function since their performance
influences clinical decision making. This risk component assesses the potential
clinical risk in terms of accuracy level or quality of diagnostic function provided.

All medical devices are identified as having an intrinsic risk through failure of the
unit while in use on a patient. This potential risk of failure will be high for life
support equipment such as ventilators and anaesthetic machines but low for devices
such as nerve stimulators where there is no life support role. This intrinsic failure
rate will be lower than the reported device failure rate since it will exclude accidental
damage and operator error codes and is specifically associated with failure of the
device while in clinical use. Some examples of ‘intrinsic risk’ failures arc:

s  Operating table (collapse of support element with potential for patient
injury)

o Defibrillator (risk of failure of device to deliver treatment energy)

e  Failure of ventilator in Critical Care

All devices are identified as having an intrinsic risk element, though this will vary in
significance over the types of equipment in use. A specific model can therefore have as
few as two risk factors (unavailability and intrinsic) identified or as many as five. There
is, however, a subtle difference between the specific types of risk. The ‘unavailability
risk” and ‘intrinsic risk” can be considered within a time period of a year of use of the
equipment. The ‘measurement’, ‘treatment” and ‘diagnostic’ risks are active on each
occasion of use of the equipment and where, for example, each use of a blood gas
machine can be identified with a finite element of risk that parameter values may be
inaccurate. The risk profile of a specific item of equipment will include a typical value
for unavailability risk and intrinsic failure risk and can in addition include elements of
risk associated with measurement, treatment and diagnosis and which can be summed
over all uses of the equipment within a specific time interval. Within collaborative
projects to collect and share data within equipment management databases, -there
should be a separate derivation/definition of unavailability risk and intrinsic failure rate.

8.3  Application of fuzzy logic .
8.3.1 Two-parameter model

The risk determinations required for medical device risk can be implemented using a
simple fuzzy building block of ‘two input-one output’, as indicated in Figure 8.1
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Risk through
device unavailability
&
Fza3d
UnngileiliW Norninal device
impact fallure rate

Figure 8.1 Model of ‘risk of device unavailability’

where input and output parameters range between 0 and 10. The function Fza3 is
effectively a lookup table derived using fuzzy logic methodology where, for example,
input value (34, 5.7) maps to a unique output value.

Fuzzy logic is applied using basic building blocks of ‘two input-one output’
Mamdani fuzzy functions with five-level trapezoidal membership functions
(Mamdani and Assilian, 1975). Such a framework has previously been described
in relation to a system for simulation of clinical risk (Clarkson, 2009).

The specific format of the fuzzy model utilised is that of a five-level trapezoidal
function as indicated in Figure 8.2. This function allows a single parameter value to
be represented by more than one function. For input value ‘¢’ in the figure,
intersection takes place at function 4 (high) at ‘b’ and also at function 5 (very high)
at ‘d’ as an example of a function with two inputs and one output.

8.3.2  Verbal reasoning assignments: Risk level

A key element of the risk model is to match ‘verbal reasoning’ descriptions of
parameters with corresponding numeric values, Table 8.1 indicates the descriptions
of risk states as applied to all five risk categories as a function of output risk value.
The ‘key’ value is described as the ‘characteristic’ value associated with the specific
fuzzy function. Thus, the ‘key’ value of 3.33 is associated with the peak of function
2 (Low). At this stage, the ‘dynamic range’ of the risk function is entirely
determined by the user definitions within the application. This risk classification is
very much ‘response-based’, where the anticipated response to a specific risk value
is identified.
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Table 8.1 Mapping of linguistic description of risk to numeric output value of risk

=

State Function | Key Verbal reasoning element (risk level)
pumber | value

Very Low 1 1.67 | Very low level of risk, no action required

Very Low — Low 2.5 Very low to low level of risk, no action
required

Low 2 - 3.33 | Low level of risk, no action required

Low - 4.17 | Low to intermediate level of risk, review

Intermediate service history every 2 years

Intermediate 3 5.0 Intermediate level of risk, but procedures
should be reviewed annually to identify
further actions to reduce risk level

Intermediate to 5.84 Intermediate to high level of risk, but

High procedures should be reviewed annually
to identify further actions to reduce risk
level

High 4 6.67 | High level of risk - detailed risk analysis
to be undertaken as soon as possible to
identify origins with view to risk
reduction

High — Very 7.5 High to very high level of risk — detailed

High risk analysis to be undertaken as soon as
possible to identify origins with view to
risk reduction. Consideration of urgent
removal of equipment from clinical use
pending review or implementation of risk
reduction action ]

Very High 5 8.33 | Very high level of risk. Consideration

of immediate removal of equipment
from clinical use pending review or
immediate implementation of risk
reduction action
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Table 8.5 Details relating to criticality of ‘active clinical use’ elements of
measurement, treatment, diagnosis and intrinsic risk

State Function Key Verbal reasoning clement
number value
Very Low 1 1.67 No impact on patient status
Very Low-Low 2.5 Very slight impact on patient status
. which is reversible

Low 2 3.33 Very slight impact on patient status
which is reversible

Low - 4.17 Slight impact on patient status but

Intermediate harm is likely to be minor and
reversible

Intermediate 3 5.0 Moderate impact on patient status
but harm is likely to be minor and
reversible

Intermediate— 5.84 Moderate impact on patient status

High with chance that harm could be
irreversible

High 4 6.67 Significant impact on patient status
with some likelihood of irreversible
harm

High—Very High 7.5 Very significant impact on patient
status with high probability of
irreversible harm

Very High 5 8.33 Very significant impact on patient
status which is likely to be irreversible
and with potential loss of patient

8.5 Results

8.5.1 Deriving ountput risk values

Details of coefficients are maintained in an Excel spreadsheet. Thus, each model is
linked with up to 10 coefficients as indicated in Table 8.10. Analysis of risk is
undertaken by review of all five potential risk contributions, though it is useful to
identify one output as the maximum value of all contributions and another as the
maximum of all ‘clinical’ elements. This allows flexibility in analysis of an
equipment risk profile. Figure 8.7 indicates the distribution of risk within risk
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Table 8.8 Details relating to level of accuracy of diagnostic function

State Function Key Verbal reasoning element
number value

Very Low 1 1.67 | Diagnostic function has a very low
level of performance

Very Low—Low 2.5 Diagnostic function has a very low to

. B low level of performance

Low 2 3.33 | Diagnostic function has a low level of
performance

Low-Intermediate 4,17 | Diagnostic function has a low to
intermediate level of performance

Intermediate 3 5.0 Diagnostic function has a reasonable
(intermediate) level of performance

Intermediate-High 5.84 | Diagnostic function has a reasonable
to high level of performance

High 4 6.67 | Diagnostic function has a high level of
performance

High~Very High 7.5 Diagnostic function has a high to very
high level of performance

Very High 5 8.33 | Diagnostic function has a very high

Llevel of performance

risk profiles and where different actions may be relevant for specific identified risks.
High risk devices are typically managed by placing on planned preventive
maintenance or on contract with external contractors. The quantification of risk
in this context introduces a focus based on review of procedures to reduce the risk
levels where they are identified as being too high. There are also impacts related to
assessment of availability of equipment.

The derivation of risk classifications is related to selecting specific break points
which are related to the fuzzy functions, e.g. at ‘low-medium’ crossover and
‘medium-high’ crossover as outlined in Table 8.11. This is considered to introduce a
classification system consistent with the overall risk model and, in particular, with
relative classification of ‘high’ risk devices.

The risk model identifies that knowledge of the levels of accuracy of performance is
required, specifically of medical equipment which provides a measurement and
treatment function. While this conclusion is entirely reasonable, it is also identified
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Table 8.9 Details relating to level of intrinsic function reliability

State Function Key Verbal reasoning element
number value

Very Low 1 1.67 Intrinsic device reliability is very low

Very Low—Low 2.5 Intrinsic device reliability is very low to
low

Low 2 3.33 Intrinsic device reliability is low

Low— 4.17 Intrinsic device reliability is low to

Intermediate intermediate

Intermediate 3 5.0 Intrinsic device reliability is intermediate

Intermediate— 5.84 Intrinsic device reliability is intermediate

High to high

High 4 6.67 Intrinsic device reliability is high

High-Very 7.5 Intrinsic device reliability is high to very

High high

Very High 5 8.33 Intrinsic device reliability is very high J

that this is not an area where a significant amount of data exists on which to base
such risk assessments.

While it is entirely possible to derive device failure rates within a single organisation,
there is also value in establishing common criteria for determining such failure rates
and comparing values between equipment maintenance organisations. This process
would be especially relevant as part of equipment evaluation. This confirms the
recommendation outlined within Chapters 2 and 3 that improved device manage-
ment programmes would result from a sharing between departments of information
such as device reliability. It is identified as important that the routine data from
equipment maintenance databases is available to derive reliability information
which can in turn be used within such risk models. Device failure rate is utilised
within unavailability risk and can be extracted satisfactorily where planned service
activity can be separated from brealkkdown maintenance. Data on intrinsic failure
rates may be more difficult to identify but is an important factor to determine. This
requires discipline within the context of data collection within the equipment
management database and in particular of definition of failure codes as outlined in
Chapter 2.

The determination of various coefficients of the risk model requires a ‘collective
response’ of experienced Biomedical Engineers and, where relevant, clinical users
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Table 8.10 Details of coefficient file structure used to derive output risk parameter
values and with indication of derived risk contributions

Datex Babylo

Ohmeda | Specialised lab 23’0 g
Model (GE) equipment Alphamax transport

Giraffe SLE 5000 inc:hg oo

Omnibed ¢
Equipment category - Infant Ventilator | Operating | Infant

incubator table incubator
Failure rate (annual 2.24 5.15 2.75 3.96
average)
Criticality unavailability 7.5 7.07 7.07 7.07
Criticality measurement 5.84 7.07 0 5.84
Reliability measurement 7.5 7.07 0 7.5
Criticality treatment 5.84 7.07 0 5.84
Reliability treatment 7.5 7.07 0 7.5
Criticality diagnosis 5.84 7.07 0 5.84
Reliability diagnosis 7.5 7.07 0 7.5
Criticality intrinsic 7.02 7.07 5.84 5.84
(failure) .
Reliability (intrinsic 7.5 7.07 7.07 7.5
failure)
Unavailability risk 7.7277 7.2567 7.2567 7.2567
Measorement risk 4,154 5 0 4.154
Treatment risk 4.154 5.487 0 4,154
Diagnostic risk 4.145 5 0 4.154
Intrinsic (failure) risk 5.4647 5.4987 4.1401 4.1401
Maximum risk (all 7.7277 7.2567 7.2567 7.2567
elements)
Maximum risk (clinical) 5.4647 5.4987 4.1401 4.154
Risk code HIGH HIGH HIGH HIGH
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