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Abstract: In this paper, we propose a research on the modified alternating step generator 
implementation based on feedback with carry shift registers. The scheme is proposed by 
Schneier. We calculated the period of the derivative algorithm. The key gamma is statistically 
tested with NIST test suite. The result of the analysis shows that the output data are such a 
random physical phenomena generated. 
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1. Introduction 
Information technology is a vital part of our everyday life. Guarding its secret is 

the crux of the matter. Despite the variety of encryption algorithms, we are still 
exposed to glaring omissions in the protection of personal data by some multinational 
companies. To illustrate my point, here is an example of Ref. [1] where information 
was extracted so that the passwords of hundred millions of people using Facebook 
Lite, millions of others Facebook users and hundreds using Instagram, were stored in 
a text format without any protection. 

The question of looking for new cryptographic primitives is always a priority for all 
of the crypto researchers whose job is the protection of critical data. This way 
companies will have more to choose from when it comes to protecting their users’ 
data. 

Generators of pseudo-random numbers are a crucial primitive to a number of 
algorithms for information technology protection. In this discourse is explored an 
option of the interchanging generator of pseudo-random numbers. Its aptness is 
motivated in the cryptographic systems.  

2. One Modification of the Alternating Step Generator 
The classical alternating step generator [2] is based on linear feedback shift 

registers (LFSR) [3]. Because of successive cryptanalysis Schneier propose few 
modifications of this generator [4], one of them with feedback with carry shift registers 
FCSRs [5], Fig. 1. 
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Figure 1. Modification of the Alternating step generator with FCSRs 

3. Computer Realization 
Let the period lengths of the output sequences of FCSRs are T0=d0-1, T1=d1-1, 

and T2=d2-1 [5]. Then, if the lengths of R1 and R2 are coprime, the period of modified 
alternating step generator will be S0=(T0.T1.T2)/GCD(T1,T2) and the linear complexity 
is λ(Z)≥log2(S0+1). The modified alternating step generator is coded by C++ class 
p_adic [6] with connection coprime integers in interval from 984059 to 2305883. 

4. Security Analysis 
To evaluate the randomness profile of the output stream generated by the 

analyzed generator, we used NIST statistical test package [7]. The NIST software 
includes sixteen tests. The tests fix on a variety of different types of non-randomness 
that could exist in a sequence. These tests are: monobit, frequency within a block, 
runs, longest-run-of-ones in a block, binary matrix rank, discrete spectral, non 
overlapping template matching, overlapping template matching, universal, linear 
complexity, serial, approximate entropy, cumulative sums, random excursions, 
random excursions variant. 

The testing process consists of the following steps [7], [8]: 
(1) State the null hypothesis. Assume that the binary sequence is random. 
(2) Compute a sequence test statistic. Testing is carried out at the bit level. 

(3) Compute the p-value, ]1,0[valuep  . 

(4) Compare the   tovaluep  . Fix  , where ]01.0,0001.0( . Success is 
declared whenever  valuep ; otherwise, failure is declared. 

Given the empirical results for a particular statistical test, the NIST suite computes 
the proportion of sequences that pass. The range of acceptable proportion is 

determined using the confidence interval defined as, m
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and m is the number of binary tested sequences. In our two setups m=1000. Thus the 
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above 0.9805607. 
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The distribution of p-values is examined to ensure uniformity. The interval 
between 0 and 1 is divided into 10 sub-intervals, and the p-values that lie within each 
sub-interval are counted. Uniformity may also be specified trough an application of a 

2  test and the determination of a p-value corresponding to the Goodness-of-Fit 
Distributional Test on the p-values obtained for an arbitrary statistical test, p-value of 

the p-values. This is implemented by computing 
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, where Fi is the 
number of p-values in sub-interval i, and m is the number of tested sequences. A p-

value is calculated such that )2/,2/9(value-p 2igamcТ  . If 0001.0value-p Т , 
then the streams can be regarded to be uniformly distributed. 

1, 000, 000, 000 bits were generated using the modification of the Alternating Step 
Generator. The results are tabulated in Table 1. 

 
Table 1: NIST test results 
NIST statistical test p-value pass rate 
monobit 0.877083 991/1000 
mlock-frequency 0.415422 992/1000 
cumulative sums (Forward) 0.346443 1000/1000 
cumulative sums (Reverse) 0.616305 994/1000 
runs 0.360287 993/1000 
longest run of ones 0.373625 990/1000 
rank 0.481479 990/1000 
spectral 0.490483 993/1000 
nNon overlapping templates 0.496351 992/1000 
overlapping templates 0.007584 994/1000 
universal 0.953089 997/1000 
approximate entropy 0.1455750 989/1000 
random-excursions 0.026588 598/601 
random-excursions variant 0.915549 598/601 
serial 1 0.270849 995/1000 
serial 2 0.596371 993/1000 
linear-complexity 0.877083 990/1000 

 
The minimum pass rate is more than 980 and the p_values are in range > 

0.007583. Compared with similar pseudo-random algorithms [8–13] the analyzed one 
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has good statistical results, the output data are such a random physical phenomena 
generated. 

Conclusion 
We have presented theoretical and statistical results of the modified alternating 

step generator based on feedback with carry shift registers. Based on the analysis 
the modified alternating scheme has suitable characteristics for cryptographic 
primitives. 
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