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Abstract Healthcare is a field that is rapidly developing in
technology and services. A recent development in this area
is remote monitoring of patients which has many advantages
in a fast aging world population with increasing health com-
plications. With relatively simple applications to monitor
patients inside hospital rooms, the technology has developed
to the extent that the patient can be allowed normal daily
activities at home while still being monitored with the use
of modern communication and sensor technologies. Sensors
for monitoring essential vital signs such as electrocardio-
gram reading, heart rate, respiration rate, blood pressure,
temperature, blood glucose levels and neural system activ-
ity are available today. Range of remote healthcare varies
from monitoring chronically ill patients, elders, premature
children to victims of accidents. These new technologies can
monitor patients based on the illness or based on the situa-
tion. The technology varies from sensors attached to body to
ambient sensors attached to the environment and new break-
throughs show contactless monitoring which requires only
the patient to be present within a few meters from the sensor.
Fall detection systems and applications to monitor chronical
ill patients have already become familiar to many. This study
provides a review of the recent advances in remote health-
care and monitoring in both with-contact and contactless
methods. With the review, the authors discuss some issues
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available in most systems. The paper also includes some
directions for future research.

Keywords Remote patient monitoring - Mobile health -
e-Health - Sensors - Wireless sensor networks

1 Introduction

Remote healthcare is an emerging research field as the world
moves towards remote monitoring, real-time and fast detec-
tion of illnesses. Remote healthcare has many categories,
(e.g. telehealth, mobile health) all of which mean monitor-
ing of patients outside hospital conditions by the means of
technology. The advantages of remote monitoring of patients
are: early and real-time detection of illnesses, ability to con-
tinuously monitor patients, prevention of worsening of ill-
nesses and untimely deaths, cost reduction in hospitaliza-
tions, reduce the number of hospitalizations, obtain more
accurate readings while permitting usual daily activities for
patients, improve efficiency in healthcare services by utiliz-
ing communication technology, emergency medical care,
service for patients with mobility issues, emergency care for
traffic accidents and other injuries and usage of non-invasive
medical interventions.

Remote monitoring of patients target several sub-groups
of patients, such as patients diagnosed with chronic illnesses,
patients with mobility issues, or other disability, post-sur-
gery patients, neonates and elderly patients. All these types
of patients have conditions that are better to be monitored
continuously. The aim of good healthcare is the ability to
support ordinary life as much comfortable as possible to
all patients. Most research follow the policy of allowing the
mobility and activity freedom at home or personal environ-
ments which are beneficial for the patients rather than being
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confined into a high-cost hospital room. Therefore, whole
systems are being built to support this concept with the
use of different technologies. With the new remote health
monitoring applications, elderly patients can engage in daily
activities without support from a caretaker. So, these appli-
cations support activities like sitting, standing, using the
bathroom, watching television, reading and sleeping, with
least inconvenience to the user. Even if there are wearable
sensors, these pose minimum effect to the activities. One
such example is smart wrist-watch based sensors.

For the patients of accidents and sudden injuries, the time
they are monitored remotely could be only the time they
are being transferred to the hospital in an ambulance. Nev-
ertheless, efforts have been focused on safe journey to the
hospital and remote monitoring helps for immediate medi-
cal interventions for highly critical cases. The doctors can
monitor the deterioration or maintenance of the patient while
also advising the paramedics who are physically with the
patients as necessary.

Basic elements of a remote monitoring system are data
acquisition system, data processing system, end-terminal at
the hospital and the communication network. Data acqui-
sition system is composed of different sensors or devices
with embedded sensors with data transmission capability
wirelessly. With the advancement of technology, sensors
may not be medical sensors only; it could be cameras or
smartphones. This is because, very recent research look into
contactless methods where the devices do not touch the body
of the patient (McDulff et al. 2015). A most common form of
these sensors used in with-contact methods are wireless sen-
sor networks (WSN). These could be further categorized as
wireless body area networks (WBAN), body area networks
(BAN) or personal area networks (PAN). Data processing
system includes a system with data receiving and transmit-
ting capability and a processing unit/circuitry. Terminal at
the hospital side can be either a computer (or a database) at
the hospital, a dedicated device or the Smartphone of the
doctor. Underlying communication network connects the
data acquisition system to data processing system and fur-
ther transmits the detected data and conclusions to a health-
care professional who is connected to the system via the
communication network. Based on the complexity of the
situation, the patient is either prompted to admit to a hos-
pital (by sending an ambulance etc.), do certain first-aid/
caution steps and/or take certain medicines. The available
remote health monitoring systems, their technologies, capa-
bilities and actions vary to a large degree. Online databases
show that the research in this area have increased in number
(Fig. 1). It can be observed that already by mid-2016 the
number of research results since 2014 is close to the total
number of research during the previous three year period
(2011-2013).
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Fig. 1 Search results in Google Scholar

When it comes to designing a remote patient monitoring
system, several challenges exist. Choice of whether to use
with-contact or contactless method, choice of sensors, pro-
cessing algorithm and communication network are the main
decisions to be made when designing a remote monitoring
system. Obtaining accuracy and reliability is another chal-
lenge. Receiving the approval of medical community and the
consent of the patients is imperative. This study is motivated
by above challenges and the importance of these systems to
the general public.

With the increasing research, surveys in this field are
important for new researchers as they provide an overview of
existing technology. Most survey papers discuss the technol-
ogy in the past two decades. This paper discusses the most
recent development in remote health monitoring field from
2012 to 2016. The survey papers in this field of technology
present many existing work and discuss issues in these sys-
tems, for example (Chen et al. 2014) and (Mainanwal et al.
2015). The difference of this paper is, it discusses technol-
ogy, algorithms and overall systems from recent literature.
Also the existing survey/review papers mainly cover with-
contact methods and systems. To the best of our knowledge,
there is no survey paper on contactless remote monitoring
systems that analyse the studies done during 2012-2016,
under the same targeted diseases discussed here. This paper
aims to fulfil the requirement of a survey paper that analy-
ses both with-contact and contactless, image-based remote
health monitoring systems from very recent literature i.e.
developed/proposed between 2012 and 2016.

Therefore, the contributions of this paper are;

e Discussion of with-contact remote health monitoring
systems in the time period 2012-2016

e Analysis of contactless image-based methods in remote
patient monitoring in the time period 2012-2016

e Discuss other applications related to remote monitoring
systems

This paper is organized as follows: Sect. 2 presents most
recent reviews on remote patient monitoring methods and
different technologies. Section 3 provides a detailed review
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of significant studies categorised based on the targeted dis-
ease with a further subdivision based on the method of data
acquisition (with-contact or contactless). Section 4 includes
a learning outcome based on technologies in each different
category and some insights into future research directions.
Section 5 concludes the paper.

2 Remote patient monitoring

Remote patient monitoring systems are designed to obtain a
number of physiological data from patients. Most common
data are Electrocardiogram (ECG), Electroencephalogram
(EEG), heart beats and respiration rate, oxygen volume in
blood or pulse oximetry, signals from the nervous system,
blood pressure, body/skin temperature and blood glucose
level. In addition to these, sometimes, weight of the patient,
level of activity of the patient and sleep data are collected.
A number of researches have been done for wound manage-
ment and sleep monitoring applications.

Traditional systems collect data using sensors attached
to the body. But these systems pose difficulty in terms of
mobility for the patient and a patient’s activities in daily liv-
ing. Since this kind of devices influence patient’s comfort,
sensitive physiological data get influenced. So the readings
may not represent a patient’s actual illness but rather the dis-
comfort a patient, especially an elderly patient, is undergo-
ing at the time a physiological reading is being taken. While
there are many situations that invasive or with -contact inter-
ventions are necessary, novel research look into methods for
obtaining physiological data as non-invasively as possible.
For this end, contactless methods are being researched on
extensively during the past few years. In this paper we dis-
cuss both with-contact (i.e. contact-based) and contactless
methods as both these types of systems are important for a
researcher in the field.

The remainder of this section briefly lists past general
reviews on remote health monitoring systems. Disease-spe-
cific reviews are given in the Sect. 3 under each disease type.

General surveys on contact-based RPM systems Remote
patient monitoring concept first came up with contact-based
methods. These systems use different sensors, processing
technologies, communication technologies, post-processing
actions, databases and receivers/end-terminals. They also
target different diseases. The variety in systems may exist
due to the designer’s choice or the desired outcome of other
special features (embedded, low cost, low power etc.) the
system designer planned for its users. For example, the
designer may have been targeting a system with increased
power efficiency or medication management.

This section gives an introduction on recent survey papers
on contact-based remote monitoring systems.

In the review paper (Silva et al. 2015), developments in
Mobile Health (m-Health) and mobile health applications
in the market are discussed. This paper reviews papers on
applications such as foetal heart rate monitor using mobile
phone, medical health record system for paediatric human
immunodeficiency virus (HIV), haemoglobin meter, mobile
phone image transmission for diagnosis in addition to typical
applications such as pulse oximeter. Reviews on two stud-
ies which use serious gaming approaches for learning ultra-
sound needle placement skills and collaborative exergaming
applications for child obesity epidemic using peer-to-peer
architectures have been given (Silva et al. 2015). Radio Fre-
quency Identification (RFID) positioning, bio-patch and sys-
tem-on-chip systems, cognitive stimulation through digital
TV, ViCare (Hossain and Ahmed 2012)—an elderly people
monitoring and virtual reality based surgical simulator are
some significant work discussed in this paper. Additionally,
it reviews a few papers based on technological improvements
of WBSN and Wi-Max and ICT platforms generally.

In survey paper (Sawand et al. 2015) security issues in
wireless body area networks and some existing solutions
are discussed. It describes eHealth systems to have three key
usages such as the patients, medical service providers and
health professionals. They present architecture of eHealth
systems with layers in terms of functionality. The paper
also stresses on the importance of different security aspects
such as patient’s information, physiological data recordings
and about the patient’s environment. In a remote monitor-
ing system, these data will be obtained by sensors and the
sensor system together with other system components will
need to have advanced security and privacy protection fea-
tures in order to face any malicious attacks. Any malicious
attack can harm the software as well as the functionality of
the hardware which will pose a greater threat to the patient.
Also emphasis is given on ensuring safe device-to-device
communication and further data transmission (beyond the
WBAN). Some important remedies for these issues have
been suggested as role based access control, use of data
based on accountability and revocability in case of a mali-
cious attack. For the security in the communication and net-
work level, secure routing protocols, cipher based algorithms
and digital signature usage are presented. For the transmis-
sion of information beyond the personal area network, the
paper suggests data encryption, data integrity, freshness
protection and authentication. In Sawand et al. (2015) some
existing solutions are given for data storage related secu-
rity breaches and data access related security breaches. For
the former case, they show the findings of another research
where data is encrypted and divided into a number of blocks
which will be saved in a number of different nodes. The data
blocks will have algebraic signatures which will be useful
for identifying the data. This method has been understood
as to have low computational overhead. For the data access
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related security breaches, good countermeasures shown are
symmetric key cryptography based schemes and public key
cryptography based schemes. Biometric cryptography using
key management for the inter-WBAN communications are
also presented. Use of advanced image and signal processing
is also suggested.

Another important aspect of this paper is to discuss
energy management in WBANs. Power-saving hardware
and light weight routing algorithms are suggested. Usage
of hybrid encryption techniques like elliptic curve cryptog-
raphy has been cited in Francis et al. (2015). This further
speaks about weighted user access control, other encryp-
tion methods and data encryption such as set partitioning in
hierarchical trees (SPIHT) based encryption method used
for encrypting ECG signals. Further, a security architecture
for eHealth systems is presented in this paper.

The survey paper (Chen et al. 2014) is on advancement of
machine to machine communications in healthcare, energy
management and entertainment applications. According to
the paper, machine to machine communication systems are
composed of three domains; namely, machine to machine
device domain, network domain and application domain.
The device domain is where the data collection, processing
and issues like power saving of the devices will be con-
sidered. In the network domain, making compatible net-
work between large co-existing points are addressed while
in the application domain various monitoring, controlling
and management services are focused. Then, the remain-
ing discussion of the paper has been focused to wireless
body area subnetworks and use of mobile cloud computing
in the area of remote healthcare. Some of the commercially
available sensors are given here such as accelerometer/
gyroscope, wireless pulse oximeter sensor, electromyogram
(EMG) sensor, electroencephalogram (EEG) sensor, various
environmental status monitoring sensors (such as carbond-
ioxide-CO, sensor, humidity, temperature sensor), infrared
(IR) sensors, occupancy and motion detection sensors, and
power sensors. Most importantly, various important issues in
machine to machine communications; interference, channel
dynamics, resource constraints, device heterogeneity, self-
organization, quality of service (QoS) Support and Security
are also raised in the paper.

Security issues in WBANS, ‘the necessity of secure and
dependable distributed data storage, and fine grained distrib-
uted data access control’ are discussed in the review paper
(Mainanwal et al. 2015). It also discusses the importance
of the following: data confidentiality, data integrity, data
authentication, data freshness, secure localization, availabil-
ity and secure management.

Another recent brief survey (Tsakalakis and Bourbakis
2014) compares some existing systems. Recent work based
on wearable sensor based systems, implantable sensor
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systems and portable and implantable biosensor based sys-
tems are compared.

A lot of important developments in the field such as cuff-
less blood pressure meter, wrist-watch based fall detection
method and cane-based fall detection system are reviewed in
Patel et al. (2012). Some existing systems for infant monitor-
ing are analysed in Zhu et al. (2015). In the paper (Hu et al.
2013), discussions about photoplethysmography technology
and some comparisons between these systems with existing
with-contact methods are done.

General surveys on contactless RPM systems Contactless
remote health monitoring methods can be categorised mainly
into two sections; image-based methods and radar-based
methods. Image-based systems analyse images of patients
as their data and detect illnesses or falls, radar based meth-
ods used radio frequencies to get inputs for their systems and
also sometimes have patient localization capability. These
systems are comparatively new (only few years since incep-
tion) so there are a lot of areas for improvement. Although
it is the case, some works of research have achieved good
outcomes. The remainder of this section discusses some of
the very recent reviews on contactless image-based patient
monitoring methods.

McDuff et al. (2015) review photoplethysmographic
imaging methods for non-contact remote health monitor-
ing. This technique uses camera colour signals that are pro-
cessed to recover the blood volume pulse signal out of which
physiological data such as pulse rate, pulse rate variability,
respiration rate and blood oxygen levels can be obtained.

A recent survey gives an insight to the studies carried out
in vision based patient monitoring (Sathyanarayana et al.
2015). They present the analysis in seven different applica-
tions (including detection of illnesses, sleep monitoring and
activity monitoring) and the advancement of vision-based
patient monitoring technology for these applications. Use
of single cameras, multi-camera arrangements, infrared
cameras, time-of-flight cameras and other sensors such as
bio-inspired vision sensors and monocular vision sensors
is discussed.

Baig and Gholamhosseini (2013) compare several smart
health monitoring systems and discuss challenges and issues
in the current systems. This paper analyses the advance-
ments of health monitoring systems under two categories;
smart systems and traditional systems. Smart systems
include remote health monitoring systems, mobile health
monitoring systems and wearable health monitoring systems
while traditional category is on wired health monitoring sys-
tems (i.e. general health monitoring systems).

Erden et al. (2016) has done a very recent survey on sen-
sors used in assisted living. In this review, the focus is on
signal and image processing methods used in recent systems.
They point out that assisted living systems should be low
cost, with high accuracy and user acceptance while there
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should also be mechanisms for better privacy and protec-
tion of data while sharing the minimal private data essential
for being monitored remotely. The review also stresses that
machine-learning algorithms customized for sensors should
be used as there are a number of various sensors (passive
infrared sensors, vibrational and acoustic sensors, cameras,
etc.) used in a system for assisted living. Several algorithms
are used for these multi-sensor systems. These algorithms
include Discrete Fourier Transform, Discrete Wavelet Trans-
form, complex wavelet transform techniques etc. Classifiers
mentioned in the review include machine learning methods
such as support vector machines and k-nearest neighbour
methods.

With the above reviews available in the literature, the
authors of this paper review the studies during the period
2012-2016. A few very recent studies (from 2017) have also
been included considering their importance for a reader who

would pursue further research in this area. As mentioned
before, the systems are categorized based on the targeted dis-
ease. We chose only four categories based on the criticality
and prevalence of them in the present society. As such, the
scope of this paper is limited to the following four categories
which will be discussed in detail in Sect. 3.

1. Cardiovascular System and Respiratory System related
diseases

2. Fall detection and Mobility related diseases

Brain, Neurological Disorders and Mental Health

4. Diabetes

e

The above four sections were decided to be included in
the view that most of the patients monitoring technologies
target the ailments that fall under the above four. In each

Table 1 Research articles on various remote patient monitoring systems

Category

References

Cardiovascular system and respiratory system related diseases

Fall detection and mobility related diseases monitoring systems

Brain, Neurological Disorders and Mental Health

Diabetes

Other related applications

Szydlo and Koneiczny (2015), Kozlovszky et al. (2015), Ricci et al. (2013),
Ramesh et al. (2012), Ling et al. (2015), Kumar and Kotnana (2012),
Otoom et al. (2015), Thelen et al. (2015), Bisio et al. (2015a, b), Papon
et al. (2015), Donnelly et al. (2015), Mishra and Agrawal (2015), Pinheiro
et al. (2013), Karlen et al. (2014), Tanantong et al. (2015), Bifulco et al.
(2014), Luprano et al. (2013), Thakur and Anoop (2015), Malhi et al.
(2012), Bogdan et al. (2015), Monkaresi et al. (2014), Lukac et al. (2014),
Eastwood-Sutherland et al. (2014), Chandrasekar et al. (2012), Parnandi
and Gutierrez-Osuna (2013), Alzahrani and Whitehead (2015), Colantonio
et al. (2015), Gonzélez-Lopez et al. (2015), Mishra et al. (2015), Ganesan
et al. (2015), Shao et al. (2016), Pereira et al. (2013), Couderc et al. (2014),
Sugita et al. (2015), Rodriguez and Castro (2015), Janssen et al. (2016),
Alves et al. (2015), Hassan et al. (2017), Sharma et al. (2017), Tarassenko
et al. (2014) and Elfaramawy et al. (2017)

Sannino et al. (2015), Wang et al. (2013), Gibson et al. (2016), Paoli et al.
(2012), Naranjo-Hernandez et al. (2012), Cao et al. (2012), Yu et al. (2012),
Bai et al. (2012), Mastorakis and Makris (2014), Mubashir et al. (2013),
Khan and Hoey (2017), Greene et al. (2016) and Cippitelli et al. (2017)

Adams et al. (2017), Lanata et al. (2015), Rasmussen et al. (2015), Fioravanti
et al. (2015), Nadeem et al. (2015), Karan et al. (2012), Shakshuki et al.
(2015), Zhan et al. (2016), Suh et al. (2012), Price et al. (2015), Abramiuc
et al. (2015), Lam et al. (2015), Dhulipala et al. (2016), Sola-Valls et al.
(2015), Casacci et al. (2015), Karakostas et al. (2015), Almagooshi et al.
(2015), Naslund et al. (2015), Schneider and Biglan (2017), Giggins et al.
(2017), Block et al. (2016), Prabhakar and Rajaguru (2017) and Faurholt-
Jepsen et al. (2014)

Rodbard (2016), El-Gayar et al. (2013), Vashist (2012), Hood et al. (2016),
Szydlo and Koneiczny (2015), Kozlovszky et al. (2015), Rasmussen et al.
(2015), Fioravanti et al. (2015), Suh et al. (2012), O’Grady et al. (2012), Ly
et al. (2014), Askew et al. (2012) and Hazenberg et al. (2012)

Aldaz et al. (2015), Guo et al. (2012), Ferreira et al. (2015), Mobasheri et al.
(2015), Bauer and Mendes (2015), Rotariu et al. (2015), Khattak et al.
(2014), Gonzalez et al. (2015), Patel et al. (2012), Hegde et al. (2013),
Benelli et al. (2012), Zhang et al. (2015), Magno et al. (2013), Sardini
et al. (2015), Sorwar and Hasan (2012), Serhani et al. (2016), Al-Naji et al.
(2017) and Wang et al. (2015a, b)
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category, two further classifications present contact-based
and contactless efforts.

Summary of reference articles classified by the target
diseases are given in Table 1.

3 Remote patient monitoring systems by diseases

3.1 Heart and blood related diseases monitoring
systems

Heart related monitoring systems are the most common
type of monitoring systems. The reason for this could be
that the vital signs associated with heart could relate to
many illnesses at the same time revealing many hidden ill-
nesses. Cardiac arrhythmia, chronic heart failure, strokes,
blood clots and high blood pressure are some of the most
common illnesses in this subcategory. The possibility to
measure ECG, heart rate, respiration rate, blood pressure,
oxygen volume in blood and detection of arrhythmias have
been discussed in literature. Various technologies such as
actual ECG monitors or textile-based wearable systems are
used to get these data. Although these essential data can be
gathered, there is much room for improving the accuracy of
these systems.

Various applications that use smartphone in various
aspects of cardiology such as remotely monitoring patients
and user guidance applications for prevention of cardiac dis-
eases are analysed in the review paper (Nguyen and Silva
2016).

Challenges This type of monitoring systems is the most
common as heart associated illnesses are the prominent
cause of mortality in the world. Also, vital signs monitoring
system usually gives the overall results together with heart
and respiration related measurements.

One of the main challenges in this area is to obtain a clean
signal from a patient’s body. Contact-based methods usually
use traditional methods like ECG and while photoplethys-
mographic methods use light incident on small veins closer
to the skin surface and these have proven useful. Detecting
breathing abnormalities and respiratory system problems
challenge the monitoring systems because these systems
include mainly breathing sound detection. As the upper body
produces many sounds, differentiating these is difficult.

We start the discussion with contact-based methods and
then move on to contactless systems.

Contact-based methods A ‘telemonitoring system’ uses
hardware and software devices (Szydlo and Koneiczny
2015) to monitor various heart-related illnesses. Software
applications run on android platform. ECG and heart rate
variability detection method based on Autonomous Nerv-
ous Systems is given in Lanata et al. (2015). In Kozlovszky
et al. (2015) cardiovascular diseases are monitored using
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off-the-shelf sensor sets. An analysis of effectiveness of car-
diac implantable electronic devices is given in Ricci et al.
(2013). ECG and Blood pressure monitoring system given
in Ramesh et al. (2012) has an algorithm based on five states
where the mobile device can be of different states depending
on its charge level. Thus this has energy optimization fea-
ture where even the data storage will be done while saving
energy. A non-invasive body temperature monitoring system
is presented in Ling et al. (2015). Another system (Kumar
and Kotnana 2012) measures a person’s heart rate, ECG,
pulse oximetry, pH level of blood and temperature using a
series of sensors. Ferreira et al. (2015) explain a system for
bedridden people under the concept of ambient assisted liv-
ing. This system can measure ECG, body temperature, air
flow in lungs, oxygen saturation levels, and galvanic skin
response. Although Sannino et al. (2015) is a full fall detec-
tion system, to aid its decisions, it gathers accelerometer
readings and vital signs such as ECG, SpO2, temperature,
heart rate (HR), heart rate variability (HRV). Otoom et al.
(2015) discuss about developing an application for real-time
diagnosis and monitoring of patients with coronary artery
disease and heart diseases. Their classification process is
85% correct while detection works 100%. It works in three
modes (rest, sports and drive), and has a ten-fold algorithm
based on support vector machines (SVM) to aid its decision
making.

Using a telemedicine scenario, where two paramedics
from inside of an ambulance communicate to a ‘tele-EMS
physician’ located in ‘teleconsultation centre’ in a remote
location, it has been shown that simple web applications
and simple device interfaces are better than using spe-
cialized network protocols and off-the-shelf devices in
emergency telemedicine systems, since the former does
not put any constraints on users as well as developers
(Thelen et al. 2015). Apart from being a monitoring sys-
tem for joint angle and hydrotherapy, the system in Alves
et al. (2015) has the capability to obtain vital signs such
as oxygen saturation and pulse. The paradigm of using
smartphone as a ‘hub + sensor + processor’ manner is
introduced and developing personal area network upper
layers architecture for Android phone has been presented
(Bisio et al. 2015a, b). A comparison between five remote
health monitoring applications (Papon et al. 2015) shows
promising results for some of the with-contact methods.
The incorrect results for the contactless method have been
concluded as problems due to ambient lighting. Disad-
vantages of lack of deterioration monitoring have shown
to be minimised with Patient Guard 300 (PG300) body
worn apparatus which measures ECG, heart rate, respira-
tion information and temperature (Donnelly et al. 2015).
Mishra and Agrawal (2015) presents obtaining physiologi-
cal data related to pulmonary artery pressure (PAP) and
ECG and encoding the data as a text message. It has been
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discussed that a dedicated channel for medical data with
5th Generation (5G) mobile systems can further improve
24 %7 monitoring with this system.

System architecture for sensing cardiac data for a
wheelchair user (Pinheiro et al. 2013), Photoplethysmogra-
phy (PPG) imaging using Oxicam (Karlen et al. 2014) and
false alarm reduction system (Tanantong et al. 2015) are
some recent findings. Also usage of piezoelectric sensors
for heart-related medical readings and seismocardiogram
(Bifulco et al. 2014) is found and similarly HeartCycle
(Luprano et al. 2013) uses textile-based sensors. In Gane-
san et al. (2015), Bayesian algorithm is used to find heart
rate abnormalities. Enhanced Fourier Interpolation method
is used in the capacitive electrocardiography and heart rate
monitoring system (Thakur and Anoop 2015). This system
has been verified with different cloth thicknesses.

Table 2 summarises the technologies discussed in this
section.

Contactless methods Another review on camera based
methods has been published very recently (Hassan et al.
2017). Cuffless blood pressure monitoring systems have
been reviewed by Sharma et al. (2017).

A system for remotely assessing heart rate by skin col-
our processing is given in Bogdan et al. (2015). It uses
principal component analysis and empirical mode decom-
position. Heart rate measured using a web-camera has been
proven accurate by conventional ECG readings (Monka-
resi et al. 2014). Respiration rate has been similarly found
using a web camera (Lukac et al. 2014). Kinect version
2 camera too has been found to be accurate proven by a
study to measure respiration in neonates. Chandrasekar
et al. (2012) show the usage of optical proximity sensors
(OPS) in photoplethysmography to obtain physiological
signals. A blood pulse measurement system using linearly
polarized light is shown in Mishra et al. (2015).

Use of pupillary fluctuations is another way to meas-
ure heart rate variability (Parnandi and Gutierrez-Osuna
2013). Segmentation of the boundary of the eye pupil and
a remote eye tracker are essential here, in order to see the
pupil’s diameter changes that occur with heart beat.

A web-based interface for optical coherence tomography
image processing for diagnosis of diseases related to retina
is presented in Gonzéalez-Lopez et al. (2015). Other facial
signs can also be used to derive many data associated with
cardio-metabolic events. These require camera, multispectral
imaging system and 3D optical sensors according to Colan-
tonio et al. (2015).

Use of dual-wavelength imaging system to find blood
oxygen saturation is shown in Shao et al. (2016). Planar and
avalanche photodiodes against IR and visible light wave-
lengths for the purpose of usage as non-invasive cardiovas-
cular monitoring are compared in paper (Pereira et al. 2013).
The concept of ‘pulse harmonic strength’ is developed in

contactless research (Couderc et al. 2014) which uses facial
video signal to detect atrial fibrillation. In Sugita et al.
(2015), pulse transit time has been shown as a measure to
obtain blood pressure (BP) information from video images.
A system that performs pulse rate variability analysis using
videos is presented in Rodriguez and Castro (2015). In paper
(Alzahrani and Whitehead 2015), a similar approach is dis-
cussed but this system has Eulerian video magnification and
face tracking. The research described in Janssen et al. (2016)
measures thoracic impedance plethysmography using Phil-
lips Intellivue MP50 and CCD-RGB camera. This system
has automatic region-of-interest (ROI) detection. It uses
feature extraction methods and singular value decomposi-
tion (SVD) or principal component analysis (PCA) for the
processing.

A Kinect camera has been used in Bernacchia et al.
(2014) for measurement of heart rate and respiration rate.
A non-contact video based method is used to obtain vital
signs, heart rate and respiration rate of patients undergoing
haemodialysis (Tarassenko et al. 2014). This system uses a
high definition camera.

Elfaramawy et al. (2017) discuss a system that has both
contact-based and noncontact mechanisms. The wireless
system monitors respiration while a wearable system detects
a patient coughing. Inertial measurement units are used to
measure thoracic and cavity motions for respiration monitor-
ing while a MEMS microphone is used to record coughing
and air sounds from chest. While this system is claimed to be
a contactless system for respiration monitoring it is not fully
non-contact as the IMU units are attached to the chest. Only
the readings are sent wirelessly. However, as the IMU nodes
are small low-weight nodes the person is free for activities
therefore this is an advantage. The nodes also require low
power (3.7V) and the system can detect talking and differen-
tiate coughing. This is a very promising system which uses
zero crossing rate (ZCR) and filters (FIR and Savitzky-Golay
smoothing filter) for the processing. It also suggests more
complex algorithms for improvement. Table 3 summarise
these contactless systems.

3.2 Fall detection and mobility related disease
monitoring systems

Fall detection systems are an essential type of system espe-
cially for elderly persons monitoring. These systems too
appear as contact-based and contactless as these systems
target mainly elderly community and post-accident recov-
ery patients. Some reviews done recently summarize the
technology advancement so far.

Challenges Main challenge fall detection systems face
is differentiating a fall from activities of daily living. Many
systems include accelerometers which give data related to
movements and the algorithms must be robustly designed

@ Springer
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so that it correctly identifies falls from a quick movement
like bending down to pick something from the floor or
quickly sitting down. Generally false alarms are common
in this kind of systems. The next challenge is the lack
of real fall data for improving research. As falls are rare,
diverse and infrequent incidents, recording or obtaining
these data are hard and at present, sufficient data does not
exist. Although databases of fall data where falls were
performed by young and healthy subjects exist, these may
not represent an actual fall an elderly person undergoes in
real life. Also, collecting fall data under controlled envi-
ronments by healthy and young adults too can be harmful
therefore researchers also can find ethics clearance from
academic institutions to be a difficult procedure.

Out of the reviews on fall detection systems, we have
chosen a few papers that are very important. Hegde et al.
(2013) discuss about recent technical advancements in fall
detection systems. Meanwhile, Igual et al. (2013) com-
pare many models, classifiers and algorithms and novel
techniques for detecting fall such as monitoring inactivity
level after a fall.

Mubashir et al. (2013) concentrate on fall detection sys-
tems in their survey paper. The fall detection systems are
classified into three types; wearable device based, ambi-
ence device based and vision based. In this survey, systems
including posture based devices, motion based devices,
vibrations and presence detection methods, use of shape
change, inactivity detection and three-dimensional (3D)
head motion detection methods are discussed. The systems
discussed here consist of one or more of the following;
different types of accelerometry, vital physiological data
collection, audio, video and vibrational data collection and
single or multi-camera data acquisition. Support Vector
Machines, Gaussian Models, Markov Models and Neural
networks with Fuzzy Logic have been shown to be the
popular classifiers used in this kind of RPM systems.

Another very recent review on fall detection techniques
further narrows down the conversation to ‘a data availabil-
ity perspective’ (Khan and Hoey 2017). They argue that
sufficient data on falls may not be available during train-
ing classifiers of the systems that use supervised machine
learning methods. They suggest that semi-supervised
machine learning methods, anomaly detection, varied
sampling methods (under/over-sampling), cost sensitive
classification and one class classification methods may be
more efficient than traditional heuristic supervised learn-
ing methods. They also provide a taxonomy for this kind
of studies based on the availability/lack of data which is
independent of the type of data acquisition used.

Contact-based methods Some of the main problems the
elderly community has today are the number of falls and
issues in mobility. Also, there can be many young patients
who have the same issues due to malnutrition, conditions

like polio or as the after effects of accidents. Therefore, fall
detection and mobility related systems play a major role in
remote monitoring of this category of patients. The research
in recent literature show very successful systems. One com-
mon issue that needs more attention is detecting a fall from
a sudden change of posture because most systems are prone
to false positives. Also system adaptation to the person must
be further investigated. This section gives an overview of fall
detection and mobility related diseases monitoring systems
and their pros and cons.

A new rule based (IF-THEN rules) system for fall detec-
tion with an embedded sensor which has the capability to
detect fall without connecting to a database is given in San-
nino et al. (2015). The novelty of this application is two-
fold; that the rules are extracted automatically and the same
application layer used for extracting rules does the process-
ing tasks. A system that is useful for assessing joint angle
and other vital signs to therapists with the capability to use
in hydrotherapy is given in Alves et al. (2015). Wang et al.
(2013) discuss about a fall detection and activity monitoring
system based on android Smartphone. (Gibson et al. 2016)
present a multiple comparator and classifier framework for
fall detection.

A fall detection system with wireless motes and with
localization capability is described in Paoli et al. (2012).
A smart sensor with an accelerometer is used in Naranjo-
Hernandez et al. (2012) together with a processing device.
A similar effort is given in Bai et al. (2012). E-FallD (Cao
et al. 2012) is also a fall detection system using threshold
algorithms. In Lanata et al. (2015), movement is also meas-
ured and monitored in addition to its main application of
mental health monitoring.

Contactless methods The papers Yu et al. (2012) and
Mastorakis and Makris (2014) are on a camera-based fall
detection system. Additionally, in Mastorakis and Makris
(2014), IR capabilities available in Kinect sensor have been
used. This too uses post-fall inactivity detection to achieve
accurate fall detection. A directed acyclic graph support
vector machine has been used in Yu et al. (2012), in addi-
tion to rule-based algorithms and background subtraction
algorithms.

Greene et al. (2016) present an Internet of Things-based
fall detection system. This system uses a fall detector; an
amazon echo device, a speaker and a webcam (Logitech
€920) for this function. These devices are interconnected by
a hub which consists of a raspberry pi model B+. The fall
detector is made from Tiva C Launchpad, a WIFI expan-
sion board and an accelerometer. When a fall is detected
it is then communicated to the hub and then speakers are
used to interact with the person. Amazon echo device has
voice recognition capability and get the confirmation from
the user about the fall. This system effectively reduces false
positive rates as it gets the fall confirmed and whether to

@ Springer
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communicate this fall to the corresponding parties and get
help is based on the actual confirmation by the user.

Cippitelli et al. (2017) discuss contactless fall detection
monitoring in their review paper. This paper discusses both
radar based and RGB and Depth data based methods for fall
detection.

Summary of the systems given in this section is given in
Table 4.

3.3 Monitoring system for brain, neurological system
related diseases and mental health

This section focuses on neurological system related diseases
including those caused by an abnormality of or an injury to
brain and neurological system. Mental health is discussed
together with this as these two branches of diseases tend to
go hand in hand in most cases.

Challenges The designing of monitoring systems for
these diseases challenge from the fact that some diseases
may have a lot of related diseases that demands for systems
with vital signs, autonomous nervous system responses and
psychiatric responses. So the systems can be more complex
than other monitoring systems.

In the survey paper (Wac and Tsiourti 2014), monitor-
ing of emotion changes using autonomic nervous systems
has been presented. The focus is on ambulatory assessment.
Paper (Naslund et al. 2015) is a review of technologies for
monitoring patients with serious mental illnesses. Analysis
of the possibility of using telemedicine to monitor the pro-
gression of multiple sclerosis patients is given in Sola-Valls
et al. (2015).

A recent survey paper discusses the extent of remote
patient monitoring and telemedicine has reached its use in
neurological disorder detection at present (Schneider and
Biglan 2017). The paper’s main focus is on Parkinson’s dis-
ease and it shows that the patients’ acceptance of use of
telemedicine is increasing with a recorded 100% acceptance
rate in a study carried out in 2014. This needs to be further
investigated with more subjects (this study has 44 subjects),
but it is a promising result. Additionally, the feasibility of
using remote monitoring and telemedicine in other neuro-
logical disorders such as epilepsy, dementia, depression,
consistent non-acute headaches and multiple sclerosis are
briefly discussed. Some major issues of telemedicine are
also pointed out; access (from rural areas in most parts of
the world), usability (the patients are more likely to be the
elderly with less experience in technology and weaker physi-
cal and cognitive ability to use technology) and reimburse-
ment of costs (as only certain telemedicine providers are
licensed with standard insurance companies). Also, authors
highlight that there is very little evidence to prove that care
through telemedicine and care in traditional in-person clinic
is roughly the same.

@ Springer

Giggins et al. (2017) review the advancement and usage
of novel body-worn devices for activity monitoring of
patients with neurological disorders. The paper analyses
studies that used subjects with various neurological illnesses
such as Parkinson’s disease, types of cerebral palsy, Rett
syndrome, multiple sclerosis, muscular dystrophy, para-
plegic participants and patients suffering with spinal cord
injury, traumatic brain injury, post-stroke and chronic stroke
patients and found out that accelerometer as the best method
to monitor activities of these patients.

A larger survey on existing technique critically analy-
ses various activity monitoring techniques of patients with
Multiple sclerosis, Parkinson’s Disease, dementia, traumatic
brain injury and ataxia (Block et al. 2016). They summarize
how remote monitoring can help these patients as per the
disease. They show that remote monitoring of MS shows
the extent of disability and the low quality of life which is a
result of decreased ambulatory activity. Goal-directed inter-
ventions and recovery together with rehabilitation is aided
by remote monitoring of stroke patients. Remote monitoring
can help fall prediction of Parkinson’s disease patients while
it can detect wandering of patients with dementia.

Lanata et al. (2015) gives a system for monitoring mental
health patients suffering from mental bipolarity. Based on
textile-based autonomic nervous sensor system, this system
gathers speech during tasks and features questionnaire sys-
tem, sleep activity and medication intake monitoring capa-
bilities. A study cited in Nadeem et al. (2015) mentions EEG
signal sensing using block sparse Bayesian learning. Karan
et al. (2012) present an artificial neural networks based sys-
tem for monitoring diabetic patients. HopkinsPD, a system
to monitor patients suffering from Parkinson’s disease has
active and passive monitoring capabilities (Zhan et al. 2016).

A cognitive fatigue monitoring system for people with
acquired brain injury is given in Price et al. (2015). Cogni-
tive tests from Wechsler Adult Intelligence Scale (WAIS),
Psychomotor Vigilance Test and Serial Addition Subtrac-
tion Tasks are used for monitoring. The system uses only a
smartphone for performing these.

A recent study has developed a remote patient monitoring
system for epilepsy classification (Prabhakar and Rajaguru
2017). The main purpose of the paper is to use dimension-
ality reduction on collected EEG data. It is done by Fuzzy
Mutual Information (FMI). A new approach of Singular
Value Decomposition Based Partial Transmit Scheme (SVD-
PTS) is introduced for transporting the data and Gaussian
Kernel Based Support Vector Machine (G-SVM) is used for
classification. They report their accuracy to be 95.38% with
a time delay of only 2.19 s.

Remote patient monitoring in psychiatry for better
biomarker data acquisition and thereby improve psychi-
atric research on utilizing mHealth for psychiatry is pre-
sented in Adams et al. (2017). The paper shows the usage
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of body-worn or contact-based biosensors for this kind of
study. Additionally in most studies, a self-reported form
explaining the patient’s mood and stress levels are also col-
lected. ECG sensors, Galvanic Skin Response (GSR) sen-
sors, multi-sensor units that look like wrist watches or wrist
cuff, Salivary Alpha Amylase biosensors are used. Also the
authors consider that vision-based methods to extract vital
signs such as heart rate variability, respiration rate too can be
used for psychiatric patient monitoring as these physiologi-
cal data can indicate a person’s stress level. Also this kind
of mobile biosensing can be used for those who are addicted
to smoking, alcohol and illicit substance use. The research
reports several studies that use non-invasive methods such
as breath carbon monoxide monitoring, chest expansion
and hand movement monitoring (for smoking), alcohol
breathalysers and biomarkers in perspiration (for alcohol
use) and electrodermal activity and skin temperature (for
illicit drugs). This can also help people with mood disorders,
attention-deficit hyperactivity disorder (ADHD) and autism.

Faurholt-Jepsen et al. (2014) have studied the correlation
between smartphone application data with bipolar disorder
symptoms. A software called ‘MONARCA’ has been used
with 17 patients for three months. The software has a set of
questions to give short answers on depression symptoms
(i.e. mood, sleep, alcohol consumption etc.), while it also
monitors number of calls, texts, speech data and activity

level using an accelerometer. This study shows that there is
a significant correlation between smartphone data and self-
rated depression symptoms rated on Hamilton Depression
Rating Scale-17 (HDRS17) with p-values below 0.05.

Contactless methods Smart Mind (Lam et al. 2015) is
a remote monitoring and an activity tracking system for
patients with Alzheimer’s disease. It uses a Kinect for activ-
ity tracking and has proven good accuracy rates for overall
monitoring with the use of support vector machines and
naive Bayes algorithms. Random forests algorithms are
also used, but the accuracy rate is low compared to other
two algorithms. Similarly in Casacci et al. (2015) a project
called ALTRUISM project is given which uses a Kinect
(with gesture recognition), a set-top box, a TV and a wear-
able system for Alzheimer’s monitoring. The development
of a prototype to measure the parameters of such patients are
given in Almagooshi et al. (2015). The paper Dhulipala et al.
(2016) is a paper on stress level monitoring depending on
blood pressure measurements. Heuristic algorithms are used
here. A system to monitor patients with dementia is given
in Karakostas et al. (2015). It uses multiple sensors; Asus
Xtion Pro camera, Plugwise sensors and Wireless Sensor
Tag System and a wristwatch SDTI-2 (Philips). Complex
Activity Recognition (CAR) and Offline Speech Analysis
(OSA) algorithms are used.

Table 5 Brain, neurological system related diseases and mental health monitoring systems

References Sensor and technology Algorithm

Database Limitation(s)

Textile based autonomic -
nervous system

Kozlovszky et al. (2015)

Zhan et al. (2016) Smartphone based tests for

gait, reaction time, balance

Suh et al. (2012) Diabetic patient monitoring

system
Price et al. (2015) Smartphone based cognitive  —
fatigue assessment and
monitoring

Abramiuc et al. (2015)  High Definition Camera -

Dhulipala et al. (2016)
Casacci et al. (2015)

Digital sphygmomanometer — —

Set-top box, Kinect camera, —
t-shirt with embedded
Sensors

Random forest classifier

Data association rule learning
algorithms

Custom database No alarm system is available

Database from
Parkinson’s Voice
Initiative

Only 71% accuracy is obtained

Lack of a mechanism for ensur-
ing security and privacy

Custom database

Lack of immediate actions for
serious fatigue levels

Custom database

Custom database Lack of emergency assistance,
post-processing actions
(medication, physiotherapy or
rehabilitation) and mecha-
nisms for transferring data to
another location (to doctor /
hospital)

Custom database Accuracy rate is not available

Lack of a mechanism for ensur-
ing security and privacy

Custom database

Karakostas et al. (2015)

Asus Xtion Pro camera, Plug-
wise sensors and Wireless
Sensor Tag System and a
wristwatch

Complex Activity Recogni-
tion (CAR) and Offline
Speech Analysis (OSA)
algorithms

Custom database

Security and privacy issues not
been considered
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A camera based method is implemented in Abramiuc
et al. (2015) to monitor patients with neurodegenerative dis-
eases. A high-definition HC-V720 camera is used to obtain
videos. In this system, after detecting the human, arm-
swings and step-length are used as parameters to monitor.
From these parameters, a person’s status of health (in the
point of view of neurodegenerative diseases) can be analysed
(see Table 5).

3.4 Diabetes monitoring systems

A recent study compares continuous glucose monitoring
methods and traditional clinic based glucose monitoring by
a professional and assess the pros and cons of the two types
in terms of usage, accuracy, acceptability (Rodbard 2016).

El-Gayar et al. (2013) review commercial applications
between January 1995 and August 2012 which are available
on the Apple App Store. The chosen applications are on
self-management tasks to reduce diabetes and manage life
with it. The review suggests that improvements should be
made in areas such as usability, integration between patients
and electronic health records, and on giving personalized
feedback.

Vashist (2012) reviews many non-invasive glucose moni-
toring techniques available today. They include electrode
based, light and sound based methods. The review clearly
lists the advantages and disadvantages of each of these
methods and analyses some commercially available glucose
monitoring devices. Tremendous improvements are required
in these devices in terms of accuracy, precision, cost and
quick response.

A very recent review presents an analysis on the past
reviews on diabetes self-management mobile applications
(Hood et al. 2016).

Contact-based systems for diabetes EEG and glucose
monitoring capability is discussed in Szydlo and Koneiczny
(2015). The remote monitoring system given in Kozlovszky
et al. (2015) uses off-the-self sensors for diabetes sensing.
In Rasmussen et al. (2015) a qualitative analysis has been
done on implementing a remote monitoring system for dia-
betic foot ulcer patients. An automatic feedback message
generation in diabetes management system (Fioravanti et al.
2015) has the capability to record food intake, blood pres-
sure measurement, blood glucose level, weight, drug intake
and physical activity and features functionalities for chatting
(doctor and patient) and a message repository which has
messages to be sent to the patient as necessary.

A system for diabetic patient monitoring which is veri-
fied on Weight and Activity with Blood Pressure and Other
Vital Signs (WANDA) project is given in Suh et al. (2012).

A research that uses a portable glucose control system
for overnight glucose monitoring and control is presented
in O’Grady et al. (2012). It uses a Medtronic Portable
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Glucose Control System (PGCS) which includes glucose
sensors and a Medtronic Paradigm Veo insulin pump. The
system’s control algorithm communicates using Black-Berry
Storm smartphone platform and a Bluetooth radio frequency
translator. After the communication between the sensors and
insulin pump is performed the required amount of insulin is
administered to the patient. This system targets patients with
diabetes 1. Also this system uses a separate venous plasma
glucose monitoring sensor and when the glucose amount is
at dangerous levels in two consecutive readings, the sensing
will be stopped and insulin will be given. These two experi-
ments were done separately on patients and the feedback
mechanism of the first system and its closed-loop nature of
operation has shown better results and better maintenance
(i.e. for longer durations) of patients’ blood glucose than the
second open-loop method.

A similar closed loop system is described in Ly et al.
(2014). This has used different sensors (Dexcom G4 Plati-
num glucose sensor), a separate mobile phone (Sony Erics-
son or Xperia); then the data is transmitted to a PC that uses
a web based program which can be accessed by medical
professionals remotely to do remote monitoring.

Contactless systems for diabetes Askew et al. (2012) dis-
cusses contactless methods on diabetic retinopathy screen-
ing. Photographs of retina are taken from time to time and
patients are treated at a primary care unit while ongoing care
is given via tele-ophthalmologist consultation using means
of tele-conferencing.

A relatively early study (Hazenberg et al. 2012) has
assessed the feasibility of using a photographic foot imag-
ing device to monitor diabetic foot ulcers. Then the health
related quality of life was analysed and it seemed to improve
the health related quality of life of patients.

3.5 Other related applications

This section discusses a few other healthcare related
applications.

SnapCap wound management system features a Google
Glass application and an android application with voice
based commands (Aldaz et al. 2015). This system can oper-
ate according to voice commands and gestures of the opera-
tor such as tilting or blinking eyes.

Improvement of network traffic using appropriate soft-
ware development methods have been presented in Ling
et al. (2015). Ambient assisted living projects feature room
luminosity sensors and mechanisms to measure room tem-
perature and air quality and composition (Ferreira et al.
2015). The smartphone and tablet usage in surgical scenarios
are looked into in Mobasheri et al. (2015). Cardiac, ear-nose-
throat (ENT) and general surgeries, image analysis of joints
have been discussed. A weblab (web browser interface) of
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a baby incubator monitoring system is given in Bauer and
Mendes (2015). Big data capabilities in healthcare are dis-
cussed in Wang et al. (2015b). Smartphone assisted technol-
ogy for eye care have been shown to be promising (Laksh-
minarayanan et al. 2015). Bioimpedance that can be used
for composition analysis, respiration analysis, melanoma
and skin related diseases have been shown in an application
using wireless sensor network (Rotariu et al. 2015). In Khat-
tak et al. (2014), a constrained application protocol based
low power personal area network used as a healthcare sensor
network is presented.

Another discussed application is pre-hospital assistance;
especially when a victim of an accident or some kind of
injury is being transported to a hospital in an ambulance
(Gonzalez et al. 2015). Patel et al. (2012) discusses about
wearable sensors and systems in rehabilitation applications
with an emphasis on development of microelectromechani-
cal systems (MEMS) and system-on-chip implementations.
A thin copper wire running on a t-shirt and a piezoelectric
actuator are used in a posture monitoring system used dur-
ing rehabilitation (Sardini et al. 2015). Benelli et al. (2012)
present an outcome of a research collaboration, a system
to measure many conditions (blood pressure, body weight,
glycaemia, ECG, spirometry) and this shows the usage of
a television as the output interface. Similarly, the system
in Sorwar and Hasan (2012) also uses television for a mul-
tiparameter monitoring system. A remote rehabilitation
system shows the usage of two devices each at the thera-
pist (master device) and patient (slave exoskeleton device)
working synchronously to aid with rehabilitation activities
(Zhang et al. 2015). E-Ambulance (Shakshuki et al. 2015)
is a remote monitoring system of patients while they are
being transported to a hospital in an ambulance with the
ability to monitor vital signs. A Smart Rehabilitation Gar-
ment (SRG) has been developed in Wang et al. (2015a) for
posture correction. A low-power architecture for wireless
on-body sensor network is presented in Magno et al. (2013).
Smart Mobile End To End Monitoring (SME2EM) architec-
ture for life-long disease monitoring is a set of web services
utilizing Data as a Service (DaaS) concept and a custom
algorithm which combines filter and wrapper selection algo-
rithms (Serhani et al. 2016).

Camera based children monitoring in hospital environ-
ments is given in Al-Naji et al. (2017). It measures respira-
tion rates and detects apnoea based on Kinect camera.

4 Future research directions and trends

Although the technology has advanced over the years, there
are some significant lacks in the research. Some of the main
issues that have not been addressed to the required level

Table 6 Tools and technologies based on disease categories

System type based on disease

Diabetes

Brain, neurological disorders and

mental health

Cardiac and respiratory systems related Fall detection and mobility related

diseases

disease

Self-managed Diabetes Monitoring

Mixture of contact-based (nodes

Mixture of contact-based (accelerom-

Promising technologies Camera based feature extraction

systems or systems based on absorp-

for autonomous nervous system

eters) and camera based systems with
fuzzy logic based processing (see

Sect. 3.2 and Table 4)

combined with signal processing tech-
niques (PCA, ICA, Filtering etc.) and

tion spectroscopy, heat detection or
ultrasound systems (see Sect. 3.4)

response), camera based systems (for
tracking emotions) and self-answered

supervised machine learning methods

(see Sect. 3.1 and Table 3)

short questionnaire (see Sect. 3.3 and

Table 5)
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are the security and privacy issues. All of the above litera-
ture shows good technology usage, but only a few discusses
about their systems’ capabilities for ensuring privacy and
security. For example, in Sawand et al. (2015) there is a good
discussion about most relevant security and privacy issues
in wireless sensor networks, but jamming attacks where one
or few of the sensor nodes are compromised due to an attack
is highlighted as an area which needs more investigation.

It is quite clear that most systems are confined to a spe-
cific operating system (Szydlo and Koneiczny 2015). This
makes it difficult to combine devices with other operating
systems and this is a major limitation in most researches.

Issues with usage are unique for every system. The gen-
eral procedures of obtaining physiological data can be com-
mon to many systems. System adaptability to the person
is very important. For instance, the fall detection systems
suffer from the issues of adapting to each and every patient
because every individual has unique gait values which make
it difficult for systems to be designed under a common set
of design parameters. Therefore this issue must be resolved
in designing fall detection systems. The other issue with
usage is comfort of the patient. The comfort of a patient can
directly or indirectly influence physiological readings to a
certain extent. The choice of sensors is therefore imperative.
Some systems have very low comfort to the patient (Ferreira
et al. 2015).

Contactless image-based methods have a lot of develop-
ments to be made. For example, motion artefact removal has
not been fully solved. In this, patient motion as well as cam-
era’s motion must be addressed. Also lack of a dataset to be
used in research also is mentioned in McDulff et al. (2015).
The world moves fast towards contactless methods, newer
technology needs to be found for contactless methods. This
paper only discussed about image-based methods. However
there exists radar/microwave based methods. A combination
of the two technologies could be a new path for research.

Although researchers, together with the medical profes-
sionals may like to move towards contactless methods, it
might not be feasible or advisable at this stage of research
as there are still a few significant problems to be solved in
contactless monitoring. Therefore, before moving to com-
pletely contactless systems, some combination of both types
can be more reliable. From this review, we can summarise
a few approaches that can be useful for systems with higher
accuracy, precision, dependability and usability. These are
given in Table 6.

Overall, more studies need to be done to see the accept-
ance of these technology based methods with the medical
community and patients. Although some trial studies have
been done, error correction methods in the technology have
not been able to win the medical professionals’ complete
trust.
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5 Conclusion

This paper has reviewed remote patient monitoring systems
in the current literature. Heart and blood related systems, fall
detection systems, brain and nervous system related systems,
diabetics and mental health research have been discussed.
Most recent development in contactless camera-based meth-
ods has also been discussed here. Based on many categories
the existing research has been presented. The review shows
that this emerging field of technology is making substantial
impact on the society as well as the research community. As
the technology advances, the outcomes are also increased.
The paper concludes with some suggestions for future
research.
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