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Abstract. N-version programming is one of the most common techniques which is used to
improve the reliability of software by building in fault tolerance, redundancy and decreasing
common cause failures. N different equivalent software versions are developed by N different
and isolated workgroups by considering the same software specifications. The versions solve
the same task and return results that have to be compared to determine the correct result.
Decisions of N different versions are evaluated by a voting algorithm or the so-called voter. In
this paper, two of the most commonly used software voting algorithms such as the majority
voting algorithm and the consensus voting algorithm are studied. The distinctive features of N-
version programming with majority voting and N-version programming with consensus voting
are described. These two algorithms make a decision about the correct result on the base of the
agreement matrix. However, if the equivalence relation on the agreement matrix is not satisfied
it is impossible to make a decision. It is shown that the agreement matrix can be transformed
into an appropriate form by using the Boolean compositions when the equivalence relation is
satisfied.

1. Introduction

N-version programming provides a high level of reliability and fault tolerance for software and
prevents the software from getting into fatal failures [1]. N-version programming has proven the
efficiency in solving a wide range of software engineering problems [2, 3]. N-version programming
assumes independent generation of a number of functionally equivalent versions according to the
software input-output specification. Software versions in the N-version software implement different
methods and algorithms solving the same problem. This approach ensures that an error or a fault of
one of the software versions will not lead to disruption of the work of the software in general [4]. This
property is very important for the systems which are characterized by high demands on reliability and
availability. Thus, N-version execution of software allows one to compensate and mask failures or
faults of certain software versions, and thus provide fault tolerance and guarantee the achievement of
the objective functions of the software.

N-version programming is based on software redundaNcylifferent software versions are
implemented by applying the principle of diversity. When using the N-version approach, there is a
possibility that the versions may return different results (outputs). In this case, there arises the problem
to determine which results are valid and which are faulty. This problem can be solved by the use of
appropriate voting algorithms. It is obvious that the decision of the voting algorithm determines the
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result of N-version software.

At present, many voting algorithms have been pregas the literature. Voting algorithms differ
from each other in the work scheme and the depeydeninitial data. Selecting the suitable voting
algorithm for the given data set is vital. It mag hoted that the voting algorithms based on a
comparison of the versions’ output are efficient antuitive. However, the application of such
algorithms requires partitioning data into subseltere elements are equivalent to each other. Such
partition in some cases is difficult due to incatency of partitions.

In this study, two fundamental voting algorithmsttitan be applied in N-version software are
discussed. These algorithms are N-version progragimiith majority voting (NPV-MV) and N-
version programming with consensus voting (NVP-CW¥pr detailed information about these
algorithms, the readers can be referred to [31,9b-

2. Distinctive features of the voting algorithms
The distinctive features of N-version programminighwnajority voting and N-version programming
with consensus voting are as follows.

Feature 1. The most important point in making theision on selecting the correct set of outputs
relies on the construction and analysis of the esgemt matrix. The agreement matrix is a square
Boolean matrix withN x N dimensions (wheré&l is the number of versions). The agreement matrix
reflects the equivalence of each output to othdpuis. The elements of agreement maRiare
calculated as follows:

; ®

1, when‘xi—xj‘s(c,,
0, when‘xi —xj‘>s,

wherei indicates the row anjdindicates the column of the agreement mattigndx are the outputs;
€ is the tolerance value, checked for equivalence.

Feature 2. The following additional requirements applied to the agreement matrix. Equivalence
relation on agreement matriX should be satisfied. This relation includes reflgy, symmetry and
transitivity properties, respectively:

r =10, (2)
=100 %, 3)
if r,, = landr, =1thenr, =10, j. (4)

Performing such requirement is necessary to sblmtonsistent partitioning problefd0].

Feature 3. If the equivalence ratio (2)-(4) is satisfied, the Boolean compositions must be applied
to the agreement matrix [19]. Execution of the Baol compositions should be realized as long as the
equivalence relation is not satisfied. In factlexefvity and symmetry properties in the agreement
matrix are always performed. In the general casdy the one feature of transitivity cannot be
realized. The relation, in which only the propestad reflexivity and symmetry are realized, is edll
tolerance relatio19]. In work [19], it is shown that if a valid legion is performed on the agreement
matrix and then no more thé&h— 1 of the Boolean matrixes, we get the agreemmttix, on which
the equivalence relation (2)-(4) is satisfied. Hédds the number of versions, and accordingly the
number of columns and rows in the agreement matrix.

3. Boolean compositions on the agreement matrix
The aim of the Boolean compositions on the agreémmatrix is to transform the agreement matrix
into a proper form where the equivalence relatiaatisfied. In general, the operation of the Bawole
composition which is defined for matrixes is asdais:

For given matrixe#\ andB; all elements of matriA, a; takes values 0 or 1, and all elements of
matrix B, b; takes values 0 or 1. Then the Boolean composttionatrixesA andB is as follows:
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N
C = Ae B, wherer; =[] (a (1)

wherec; represents the elements of the resulting matftixiepresents a function of logical “or” and
O represents a function of logical “and”.
To satisfy the equivalence relation (2)-(4) on agrent matrixR, it is necessary to have the
consequent implementation of Boolean compositidri®with itself based on the following principle:
E=R'IOR*OR*O..0R?,1<sQ<sN-1, (5)
whereE is the agreement matrix, on which the equivalemtation is satisfiedQ) is the number of
consequent Boolean compositioNsis the number of version®' =R, R>=RoR, ,...
Thus, if the equivalence relation is not satisf@d agreement matriR, then it is necessary to
perform one Boolean composition:
E?=ROR-R. (6)
In case if the equivalence relation is not satikbe resulting modified agreement matgx then it
is necessary to perform the following Boolean cosiijpan:
E’=RORoRORoRoR=E*OR®.
The application of Boolean compositions is illustchby an example in the next section.

4. Application of Boolean compositions

Let us suppose that for some module of N-versidiwsoe, the number of versions &= 5, the
tolerance value is = 0.0005, and the following outputs have been obthifle5531; 1.5533; 1.5544;
1.5546; 1.5537}. The agreement matrix calculatembating to formula (1) is shown in Figure 1.

Xt | X2 | X3 | X4 | X5
X1 ]1]0]0]| O
X1 [1]0] 0] 1

R=
X300 ]1]1]|O0
X0 |0 |1]1]O0
Xs |0 10| 0] 1

Figure 1. The agreement matrix.

The equivalence relation for the agreement matergin Figure 1 is not satisfied, because the
property of transitivity is not satisfied:f = 1 andr,s = 1, butrys # 1). On the basis of agreement
matrix R, it is not possible to make a decision using NVP-BM\VP-CV algorithms. Therefore, an
operation of Boolean compositions shall be perfatmecording to formula (6). Calculation &t is as
follows:

3= (fy 0130) O (rp 0150) O (rg O 1) O (ryg O1yg) O (rys O 1) =15
5 = (Ny 01) O (fp O1p) O (fg O 1) O (R O 1) O (s O 1) =15
5 = (fy O 113) O (rp O o) O (rig O ) 0 (R O 1) O (15 O fsg) =0;
% = (e 0 1) O (fp 0 1) O (R3O 15) O (R O 1) O (rys O 1) =0
s = (Mg O 1) O (1 O 15) O (ryg 0 ra5) O (1 O rg) O (rys O 1) =1
5= (Fag 0 133) O (P 0 10) O (g 0 1q) O (v 0 149) O (s O 1) =15
= (fo 0 11p) O (g 0 1p) O (1 0 1) O (Fyg O15) O (1 O 1) =1
s = (11 0 1ig) 0 (N O 1pg) O (g 0 ) O (P 0 143) O (s O 1) =0
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g = (P 0 1) O (g 0 Tp0) O (1 0 Fa) O (K O 14) O (15 O 1) =0
I35 = (121 0 115) O (Fap O 1p5) O (Fyg 0 ) 0 (P O a5) O (s O ) =1
5= (P10 13q) O (Fa 0 1p0) O (Fag O 130) O (Fag O 11) O (ra5 O 1) =0
iy = (g 0 11p) O (13 0 15) O (rag 0 135) O (13 0 15) O (ra5 O 1) =0;

r525 = (s 0 ryg) O (s O 1p5) O (g U ) U (s U 1) U (s U 1) =1

11000 (11001 (11001
11001 11001 (21001
E?=ROR?={0 0 1 1 0|O/0 0 1 1 0(={0 0110
00110/ (00110 |00110
01001 11001 (11001

On modified agreement matrk®, the equivalence relation (2)-(4) is performedd d&ence, the
decision can be made using the NVP-MV or NVP-C\batgm.

5. N-version programming with majority voting algorithm (NVP-MV)
Let us assume that there &taifferent software versions for the use of N-vemsprogramming. The
output values returned by each version are indicadth xy, X,, ..., Xy. After setting tolerance valuge
the algorithm is as follows:

Step 1. Construct agreement matix

The agreement matrix is constructed accordingrimdita (1).

Step 2. Check the equivalence relations on agretemeinix R.

On the agreement matrix, the equivalence relatiastrhe satisfied in accordance with (2)-(4). If
the equivalence relation is satisfied, then gaép 4, otherwise, go to step 3.

Step 3. Perform the Boolean compositions.

The Boolean composition (5) is performed until ggglivalence ratio (2)-(4) for agreement matrix
R will not be satisfied.

Step 4. Define the set of correct outputs.

In each row of the agreement matrix, the numbarmnits is calculatedy; indicates the number of
units in rowi. If there is such row, which satisfies:

Yiz[Nﬂ, %

then the set of correct results is generated frioose results, which correspond to units in riow
Operatorf 1 in (7) means “ceiling”, its result is greater thanequal to the argument of the ceiling

operator. The principle of selecting the resultshef versions is illustrated in Figure 2, whérés the
set of correct results.




International Conference Information Technologies in Business and Industry 2018 IOP Publishing
IOP Conlf. Series: Journal of Physics: Conf. Series 1015 (2018) 042059  doi:10.1088/1742-6596/1015/4/042059

A= {xilaxiza Xi4s }

Figure 2. Selecting the correct answers from the agreemairixm

6. N-version programming with the consensus votinglgorithm (NVP-CV)

Let us assume once again that there Mrdifferent software versions for the use of N-vensi
programming. The output values returned by eacBimerare indicated withx;, X, ..., Xn. After
setting tolerance valug the algorithm is as follows:

Steps 1-3 of this algorithm are similar to stef&df-the majority voting algorithm (NVP-MV).

Step 4. Define the set of correct outputs.

In each row of the agreement matrix, the numbarnits is calculatedy; indicates the number of
units in rowi. Next, the row in which thé; is maximal is selected. The set of correct resslts
generated from those results which corresponddauittits in rowi. The main reason of selecting the
results of the versions is similar to the one tiaillustrated in Figure 2. If the agreement matrix
contains more than one row in which the numberrofsus maximal, then the row can be selected
randomly.

It should be noted that NVP-CV algorithm producegesult in any case, even if there are no
consistent versions. The algorithm returns the widplected randomly.

7. Conclusion

N-version programming use redundant software compisnwhich are developed following design
diversity rules [20].Redundant software versionsesthe same task in different ways implementing
diverse algorithms written in different programmiagguages by different developer teams. Diversity
of the versions brings us slightly or totally diéat results. Thus, it is necessary to analyze the
versions’ results and determine the correct onés @halyzing mechanism in N-version software is
the voter. Voting algorithm plays a crucial rolefasas it determines the result of N-version safev

in general.

This paper considers two well-known voting algar#) N-version programming with majority
voting (NPV-MV) and N-version programming with cemsus voting (NPV-CV) that can be
implemented in N-version software. Both these algors make a decision about the correct versions’
result based on the agreement matrix. The agreemmeinix reflects the equivalence of the result of a
version to other versions’ results. In such case,dquivalence relation on the agreement matrix is
satisfied and it is impossible to make a deciskdowever, applying the Boolean compositions on the
agreement matrix it is possible to transform theeagent matrix into a proper form where the
equivalence relation is satisfied.

This paper describes the distinctive propertieN-okrsion programming with majority voting and
N-version programming with consensus voting. Itvles the theoretical basis of the Boolean
composition application and an example of the aptibn of Boolean compositions to an agreement
matrix. Finally, the steps of the algorithms of Bsion programming with majority voting and N-
version programming with the consensus voting aweng The authors support it with Boolean
composition application to allow one to decide omrect result of versions’ outputs.
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