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Abstract- In computer network security, IP address spoofing plays a major role in the creation 

of Internet Protocol (IP) packets with a fake or forged source IP address and this may lead to major 

attacks to cloud centre. When the identities of user information are forged by spoofing or masquerade 

as another computing system. Whether the basic protocol for sending data in the Internet 

communication are based on the Internet Protocol ("IP"). In network communication header of each 

IP packet consist of source and destination address of the packet. The source address contains where 

the packet was sent origin address. In that IP spoofing can be performed by forging the original header 

from sender it act like packet is sent from origin with different address, an attacker can make it appear 

that the packet was sent by a different machine. So that the IP Spoofing attack can be placed to further 

attacks comes into place of impersonating system. This can avoided by a novel solution, named Passive 

IP Trace back (PIT), to avoid the challenges in operation. To capture the origins of IP spoofing traffic 

is difficult to locate. As long as the real locations of spoofing are not identified, they cannot be 

determined from launching further attacks. Identifying the origins of spoofing traffic can help build a 

reputation system for network place, which would be helpful to push the corresponding ISPs to verify 

IP source address. 

 

Index terms: IP spoofing, cloud center, Time To Live (TTL), Passive IP Trace back (PIT), Threshold value, 

network telescope, Internet Control Message Protocol (ICMP).   
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I. INTRODUCTION 

In massive development of cloud service security is important in computer network. The major 

security Attack IP Spoofing which lead to further attack like IP fishing and more on. In 

demonstrating and assessment of computer networks rely on the large datasets of flows acquired 

from backbone links on Internet. Where those data are needed to support several tasks which are 

useful for several research, including Internet traffic monitoring, detection of security attacks, and 

filtering of research results. The major issue in avoiding attack are important issue on providing 

serious privacy and security importance.  Whether the one hand, confidential information are 

carried out on network flow that should not be released several privacy policy. Though the 

payload is erased from all packets. Even in this case, an adversary of observing the source and 

destination IP addresses may related with an individual in Web sites that are visited, and which 

may useful for  private information. Similar way of Internet flows may revealed dataset among 

various information about personal communications with specific in terms about e-mail 

exchanges and chat sessions which are related among them. On the other side, datasets are 

helpful in perform other security adversary. Whenever monitoring the traffic over target network 

any adversary could identify possible bottlenecks to exploit for denial-of-service (DoS) attacks. 

In terms of development of methodology there security attacks are increased day to day and this 

can be performed over internet. For these several reasons, where multiple techniques were 

proposed to neutralize attack through network flows and preserving their utility. In early 

techniques were based on the substitution of the real IP addresses with pseudo-IDs. Whether that 

method proved to be avoid vulnerable to different kinds of attacks, according the knowledge 

based on service through network and multiple characteristics with the capacity to inject bogus 

flows in the monitored network. Recently, multiple techniques have been proposed to avoid the 

re-identification of IP addresses and avoid by applying proper filter through near network. But 

this cannot be control by applying filter through all network server. Whether this can be applied 

with centralized control to monitoring system to manage all network trough single server. 

However, those techniques do not provide any formal confidentiality guarantee, and it has been 

recently shown that they are prone to different kinds of attacks.  

On the other side, well-known techniques proposed for microdata anonymization are not 

directly applicable to network flows, and this method of network trace analysis as a mediated 

have several drawback while perform over network. In this methods we propose a threshold value 
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generated from server and which can be define a threshold value for each connection when 

attempt to link with server communication. Each time a packet is sending on a connection and 

threshold value is added to response with dataset. Whether it also determine dataset is reach 

authorized connectivity with client. In communication sender can be either host or network based 

service interaction or all connection is typically performed over a network communication. 

Moreover, the effective approach make a way to incremental connectivity provides important 

technical advantages. The computational costs and the memory requirements are needed to 

provide efficient and large amount of dataset could be strongly reduced by partitioning with 

small. With each subset need an efficient way to handle through server communication through 

client. With all the respect the approach and contribution about this paper consist in:  

1) The identification of unauthorized access through server; 

2) A novel defence approach of Passive IP Trace back to apply – to determine the location of 

Spoofer; 

3) A way to identify the user is communication link is real or fake with threshold value is 

generated from server and which determine the user is accessed with confidentiality guarantees;  

4) An extensive experimental evaluation of the concept which locate IP spoofing attacks by 

PIT can neutralize further counter attacks could be avoided.  

Many researchers have proposed many solutions to avoid attack on network service. An 

effective IP trace back solution based on path backscatter messages is used to identify intruder 

from attack on cloud center. Whether passive IP trace back which useful for avoiding 

unauthorized entry on network server. To manage the problem of internal network security on 

large-scale cloud centers Software-Defined Network (SDN) technology has been used because it 

improves network performance and also network attacks. To avoid attack from man-in-the-

middle and denial of service. Where attack are based on address resolution protocol on SDN-

based cloud center. In growing of cloud infrastructure service has attracted numerous tenants to 

cloud data centers. Most of service which are internally manage infrastructure; such as setup has 

subsequently resulted in security problem. Whether attack on internal network are frequently 

based on Address Resolution. 

Protocol (ARP) attacks are increasingly problematic on cloud centers. In particularly 

whether the tenant networks require an internal network security service which are provided by 

cloud centers. It help to ensure Virtual Machine (VM) migration effectively without interrupting 
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communication and all VMs work in a two-layer network. Where Internet Protocol (IP) address 

are used to communicate one VM to another VM. Whether IP address which are translated into 

MAC address by the ARP. VM keeps all the translated addresses in the ARP cache, because to 

reduce translation time and increase the performance network based communication speed due to 

keeping of temporary IP-MAC pair. Where one of earlier methods have been proposed about 

ARP cache in static way of applying.  

Whenever a system administrator was to inserts static IP-MAC pairs into an ARP cache. 

ARP frames cannot allow to change in static IP-MAC pairs, and it never expires, it ensures attack 

will never be that ARP attacks. For a large network, the amount of manual configurations needed 

to increase level of difficulties. 

Flexible control of computing and storage resources which implies to satisfy for various tenants 

requires on cloud centers. Managing a new type of network technology (i.e., Software-Defined 

Network (SDN)) has been used to prevent attack on cloud centers. Whether all control functions 

are centralized in SDN, which data plans and controller. SDN are help to improve the network 

performance and also deploying advanced custom control programs to addresses network 

security.  

II. PASSIVE IP TRACEBACK 

IP trace back mechanism are help to locate the origin of anonymous traffic, however there 

is problem internet scale IP trace back system has been not deployed by  Internet Service 

Provider(ISPs) due to the cooperation between them. This paper propose an Internet scale Passive 

IP trace back(PIT) approach does not need of ISP deployment to manage server. With the help of 

Internet Control Message Protocol (ICMP) messages that may scattered to a network telescope 

and scattered packet can use to identify the packet is reached to authorized user otherwise as 

spoofed packets travel from attacker to victim. Counter attacks from the victims of intruders can 

be earlier detected and further attack from intruder can be avoided and also help re-construct the 

attack path from attacks. IP trace back (PIT) approach consists of the existing ICMP generation 
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mechanisms on routers and also Time to Live (TTL) of packer to find problem location of router 

area can be detected.  

Figure 1. Passive IP Trace Back approach for Intrusion Detection System 

 

The network telescope are help to collect ICMP error message from the back scatter and trace 

graph are find the location of attack on router area      

Thus the above diagram shows Passive IP Trace back approach intrusion detection system 

with ICMP error message generation can perform dataset reach requested user otherwise further 

step of detecting are performed over the network with the help of  PIT approach.   

 

3.1 ICMP ERROR MESSAGE GENERATION: 

Internet Control Message Protocol (ICMP) are helpful in PIT approach to detect the 

anonymous activity over Internet. However victims of attack can be detected and further counter 

measure can be avoided with help PIT. This will be ensure whenever there is interface connection 

over the network layer and as well as it generate an error messages about the suspicious activity 

performed over the network are reported to sever. Whenever error message reach to server then 

PIT with backscatter performs finding out real location of IP Spoofing. Whether the analysis on 

dataset most of attack are performed by using IP spoofing. When this happen by capturing the 

identity of client of IP and accessed through the server by authorized entity. Generation of 

ICMP
[11]

 error message reflected on backscatter to the network telescope. Whether the network 

telescope analyses packets from reflected telescopes and find out the suspicious activity over 

network region.      
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Whenever any unsuspicious activity performed through network flow may trigger ICMP 

error messages at routers on the victims on the path. Then ICMP sent an error message about the 

victim of spoofed nodes. Assumption that the attackers use random forged IP address where 

some message generated from ICMP have reached to network telescope. Whether address of the 

router can be combined with an Internet route can reconstruct the network attack perform over 

the server can avoided, by applying filter over the router system. 

3.2 THERESHOLD VALUE FOR EACH CLIENT: 

 In this article we propose a threshold value generated from server to identify the 

authorized entity user. This can be performed by two way, one is to generate threshold value for 

each client whenever connection has made on server communication through network. On 

another way to response dataset with threshold values is reach requested user, otherwise it 

generates error message with the protocol of ICMP to server
 [3]

. The string of threshold value is 

concatenated with the randomly generated string generated from the server. With the help of 

Client-Server registration protocol the following information has been collected such as memory, 

IP-address Port, Client’s Name, and Public Key of registered Client’s. In this approach server 

defines a threshold value for each connection of registration each time a packet is sending on a 

connection its threshold value. Whether the sender can be a host or network based, all are 

maintained and monitored by server, over interaction are typically performed over a network 

connection is established. 

 When a user request dataset from server and dataset are transforms into packet and server 

perform generating of threshold value sent along with packet. The packet is sent to request along 

with threshold value generated from server and sent over the defined path from the source to 

destination IP address. The destination address receives the packet and checks whether it has 

been sent along with defined path to justify it reaches rightful user. When a hacker attempt to 

access over network with creating false name and identity to access over node. The hacker may 

be individual or group of persons can attempt to access over network with false information by 

forging the dataset. Where each packet header consist of source address and destination address. 

Normally source address consists of where it sent from and destination address where to reach 

rightful path. Threshold value cannot easily forged by hacker system. Whether server monitor 

access each user with the module takes care of the dataset sending through the network with the 

help of the threshold value. Whenever it reach the client it validate the database to check the 
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proper and improper user are accessing the network communication. And it also monitors the any 

unsuspicious activity are performed over network if any hacker try to accessing the data, which 

does not belong to the network communication. 

 

 

Figure 2. Comparison of poisoned hosts’ number 

 

III. EXPECTED OUTCOME 

In this paper we proposed Passive IP Trace back (PIT) with indirect way to locate 

spoofing location based on backscatter of message with available information. In that request 

dataset by client to server which response with requested dataset with threshold value. As well 

detection is based on two approach, one TTL of fault occurrence near router then it generate error 

message with the help of ICMP to server. Another side threshold value generated from server, 

whenever it reach the client it perform checking of reach authorized entry otherwise it generates 

error message to server. By the way PIT can detect location of IP spoofing in large scale network 

and proofed their correctness. Where effective approach does not any change in commodity 

router and cost of maintaining is low. PIT based deduction and simulation are effective approach 

to locate the real location spoofers.  

 

1) Passive IP trace back approach exploits these path backscatter messages to detect the location 

of the spoofing. 

2) When the locations of the spoofing known, the victim can seek help from the corresponding 

server to avoid further counter attacks from the attackers. 
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 3) With the help of TTL can find out near location attack has made and generate error message 

with the help of ICMP.  

4) Major advantage of this approach simplifying cost of finding the location of spoofing without 

changing current commodity router. 

 

IV. CONCLUSION 

To provide a solution to the problem of internal network attacks inside cloud centers, this paper 

proposes a passive IP trace back approach and an intrusion detection method. This method uses 

passive IP trace back to determine the real location of IP spoofing and control the attacks of the 

entire cloud based network. Our future work aims to provide the method with effective way to 

current   limitation and detect the attacks in a real environment. 
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