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Abstract- Emulation attack is an effort by an individual or a group to steal personal confidential
information such as passwords, credit card information etc, New approach called visual secret sharing
scheme (VSS) for cloning websites classification to solve the problem of Phishing attack. The novel
system is developed with the things that eradicate the drawbacks of the existing system. The main aim
of visual secret sharing scheme is to conserves the solitude of image by decay the original image into
two shares that as been stocked in independent database servers such that the authentic image can be
revealed only when they are equally gathered. The specific sheet of representation does not declare the
status of the original visual image which was generated previously. Once the unique visual image is
discovered to the user then that picture can be used as a password for detecting phishing. In the
proposed system, privacy enabled secure database is built. The security level is much enhanced from its

actual level. The authentication process can be secured by using double level security.

Index terms: phishing attack, visual secret scheme, visual cryptography, anti-phishing validation scheme.
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I. INTRODUCTION
Online transactions are nowadays become very common and there are various attacks present
behind this. In these types of various attacks, phishing is identified as a major security threat and
new innovative ideas are arising with this in each second so preventive mechanism should also be
so effective.
Thus the security in these cases be very high and should not be easily tractable with
implementation easiness. Today, most applications are only as secure as their underlying system.
Since the design and technology of middleware has improved steadily, their detection is a
difficult problem.
As a result, it is nearly impossible to be sure whether a computer that is connected to the internet
can be considered trustworthy and secure or not. Phishing scams are also becoming a problem for
online banking and e-commerce users. The question is how to handle applications that require a
high level of security. phishing is a form of online identity theft that aims to steal sensitive
information such as online banking passwords and credit card information from users. Phishing
scams have been receiving extensive press coverage because such attacks have been escalating in
number and sophistication. one definition of phishing is given as “it is a criminal activity using
social engineering techniques. Phishers attempt to fraudulently acquire sensitive information,
such as passwords and credit card details, by masquerading as a trustworthy person or business in
an electronic communication”. The conduct of identity theft with this acquired sensitive
information has also become easier with the use of technology and identity theft can be described
as “a crime in which the impostor obtains key pieces of information such as Social Security and
driver's license numbers and uses them for his or her own gain”. Phishing attacks rely upon a
mix of technical deceit and social engineering practices. In the majority of cases the phisher must
persuade the victim to intentionally perform a series of actions that will provide access to
confidential information. Communication channels such as email, web pages, IRC and instant
messaging services are popular. In all cases the phisher must impersonate a trusted source for the
victim to believe. To date, the most successful phishing attacks have been initiated by email —
where the phisher impersonates the sending authority.
So here introduces a new method which can be used as a safe way against phishing which is
named as "A novel approach against Anti-phishing using visual cryptography”. As the name

describes, in this approach website cross verifies its own identity and proves that it is a genuine
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website (to use bank transaction, E-commerce and online booking system etc.) before the end
users and make the both the sides of the system secure as well as an authenticated one. The
concept of image processing and an improved visual cryptography is used. Image processing is a
technique of processing an input image and to get the output as either improved form of the same
image and/or characteristics of the input image. Visual Cryptography (VC) is a method of
encrypting a secret image to shares, such that stacking a sufficient number of shares reveals the
secret image.

So it can able to protect many of confidential information and other such data’s and also protect

from clone webpages.
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I1. Proposed Approach
In this paper we proposed phishing detection and Prevention, secured image validation  scheme
using visual we are proposing a new methodology to detect the phishing website. Our
methodology is based on the Anti-Phishing cryptography. Choice of shares for a white and black

pixel is randomly determined by 16 bit key generation. It denotes the shares of a white pixel and

64



Anupriyan K, Santhosh kumar and Nagaraj N
An anti-emulation structure for internet despository using secured image validation scheme
a black pixel. pixels in the secret image will be encrypted using independent random  choices.
Two shares are superimposed. Only when both the share are match , it will allow the user to
access data  or else it will avoid. If P is a black pixel, we get two black sub pixels. If it is a
white pixel, we get one black sub pixel and one white sub pixel. . In the proposed system, privacy
enabled secure database is built. The security level is much enhanced from its actual level.

Advantage

1. It prevents password and other confidential information from the phishing websites.
2. Protect from clone web site.

3. Provide double level security for internet .

IV.  Modules Description
4.1 Registration With Secrete Code
In the registration phase, the user details user name, password, email-id, address, and a key
string(password) is asked from the user at the time of registration for the secure website. The key
string can be a combination of alphabets and numbers to provide more secure environment. This
string is concatenated with randomly generated string in the server.
4.2 Image captcha Generation

A key string is converted into image using java classes Bufferedlmage and Graphics2D.
The image dimension is 260*60.Text color is red and the backround color is white. Text font is
set by Font class in java.After image generation it will be write into the userkey folder in the
server using ImagelO class.
4.3 Shares Creation(VCS)
The image captcha is divided into two shares such that one of the share is kept with the user and
the other share is kept in the server. The user's share and the original image captcha is sent to the
user for later verification during login phase. The image captcha is also stored in the actual
database of any confidential website as confidential data.

4.4 login phase

When the user logs in by entering his confidential information for using his account, then first the
user is asked to enter his username (user id).Then the user is asked to enter his share which is
kept with him. This share is sent to the server where the user's share and share which is stored in
the database of the website for each user, is stacked together to produce the image captcha. The

image captcha is displayed to the user.
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V. Conclusion

Currently phishing attacks are so common because it can attack globally and capture and
store the users’ confidential information. This information is used by the attackers which are
indirectly involved in the phishing process. Phishing websites as well as human users can be
easily identified using our proposed "Anti-phishing framework based on Visual Cryptography".
The proposed methodology preserves confidential information of users. verifies whether the
website is a genuine/secure website or a phishing website. If the website is a phishing website
(website that is a fake one just similar to secure website but not the secure website), then in that
situation, the phishing website can’t display the image captcha for that specific user (who wants
to log in into the website) due to the fact that the image captcha is generated by the stacking of
two shares, one with the user and the other with the actual database of the website. The proposed
methodology is also useful to prevent the attacks of phishing websites on financial web portal,
banking portal, online shopping market. This application can be implemented for all kinds of web

application which needs more security.
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