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Abstract

This study proposes a simple and fast data authorization in hierarchical structure between
groups for cloud computing. Within this method, each group in hierarchical organization gets
a pair key, naming the public key ’PK’and the private key ‘SK’. The group use its direct
ancestor groups’ public keys *PK’ to encrypt its own private key >SK’ to generate the open
parameters R. All these parameters(public keys PK, open parameters R) and their relationship
are to open public by using an open table called RAP (Relation-And-Parameter) table.

When comes to data encryption, groups derive the encryption key from its private key
‘SK” by using a open function called F function, encrypt the files and upload them to the
cloud. When the group is authorized (groups that are the ancestor groups’ ), they look the
RAP table and find the path between his group and the authorized group, recursively
computed the group’s private key ‘SK’ in the path, and finally use the F function to derive the
decrypt encryption key. We also compared the proposed mechanisms with those by AKL,
Lo-Hwang-Liu, and Chu-Hsing Lin in multiple faces like operation of member, efficiency,
new members join and leave, etc.. As a result, the proposed one provides little CA (Certificate
Authority), simple operation, fewer public parameters changes when come to a hierarchical
structure expansion.
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