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Abstract

Along with the development of information technology and internet, a lot of modern

technology methods and tools are used to management. Therefore, it is an important discussion to

information security risk management. In this paper, we buring up an ontology structure of information

security risk management, and among them are the ontology-based UPML approach proposed. It is

componed of three parts: Domain ontology, Task ontology, and Resolution ontology. This structure is

established by Protégé 3.1, and its purpose is adopt ontology technology made early, so that the expert

knowledge in intrusion detection, network safety techniques, security policies, etc. can be modeled,

stored, shared as well as later queried.
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1. Introduction

As the prosperous development of information tech-
nology and internet, the enterprises change the manage-
ment of supplier chain into modern technology way. In
the past, the communication tools of enterprises are tele-
phone, fax machine, and paper based document. Re-
cently the hottest Electronic Business brought enterprise
real-time, much quick, accurate, and integrated informa-
tion that not only shared by the suppliers but also be used
to improve the supplier chain management much better,
faster, and just-on-time by making good marketing and
sales prediction, decreasing the inventory, enhance com-
petition, improving customer satisfaction.

Because of the globalization of competitive world
and the increasing reliance on internet for business trans-
actions, the threat of hackers has seriously affected the
enterprise information security for many businesses. For
example, where customer data of almost 40 million
credit card members was stolen, and potentially exposed
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to fraud, from one of the payment processors, was proba-
bly by far the largest network theft ever made public in
the world, exemplifies the urgency.

To counter the threats, organizations spend much re-
source in deploying and updating multiplex expensive
security devices such as firewalls, intrusion detection
system and virus protection systems to safeguard sensi-
tive corporate information. The installation of these de-
vices is generally straightforward, compared to what fol-
lows, which typically involves establishing an organiza-
tion-specific security policy & rules to ensure continu-
ous interplay of security requirement analysis and con-
trol by experts. This is usually considerably more diffi-
cult but essential. Without the latter, an intrusion detec-
tion device, for instance, regardless how expensive or
feature-rich, can not be made fully effective.

It is for this reason that, using the concepts of on-
tology technology, this paper seeks to construct a know-
ledge model that represents a framework which related
goals to the control tasks of information security man-
agement by analyzing the current accepted information
security management standards and practices BS7799
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[1]. Then, the ontological domain framework is based
platform of Protégé developed by Stanford University.
And Jess, an expert system language developed by the
Sandia National Lab of New Mexico, is used to present
the security management rules that will be used by do-
main experts when looking for a solution. These security
management rules in turn use the associations/relations
between knowledge objects in the ontological database
for inference. Together the knowledge base and infer-
ence rules provide a complete expert system for evaluat-
ing information security risks.

2. Concept and Tool of Ontology

In this paper, we will discuss how to use the ontology
in systematic construction of the domain knowledge
based information security management’s goals and tasks
captured from the industrial standards. The primary pur-
pose is to enable knowledge sharing among security per-
sonnel, which in turn enhances and passes on the experi-
ence and knowledge of information security of an orga-
nization to safeguard its sensitive data.

2.1 Definition of Ontology

Ontology was proposed by Bunge in 1977 in com-
puter science [2]. The American Heritage Dictionary de-
fines ontology as “the branch of metaphysics that deals
with the nature of being.” Ontology has a long history in
philosophy, in which it refers to the subject of existence.
When applied to artificial intelligence, ontology is often
used to mean the specification of conceptualization that
describes knowledge of a particular domain. Ontology is
a collection of concepts, which represent higher level
knowledge in the knowledge hierarchy in a given organi-
zation [3].

In Al ontology is a formal description of the sorts of
objects, properties of objects, and relations between ob-
jects that are possible in a specified domain of know-
ledge. In other words, ontology is an explicit specifi-
cation of a conceptualization.

Ontology is often captured in some form of a seman-
tic network — a graph whose nodes are concepts or indi-
vidual objects and whose arcs represent relationships or
associations among the concepts [4].

From the viewpoint of ontology, the world consists
of different domains, which are composed of related ba-

sic things. These basic things can be reused and shared
by means of modifying attributes and relationships, etc.
Besides, ontology is easy to understand specific domain
because the class hierarchy of ontology is like the way of
human beings storing knowledge. Inheritance of the on-
tology’s class improves extensibility as well. Nowadays,
ontology is widely used to describe a specific domain’s
knowledge and to achieve reusability and sharing of
knowledge [5,6]. These are the main reasons of onto-
logy’s popular application in computer science, know-
ledge engineering, and information retrieval.

Due to the rapid development of ontology engineer-
ing, lots of ontologies are produced and could have over-
laps. As a result, integration of ontology has become a
research topic and can be classified as merging, align-
ment, reuse, and use, etc. [7,8].

2.2 Construction of Information Security Ontology
In this paper, Protégé 3.1 is used to establish the on-
tology of information security knowledge with control
goals and control measure elements in BS7799/1SO27001
[1,9] stored at the knowledge base. Protégé 3.1 [10] is
one of a series of ontology tools developed by Stanford

University with the following features:

(1) Written in Java language and to be operated in inter-
net and across platforms.

(2) Graphic and interactive interface would simplify
knowledge management jobs of knowledge engi-
neers and domain specialists.

(3) Hieratical and tree type structure enable the users to
browse in the concept class level structure.

(4) Open interface for new plug-ins allows adding know-
ledge functions.

3. The Architecture of Information Security
Risk Management

One of purpose of this paper is to provide subjective
domain knowledge to decision-makers for optimal secu-
rity problem decisions, The topics of systematic know-
ledge acquisition, representation and sharing have been
explored extensively in various knowledge engineering
discussions. Among them are the ontology-based UPML
approach proposed by Fensel [11] and his colleagues for
knowledge conceptualization and representation.

The UPML architecture for describing a knowledge-
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based system consists of three mainly different elements
(see Figure 1): (1) Task that defines the problem that
should be solved by the knowledge-based system; (2)
PSM, problem-solving method, that defines the problem
solving process of a knowledge-based system; (3) Do-
main model that describes the domain knowledge. Each
of these elements is independently to enable the reuse of
task descriptions in different domains, the reuse of pro-
blem-solving methods for different tasks and domains,
and the reuse of domain knowledge for different tasks
and problem-solving methods. Ontology provides the
terminology used that in tasks, problem-solving methods
and domain definitions. Again this separation enables
knowledge sharing and reuse [11]. The UPML have the
following advantages:

(1) The ontology of UPML design is flexible, which
helps minimize the effort needed to resolve a single
but complex problem, thus reducing the overall de-
sign complexity.

(2) All major components are functionally independent,
which allows for greater reusability and interoper-
ability with knowledge systems of different domains
and of different experiences.

Based on the structure of UPML the knowledge
needed for information security risk management is di-
vided into 3 major parts. They are, Part 1 “Domain”:
knowledge acquisition and modeling of organizational
data valuation and security flaws and threats; Part 2
“Task”: establishing risk rating and measurements; Part
3 ”Resolution”: using the self-adapting heuristic pro-
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Figure 1. The structure of UPML.

blem solving method the knowledges are combined to
form an ontology designed specifically to minimize or-
ganizational information security risks(see Figure 2).

4. Establishment of Information Security
Management Knowledge Base

In book Heads Up [12], Kenneth G. McGee proposes
a quite good notion. “We are unable to truly prevent the
unknown dangers but only to do our best to predict the
possible risk based on present situation.” Failure of mak-
ing timely responses to unexpected events is caused by
being unable to be aware of the early warning in time.
Therefore, to conduct risk management, an information
security system systematic covers overall organization
should be established and maintained in accordance with
information security management standard. With the in-
formation security management method, data related to
in advanced warning of the risky situations that affect or-
ganization operation from achieving its goals would be
collected, analyzed, and monitored substantially, and
then resolute actions would be taken whenever they are
required. That would be an effective way to prevent net-
work disasters.

4.1 Establishment of “Domain” Ontology
Knowledge Base
Until recently most organizations’ main focus on in-
formation security have been on the “availability” when
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Figure 2. Ontology structure of information security risk
management.
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conducting electronic business and Supply Chain Man-
agement. Learned from the damage of increasing infor-
mation security threats, many companies recognize that
“availability” along is no longer sufficient. Today busi-
ness transactions must also ensure “confidentiality” and
“integrity.” To meet this end , BSI (British Standards In-
stitute) have published the BS7799 standards regarding
information security management and auditing.

The BS7799 includes eleven control measures with
specific requirements on identification of organization
assets (see Table 1). The goal is to maintain and ensure
that proper protection have been prearranged to those
valuable organization asset.

To identify the protected information asset, an orga-
nization shall list information assets related to informa-
tion security, then confirm and evaluate each asset pro-
perly. During asset identification, an organization could
divide the information asset into seven categories: writ-
ten documents, software assets, substantial asset, per-
sonnel, service, company image and goodwill. Value es-
timation shall be given to each asset. Asset value can be
quantified in the following formula:

Asset value (V) = value of the equipment (tangible
value) + organization value affected when the equipment
is out of order (intangible or information value) Q)

Based on the formula (1), the assets of an organiza-
tion can be checked thoroughly and listed in the Protégé
knowledge base. In this paper, based on BS7799, confi-
dentiality, integrity, and accessibility of the data have to
be put into consideration during the evaluating process
of the organization information asset. The analysis of

Table 1. 11 control measures in BS7799

. security policy
. organization of information security
. asset management
. human resources security
. physical and environmental security
. communications and operations management
. access control
. information systems acquisition, development and
maintenance
9. information security incident management
10. business continuity management
11. compliance

OO DN kW~

system security threat should be focused on factors of en-
vironment, human behaviors, and technology. An orga-
nization shall assess its operation, tangibility, personnel
and technology, on the respect of the levels of the system
security leak they could cause, and reflect the importance
accordingly (in five levels with 1 as the least important
and 5 the most improvement). Finally, Information re-
lated to system security leak has to be established (see
Figure 3).

4.2 Establishment of “Task” Ontology Knowledge

Base

All system impact analyses with their frequency
study are required in conducting the Risk Assessment.
The Frequency Study evaluates the frequency of impact
on the system (e.g. daily, monthly or yearly). The higher
impact possibility leads to higher level of risks. After
confirmation of the impact and possibility of the impact
on the system, one can analyze the overall system risk
level. The risk calculation formula is [13]:

R=R (PT,PV,]) )

where R -- risk of the asset under a certain threat.
PT -- possibility of the threat.
PV -- possibility of the leak being used.
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Figure 3. Establish risk management of the “Domain” know-
ledge in Protégé 3.1.
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I -- potential threat impact (I = VX value loss de-
gree CL).
0 <CL value loss degree <=1 (value of the asset might
be completely lost after security incident, i.e, CL=1. It
does cause some affect to the asset value, i.e, CL> 0. To
simplify the evaluation procedures, asset value replaces
the impact under the threat.)

Risk levels can be measured by different methods.
Risk value matrix is used to measure the risk value (see
Table 2) with the matrix to verify the risk value regarding
the possibility of the threat, possibility of the leak being
used, and asset value.

(1) Possibility of the threat is divided into three levels:
low, intermediate, high. (0~2)

(2) Possibility of the leak being used into three levels:
low, intermediate, high. (0~2)

(3) Qualitative of the asset value under threat is divided
into five levels. (0~4)

Provided the case that the possibility of the threat is
low, that of the leak being used is intermediate, and asset
value is level 3, the risk value of this case is 4 by look up
the risk matrix table. Confirming the risk value, area di-
vision is used to prioritize the risks (see Table 3).

After verification of the risk levels, the responsive
action list of management, operation and technology
should be prepared against each confirmed risk impact to
minimize the impact by the risk. As eradication of the
risks is an unfeasible, alternative of risk avoidance, re-
duction, transference and acceptance would be added
into the list as the reference for decision makers.
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4.3 Establishment of “Resolution Ontology”
Knowledge Base

4.3.1 Using the “Propose & Revise” Method to
Improve Information Security Risks

The importance of domain ontology lies in it contex-
tual problem solving capabilities. Due to the increasing
attentions given to knowledge sharing and reuse, the need
to generalize the solutions with respect to the problems
they solve is also gaining more momentum. The heuristic
problem solving method can generate a rich set of re-
commendations for corporate policy makers with limited
resources.

As an example using the “Propose & Revise” pro-
blem solving method in the context of minimizing in-
formation security risks (see Figure 5), an organization
with limited resources can follow the steps below to per-
form a feasibility study of recommended solutions and
strategies:

Select:

Analyze and prioritize proposed risk reassessment/
readjustment tasks based on urgency, and assign resource
requirements to each proposal.

Propose:

A proposed task is only feasible when its resource
requirement meets the available resources requirement
in the organization.

Table 3. The level of risk divides table

At last, establishing the organization information Risk value block risk level
security risk level list would be used to complete im- 6,7,8 level 1, high risk, priority control
plementation of the Task knowledge into the knowledge 3,4,5 level 2, general risk, control properly
base in Protégé 3.1 (see Figure 4). 0,1,2 level 3, low risk, accept
Table 2. Risk value matrix
PT (possibility of the threat) Low 0 intermediate 1 high 2
Asset PV (possibility of the leak  low intermediate high low intermediate high low intermediate high
value being used) 0 1 20 1 2 0 1 2
V)
0 0 1 2 1 2 3 2 3 4
1 1 2 3 2 3 4 3 4 5
2 2 3 4 3 4 5 4 5 6
3 3 4 5 4 5 6 5 6 7
4 4 5 6 5 6 7 6 7 8
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Figure 4. Establish risk management of the “Task” knowledge in Protégé 3.1.
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Figure 5. “Propose & revise” the inference and structure
chart.

Verify:

Examine the resource requirement of each proposed
task in order of priority until one that meets the organiza-
tional available resource requirements.

Revise:

Repeat step 3 until the resource requirement of the
proposed task in question exceeds the organization’s av-
ailable resource (see the Table 4).

Finally, Jess’s rules, which represent methods by

which a domain expert uses when developing problem
solutions, can be used differently in varying scenarios to
give different solutions (see Figure 6).

4.3.2 Compiling Risk Re-Assessment Proposals

Risks associated with various proposals, together
with their resource requirements and their priorities, can
be measured against organization’s established informa-
tion security risk ratings.

Using the steps mentioned above, the proposals, plus
the risk ratings, can be used to establish the information
security domain ontology base Protégé 3.1 (see Figure
7), whose data can be queried to provide optimal solution
to any organization unit.

5. Conclusion and Future Research

With the advances in information technologies, or-
ganizations can now afford to ensure reliable, accurate
and complete electronic exchanges between supply chain
partners with minimum acceptable risk. Network infra-
structure, technology platforms, management policies, as
well as security techniques are all-important elements.
Although different combinations of these elements can
result in different typologies and effectiveness, faced
with the ever changing security threats there is really no
guarantee that any of these combination can be 100%
safe-proof.
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Table 4. In the “information security risk” ontology of work rules

Step for compiling the proposal: find all tasks whose resource requirements are lower than
available resources afforded by the organization.

(forall ? X (action_min_cos ¢? X)(business_cos f)))

Step for analysis & adjustment: from the selected tasks, in order of priority, look for one that
requires less resource than what is available, until all available resources have been exhausted.

(exists ? X (= (risk_ propose_action ? X)(min(rank ? X)))

(forall ? X(= (rest_propose_action ? X)
(—(business_cos f)(action_min_cos t ? X))))

(forall ? X(= (next_propose_action 7 X)
(H(rank ? X)1)))

(next_ propose_action 7 X <
(—(rest_business_cos t)(action_min_cos ¢ ? X)))

(exit ? X(< (rest_business_cos t)(action_min_cos ¢ ? X)))
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Figure 6. “Problem solving” and “information security risks” task rules.
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Figure 7. Establish risk management of the problem solving method knowledge in Protégé 3.1.

In order to evaluate the risks and readiness of the
typology in meeting an organization’s security require-
ments, this paper’s decision to adopt ontology techno-
logy was made early so that the expert knowledge in
intrusion detection, network safety techniques, security
policies, etc. can be modelled, stored, shared as well as
later queried. With the addition of risk ratings and asso-
ciated remedial tasks the security personnel of an organi-
zation can repeatedly perform what-if design analysis
against the ontology base until a feasible solution, or
solutions, is found before the physical implementation
commences. This approach has the obvious advantage of
shortening the time needed for design, build, operating
and testing cycles, not to mention the heightened robust-
ness in network safety once up and running.

The direction of future research is to establish a sys-
tem that’s not only flexible, adaptable and user-friendly
with a web-oriented graphical management interface, it
must also be extendible, reusable and can integrate easily
with other knowledge presentation systems. Given that
today’s organizations are more and more knowledge-
intensive and service-oriented, the need for a collective

knowledge base with maximum generality that can be
easily developed and effective maintained by the domain
experts, and at the same time offers high degree of us-
ability and accessibility to knowledge workers, will un-
doubtedly give any organization a competitive edge.
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