View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by Royal Holloway - Pure

A New Approach to Modelling Centralised
Reputation Systems

Lydia Garms and Elizabeth A. Quaglia

Information Security Group, Royal Holloway University of London
{Lydia.Garms.2015, Elizabeth.Quaglia}@rhul.ac.uk

Abstract. A reputation system assigns a user or item a reputation value
which can be used to evaluate trustworthiness. Blomer, Juhnke and Kolb
in 2015, and Kaafarani, Katsumata and Solomon in 2018, gave formal
models for centralised reputation systems, which rely on a central server
and are widely used by service providers such as AirBnB, Uber and
Amazon. In these models, reputation values are given to items, instead
of users. We advocate a need for shift in how reputation systems are
modelled, whereby reputation values are given to users, instead of items,
and each user has unlinkable items that other users can give feedback on,
contributing to their reputation value. This setting is not captured by
the previous models, and we argue it captures more realistically the func-
tionality and security requirements of a reputation system. We provide
definitions for this new model, and give a construction from standard
primitives, proving it satisfies these security requirements. We show that
there is a low efficiency cost for this new functionality.

1 Introduction

Reputation has always played a fundamental role in how we exchange products
and services. While traditionally we have been used to trusting the reputation of
established brands or companies, we are now facing a new challenge in the online
world: determining the trustworthiness of a wide variety of possible exchanges.
Whether we are selecting a restaurant, buying a product or getting a taxi, we
are increasingly relying on scores and ratings to make our choice. For example,
on Amazon, which in 2015 had over 2 million third party sellers worldwide [I],
each seller is given a rating out of 5. Also Uber, with over 40 million monthly
active users [2], allows drivers and passengers to rate each other.

A reputation system formalises this process of rating a user or service by
associating with them a value representing their trustworthiness. A reputation
is then built as the value gets updated over time, as a consequence of user
interactions and service exchanges. Obviously, to form a reputation value for a
specific user or service, their behaviour across interactions needs to be linked, but
this may have privacy implications. For instance, a user could be deanonymised
by linking all their interactions together in a profiling attack.

Given this, a cryptographic treatment of reputation systems has been con-
sidered necessary, and several models have been proposed in the literature so
far [BU9JT9]. Reputation Systems can be generally categorised into distributed or
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centralised systems. Distributed systems [24] have no central server and use lo-
cal reputation values, i.e., reputation values created by users on other users. For
example, a user may generate a reputation value based on feedback from query-
ing other users, and their own interactions. This means a user does not have a
unique reputation value, but many other users hold their own reputation value
for them. For example privacy preserving decentralised reputation systems [20]
are designed to maintain anonymity when answering queries from other nodes.

Centralised systems, on the other hand, have a central server that manages
the network, performing tasks such as controlling communication between users,
receiving feedback and evaluating reputation values. In this paper, we will fo-
cus on centralised systems since the reputation systems used by most service
providers such as Airbnb, Uber and Amazon are of this type. A variety of cen-
tralised reputation system models and instantiations have been proposed in the
literature, as we shall see in Section 2. While their applications and the used
techniques vary greatly amongst them, all of the models have in common that
reputations are assigned to each item or service, the object of the reputation,
rather than each user, the provider of the service. To understand the limitations
of this, let us consider the case of online shopping: in such a scenario, existing
reputation systems would typically allocate a reputation to each product sold
(item), and not to each seller (user), based on all their sold products.

In this paper, we advocate the need for a shift in how reputation systems
are modelled, and we propose a new model for reputation systems in which a
reputation value is given to each user, based on all their user behaviour or items.
This is crucial in ensuring that a user’s previous behaviour will contribute to
their current reputation, instead of having separate reputations for each service
provided. Clearly, if items belonging to a user could be linked together, the
model which has been used so far could be transformed into our new one, by
collating the reviews for each item belonging to a user to form a reputation value.
However, if the user wishes to make their items unlinkable for privacy reasons,
then this becomes more challenging.

1.1 Motivation and contribution

Our contribution is to propose a new model for reputation systems so that
reputation values are given to users instead of items, whilst guaranteeing that
the user’s behaviour is unlinkable, and that the central server does not have to
be involved during every transaction. This means that users can have multiple
unlinkable items, whilst a reputation value still reflects their entire behaviour.
Therefore users can have the benefits of privacy, whilst still being held account-
able for the previous behaviour.

A car pooling app is an example of the reputation systems we are modelling.
A user may not want their trips (or items) to be linked together, as their move-
ments could be tracked. However, a user’s reputation should be based on their
previous trips, so others can judge their reliability. In this context, reputations
based on each journey are not useful, as they cannot be used for future journeys.
This is why it is important to give reputation values to users instead of items.



The first challenge when developing such reputation systems, is to provide
a mechanism for generating reputation values, whilst ensuring items cannot be
linked by user. We model this with a ReceiveFB algorithm run by the Central
Server (CS), the central server, which takes feedback, and links it to other feed-
back on items with the same author, updating their reputation. We define the
security requirement, Unlinkability of User Behaviour, which defines the unlinka-
bility of items by the same user achievable while reputations can still be updated
using ReceiveFB. Our approach as described so far gives rise to a possible attack
in which a user produces a valid item which will not contribute to this user’s
reputation, or will even unfairly affect another user ReceiveFB. We introduce the
Traceability security requirement to mitigate against this attack. These security
requirements are reminiscent of those for group signature schemes in [4].

The second challenge is to determine the reputation of a specific user, whose
items are unlinkable. A naive solution could be for the user to simply attach their
reputation to an item, but the user could lie about their reputation. To avoid this,
we introduce the Postltem algorithm, with which the user posts their item, and
proves they were given a reputation at a particular time, using a token generated
by the CS. We further introduce the security requirement of Unforgeability of
Reputation to ensure the user cannot lie about their reputation.

Finally, the standard security requirements of a centralised reputation sys-
tem [9/T9], namely Anonymity of Feedback, Soundness of Reputation and Non—
frameability, still need to hold, and we adapt these naturally to our new model.

A reputation system satisfying our security requirements can be built using
two standard primitives: Group Signature Schemes [I7] for posting items, under
the condition that they can be modified so that users can prove their reputation
at a particular time with a token generated by the CS, and Direct Anonymous
Attestation (DAA) [I3] for sending feedback. In this paper we present a con-
crete construction using a modified version of the group signature scheme given
in [I8], which ensures the Unlinkability of User Behaviour, Traceability and
Unforgeability of Reputation requirements described above. Our modification
to [18], similarly to in [25], allows users to prove their reputation at a particular
time. Our construction also makes use of the DAA scheme given in [I6], which
ensures anonymity of feedback, whilst multiple feedback on the same item can be
detected, ensuring Soundness of Reputation. This is due to the user controlled
linkability property of the DAA scheme, where only signatures with the same
basenames can be linked, and we use this by setting the basename to be the
item feedback is given on.

2 Related Work

While there exists an abundant literature on centralised reputation systems
[27/3129/25/2018] the most relevant work to this paper are [9] and [19], due to
their focus on formal models of reputation systems.

The model proposed in [9] is inspired by the security model for dynamic group
signatures [6], and the authors provide an extra linkability feature to detect users



giving multiple feedback on the same subject. In [19], the security requirements
for this model are improved by giving more power to the adversary, (for example,
in the public linkability security requirement the key issuer is no longer assumed
to be honest), and introducing the requirement that an adversary cannot give
feedback that will link to another user, invalidating their feedback. In [I9] the
model is also made fully dynamic [I2], ie users can join or leave the scheme at
any time, and a lattice-based instantiation satisfying this model is provided. To
reduce complexity, our model is in the static setting, however the model and
constuction could be converted to the dynamic case using [7], and due to the
dynamic setting of our building blocks.

Crucially, in both [9] and [I9] reputations are assigned to each item, the
subject of feedback, not each wuser. By contrast, we propose a new model for
reputation systems in which a reputation value is given to each user, based on
all their user behaviour or items. This ensures a user’s reputation reflects their
entire past behaviour and so ensures they are accountable for their previous
actions, modelling more accurately how such systems truly operate.

3 Defining a Reputation System

We define a reputation system, II, as consisting of the following probabilis-
tic polynomial time algorithms: Setup, AllocateReputation, Postltem, Checkltem,
SendFB, VerifyFB, LinkFB, ReceiveFB. We illustrate our model in Figure

CS(gpk, isk, osk,usk,r,F,L,ID)

2. For current time ¢ perform (w,r,ZD) «
AllocateReputation(gpk, isk, i, usk[é], ¢, r[i], ZD)

6. (r, L, F) < ReceiveFB(gpk, osk, ((I,r,t,$2), fb,®),r, L, F,ID)

User i(gpk, usk][i]) User 4’ (gpk, usk[i'])

1. Request reputation at current time, | 3 I,7,t,9) 4. Check Checkltem(gpk, I,7,t,2) =1
with req 5. When giving feedback fb

3. When posting an item I perform on item I, perform ¢ «

2 « Postltem(gpk, I, usk[i],r,t,w) SendFB(gpk, usk][i'], (I,r,t, 2), fb)

Fig. 1. Diagram modelling how entities interact in a centralised reputation system.

SendFB, VerifyFB, and LinkFB are equivalent to the Sign, Verify, Link algo-
rithms in [9] and [I9]. The additional algorithms, which we introduce in this
paper, represent the key features of our new approach.

The entities involved are a set of users U and a Central Server (CS). The
Central Server has two secret keys, isk and osk. The issuing secret key isk is



necessary for allowing users to join the system and allocating them tokens to
prove their reputation, whereas the opening secret key, osk, is necessary for
forming reputations from feedback. For simplicity we give the CS both secret
keys, but to reduce the power of one entity the role of the CS could be distributed.

The CS begins by running Setup. Users post itemsﬂ which are the subject
of feedback, while proving their reputation at a certain time using Postltem.
After a request from a user, the CS runs AllocateReputation, which outputs
tokens to allow a user to prove their current reputation at a specific time in
Postltem. And other users verify that an item is a valid output of Postltem by
running Checkltem. This ensures the item was authored by an enrolled user,
the reputation alongside the item is correct for the given time, and the CS can
use feedback on the item to form reputations. SendFB is run by a user when
giving feedback on an item, and its output is sent to the CS. ReceiveFB is run
by the Central Server when receiving the output of SendFB from a user. The
CS updates their stored feedback and reputations, based on this. VerifyFB and
LinkFB are used by ReceiveFB to check the feedback is valid and that there is no
feedback by the same user on this item, otherwise ReceiveFB will abort.

In the car pooling example, whenever a driver wishes to update their repu-
tation, they request the CS run AllocateReputation to obtain a token for their
reputation. They are incentivised to do this by the fact the reputation is dis-
played alongside the time it was allocated. When they wish to give a ride, they
use their most recent token to post an item with Postltem, which can be verified
by passengers with Checkltem. The passenger can then pay using some anony-
mous payment system. After the ride, their passenger can then give feedback on
this item to the CS using SendFB. The CS uses ReceiveFB to update their lists
of feedback, and reputations for each user, if the feedback is valid.

Before describing in detail our new model, we provide, for ease of reading,
an overview of our notation.

R : The set of all possible reputation values.
7 : The initial reputation of every user at the system’s setup.
U : The set of all users in the scheme.

Aggr : A function that takes as input the new feedback fb, the user who’s repu-
tation is being updated ¢, the list of feedback already received F, and the
most recent reputation r, and outputs the new reputation r’.

r : For the user i € U, r[i] is the user i’s reputation held by the CS.

L : Alist of feedback that will contain entries in the form of a 6-tuple ((I, r, ¢, £2),
b, ), where (fb,®P) is feedback/ proof pair, given on item I with reputation
r, and time ¢, with the proof 2. £ is used by the CS to keep track of all
feedback given, so that multiple feedback on the same item can be detected
in ReceiveFB.

F : A list of feedback that will contain entries of the form (¢, fb) where fb is
feedback given to user i. F is used by the CS to keep track of all feedback
given on user ¢ to form reputations in ReceiveFB.

1 A simple example of an item could be a product being sold.



ID : Alist of identities for all users, this list will allow the CS to store information
on users whilst running AllocateReputation for use in ReceiveFB.

We next formally define a centralised reputation system II, consisting of the
following probabilistic polynomial time algorithms: Setup, AllocateReputation,
Postltem, Checkltem, SendFB, VerifyFB, LinkFB, ReceiveFB.

— Setup(k, R, 7,U, Aggr) takes as input: a security parameter k, a set R of
reputation values, # € R, the initial reputation, a set of users U, and the
aggregation algorithm Aggr. The CS computes a public key gpk, the issuing
secret key isk, which is used to issue new user secret keys, and in AllocateRep-
utation, and the opening secret key osk, which is used in ReceiveFB to trace
the author of an item to form reputations. The CS computes a secret key for
each user, usk = {usk[i] : i € U}, and r, the reputation for all users held by
the CS, where Vi € U, r[i] = #. The CS creates empty lists £, F,ZD which
are described above. It outputs (gpk, isk, osk,usk,r, L, F,ID).

— AllocateReputation(gpk, isk, i, usk[i], t, r[i], ZD) takes as input the public key
gpk, the issuing secret key isk, user ¢’s secret key usk[i], the current time ¢,
the current reputation of user ¢ held by the CS r[7], and the list of identities
for users ZD. It updates the list of identities ZD, and outputs (w,r[i],ZD),
where w allows user i to prove they have reputation r[7].

— Postltem(gpk, I, usk|[i],r, t,w) takes as input the public key gpk, an item I,
user 4’s secret key usk[i], the last reputation r, time ¢ and token w received
from the CS (r is not necessarily the reputation r[i] held by the CS). It
outputs {2, which proves the author is enrolled and has reputation r at time
t, and is used in ReceiveFB to form a reputation for i.

— Checkltem(gpk, I, r,t,2) takes as input the public key gpk, an item I, a
reputation r, a time ¢ and {2. It outputs 1 if {2 is a valid output of Postltem,
given (I,r,t), and 0 otherwise.

— SendFB(gpk, usk[i], (I,r,t, 2), fb) takes as input the public key gpk, user i’s
secret key usk([i], the subject of their feedback, (I,r,t, {2), and the feedback
fb. It outputs @ which is sent to the CS, to prove the author of @ is enrolled,
and also for the detection of multiple feedback.

— VerifyFB(gpk, (I,7,t,$2), fb,®) takes as input the public key gpk, an item
(I,7,t,£2), and feedback/ proof pair on this item (fb, ?). It outputs 1 if @ is
a valid output of SendFB, and 0 otherwise.

— LinkFB(gpk, (I,r,t,£2), fbo, Do, fb1,P1) takes as input the public key gpk,
an item (I,r,t,(2), and two feedback/ proof pairs on this item, (fbg,Po),
(fb1,®1). It outputs 1 if &y and P, were generated by the same user with
the same input of (I,r,t, 2), and 0 otherwise.

— ReceiveFB(gpk, osk, (I, r,t, $2), fb,P),r, L, F,ID) takes as input the public
key gpk, the opening secret key osk, a feedback/ proof pair (fb,®) on item
(I,r,t,§2), the current reputations r held by the CS, the lists of feedback so
far £ and F, and the list of user identities ZD. If ¢ is not valid, or the LinkFB
algorithm finds multiple feedbacks in £ then it outputs L. Otherwise, it uses
the aggregation algorithm Aggr, and the list F, to update r, £ and F to take
into account the new feedback. It outputs (r, £, F).



4 Security Requirements

As discussed earlier, we consider reputation systems satisfying the following re-
quirements: Correctness, Unforgeability of Reputation, Traceability, Unlinkabil-
ity of User Behaviour, Soundness of Reputation, Anonymity of Feedback, and
Non—frameability. We begin with an informal discussion explaining the necessity
for our security requirements and then follow up with formal definitions for the
three security requirements original to this work.

We propose Unforgeability of Reputation, a new requirement that ensures a
user cannot prove that they have a reputation for a certain time, which differs
from the one they were allocated by the CS in AllocateReputation. This is nec-
essary because when an item is unlinkable, the author’s reputation cannot be
determined. Therefore the reputation must be included alongside the item. This
requirement ensures that the sender has not lied about their reputation.

Here we introduce Unlinkability of User Behaviour, which formalises our
definition of unlinkable user behaviour, given that ReceiveFB can still form rep-
utations, as well as Traceability, which ensures that all items generated by an
adversary can be traced back to them when computing their reputation. This
is necessary because, due to the Unlinkability of User Behaviour requirement,
an attacker could attempt to subvert ReceiveFB. These requirements are remi-
niscent of the Full-Anonymity and Full-Traceability requirements [4] for group
signature schemes, and have been adapted for reputation systems.

Soundness of Reputation ensures an adversary cannot give multiple feedback
on the same item, undermining the integrity of reputation values. Anonymity
of Feedback ensures that feedback cannot be traced to the user’s identity and
is unlinkable. We have adapted these two requirements from [9] to fit our no-
tatiorﬂ Non—frameability, adapted from [I9], ensures that an adversary cannot
forge feedback that links to another user’s feedback, so this feedback is unfairly
disregarded. The Traceability requirement from [I9] is not carried over, as we
believe opening of feedback would add unnecessary complexity to the model.

We highlight that the issuing secret key is used by the Central Server for
joining users to the scheme, and therefore for the Traceability and Soundness
of Reputation requirements the adversary cannot corrupt the isk as otherwise
they could cheat by creating unregistered users. The opening secret key is used
by the Central Server to trace items, so that reputations can be updated with
new feedback. Therefore in the Unlinkability of User Behaviour requirement the
adversary cannot corrupt the osk as otherwise they could trace signatures. This
means the CS could be split into two separate entities with different secret keys.

In Figure |2 we provide the oracles used in our security requirements: USK,
POSTITEM, SENDFB, RECEIVEFB and ALLOCATEREP. USK allows the adversary to
obtain users’ secret keys. POSTITEM allows the adversary to obtain valid items
of a user, without their secret key. SENDFB allows the adversary to obtain valid
feedbacks of a user, without their secret key, storing outputs in the sets G;, for

2 Soundness of Reputation is comparable to Public Linkability and Anonymity of
Feedback is comparable to Anonymity.



use in the Non—frameability requirement. RECEIVEFB allows the adversary to dis-
cover the output of ReceiveFB, without the opening secret key, osk. ALLOCATEREP
allows the adversary to obtain outputs of the AllocateReputation algorithm, with-
out the issuing secret key, isk.

USK(i): POSTITEM(I, i, 7, t,w):

C « C u {i};return usk[i] return Postltem(gpk, I, usk[i],r,t, w)

SENDFB(4, fb, (I,7,t, £2)):

& « SendFB(gpk, usk[i], (I,r,t, $2), fb),G; < G; v {((I,r,t,2), fb,P)} return &

RECEIVEFB((I,r,t, £2), fb,®,ID):

return (r, £, F) < ReceiveFB(gpk, osk, ((I,r,t, 2), fb,®P),r, L, F,ID)

ALLOCATEREP(i, t,7):

return AllocateReputation(gpk, isk, ¢, usk[:], ¢, r, ZD)

Fig. 2. Oracles used in our Security Requirements

We next formally define our requirements. The full correctness conditions
as well Soundness of Reputation Values, Anonymity of Feedback, and Non-
Frameability are given in the full version [2I] of this paper due to their sim-
ilarities to existing work.

Correctness: There are five conditions for correctness. Condition 1 ensures
that if AllocateReputation and Postltem are computed honestly then Checkltem
will output 1. Condition 2 ensures that if SendFB is computed honestly then
VerifyFB will output 1. Condition 3 ensures the LinkFB algorithm will output 1,
with input valid outputs of SendFB on the same item of (I,r,t,(2), using the
same user secret key. Condition 4 ensures if an item and feedback were generated
honestly in Postltem and SendFB, then ReceiveFB updates r, £, F correctly. Con-
dition 5 ensures that ReceiveFB fails, if the feedback input is not valid according
to VerifyFB, or links to other feedback in £ according to LinkFB.

We first present our new security requirements, which are necessary as rep-
utation values are assigned to users instead of their individual unlinkable items.

Unforgeability of Reputation: A user can only prove that they have repu-
tation r at time ¢, if this was allocated to them by the CS in AllocateReputation.
In the context of car pooling, this security requirement means that a driver
cannot lie about their reputation when requesting a passenger.

In our security game in Figure [3] the adversary is given the opening secret
key osk, the list of user identities ZD, the USK, POSTITEM, ALLOCATEREP oracles,
but not isk, as they could run AllocateReputation. The adversary wins if they
output a valid item, for reputation r, time ¢, tracing to a corrupted user i in
ReceiveFB, without querying (4,7,t) to the ALLOCATEREP oracle, or it does not
trace to any user.



Experiment;: Expi{‘,‘ﬁ'“b(kz, R, 7, U, Aggr)

b«s${0,1}; (gpk,isk,osk,usk,r, L, F,ID) «sSetup(k, R, 7, U, Aggr)
(St,ig,i1,1,7,t,ID) «—s A™FVE® (choose, gpk, isk, usk, r, £, F,ID)

Vb e {0,1} (wj,ZD) < AllocateReputation(gpk, isk, i, usk[i;], t,r, ZD)
2 « Postltem(gpk, I, usk[ip], 7, t, wp)

d «—sg ARECEIVER (guess, St, 2,ZD); d «s$0,1

if ((I,7,t,42),-) queried to the RECEIVEFB oracle return d « d’

if d =b return 1; else return 0

Experiment: Exp'jj?ﬁe (k,R,#,U, Aggr)

(gpk, isk, osk,usk,ID) «s Setup(k, R, 7, U, Aggr); C — &

(I,r,t, 2, fb,®, v, L, F) s A"SCFOSTITELSEDES, ALLOGKIERER (55 0sk, ID)

if Checkltem(gpk, I, r,t,$2) = 0 or VerifyFB(gpk, (I,7,t,$2), fb,®) =0 return 0

if 3((1,r, t, 2), fb',d') € L with LinkFB(gpk, (I,r,t, 2), fb,d, fb',&') =1 return 0
Vi € U, ID « AllocateReputation(gpk, isk, i, usk[i], ¢, r,ZD)

if 1< ReceiveFB(gpk,osk, ((I,r,t,2), fb,®),r,L,F,ZD) return 1

else (r*, £*, F*) «— ReceiveFB(gpk, osk, ((I,r,t, 2), fb,®),r, L, F,ID)

if £¥ # ((I,r,t,2), fb,®) UL return 1

if F¥ = (i, fb) U F for some i’ eUd i* — i’ else return 1

it v*[i*] # Agar(fb, ™, F,r[i*]), or 3i € U\{s*} such that r*[i] # r[i] return 1
if +* ¢ C and (I, i*,rt, -) was not queried to the POSTITEM oracle return 1

else return 0

Experiment: Exp%fﬁoma_”p (k, R, 7, U, Aggr)

(gpk, isk, osk,usk,r, L, F,ID) «sSetup(k, R, 7, U, Aggr)

(I r.t .Q) —s AUSK,POSTITEM,ALLUCATEREP(gpk OSk ID)

if 2 returned by POSTITEM or if Checkltem(gpk, I,r,t,§2) =0 return 0
j<s$U, fb « 0,P « SendFB(gpk, usk|[j], (I, r,t, 2), fb)

(r*, £*, F*) — ReceiveFB(gpk, osk, (I,7,t, 2), fb,®),r, L, F,ID)

if F¥\F = {i’, fv} for some i’ e i* — i else return 1

if A queried (i*, t,r) to ALLOCATEREP oracle and i* €C return 0 else return 1

Fig. 3. Experiments capturing our Unlinkability of User Behaviour, Traceability and
Unforgeability of Reputation security requirements

A reputation system IT satisfies Unforgeability of Reputation if for all polyno-
mial time adversaries A, all sets R and U such that |R| and || are polynomially
bounded in k, all # € R, all Aggr functions, there exists a negligible function in
k, negl, such that: Pr[Exp%ﬁorye*rep(hR,f,L{,Aggr) = 1] < negl.

Traceability of Users: This security requirement ensures that any valid
item an adversary produces will contribute towards their own reputation in Re-



ceiveFB. This also guarantees unforgeability. In the context of car pooling, this
security requirement means that feedback on a driver’s rides will always affect
their own reputation and not another’s.

In our security game in Figure [3] the adversary is given the opening secret
key osk, the list of user identities ZD, the USK oracle to corrupt users, and
the POSTITEM, SENDFB, ALLOCATEREP oracles for uncorrupted user, but not isk,
because they could cheat by generating the secret key of a new user. They must
output a valid item and feedback, and r, £, F, such that the feedback does not
link to any in L. If ReceiveFB fails, does not correctly update r, £, F, or updates
the reputation of a non corrupted user, then the adversary wins.

A reputation system IT satisfies Traceability if for all polynomial time ad-
versaries A, all sets R and U such that |R| and || are polynomially bounded in
k, all 7 € R, all Aggr functions, there exists a negligible funtion in k, negl, such
that: Pr[Exptj?ﬁe(k,R,ﬁL{,Aggr) = 1] < negl.

Unlinkability of User Behaviour: This requirement ensures other users
cannot link together the items authored by a particular user, while the CS can
link items to form reputation values based on a user’s entire behaviour. In the
context of car pooling, this security requirement means that all rides a driver/
user undertakes are unlinkable, so their movements cannot be tracked.

In our security game, given in Figure|3| the adversary is given all user secret
keys, the issuing secret key isk, r, £, F, and ZD, but not the opening secret
key osk, because otherwise they could run ReceiveFB, and then check which
user’s reputation changes. They are given the RECEIVEFB oracle, but its use
is restricted so that the challenge signature cannot be queried, to avoid the
attack above. This attack would not be practical in the real world, as reputations
will be updated at intervals so that multiple users’ reputations will change at
once. Future work could consider specific Aggr algorithms that would allow this
security requirement to be strengthened. In our work, to ensure our model is
generic, we define security for all possible Aggr functions.

The adversary chooses an item I, a reputation r and a time ¢, an updated
list of identities ZD, and two users ig, 1, they are then given (2 and must decide
whether it was authored by i or i;.

A reputation system II satisfies Unlinkability of User Behaviour if for all
polynomial time adversaries A, all sets R and U such that |R| and |[U| are
polynomially bounded in k, and all 7+ € R, all Aggr functions, there exists a
negligible funtion in k, negl, such that: Pr[ExpaAff}’I”_“b(k,R,f,U,Aggr) =1] -
1/2 < negl.

We now give an overview of the existing security requirements.

Soundness of Reputation Values: Users who are not enrolled should
not be able to give feedback. Reputation values should be based on only one
piece of feedback per item per user. In the context of car pooling, this security
requirement would mitigate against an attack where a passenger repeatedly gives
feedback on one ride, unfairly negatively influencing the driver’s reputation.

In the security game, adapted from [9], given in the full version [21], the
adversary is able to corrupt users with the USK oracle, and is given the opening
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secret key osk, but not the issuing key isk, as they could use this to cheat by
generating a secret key for a new user. They can use the SENDFB, ALLOCATEREP
and POSTITEM oracles for uncorrupted users. The adversary outputs a list of
feedback on the same item. They win if they can output more valid unlinkable
feedback than the number of corrupted users, without using the SENDFB oracle.

Anonymity of Feedback: Anonymity of Feedback captures the anonymity
of feedback senders against the Central Server, and up to all but two colluding
users. Unfortunately it is not possible for a reputation system to have anonymity
against all colluding users, whilst still satisfying Soundness of Reputation. This
is because an adversary could discover whether a user ¢ authored some feedback
((I,r,t,02), fb,®) by running & «— SendFB(gpk,usk[i], (I,7¢t,$2), fV'), then
running LinkFB(gpk, (1,7, t,$2), fb,®, fb/,P"). If this outputs 1, then
((I,r,t,92), fb,®) must be authored by i. In the context of car pooling, this se-
curity requirement means that provided passengers never give multiple feedback
on the same ride, their feedback will be unlinkable.

In the security game, adapted from [J], and given in the full version [21],
the adversary is given isk, osk, and must choose two users ig and iy, an item
(I,7,t,92), and feedback fb. They then must decide which of these users authored
the @ returned to them. The adversary can corrupt users with USK, and use
SENDFB, POSTITEM and ALLOCATEREP for uncorrupted users. We do not allow the
adversary to query i or i1 to the USK oracle, or to query SENDFB with either i
or i1 and (I,r,t, (2), so that they cannot perform the above attack.

Non—frameability: This requirement, adapted from [19], ensures that an
adversary, who has corrupted the Central Server and all users, cannot forge feed-
back that links to feedback of another user, meaning ReceiveFB detects multiple
feedback by this user, and unfairly outputs |. In the context of car pooling, this
security requirement means that a passenger cannot feedback on their own ride,
linking to the driver involved, invalidating any feedback they give.

In the security game, given in the full version [21I], the adversary is given
isk,osk and can corrupt users using the USK oracle, and use the POSTITEM,
SENDFB, ALLOCATEREP oracles for uncorrupted users. To win, they must output
valid feedback not output by the SENDFB oracle, which links to feedback output
by the SENDFB oracle, authored by an uncorrupted user.

5 A Centralised Reputation System with Unlinkable
User Behaviour

We now give a construction for I7, a reputation system as defined in Section 3,
satisfying the security requirements we defined in Section 4. Our construction
makes use of two existing primitives: a Group Signature scheme [I7], and Direct
Anonymous Attestation (DAA) [13].

More specifically, we modify the group signature scheme XS [I§], in XS*,
similarly to what was done in [25J20], for posting items in Postltem, Checkltem,
and AllocateReputation. The XS scheme satisfies Unlinkability of User Behaviour,
whilst still allowing reputations to be formed in ReceiveFB, using the opening
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key ensuring Traceability. Furthermore our modification allows a user to prove
they were allocated a reputation at a certain time by AllocateReputation.

We then adopt the DAA scheme in [16] for the feedback component of the
reputation system in SendFB, VerifyFB, LinkFB. This perfectly fits our require-
ments, because of the user controlled linkability of the DAA scheme. Signatures
are signed with respect to a basename, and are linkable only when they have
the same author and basename. Therefore in the context of reputation systems,
by setting the basename to be the subject of the feedback, multiple feedback on
the same item can be detected, whilst still ensuring Anonymity of Feedback.

5.1 Binding Reputation to the XS Group Signature Scheme

Group Signatures [I7] prove a user is a member of a group without revealing
their identity, except to those with an opening key. Security requirements were
defined for static groups [], partially dynamic groups [6], and fully dynamic
groups [12]. The XS scheme [I§] satisfies the security requirements for partially
dynamic groups [6], of Anonymity, Traceability and Non-Frameability, under the
g-SDH [I0] assumption and in the random oracle model [5].

q-Strong Diffie Hellman Assumption (q-SDH) There are two versions of the ¢-
Strong Diffie Hellman Assumption. The first version, given by Boneh and Boyen
n [10], is defined in a type-1 or type-2 pairing setting. We use their second
version of that definition that supports type-3 pairings and was stated in the

journal version of their paper [I1].

. 2 4
Given (gl,gf,ggm ,...,g?() , 92, g5 ) such that g1 € Gy, g2 € Ga, output
1

(917" 2) € Gy x Zp\{—x}-

We present XS*, a modification of the XS scheme [I§], to allow users to
prove their reputation in Postltem. In this modification, we introduce an addi-
tional algorithm XSUpdate*, used in AllocateReputation, which outputs a token
allowing a user to update their secret key, depending on their reputation r at
time t. Postltem uses XSSign* to sign as in the original group signature scheme,
but with this updated secret key as input. Checkltem uses XSVerify*, which is
modified so that it takes (r, ) as input, and only outputs 1 if the secret key used
to generate this signature has been updated correctly with (r, ).

The XS* signature scheme consists of the algorithms given in Figure |4}, and
the group public parameters gpp; chosen as follows. Let Gy, G2, G3 be multiplica-
tive cyclic groups with large prime order p, with |p| = k, and with generators
G, and Gy respectively. Let ¢ : G; x Gy — Gs, be a bilinear map. The q-SDH
assumption must hold in (Gy, Gz). Select two hash functions: H; : {0,1}* — Gy
and Hy : {0,1}* — Z%. The group public parameters for XS* are: gpp; =

(GlaGQa G?npa E) G17 G27H1aH2)~

5.2 Direct Anonymous Attestation

Direct Anonymous Attestation (DAA) [I3] allows users to prove they are mem-
bers of a group. There is no opening key but there is user controlled linkability,
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XSKeyGen*(gpp1)

1,62 «$Zy; K <$Gi\{lg, }, H « K*1,G — K2,y <$Z,,W « GJ
return gpk; = (G1, K, H,G,G2,W),isky = v,0sk = (&1, €2)

XSJoin*(isk1, i, gpki) XSUpdate*(t,r, isk1, (Z,x,y), gpki)
T,y S Lp; Z‘*(G1Hy)ﬁ Qe Hany)
return usk; [i] = (Z,z,y) return (w <« Qﬁaz ‘w)

XSSlgl’l*(I, (Za z, y)7 gpkla T, t)
p1,p2 <$ZLp, T — Kp17T2 <~ Zle7T3 — KPQaT4 «— ZGP27Tp1an2>TJ:77'z —$Zp

Ry « K™P1 ,Rs « K"P2 Ry «— H'P1G~"P2 Ry « t(Ta, G2) "™ {(H, W) "PLi{(H, Gy) ">
ce—Ha2(I,T1,T2,T3,Ts, R1, R2, R3, Ra,7,1), 2 <= Tp1 + Y, 8py = Tpy +CP1,8py = Tpy + CP2

Sz =Tz +cx, 5, =7, +cz return Q = (T1,T2,T5,T4,¢,8p1,8p0,5x,5z2)

XSVerify*(I,r, t, 2, gpki1)
Let 2 = (T1,T2, T3, T4, ¢ 8py s Spgs 82, 52), G1 = G - Ha(r, 1)
Ry« K°P1T;° Ry «— K°P2Ty°, Ry = HP1G P2 T Ty ©
(T, W)\
if ¢ = Ho(I, Ty, T2, Ts,Ts, R1, R, Rz, R4, 7, t) return 1 else return 0

Ry = {(Ts, Go) ™ #(H, W) *P1{(H,G3) ™ "* <

XSOpen*(I,r,t, 2, 0sk, gpk1)

if XSVerify*(I,r,t, 2,gpk1) =0 return 1 return Z « TQngl

Fig. 4. The algorithms of XS*, our modification to [1§]

as defined at the beginning of this section. In DAA, a signer consists of two
separate entities: a trusted TPM and a host with higher computational power.
A DAA scheme is secure if it is indistinguishable from the ideal functionality,
given in [I4]. The CDL scheme [I6], is proved secure, assuming the LSRW [23],
Discrete Logarithm (DL), and DDH assumptions. We use the CDL DAA scheme
in particular, because as shown in Table 1 of [15], it has the lowest estimated
running time for signing out of the schemes proved secure under the more recent
models. We prioritise efficiency of signing over verification, because in reputation
systems verification is performed by a server with more computational power.
The CDL scheme, with the TPM and host merged, consists of the algorithms
in Figure[5] and the group public parameters gpps. Let Gy, G2, G3 be multiplica-
tive cyclic groups with large prime order p, with |p| = k, and with generators
Gy and Gs. Let £ : G; x Gy — Gs3, be a bilinear map. The DDH and DL prob-
lem must be hard in G;, and the bilinear LRSW [23] problem must be hard in
(G1,Ga). Select two hash functions: H; : {0, 1}* — Gy, Ha : {0,1}* — Z7. The
group public parameters for CDL are: gpps = (G1,Go, G3, p,t,G1, G2, H1, Ha).
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CDLKeyGen(gpp2) CDLJoin(z, iska, gpks)

0, B SZ¥ X — G2" €Ga,Y = G2’ €6y f 8Ly F«— Gl r s,
return gpk, = ((X,Y), isks = (a, 8)) A« Gi",B— AP;C — (A“F"P) D — (F)"?
cre «— (A, B,C,D) return usks[i] < (f,cre)

CDLSlgn(mSg7 fb7 (fv (A7 B? C7 D))v gka)

a7y, A — A" B' « B, C' « C*, D « D% z «$7Z,,J « Hi(msg)', M — B> N «— H;(msg)*
¢« Ha(B'||D'||J||M||N||msg||fb), s < z — c- f(mod p) return & = (A',B’,C',D’, J,c,s)

CDLVerify(msg, fb, D, gpk2)

Let & = (A',B’,C',D', J,¢,8),M <« B'°D', N « H1(msg)°J°

if ¢ # Ho(B'||D'||J||M||N||msg||fb) or A’ =1 return 0

if £#(A",Y) # {(B’,Ga) or {(A'D’, X) # #(C’,G2) return 0 else return 1

CDLLink(m$g7 (fbo, @0)7 (fb17 @1)7 gka)

if 3. € {0, 1} with CDLVerify(msg,, fb,, ®., gpk2) =0 return 0
For ¢ € {0,1}, let &, = (A’,,B',,C’,, D', J,, c., 5.)

if Jo = J; return 1 else return 0

Fig. 5. The algorithms of CDL [I6]

5.3 Our Construction

In Figure [6] we give our construction for a reputation system I7, as defined in
Section 3, derived from the XS* scheme and the CDL scheme. We prove in the
full paper that this satisfies the security requirements from Section 4.

6 Evaluation of our Construction

We first analyse the security of our construction, and then evaluate the efficiency.
We prove Theorems 1-6 and correctness in the full version of this paper [21].
In the proof of Theorem 1, we show that if an adversary A can break the
Unforgeability of Reputation experiment for our construction then we can build
an adversary A’ that breaks the q-SDH assumption. A’ uses the q-SDH instance
input to simulate gpk, osk, usk for A so that they are identically distributed to in
the experiment, but v in the isk is also the secret value in the problem instance.
A’ also simulates responses the AllocateRep oracle to A using the problem
instance and by programming the random oracle. A’ then uses the signature
(I,7,t,X) output by A to output a valid solution to the g-SDH problem.

Theorem 1 (Unforgeability of Reputation). Assuming the random oracle
model, and the ¢-SDH assumption, our reputation system II satisfies Unforge-
ability of Reputation.

The proofs of the following Theorems 2 and 3, are similar to the proofs of
Traceability/ Non-Frameability and Anonymity for the XS scheme [I8]. We have
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Setup(k, R, 7, U, Aggr)

Generate (gpp1, gpp2) as above , (gpk1, isk1, osk) «— XSKeyGen*(gpp1), (gpkz, isk2) «— CDLKeyGen(gpp2)
gpk < (gpk1, gpkz), isk « (isk1,isk2)

VieU uskq[i] « XSJoin*(isk1, i, gpki1), uska[i] « CDLJoin(i, iska, gpka), usk[i] < (uski[i], usks[i])
L—FF— B ID— P Viel,r[i] —7 return (gpk,isk,osk,usk,r, L, F,ID)

AllocateReputation(gpk, isk, i, usk[i], t,r[i],ZD) Postltem(gpk,I,(Z,x,y),r,t,w)

(w, Z) « XSUpdate*(t, r[i], usk [i], isk1, gpk1) if {(w, WG3) # t(H1(r, t),G2) return L
ID « ID u (i,r[i],t,Z) return (w,r[i],ZD) Z — Z -w,usk — (Z,z,y)
return 2 « XSSign*(I, usk, gpky, 7, t)

Checkltem(gpk, I,7,t, £2) SendFB(gpk, usk[i], (I,r,t, 2), fb)

return b « XSVerify*(I,r, t, 2, gpk1) return & «— CDLSign((I,r,t,(2), fb, uska[i], gpk2)

VerifyFB(gpkv (I’ Tt Q)v fb7 ¢) LInkFB(gpk, (Iz T, Q)’ fb07 Po, fb17¢1)

return b « CDLVerify((I,r,t, 2), fb, ®, gpks) return b « CDLLink((I,r,t,$2), (fbo,Po), (fb1,P1), gpk2)

ReceiveFB(gpk, osk, (I, r,t,2), fb,®),r, L, F,ID)

if VerifyFB(gpk, (I,7,t,$2), fb,®) =0 return L

if 3(1,7,t,2), fv', &) € L s.t. LinkFB(gpk, (I, 7,t, 2), fb,®, fb',&') =1 return L
7 XSOpen*(I,r,t, 82, 0sk, gpk1), Find (¢, 7, ¢, Z) € ID, otherwise return L

r[i] < Aggr(fb,i, F,r[i]), L «— ((I,7,t,2), fb,P) U L, F « (i, fb) u F return (r,L)

Fig. 6. Our Reputation System, IT

adapted these proofs due to the modification in XS*, and as our model is static
(users do not join or leave after the scheme begins). The proofs of Theorems
4, 5, 6 are similar to the simulation based proof of security of CDL [16]. It is
clear due to the similarity of the security requirements for DAA schemes [16] and
the security requirements of Soundness of Reputation, Anonymity of Feedback
and Non-Frameability, that a reputation system that uses the CDL scheme will
satisfy these requirements.

Theorem 2 (Traceability). Assuming the random oracle model, and the joc
q¢-SDH assumption, our reputation system II satisfies Traceability.

Theorem 3 (Unlinkability of User Behaviour). Assuming the random or-
acle model, and the q-sdh assumption, our reputation system II satisfies Unlink-
ability of User Behaviour.

Theorem 4 (Soundness of Reputation). Assuming the bilinear LRSW prob-
lem is hard in (G1,Gs), and the random oracle model, our reputation system IT
satisfies Soundness of Reputation.

Theorem 5 (Anonymity of Feedback). Assuming the DDH assumption in
Gy, and the random oracle model, our reputation system II satisfies Anonymity
of Feedback.

Theorem 6 (Non—frameability). Assuming the DL assumption in Gy, and
the random oracle model, our reputation system Il satisfies Non—frameability.
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6.1 Efficiency

Computational cost. We focus on Postltem, Checkltem, and SendFB, because
these are performed by users with less computational power. We note that Re-
ceiveFeedback only needs to check all feedback for the same item, to ensure
Soundness of Reputation, not all feedback. SendFB requires 7 exponentiations
in Gy, and 2 hash computations which is a low computational cost.

There is an extra cost, compared to [919], required to achieve Unlinkability
of user behaviour, in Postltem and Checkltem. We note that in [9/19] whenever a
user posts an item they must receive a new secret key from the managing author-
ity, which is not required by our reputation system. Assuming pre-computation,
Postltem requires 8 exponentiations in G1, 3 exponentiations in Gs, and 1 hash
computation. Checkltem requires 2 computations of £, 10 exponentiations in G,
2 exponentiations in Go, 2 exponentiations in Ggs, 2 hash computations.

Communication Overhead. Using updated parameters for curves that
give 128 bit security [28] and point compression, the XS* signature {2 has length
432 bytes and the CDL signature @ has length 336 bytes. Therefore the com-
munication overhead when sending feedback with our construction is 768 bytes,
compared to 624 bytes in [9] using the same curves. This is a relatively small in-
crease given the additional security of Unlinkability for user behaviour achieved.
Our communication overhead compares well to [I9] where signatures have length
O(klog(n)), as shown in [22], compared to our signatures of length O(k).

6.2 Conventional Attacks on Reputation Systems

There are several attacks outside the scope of this work such as: On-Off attacks,
where adversaries behave honestly/dishonestly alternatively, Whitewashing at-
tacks, where adversaries leave and rejoin to shed a bad reputation, Sybil attacks,
where users give dishonest feedback, and Self Rating attacks, where adversaries
positively rate a large number of their own items.

Sybil attacks are partly mitigated by the Soundness of Reputation require-
ment. A solution for Whitewashing and Sybil attacks could be to make joining
a scheme expensive. Self Rating attacks could be mitigated by making all users
give the feedback “*” on their own items that could be used to link to self rat-
ings, or be punished by the CS. The Central Server can also punish authors of
items that do not represent a valid transaction.

7 Conclusion

We have introduced and formally defined a new security model for centralised
reputation systems, where user behaviour is and unlinkable. This represents a
shift from previous models which aims at more accurately capturing the real-
world requirements of reputation systems, used by many on a daily basis.

We have provided a concrete construction which satisfies the new security
requirements with a low additional efficiency cost. As a next step, we are consid-
ering the extension of our model to allow for dynamic join of users, similarly to
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1,

as well as a concrete implementation of the system to be used, for instance,

by a car-pooling app.
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